APPLICATION FOR ETHICAL APPROVAL
In order for research to result in benefit and minimise risk of harm, it must be conducted ethically.
This form must be completed and approved prior to undertaking any research activity.
SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Sobia Tabassam

	2
	Student Number:
	2222632

	3
	Email address:
	2222632@student.uwtsd.ac.uk

	4
	Programme of Study:
	MSc Computing

	5
	Supervisor:
	Dr Aliyu Sambo


SECTION B: Internal and External Ethical Guidance Materials
	1
	UWTSD Research Ethics & Integrity Code of Practice
	☒

	2
	UWTSD Research Data Management Policy
	☒

	3
	UK General Data Protection Regulation (UK GDPR) / Data Protection Act 2018
	☒

	4
	BCS Code of Conduct (British Computer Society)
	☒


SECTION C: Details of Research Activity
	C1
	Indicative title: Factors Influencing User Trust in UK Web Applications: Developing a Post-GDPR Trust-by-Design Framework

	C2
	Proposed start date: May 2026     Proposed end date: July 2026

	C3
	Purpose of Research Activity:
This research investigates the factors that determine whether UK adults trust web applications with their personal data in the post-GDPR environment. Web applications now underpin essential daily services — banking, healthcare, retail, government, education, and social media — yet consumer trust remains inconsistent and poorly understood. Despite the introduction of GDPR in 2018 and significant advances in security technology, no UK-specific, empirically validated model exists that identifies and ranks the trust signals most strongly associated with user willingness to share personal data across multiple web application sectors. This study will address that gap by systematically identifying, measuring, and ranking the factors that influence digital trust, examining whether GDPR awareness moderates the well-documented Privacy Paradox among UK adults, and synthesising the findings into a practical Trust-by-Design Framework for UK web developers and UX practitioners. The research will contribute to both academic knowledge and professional practice by providing the first UK-specific, post-GDPR empirical ranking of web application trust factors across six consumer-facing sectors. Existing research — including McKnight et al. (2002), TAM (Davis, 1989), and UTAUT (Venkatesh et al., 2003) — has not been validated in contexts where regulatory data protection is legally mandated, leaving a significant gap that this study will fill.

	C4
	Research Question:
What factors most strongly influence UK adults' trust in web applications in the post-GDPR environment, and how can these factors be synthesised into an evidence-based Trust-by-Design Framework to inform the design of trustworthy web applications in the UK?

	C5
	Aims of Research Activity:
To identify and rank the factors influencing UK adults' trust in web applications, examine the moderating effect of GDPR awareness on the relationship between privacy concerns and trust behaviour, and develop an evidence-based Trust-by-Design Framework to inform the design of trustworthy web applications in the UK.

	C6
	Objectives of Research Activity:
O1: Critically evaluate the literature on technology acceptance, online trust, the Privacy Paradox, and GDPR-era web application research to identify theoretical foundations, research gaps, and opportunities for empirical investigation. Method: Systematic literature review. Output: Structured literature map identifying key theories, methods, and gaps.
O2: Design and distribute an online survey measuring UK adults' trust perceptions across six web application contexts (banking, retail, healthcare, social media, government, entertainment). Method: Online Survey (n=180–220). Output: Quantitative dataset of trust perceptions across six application sectors.
O3: Identify which trust factors (security signals, privacy policy transparency, design quality, brand reputation, and GDPR awareness) most strongly predict trust. Method: Multiple Regression analysis (SPSS). Output: Ranked model of trust predictors with statistical significance.
O4: Examine whether GDPR awareness moderates the relationship between privacy concerns and trust behaviour, providing an empirical assessment of the Privacy Paradox within the UK post-GDPR context. Method: Moderation analysis (PROCESS macro v4). Output: Evidence supporting or challenging the moderating effect of GDPR awareness.
O5: Develop an evidence-based Trust-by-Design Framework for UK web developers by synthesising the empirical findings into practical design recommendations. Method: Framework synthesis. Output: Trust-by-Design Framework with evidence-based recommendations for practice.

	C7
	Proposed Data Collection Methods:
Data will be collected through a single online questionnaire hosted on Microsoft Forms or Qualtrics. The questionnaire will be distributed to UK adults aged 18 and over via convenience sampling through personal and professional networks, LinkedIn, university contacts, and UK online community groups. The survey will comprise four sections. Section A will collect basic demographic information. Section B will measure GDPR awareness using validated items adapted from Prince et al. (2022). Section C will measure 18 trust factors across six web application sectors using five-point Likert-scale items adapted from validated instruments (McKnight et al., 2002; Corritore et al., 2003; Zieglmeier and Lehene, 2021). Section D will collect an overall trust score per sector. Before full deployment, the questionnaire will be pilot tested with 10–15 participants to assess clarity, completion time, and question suitability. No interviews, focus groups, observation, or audio/video recording will be used. No sensitive, special category, or personally identifiable data will be collected. All responses will be anonymous and voluntary.


SECTION D: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	D1
	Use of a questionnaire or similar research instrument?
	☒
	

	D2
	Use of interviews?
	
	☒

	D3
	Use of focus groups?
	
	☒

	D4
	Use of participant diaries?
	
	☒

	D5
	Use of video or audio recording?
	
	☒

	D6
	Use of computer-generated log files?
	
	☒

	D7
	Participant observation with their knowledge?
	
	☒

	D8
	Participant observation without their knowledge?
	
	☒

	D9
	Access to personal or confidential information without participants' specific consent?
	
	☒

	D10
	Administration of any questions, test stimuli or presentations that may be physically, mentally or emotionally harmful / offensive?
	
	☒

	D11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	
	☒

	D12
	Investigation of participants involved in illegal activities?
	
	☒

	D13
	Use of procedures that involve deception?
	
	☒

	D14
	Administration of any substance, agent or placebo?
	
	☒

	D15
	Working with live vertebrate animals?
	
	☒

	D16
	Procedures that may have a negative impact on the environment?
	
	☒

	D17
	Other primary data collection methods? — None
	
	☒


SECTION E: Intended Participants
	
	Who are the intended participants:
	YES
	NO

	E1
	Students or staff at the University?
	☒
	

	E2
	Adults (over the age of 18 and competent to give consent)?
	☒
	

	E3
	Vulnerable adults?
	
	☒

	E4
	Children and Young People under the age of 18?
	
	☒

	E5
	Prisoners?
	
	☒

	E6
	Young offenders?
	
	☒

	E7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	
	☒

	E8
	People engaged in illegal activities?
	
	☒

	E9
	Others (other UK adults not at the university — general public via online recruitment)
	☒
	

	E10
	How many participants are expected?
	A target sample of 180–220 participants will be recruited. Sample size was determined using G*Power 3.1 (power = 0.80, alpha = 0.05, 18 predictors), providing sufficient statistical power for multiple regression analysis. Participants will be identified and contacted through personal and professional networks, LinkedIn, university student and staff networks, and UK online community groups. The survey link will be distributed via email and social media channels.

	E11
	Who will the participants be?
	UK adults aged 18 years and over who regularly use web applications for everyday activities including banking, healthcare, retail, government services, social media, and entertainment. Participants must be resident in the UK and competent to provide informed consent.

	E12
	How will you identify the participants?
	Participants will be identified through non-probability convenience sampling via personal and professional networks, LinkedIn, university contacts (staff and students), and UK online community groups. The online survey link will be shared via email and social media. No gatekeepers or institutional access will be required. Eligibility will be confirmed through an initial screening question asking whether the participant is a UK adult aged 18 or over who regularly uses web applications.


Information for participants:
	
	Question
	YES
	NO
	N/A

	E13
	Will you describe the main research procedures to participants in advance?
	☒
	
	

	E14
	Will you tell participants that their participation is voluntary?
	☒
	
	

	E15
	Will you obtain written consent for participation?
	☒
	
	

	E16
	Will you explain to participants that refusal to participate will not affect their treatment or education (if relevant)?
	☒
	
	

	E17
	If the research is observational, will you ask participants for their consent to being observed?
	
	
	☒

	E18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☒
	
	

	E19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☒
	
	

	E20
	Will you tell participants that their data will be treated with full confidentiality and will not be identifiable as theirs?
	☒
	
	

	E21
	Will you debrief participants at the end of their participation?
	☒
	
	

	E22
	If NO to any of above — explanation: N/A — all answered YES or N/A.
	
	
	

	E24
	Will participants be paid?
	
	☒
	

	E25
	Is specialist electrical or other equipment to be used with participants?
	
	☒
	

	E26
	Are there any financial or other interests to the investigator or University arising from this study?
	
	☒
	

	E27
	Will the research activity involve deliberately misleading participants in any way?
	
	☒
	


SECTION F: Anticipated Risks
	F1
	Risks to participants:
	Mitigation:

	
	Minimal risk is anticipated. The questionnaire asks participants only for non-sensitive opinions about trust in web applications. No sensitive personal data, special category data, or personally identifiable information will be collected. There is a low possibility that some questions may cause participants to reflect on negative past experiences with online fraud or data breaches, which could cause minor discomfort.
	The Participant Information Sheet will clearly state the nature of the questions and that participation is entirely voluntary. Participants may skip any question they do not wish to answer and may withdraw at any time before submitting the questionnaire. Contact details for the researcher will be provided should participants wish to raise any concerns. No payment or incentive will be offered that could be seen as coercive. The study has been designed to avoid collecting any sensitive or special category data.

	F2
	Sensitive or upsetting topics:
	

	
	None anticipated. The questionnaire covers only non-sensitive opinions about web application trust. No questions relate to illegal activity, sexual behaviour, drug use, or other sensitive topics. No action triggers are expected.
	Not applicable.

	F3
	Risks to the investigator:
	Mitigation:

	
	Low risk to the investigator is anticipated. The research is conducted entirely online through an anonymous questionnaire. There is no face-to-face contact with participants. There is a small risk of receiving unsolicited contact or complaints from participants via the provided email address.
	A dedicated research email address will be used for all participant communications to avoid the use of personal contact details. The supervisor (Dr Aliyu Sambo) will provide oversight throughout the research process. The university's Research Ethics and Integrity Code of Practice will be adhered to at all stages. Any concerns or complaints received from participants will be reported to the supervisor immediately.

	F4
	University/institutional risks:
	Mitigation:

	
	Minimal institutional risk is anticipated. There is a small risk of reputational damage if data security is breached or if participants raise complaints about the conduct of the research.
	All data will be stored in encrypted, password-protected cloud storage on the University Office 365 system. Ethical approval will be obtained before any participant recruitment or data collection begins. The research will be conducted in full compliance with the University's Research Ethics and Integrity Code of Practice, Research Data Management Policy, and UK GDPR. The supervisor will be kept informed of progress throughout.

	F5
	Environmental risks:
	Mitigation:

	
	None anticipated. The research is conducted entirely online and involves no physical activities, laboratory work, or environmental impact.
	Not applicable. No environmental risk has been identified.


SECTION G: Feedback, Consent and Confidentiality
	G1
	Feedback / Debriefing:

	
	At the end of the questionnaire, participants will be provided with a brief debriefing statement confirming the purpose of the study, how the data will be used, and when findings are expected to be available. A dedicated email address will be provided so that participants can contact the researcher if they wish to receive further information about the study outcomes. Participants will not be emailed with the final report unless they specifically request this.

	G2
	Informed Consent:

	
	Participants will receive a Participant Information Sheet at the start of the online questionnaire. This will explain the purpose of the study, what participation involves, how long it will take, how data will be used, their right to withdraw, and the anonymity and confidentiality arrangements. Participants will confirm their consent by clicking an 'I agree' button before proceeding to the questionnaire questions. By clicking this button, participants confirm that they have read and understood the information sheet and agree to participate voluntarily. This constitutes electronic informed consent and is appropriate for an anonymous online survey. No paper consent forms will be used and no personal data (such as names or signatures) will be collected.

	G3
	Confidentiality / Anonymity:

	
	All responses will be fully anonymous. No personally identifiable information will be collected at any point, including names, email addresses, IP addresses, or demographic combinations that could identify individuals. Participants will not be named or identifiable in any outputs, including the dissertation or any publications. As responses are anonymous, it will not be possible to withdraw individual responses after questionnaire submission, and participants will be informed of this before consenting. Data will be reported in aggregate form only. Confidentiality will be maintained throughout the research process and beyond.


SECTION H: Data Protection and Storage
	
	Does the research involve personal data (GDPR/DPA)?
	YES
	NO

	H1
	Personal data as defined by UK GDPR?
	
	☒

	H2
	Description: No personal data will be collected. The questionnaire is fully anonymous. No names, email addresses, IP addresses, or other identifiers will be collected or stored. The survey platform will be configured to disable IP address logging. All demographic data will be collected only at group level to prevent identification.
	
	

	H3
	Special category data?
	
	☒

	H4
	None collected. The questionnaire asks only about opinions on web application trust. No racial/ethnic origin, political opinions, religious beliefs, health, sexual life, genetics, or biometric data will be collected.
	
	

	
	Will data be stored in any of the following ways?
	YES
	NO

	H5
	Manual files (paper form)?
	
	☒

	H6
	University computers?
	☒
	

	H7
	Private company computers?
	
	☒

	H8
	Home or other personal computers?
	
	☒

	H9
	Laptop computers / CDs / Portable disk-drives / memory sticks?
	
	☒

	H10
	Cloud storage or websites? (University Office 365 OneDrive only)
	☒
	

	H12
	Security measures: All data will be stored in encrypted, password-protected cloud storage on the University Office 365 system. No data will be stored on personal devices, USB drives, or third-party cloud services. The online survey platform (Microsoft Forms or Qualtrics via University licence) will export anonymised response data directly to the researcher's University OneDrive folder. All data will be retained only for the period required by university regulations (until completion of the research and assessment process) and will then be securely and permanently deleted. No audio or video data will be collected. Consent is embedded within the questionnaire rather than collected as a separate signed form; therefore no consent forms containing personal data will be stored.
	
	

	
	Data Protection — will the research involve:
	YES
	NO

	H13
	Electronic transfer of data in any form?
	☒
	

	H14
	Sharing of data with others at the University outside of the immediate research team?
	
	☒

	H15
	Sharing of data with other organisations?
	
	☒

	H16
	Export of data outside the UK or importing of data from outside the UK?
	
	☒

	H17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	
	☒

	H18
	Publication of data that might allow identification of individuals?
	
	☒

	H19
	If YES (H13 — electronic transfer): The survey platform (Microsoft Forms or Qualtrics via University licence) will transfer anonymised response data electronically to the researcher's University Office 365 OneDrive account. This transfer will be encrypted and conducted via the University's secure systems. No data will be shared with external organisations. No data will be exported outside the UK. No personal data, email addresses, or IP addresses will be collected or transferred. All data transfers will be conducted in accordance with UK GDPR and the University's Data Protection Policy.
	
	

	H20
	Who will have access: The principal researcher (Sobia Tabassam, Student ID: 2222632) and the academic supervisor (Dr Aliyu Sambo, University of Wales Trinity Saint David) will have access to the anonymised research data. No other individuals or organisations will have access to the data. The external examiner or second marker may access the final dissertation, which will contain only anonymised, aggregated findings.
	
	

	H21
	Custodian: The principal researcher, Sobia Tabassam (Student ID: 2222632), will act as sole custodian of all data generated by this research activity.
	
	

	H22
	Data storage arrangements: All data will be stored in encrypted, password-protected University Office 365 OneDrive cloud storage. No USB sticks or personal devices will be used. Data will be retained only for the period required by university regulations after completion of the project, then securely and permanently deleted.
	
	

	H22b
	☒  I confirm that I have read the UWTSD guidance on data management.
	
	

	H23
	☒  I confirm that I am aware that I need to keep all data until after my research has completed.
	
	


SECTION I: Use of AI Tools
	
	Will the research use AI tools to do any of the following?
	YES
	NO
	N/A

	I1
	Capture data?
	
	
	☒

	I2
	Generate and/or edit text?
	
	
	☒

	I3
	Generate graphics?
	
	
	☒

	I4
	Generate video?
	
	
	☒

	I5
	Generate sound/music?
	
	
	☒

	I6
	Generate code?
	
	
	☒

	I7
	Generate synthetic data?
	
	
	☒

	I8
	Analyse data?
	
	
	☒

	I9
	Analyse personal or sensitive data?
	
	
	☒

	I10
	Classify data?
	
	
	☒

	I11
	Use the free version of any AI tools?
	
	
	☒

	I12
	AI tools used: No AI tools will be used to capture, generate, or analyse research data. IBM SPSS 29 and Hayes' PROCESS macro v4 will be used for statistical analysis. These are established academic statistical software tools, not generative AI. The research will be conducted in full compliance with UWTSD's current AI guidance and policy.
	
	
	


SECTION J: Declaration
The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.
In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University's Research Ethics and Integrity Code of Practice.
	J1
	Signature of applicant:
	Sobia Tabassam
	Date: 14 July 2026

	J2
	Supervisor:
	Mohammed Ben Farrah
	Date: 

	J3
	Supervisor Signature:
	
	



