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Abstract—This document is a proposal for the design of an optimised network and data centre offered as an IaaS cloud service. A review of related work indicates that virtualisation of data centres is one of the main ways of data centre optimisation. The designed data centre has three main server farms; the intranet, extranet, and internet server farms. Typically, the data centre is hosted in Swansea, but has other users in Malaysia, who access its services via the internet cloud. An implementation process, which includes aspects such as security management and load balancing have also been addressed. Lastly, recommendations have been provided based on the issues identified.
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I. Introduction
  This paper focuses on the evaluation of Infrastructure-as-a-service (IaaS) within the confines of network and Data Centre management. The main aim of this research is to design an optimised network and data centre that is hosted at Swansea campus and offered as a cloud service in Malaysia. Precisely, the paper begins by exploring a variety of literatures on the subject of IaaS, Network and Data Centre design, and the integration of IaaS and Data Centre Management. The paper then focuses on the design of a Network and Data Centre system using Cisco packet tracer. The last section of the report includes a detailed description of the implementation process for the designed Network and Data Centre system. Conclusions and recommendations are made to supplement the implementation process and future work on the same subject. 

II. Research 
  A large portion of extant literature has particularly focused on the design energy-efficient data centres [1]. As technology continues to advance, the computational power of data centres also increases proportionally. In the long run, the energy demand of data centres also rises. Considering the alleged impending energy crisis due to natural resource and energy-resource depletion, minimisation of energy use in all sectors has become critical. Therefore, optimal design of data centres with minimal energy demands has attracted a significant number of researchers. For instance, Pratt et al [2] provide a clear guideline on the design of an intranet network & data centre for minimal energy consumption. 

Other researchers such as Aksanli [3] have focused on the design of data centres that run solely on green and renewable power. These approaches are intended to make the computing industry as energy efficient as possible. 

Another area of interest among contemporary researchers in Data Centre design is scalability [4]. Scalability involves the optimal design of a data centre to just meet the needs of an organisation [5]. On the one hand, the data centre should not be too complex such that most of the features included are not needed in any of the core organisational processes and operations [6]. On the other hand, the data centre must not be under-built such that it does not satisfy most of the critical needs of the organisation [6]. For instance, [5] present a highly scalable network and data centre system that supports huge data exchange between different servers in different server farms. The design also offers Ethernet layer 2 semantics and profound performance isolation between a variety of services [5]. The network also includes Valiant Load balancing and efficient flat addressing to regularly spread data traffic across different network routes, and to allow the instantaneous placement of services at any point within the network, respectively. To further increase scalability of the network, Greenberg [5] employ end-system-based address resolution. 

In the existing literature, there is limited information on cloud-based network and data centres. Therefore, the main aim of this paper is to integrate common aims of effective data centre design – such as scalability, outstanding load balancing, fault tolerance, performance, and energy efficiency – with cloud-based data centre management [6]. 

In Cloud computing, IaaS refers to the provision of virtualised computing resources over the internet. Typically, a host server houses all the computing resources and controls the type of clients that should access the computing resources [5]. IaaS has been applied in various computing contexts such as analysis of huge amounts of data, web hosting services, and storage & backup services. 
Contemporary literature indicates virtualisation of data centres as one of the best data centre optimisation techniques [7]. Essentially, optimisation of a data centre entails the transfer of physical data centre resources into the cloud. In this way, the role of ensuring energy efficiency in order to reduce corporate costs associated with energy is reduced [4]. Furthermore, the stress associated with management of a physical data centre, such as burglar proofing, is reduced. Cloud-based data centres also happen to perform faster because, the cloud servers are probably more powerful as compared to what most organisations can possess [8]. However, some scholars indicate that the costs associated with the virtualisation of data centres are sometimes extremely high. Nevertheless, corporations can weigh out the costs and benefits of data centre virtualisation and venture into it only if it does not significantly affect their economic performance [9]. Furthermore, data centre virtualisation could only be recommended to corporations with a huge and expanding clientele base. Another critical issue indicated in contemporary literature regarding data centre virtualisation is the need for data back-up [10]. Backing up of data would necessitate ownership of physical storage locations and resources, hence negating the benefits of virtualisation. Nevertheless, virtualisation is still more beneficial since it makes the organisation more resilient to disasters that would cause data centres to become inoperable due to damages to fundamental computing resources [11]. 
Literature indicates other aspects that need to be designed and managed effectively in order to optimise data centre performance. First, load-balancing is a concept that has received much consideration in literature. Typically, load balancing entails the distribution of requests to servers such that there is optimal performance of the server. Overloading one server, for instance, would slow down server farm performance because, the single server handling too many requests will take a significantly long period to complete request execution, while the other servers have almost no requests to handle. Most design prototypes in literature have focused on load balancing in order to utilize the computing resources that have been under-utilised, and to reduce the load on computing resources that have been over-loaded. For instance, Singh [12] designed a virtualised data centre with least requests optimisation capability.
Since virtual data centres entail communication over the internet, security in such data centres has been cited as a critical issue. Consequently, design and implementation of such data centres must ensure maximum network security. 
According to Signh [12], the communication can be secured effectively through development of a VPN between the host and the clients. In this case, the host is the cloud server which offers data centre services in form of IaaS. A VPN is naturally an encrypted connection to the internet [13]. The main aim of including this VPN is to ensure that data centre users can privately and remotely access the data centre without the knowledge of internet sniffers. In this way, the VPN shields the data centre servers from getting requests from external parties. Network security infrastructure at the data centre itself is also essential in ensuring network security [14]. 
A. Machine2machine 

Machine2Machine is a technology that is similar to IoT in the sense that it entails devices communicating with each other [15]. However, IoT is a grand-scale software that automates communication among a large network of devices, usually over the internet. On the contrary, M2M is a point-to-point communication in which, the communication hardware and software is embedded in the customer device [15]. M2M will be particularly useful in designing more scalable data centres. Furthermore, M2M is the main candidate technology for designing fault-tolerant data centre networks. 

B. Internet of Things(IoT)
IoT is a technology that allows networked devices to communicate with each other and share information. This technology has promising improvements to contemporary data centre management [13]. First, IoT will allow the automation of data centre tasks such as monitoring, patching, scheduling, and updating. In this way, data centres will become much more flexible and reliable, unlike current rigid data centres in which most data centre tasks are performed manually. Furthermore, IoT technology will allow the inclusion of as many data centre devices (servers) as possible without storage space risks. This benefit is similar to the cloud service benefit associated with optimisation of physical storage space [13]. As for IoT, data centre servers could be located in different locations in order to optimise space as well as improve on the physical security of the servers. 

However, one major challenge that must be overcome is associated with the increased computing power that data centres will require due to the increased number of IoT client devices that is expected [13]. However, scalability of data centres will correspondingly be high to meet the increased performance demands of the servers. 

III. DESIGN & IMPLEMENTATION
We have designed a Network and Data Centre to support UWTSD campuses and partner’s colleges. This will centralise UWTSD IT operation and equipment’s as well as managing and supporting the day to day operation. We have built the following three Server Farms:
· Intranet Server Farm: based inside Inter-Vlan and only accessed by Inter-Vlans users
· Extranet Server Farm: only accessed by Inter-Vlans and partners.

· DMZ/Internet server Farm: accessed by all the internet community.

In this network and data centre we have implemented the following features and protocols to optimise its performance:
· Creating different Vlans for each department.

· Using VLSM to subnet the network properly.

· Creating access-list to filter traffics.

· Utilising NAT feature to translate private IPs to Public ones.

· Using fire wall to secure the network and filter traffic.

· Using core and distribution switches to have better network performance.

· Utilising EtherChannels to increase the bandwidth between the core and distribution layer. 

· Implementing STP to stop layer two loops.

· Implementing VTP across the switches to facilitate the Vlans management.
· VPN was configured to encrypt and secure the data across the network.

·  Using SSH to remote securely into the network devices.

· Using HSRP for routing redundancy.

· Using EIGRP and OSPF protocols to direct the traffic between campuses and the different server farms.
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Figure 1 - Full Topology
[image: image2.png]122.168.10.10 [ 192.188.10.100

58 gigriqis 101
oig: 22 B Sigriorz

201 Tigaa, nazni | sz
182168 10.1 FERNET_R1 ~~. 1112 A

~ G0 3332 G(s.-mm e
Se0/10 2 oo
‘:ﬁ.—l—“u—kr'qwm
2222 o 1 Se001 Se0/10 —
- e
— ass2

i

N

a2

sigvaz0
o2

152.168.20. 100 cigtome

s

VTN N e cigios\,

el m/ \ =
.
o

172180100 oz e\

P A -

“Gigtiors’ RS
e et G G




Figure 2 - Server Farms

IP Addressing and Subnetting
  This refers to the process of assigning unique identifiers to devices in a network as well as portions of the network [16]. An IP address is uniquely identify a device on the network, while a subnet is a set of numbers that uniquely identify a portion of the network [16]. Implementation IP Addressing and Subnetting has been effectively conducted in the design. Beginning with the internet server farm, two of the servers have been assigned 

NB: All the IP addresses and subnets are considered default. In the course of data centre operation, they could be altered to suit specific institutional requirements. 
Application services

  Application services are specific types of activities or components which support and enhance the implementation, operation, and maintenance of a data centre. The main application services required for effective implementation of the data centre design include load balancing, fault tolerance, performance management, and energy efficiency. 

Load balancing

  The design of all the three server farms follows a basic layered approach in which, each server farm is sub-divided into three layers; the access, the distribution, and the core layers. The core layers perform effective load balancing in order to ensure optimal handling of requests. In this case, load balancing at the core level should be achieved using a load balancer included in each server farm. If the load balancer is configured for the least requests approach, incoming requests are readily passed on to the server with the least number of requests [4]. 

Security Services

  Securing the data centre is one of the significant aspects of data centre management. During the implementation of the designed data centre, security services that should be implemented include network security infrastructure (firewalls, Intrusion Detection Systems, and access controls), layer 2 protection (port security and VLANs), and physical security. 

Network Protection infrastructure is composed of security services that specifically prevent the data centre network from being compromised. Firewalls should be deployed on the edge sub-network for incoming and outgoing data packets in order to separate the internal networks (intranet and extranet) from the internet. Firewalls should also be installed on internal client devices in order to prevent any intruder taking advantage of client device vulnerability [6]. 

Storage services

  Storage services that should be implemented include Storage Area Networks, Disk Arrays, and Data backup services. A SAN is simply a computer network that provides high speed [17].

IV. CONCLUSION, RECOMMENDATIONS
Conclusion

   The current report aimed at evaluating the integration of IaaS with Network and Data Centre Management. Precisely, the project entailed a detailed design of a Network & Data Centre for Swansea and Carmarthen, and a cloud IaaS interface with Malaysia. The proposal for a cloud based data centre with various optimisation capabilities is based on various advantages associated with IaaS data centre management.

Data Centre users in Malaysia should remotely access the Data Centre contents and services via the internet in form of a cloud service (IaaS). The design consists of server farms, network switches, and network routers. Precisely, there are three server farms in the design; the intranet server farm, the extranet server farm, and the internet server farm. Each of these server farms consists of four servers which serve different purposes. Network switches connect servers and server farms to intermediate routers, which connect the server farms to the main routers. The design incorporates addressing and subnetting in order to facilitate communication. Implementation of the Network and Data Centre requires a number of services. These services include application services, storage services, business continuity services, and security services. 

Recommendations

-
Implementers should consider adopting either the least response or least request load balancing configuration due to its flexibility. The round-robin configuration would require significant changes to the physical layout of the servers.

-
Implementers should consider backing up all data in multiple cloud servers. Saving the data in different locations is the main aim in this case because, a physicals issues that affects a particular location of data storage will probably not affect other locations. 
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