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[bookmark: _Toc196774818]Introduction
Within modern engineering systems they utilise distributed microcontrollers where they need reliable control and efficient communication between devices. The automotive industry uses these microcontrollers to help manage various functions including lighting, safety features, sensor networks, this helps reduce complex wiring and improves flexibility.
The project aim is to design and develop a simple token-based distributed network for a specific corner lighting system of a car. It should consist of a master controller and a slave device these will be responsible for the operation of individual lights, these include the brake light, indicator, fog light and reverse light. The master device sends out control tokens to the slave which allows for the device to respond without having communication conflicts.
The project will need to use proteus software to simulate the systems design as the programming of the microcontrollers is developed in embedded C. The reliable operation and structure within the network is utilised using token-based communication.
This report will cover various stages of the project, which includes research into communication methods, design of the system, program development and finally analysing the system’s operation. There will be a flowchart showing how the system operates and interaction between devices. It will also consider the quality management role and continuous improvement in allowing safe, reliable and efficient performance of the system.

[bookmark: _Toc196774819] Research
[bookmark: _Toc196774820]Transmission System Overview 
When looking at transmission systems architecture defines the way the devices will exchange data. The reliability, scalability and complexity of a system is decided by what type of system is chosen [1]. There are three choices to choose from these being point-to-point, point-to-multipoint and multi-master systems. They have different characteristics, benefits and limitations which will be dependent on what application they will be used for and the requirements of that system. 
[bookmark: _Toc196774821]A point-to-point transmission system.
This system has one device as a transmitter and one as the receiver which involves direct connection between the two devices. This setup allows a dedicated communication link, thus allowing the data exchange to be secure and without interference from any other devices [2]. This straightforward approach allows for the system to be used in basic communication setups. The below image (Figure 2‑1) shows a diagram of a point-to-point transmission system. 
[image: Point-to-Point Transmission System]
[bookmark: _Ref196597650][bookmark: _Toc196774803]Figure 2‑1 Point-to-Point Communication using VoIP and IPTV Transmission Protocols [3]
[bookmark: _Toc196774822]Key characteristics
The use of point-to-point is defined by simplicity, it offers a given pat for data transmission. Communication is known to be reliable due to only being two devices used which allow for minimal chance of conflict and interference of signals [4].
· They involve one sender and one receiver.
· They utilise a direct physical or logical communication link.
· Commonly implemented using protocols such as RS-232, SPI (when limited to two devices), or USB [5].
· Straightforward system design with minimal configuration requirements.
[bookmark: _Toc196774823]Advantages and Disadvantages 
The point-to-point system can provide stable communication that is efficient between two devices, this is limited in scalability and flexibility this poses challenges when trying to execute larger or expanded networks.
Advantages 
· High reliability and consistent performance.
· Low latency due to the absence of network contention [6].
· Simple implementation and troubleshooting processes.
· Secure communication with reduced risk of data interception.
Disadvantages
· Not scalable for systems requiring multiple device connections.
· Increased cabling complexity and associated costs when multiple connections are needed.
· Limited system flexibility for future upgrades or expansion.
[bookmark: _Toc196774824]Real-life Applications
This type of transmission system is used in a variety of scenarios where communication reliability is required between two devices. Examples of this type of system between two devices using RS-232 is direct PC-to-printer connection via USB and SPI communication between a controller and a sensor in an embedded system [5]. This type of application transmits data directly between the two devices used without sharing that link with any other device ensuring that there is an uninterrupted data exchange.

[bookmark: _Toc196774825]A point to multipoint transmission system.
This transmission system allows one master device to communicate with multiple other devices known as “slaves” over a shared communication channel. The master can send information to all the connected devices, or the master can select which devices receive the information depending on the system requirements [7]. This setup is used where a control is needed from a centre position of multiple other devices.
The below image (Figure 2‑2) shows a diagram of a point-to-Multipoint transmission system.

[image: Point-to-Multipoint Transmission System]
[bookmark: _Ref196597793][bookmark: _Toc196774804]Figure 2‑2 Diagram Showing the Point-to-Multipoint FSO System [8]
[bookmark: _Toc196774826]Key Characteristics
The point-to-multipoint systems defining feature is that it can be scaled effectively, allowing the use of one device to control many others. The use of this approach will allow for the reduction of complex wiring by using shared communication methods although it needs addressing mechanisms or scheduling to allow for data exchange efficiently.
· Single master device communicates with multiple slave devices.
· Supports both broadcast and individually addressed communication.
· Utilises shared communication media, such as wireless links or wired buses.
· Requires proper timing or addressing to avoid communication conflicts [9].
[bookmark: _Toc196774827]Advantages and Disadvantages
The point-to-multipoint system allows for central management of multiple devices, which is suited for larger networks. This will leave a reliability of the central master which can lead to potential vulnerabilities, communication conflicts which can arise in the system if not managed effectively.
Advantages:
· Centralised control simplifies network management.
· Scalable — new slave devices can be added with minimal system changes.
· Reduced cabling compared to individual point-to-point links.
· Suitable for applications requiring coordination of several devices [7].
Disadvantages:
· The master device represents a single point of failure.
· Risk of data collisions if multiple slaves respond simultaneously without proper management [10].
· Communication performance may degrade as more devices are added if protocols are not properly configured.
[bookmark: _Toc196774828]Real-Life Applications
This type of transmission is commonly used in systems which use wireless networks that have a central access point for communication to multiple devices [11]. It can also be found in industrial automation environments where a programmable logic controller is used to manage multiple sensors and actuators across a process line. In this system a microcontroller could communicate with various lighting devices, where each slave controls a set function. The master would send a command using the address scheme to determine which slave would get a message and carry out the action, this allows for efficient control of many independent devices over a communication bus.
[bookmark: _Toc196774829]A multi-master transmission system
This system allows for two or more devices to be master’s on the same bus for communication. Each one has the ability to start communication, thus enabling distributed control without the reliance of a single device centrally [12]. This allows the system to be flexible and enhances redundancy, thus making it suited for complex networks where multiple devices must share responsibility of control.
The below image (Figure 2‑3) shows a diagram of a Multi-Master Transmission System.
[image: Multi-Master Transmission System]
[bookmark: _Ref196601825][bookmark: _Toc196774805]Figure 2‑3 RS485 Multi-Master Communication Circuit [13]
[bookmark: _Toc196774830]Key Characteristics
The feature at the core of this system is its ability to allow multiple controllers to send data independently. They deploy arbitration mechanisms to prioritise data transmission to deter from communication conflicts and ensure the shared bus is accessed in an orderly manner.
· Multiple master devices capable of initiating communication.
· Shared communication bus, typically using protocols like I²C or CAN.
· Arbitration or priority management prevents data collisions.
· Supports distributed control and real-time data exchange [14].
[bookmark: _Toc196774831]Advantages and Disadvantages
The multi-master transmission system enhances reliability by removing any single point of failure thus supporting communication between devices that are flexible. The added complexity of the arbitration mechanisms can expand development and configuration efforts.
Advantages
· No single point of failure, improving system robustness.
· Flexible communication with distributed control across multiple nodes.
· Supports real-time, dynamic data sharing between devices.
· Suitable for complex systems requiring shared control responsibilities [12].
Disadvantages
· Increased system complexity due to arbitration and priority management.
· Risk of bus contention if arbitration mechanisms are not correctly implemented.
· Slightly higher latency introduced by arbitration processes.
· Requires carefully defined communication protocols to ensure system stability [10].
[bookmark: _Toc196774832]Real-Life Applications
This system are widely used in automotive networks, particularly in controller area networks (CAN) where many electronic control units (ECUs) all use the same single bus [9]. Each of the ECUs such as the engine control unit, braking system or even airbag module all can send and receive data with arbitration ensuring high priority messages are first delivered. Similarly, I²C-based systems can be configured for multi-master operations so they can share peripherals like sensors or EEPROM memory with the use of multiple microcontrollers. In such situations the communication bus is still shared but arbitration mechanisms inhibit conflicts, ensuring efficient and reliable data exchange between the master devices being used in the system.
[bookmark: _Toc196774833]Design 
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[bookmark: _Ref196674857][bookmark: _Toc196774806]Figure 3‑1 Design schematic of the system
The above schematic (Figure 3‑1) shows a multi-microcontroller communication system designed using two PIC microcontrollers configured in a master-slave architecture. The system enables the control of four vehicle rear lighting functions via button inputs. The slave PIC microcontroller reads the button inputs and sends commands directly to the master PIC using point-to-point UART communication. The master PIC then activates the appropriate output lights based on the received commands.
[bookmark: _Toc196774834]System Components 
Below is a list of the components used and a brief description.
· Master PIC Microcontroller (U1):
Receives control commands from the slave through UART. Based on the commands received, the master controls the four LED outputs, which represent the vehicle's rear lighting functions. Each LED is connected through a current-limiting resistor to prevent damage.
· Slave PIC Microcontroller (U2):
Responsible for reading four push-button inputs. Each button corresponds to a specific lighting function (e.g., brake light, left indicator, right indicator, fog light). The slave processes these inputs and transmits control commands via UART communication to the master microcontroller.
· Inputs and Outputs:
· Inputs: Four push buttons connected to the master microcontroller with pull-down resistors.
· Outputs: Four LEDs (Red, Yellow, Orange, white) connected to the slave microcontroller through resistors, simulating the rear corner of a vehicle’s light system.
· Communication Interface:
· UART transmit (TX) of the master is connected to the UART receive (RX) of the slave, enabling serial data exchange between the two microcontrollers.
· Power Supply:
Both microcontrollers and peripherals are powered by a shared VCC and GND rail.



[bookmark: _Toc196774835]Light operations 
The brake light operates as an output temporary, remaining illuminated only while the brake button is pressed. The slave microcontroller monitors the button state and sends commands to the master via UART communication to control the brake light, as shown in Figure 3‑2. This allows immediate response to input, accurately replicating real-time vehicle brake light operation.
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[bookmark: _Ref196767385][bookmark: _Toc196774807]Figure 3‑2 Button A Brake Light
The fog light operates a latched toggle function, where the light remains on or off depending on the button state previously. The slave microcontroller detects button presses and sends a command to the master, this toggles the fog light output accordingly, as shown in Figure 3‑3. This replicates standard vehicle fog light operation, allowing the light to stay on without holding the button.
[image: ]
[bookmark: _Ref196768301][bookmark: _Toc196774808]Figure 3‑3 Button B Fog Light
The indicator light uses a timed flashing sequence, where the light flashes on and off for five seconds after the button is pressed. The slave microcontroller detects the button input and sends a command to the master, which controls the flashing via Timer2 interrupts, as shown in Figure 3‑4. This design replicates standard vehicle indicator functionality, providing clear and timed visual signalling.
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[bookmark: _Ref196768314][bookmark: _Toc196774809]Figure 3‑4 Button C Indicator
The reverse light uses a latched toggle function, where the light stays on or off based on the button state. The slave microcontroller observes the input and sends a command to the master via UART communication, it toggles the reverse light output, as shown in Figure 3‑5. This design replicates typical vehicle reverse light operation without requiring the button to be held continuously.
[image: ]
[bookmark: _Ref196768325][bookmark: _Toc196774810]Figure 3‑5 Button D Reverse Light
The completed system successfully demonstrates the coordinated control of all four rear lighting functions — brake, fog, indicator, and reverse lights — operating together through the designed master-slave architecture. The lighting functions respond suitably to the input given, whether momentary, latched, or timed flashing, while replicating typical vehicle lighting behaviours. The slave microcontroller manages the input detection, while the master microcontroller handles these inputs and manages the corresponding outputs, giving reliable control which is responsive. The system’s operation confirms effective UART communication between the two microcontrollers and showcases the correct implementation of each lighting feature. The fully integrated system, with all lights functioning, is illustrated in Figure 3-6, demonstrating the successful interaction of the developed hardware and software design.
[image: ]
[bookmark: _Toc196774811]Figure 3‑6 All Buttons Operated
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This part will show the development of the programs which are used to control both the master and slave PIC microcontrollers. The slave (U2) reads the four-push button inputs and sends this message to the master (U1) through UART communication. The master gets the commands and uses these messages to control the rear lighting system of the vehicle.
Both programs were developed using the CCS Compiler and are fully documented through comments for clarity. The code was successfully compiled and tested within the Proteus simulation environment.
[bookmark: _Toc196774837]Master
The below Figure 4‑1, Figure 4‑2 & Figure 4‑3 are the developed codes for the master PIC18F4550 U1
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[bookmark: _Ref196682486][bookmark: _Toc196774812]Figure 4‑1 Master Code
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[bookmark: _Ref196682488][bookmark: _Toc196774813]Figure 4‑2 Master Code 1
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[bookmark: _Ref196682490][bookmark: _Toc196774814]Figure 4‑3 Master Code 2
The master PIC microcontroller (U1) oversees controlling the rear lighting functions of the vehicle based on button commands received from the slave microcontroller (U2) via UART communication. The code continuously monitors the UART signal of data being sent, indicating the status of four push buttons connected to the slave device. When the button state is received, the master will get each input and process it to control the corresponding outputs, the brake light operates as a momentary function, while the fog and reverse lights use a latching toggle mechanism. The indicator light includes a timed flashing sequence, which uses a Timer2 interrupts to manage on/off cycling and automatic shutoff after five seconds. All outputs are connected to RB0 to RB3, they have current-limiting resistors for LED protection. The program is structured with clear documentation and includes status tracking to prevent repeated commands or flickering outputs making it easy to follow and help with fault finding.


[bookmark: _Toc196774838]Slave 
The below Figure 4‑4 is the developed code for the slave PIC18F4550 U2
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[bookmark: _Ref196682809][bookmark: _Toc196774815]Figure 4‑4 Slave Code
The slave PIC microcontroller (U2) controls the input stage of the system by reading the message from the four push buttons connected to its RA0 to RA3 pins. The program constantly monitors these inputs, applying a simple debounce delay ensuring reliable recognition of button presses. When button status change is detected, the slave sends the updated button status to the master microcontroller via UART communication. The data is hidden to focus only on the relevant four bits representing the input states. The slave will only send a new data signal if the button state has adjusted from the previous reading, reducing pointless UART transmissions and improving efficiency. The software has clear comments throughout to record the program structure and logic, ensuring ease of use of how the button inputs are processed and communicated to the master for lighting control.
[bookmark: _Toc196774839]Analysis of System Operation and Quality Management
The following flowchart Figure 5‑1 illustrates the communication process between the master and slave microcontrollers within the system. It outlines how button state changes are detected, transmitted via UART, and used to control the rear lighting outputs.
[image: ]
[bookmark: _Ref196771561][bookmark: _Toc196774816]Figure 5‑1 Flow chart
[bookmark: _Toc196774840]Quality Management and Safety in System Design
A Quality Management System (QMS) plays a crucial role in the development and alteration of microcontroller-based system design. Applying a QMS ensures that all stages of the project, from first design through to testing and validation, observe defined standards and procedures [15]. This approach structure promotes continuous improvement by encouraging regular review, testing, and process documentation, leading to errors being identified and altered early [16]. In safety-critical applications such as vehicle lighting systems, adherence to recognised standards, such as ISO 26262 for operational safety, is essential to ensure the reliability, traceability, and system performance consistency [17]. A QMS also ensures that organised testing, version control, change management, and fault tracking are used through the development to continue high standards.
Applying practices of quality management to the developed master-slave system would allow consistent performance across different production stages, supporting safety and functional reliability. For example, after each software update or hardware modification a structured test would be conducted to help detect any communication issues between the master and slave devices early. Regular quality reviews and audits could make sure the UART communication remains reliable and that lighting outputs always comply with safety regulations. This process of continuous improvement strengthens the system’s resilience, efficiency, and compliance over time. The fundamental principles of QMS, including customer focus, leadership, engagement of people, and process improvement, are illustrated in the ISO 9001:2015 Quality Management System framework shown in Figure 5‑2 [18] below.
[image: ]
[bookmark: _Ref196773375][bookmark: _Toc196774817]Figure 5‑2 ISO 9001:2015 Quality Management System (QMS) Diagram [18].
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% /7 Turn off all LEDS First
57 output_low(BRAKE_LED);

E output_low(FOG_LED) ;

59 output_low(INDICATOR_LED);

100 output_low(REVERSE_LED) 5

101

102 /7 Brake Light (Button ) - Homentary
1036 if (key_status & exel) {

108 output_high(BRAKE_LED);

105 3

106

107 /7 Fog Light (Button ) - Latched Toggle
1086 if (fog_latch) {

109 output_high(FOG_LED)

110 3

m

112 /7 Indicator Flash handled in TIMERZ_isr()
13

114 /7 Reverse Light (Button D) - Latched Toggle
15E  if (reverse latch) {

116 output_high(REVERSE_LED);

17 3

18}
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mainc

1 #include <main.h>

2

3 // Function prototype

4 unsigned int read_keys(unsigned int Mask);

s

6 /-

7 7/ Hain Function

8 /-

3 Elvoid main() {
10 unsigned int keys = 0
1 unsigned int last_keys
12
pH) setup_uart(9600); /7 UART setup at 5660 baud rate
1 set_tris_a(oxdF); 7/ RA0-RA3 as inputs (buttons)
15
16E  while (TRUE) {
7 keys = read_keys(ex0F);  // Read Lower 4 bits (RAG-RAZ)
15
13 /7 Check if key status has changed before sending
208 iF (keys 1= last_keys) {
2 putc(keys); /7 Send current key state via UART
2 Tast_keys = keys; 77 Update Last known key state
2 delay_ms(50); 77 sinple debounce delay
2 3
2 3
% }
27
2

29 // Function: Read Key States
3 //

31 Elunsigned int read_keys(unsigned int Mask) {

32 unsigned int val = input_a();
33 return val & Mask;
34 3

// Read full PORTA

/7 Mask Lower 4 bits (buttons A-D)
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