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1 Introduction

This report has been produced to provide an overview of networked
applications, including the protocols that operate on the network layer of the
several network models which exist, how data is reliably passed through the
different layers and sent from a client to a host through methods such as IP
fragmentation, interoperability and finally how synchronous and asynchronous

processes are utilised in networked applications.
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2 Network Communication Models

There exist two widely known and similar layered models; the Open Systems
Interconnection (OSI) model, which is more of a conceptual model, and the
transmission control protocol / Internet protocol (TCP/IP) model (also known as
the Internet protocol suite).

These models are split into layers as this allows logical viewing composed
of a succession of layers with each layer wrapping lower layers to isolate them
from the higher layers in the models [1].

These two models define frameworks which allow communication across a
network [2], [3]. They will be briefly discussed to provide an outline, as only one
layer will be discussed in detail which is related to the topic at hand.

2.1 OSI Model
The OSI model is a seven-layer model (Table 1) which was presented by the
International Organisation for Standardisation (1SO) [4] in 1984 [5].

Table 1 OSI model and common protocols [1], [6, pp. 223-224], [7, p. 9]

OSI Model Common Protocols
Application layer HTTP, FTP, DHCP, DNS
Presentation layer TLS, SSL, SSH

Session layer SMB, NetBIOS, RPC
Transport layer TCP, UDP
Network layer ARP, RIP, ICMP, OSP
Data-link layer ARP, CHAP, MAC
Physical layer Ethernet, ISDN, DL

Layer 7 — Application layer: The application layer is the highest layer in the
OSI model and is the “end-user” level of communication as it interacts with user
data directly.

Layer 6 — Presentation layer: The presentation layer is accountable for the
formatting of the data. This is also where encryption and decryption is usually
accomplished.

Layer 5 — Session layer: The session layer manages, when necessary, the
lower layers of the communication link by specifying methods for connections.
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Layer 4 — Transport layer: The transport layer is where data is segmented or
re-assembled, and this layer is responsible for flow and error control.

Layer 3 — Network layer: The network layer concerns itself with packet routing
and completing packet transmission between hosts.

Layer 2 — Data-link layer: The data-link layer defines the protocol to both begin
and terminate a client-host connection.

Layer 1 — Physical layer: The physical layer is the lowest layer in the OSI
model. The responsibility of this layer is sending bits across physical hardware,

data rates and sometimes how bits are encoded.

2.2 TCP/IP Model

The TCP/IP model, originally described by Cerf and Kahn in 1974 [8], is the
model around which the Internet is developed. It shares similarities with the OSI
model such as some layer names and common protocols, however the TCP/IP
model only contains four layers rather than the seven layers from the OSI model
(Table 2). This is because TCP/IP is under the assumption that anything
beyond the transport layer will have been processed already, and it combines

the physical and data-link layers from the OSI model [5].

Table 2 TCP/IP and OSI models

TCP/IP Model OSI Model
Application layer

Application layer Presentation layer

Session layer

Transport layer Transport layer

Internet layer Network layer

Data-link layer

Network access layer

Physical layer
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3 Packet Encapsulation

Packet encapsulation is the process of processing data and adding a header on
each layer of the given network model [6, p. 226]. This section will primarily be
involved with the TCP/IP model.

If everything above the transport layer has been processed, the packet of
data will be encapsulated (wrapped) further in headers. At the transport layer,
this will be a TCP segment, at the network layer it is an IP datagram, then lower
on the network access layers, frames are added.

The reverse of packet encapsulation is de-multiplexing, or de-
encapsulation, works in reverse where first the frames are removed, then the IP
header, TCP header, and up to the application layer.

3.1 TCP Segment
The TCP segment, or header (Figure 3-1), is comprised of the source and
destination ports, sequence and acknowledgement numbers (TCP connection
establishment), a checksum (data integrity), the data itself and flags:

¢ URG urgent,

+« ACK acknowledge,

e PSH push,
¢ RST reset,
e SYN synchronise,
¢ FIN finish
Source Port Destination Port
Sequence Number
Acknowledgement Number
U[A|[P|R|S|F
Data .
Reserved|R[C|S[S|Y] I Window
Offset
G[K[H|T|IN[N
Checksum Urgent Pointer
Options I Padding
Data

Figure 3-1 TCP Header |7, p. 588]
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3.2 IP Datagram
The IP datagram, or header (Figure 3-2), encapsulates the previous TCP
segment and contains various information such as the source and destination

IP addresses which are required for a TCP connection to be established.

Version | Length I Service Type Total Length
Identifier Flagsl Fragment Offset
Time to Livel Protocol Header Checksum

Source |IP Address
Destination |P Address

Options and Padding

Figure 3-2 IPv4 Header |7, p. 182]
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4 Transport Layer Protocols

On the transport layer, there exist two main protocols; the transmission control
protocol (TCP) and the user datagram protocol (UDP). This section will primarily
focus on TCP, and a brief mention of UDP.

4.1 Transmission Control Protocol

The TCP protocol provides basic data transfer via continuous streams of octets
and offers reliability, multiplexing and flow control [7, pp. 583-585], [9], [10, pp.
3-5].

TCP operates as a connection-oriented protocol, meaning that
transmission of data between end hosts must have obtained and acknowledged
TCP connection between each other [7, p. 585], [11, p. 178]. Said connection
requires both a source and destination IP address (wrapped in the IP header)
and port number (wrapped in the TCP header), and is established by a
sequence known as the three-way handshake [12].

4.1.1 Three-way Handshake

The three-way handshake is a process to establish, or terminate a TCP
connection and it occurs between a client and a server (Figure 4-1).

Client Server

SYN/ACK

v

Figure 4-1 Three-way handshake [6, p. 239]

By utilising a packet analyser (Wireshark [13]), to monitor a wireless network
interface and browse to uwtsd.ac.uk, the three-way handshake can be
visualised (Error! Reference source not found.Figure 4-2) and the process
outlined below showing the HTTP GET request to display the website.
NSLookup of uwtsd.ac.uk provided for IP address verification (Figure 4-3).
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Go Capture A Statistics Telephony Wireless Jools Help

Adm 2 ® I RE Q- K 1= 3 Qea

tep.strearm eq 8 ] - | Expression.. +
Mo Time Source Dastination Protocol  Length  Tnfo
42 3.101567 192.168.1.134 212.219.178.84 TCP 66 56239 + B0 [SYN] Seq=0 Win=64240 Len=@ M55=1460 WS=256 SACK_PE..
57 3.133489 212.219.178.84 192.168.1.134 TCP 66 88 + 56239 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=@ M55=1452 WS=2.
59 3.133595 192.168.1.134 212.219.178.84 TCP 54 56239 + 80 [ACK] Seqs1 Acks1 Win=132096 Lens@
60 3.133927 192.168.1.134 212.219.178.84 HTTP 873 GET / HTTP/1.1

Frame 42: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: IntelCor_25:41:44 (ed:42:a6:25:41:44), Dst: Technico_54:a6:3a (ad:91:bl:54:a6:3a)
Internet Protocol Version 4, Src: 192.168.1.134, Dst: 212.219.178.84

Transmission Control Protocel, Src Port: 56239, Dst Port: 88, Seq: @, Len: @

ad 91 bl 54 ab 3a ed 42 ab 25 41 44 08 00 45 @0 T-:-B -XAD--E

7 wirgshark_WiFi_20191219123313_a13976.pcapng Packets: 2657 * Displayed: 4 (0.2%) * Marked: 1 (0.0%) - Dropped: 0 (0.0%) * Ignored: 2 (0.1%)| Profile: Default

Figure 4-2 Wireshark capture of three-way handshake

Figure 4-3 NSLookup for uwtsd.ac.uk

4.1.1.1 SYN

The client first sends a packet with a synchronisation request to the server,
specifying its initial sequence number. The SYN flag in the TCP header is also

set to true here. (Figure 4-4).
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r &' - (] x
Eile Edit Yiew Go Capture Analyze Statistics Telephony Wireless Jools Help
Adm 9 1 NRB QesEFLTIEaqal

>

] [] BT -] bpresson..  +
M. T Source Destination Protocol  Length  Info
| 42 3.101567 192.168.1.134 212.219.178.84 TCP 66 56239 + 80 [SYN] Seq=@ Win-64248 Len=0 MSS=1460 WS=256 SACK_PE.
| 57 3.133409 212.219.178.84 192.168.1.134 TCP 66 80 » 56239 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 M55=1452 WS=2.
59 3.133595 192.168.1.134 212.219.178.84 TCP 54 56239 » 80 [ACK] Seq=1 Ack=1 Win=132096 Len=0
6@ 3.133927 192.168.1.134 212.219.178.84 HTTP 873 GET / HTTP/1.1
~ -~
Source Port: 56239
Destination Port: 80
[Stream index: 8]
[TCP Segment Len.. 8]
Sequence nunber‘ (relative sequence number)
[Next sequence nufiber: @ (relative sequence number)]
Acknowledgment number: 8
1888 .... = Header Length: 32 bytes (8)
-

= Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Mot set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Mot set

s Push: Not set

........ . Reset: Not set

[TCP Flags: «-=veeveess s.]
Window size value: 64248

[Calculated window size: 64248]

Checksum: 8x7269 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, Mo-Operation (NOP), No-Operation (MOIv

[ 5 % They a—,

< >
G000 ad 91 bl 54 ab 3a ed 42 ab 25 41 44 08 90 45 00 T-:-B -%AD- E- i
00 34 72 e5 40 00 80 06 3e 80 c@ a8 01 86 d4 db ar-@ >
020 b2 54 db af @@ 50 18 58 <3 ff 00 00 00 0@ BO 02 T P-X
w
@ 7 wireshark_WIF_20191219123313_a13976.pcapng Packets: 2657 * Displayed: 4 (0.2%)  Markad: 1 (0.0%) - Dropped: 0 (0.0%) * lgnored: 2 (0.1%)| Profile: Default

Figure 4-4 SYN flag set

4.1.1.2 SYN ACK

The server then responds, setting both the SYN and ACK flags to true (Figure

4-5), acknowledging the request of the client and transmitting an

acknowledgement number which is specific to the SYN. This allows the server

to increment the clients sequence number by one.
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M wiFi - (] *
Eile Edit Yiew Go Capture Analyze Statistics Telephony Wireless Jools Help

An 9 1 DRB QesEFETIEaqal

[] [] Expression..  +

M.  Time Souree Destination Protocol  Length Tnfo

~ 42 3.101567 192.168.1.134 212.219.178.84 TCP 66 56239 + 80 [SYN] Seq=8 Win=64248 Len=0 M55=1460 WS=256 SACK_PE.

| 57 3.133489 212.219.178.84 192.168.1.134 TCP 66 88 » 56239 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=08 MS55=1452 WS=2.
59 3.133595 192.168.1.134 212.219.178.84 TCP 54 56239 + 80 [ACK] Seq=1 Ack=1 Win=132096 Len=0

— 6@ 3.133927 192.168.1.134 212.219.178.84 HTTP 873 GET / HTTP/1.1

- Transaission Control Protocol, Src Port: 80, Dst Port: 562, Seq: &, Acki L, lemi e -

Source Port: 80
Destination Port: 56239
[Stream index: 8]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
[Mext sequence number: @ (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
1000 .... = Header Length: 32 bytes (8)
-
oo, .... .... = Reserved: Not set
wea® savs vuoo = Nonce: Not set
= Congestion Window Reduced (CWR): Mot set
= ECN-Echo: Not set
= Urgent: Not set
= Acknowledgment: Set
= Push: Not set

Reset: Not set

= Fin: Not set
[TCP Flags: ------- A--5-]
Window size value: 8192
[Calculated window size: 8192]
Checksum: 8x427b [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
> Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation {MO|v

\ FEEASACY amaticicl

< >
9020 018600 50 db af ©5 98 ©5 3e 18 58 c4 00 80 12 - P-.-. > X - -
8030 20 00 42 7b 00 00 02 I ©5 ac ©1 03 03 08 01 01 B o oeeiinnn
2040 o4 02 -
L
@ 7 Transmission Control Protocol (tcp), 32 bytes Packets: 2657 * Displayed: 4 (0.2%) * Marked: 1 (0.0%) - Dropped: 0 (0.0%) * Ignored: 2 (0.1%)| Profile: Default
Figure 4-5 SYN and ACK flags set
4.1.1.3 ACK

The client further responds with an acknowledgement (ACK) to the servers’
request for synchronisation (Figure 4-6), completing the three-way handshake.
The HTTP GET request can then be completed and the website displayed.
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M “wiF D x
File Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help
AR 20 ) ERESQ+«=>EF2 Qa_aalmr

N [tep.stream eq 8 EBED -| bxpression.. +
No. Time Source Destination Protocol  Length Tnfa
42 3.101567 192.168.1.134 212.219.178.84 TCP 66 56239 + 80 [SYN] Seq=8 Win=64248 Len=0 M55=1460 WS=256 SACK_PE.
57 3.133409 212.219.178.84 192.168.1.134 TCP 66 B8 » 56239 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 M55=1452 WS=2..
59 3.133595 192.168.1.134 212.219.178.84 TCP 54 56239 » 80 [ACK] Seq=1 Ack=1 Win=132096 Len=0
6@ 3.133927 192.168.1.134 212.219.178.84 HTTP 873 GET / HTTP/1.1
~ Transmission Control Protocol, Src Port: 56239, Dst Port: 8@, Seq: 1, Ack: 1, Len: @ -~

Source Port: 56239
Destination Port: 8@
[Stream index: 8]

[TCP Segment Len;
Sequence number (relative sequence number)

[Next sequence nufber: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
0101 .... = Header Length: 20 bytes (5)
v Flags: 0x010 (ACK)
@dd. .... .... = Reserved: Not set
ce:® ..u. .... = Nonce: Not set
as Bane vuas = Congestion Window Reduced (CWR): Mot set
eer <@, ... = ECN-Echo: Not set
v e B ooe = Urgent: Not set
@ ... = Acknowledgment: Set
........ @... = Push: Not set

. = Reset: Not set
..8. = Syn: Not set
weet veee ...8 = Fin: Not set
[TCP Flags: «+e=+-- Aeeee]
Window size value: 516
[Calculated window size: 132896]
[Window size scaling factor: 256]
Checksum: 8xald2 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis]

P TP |
ad 91 bl 54 ab 3a ed 42 ab 25 41 44 08 00 45 @0 T-:-B -%AD--E b
09 28 72 €9 40 @0 80 06 3e 88 c@ a8 01 86 d4 db (r-@ >
b2 54 db af B0 50 18 58 c4 60 @5 98 05 3f 50 10 T P-X P
w
@ 7 wireshark_WIFi_20191219123313_a13976.pcapng Packets: 2657 * Displayed: 4 (0.2%) * Marked: 1 (0.0%) * Dropped: 0 (0.0%) * ignored: 2 (0.1%) ] Profile: Default

Figure 4-6 ACK flag set

4.2 User Datagram Protocol

UDP is another transport layer protocol (defined by RFC 768 [14]) that is used
on the IP network layer. However contrasting TCP, UDP is an unreliable and
connectionless protocol with no concept of windowing, packet re-transmission,
packet acknowledgement or flow control [15].

It can be argued that due to the lack of acknowledgement and re-
transmission, the efficiency can be improved as UDP was developed for time-
sensitive applications, however, on the other hand the reliability is greatly
reduced and the lack of data integrity may increase due to the possibility of
packet loss [16, pp. 176—-177].
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5 Maximum Transmission Unit
The maximum transmission unit (MTU) is the maximum protocol data unit
(PDU) size, without requiring fragmentation, that may be sent across a link in
one datagram [6, p. 228], [17, p. 206], [18].

There is a typical size of 1500 bytes for the Ethernet MTU (Figure 5-1),
but the headers applied on the lower layers need to be taken into consideration

when calculating the actual transmission size (MTU — (total size of headers)).

Figure 5-1 Windows MTU size

For example, if trying to utilise ICMP for network diagnostics, the maximum
payload would be 1472, as an IPv4 header is 20 bytes, and an ICMP header is
8 bytes. As shown in Figure 5-2, the packet size is 1473 so this packet has
been fragmented for that 1 byte over. Taking the case of TCP, as per Figure 5-3
the IPv4 header is again 20 bytes and the TCP header is also 20 bytes, so the

maximum payload would be 1460 bytes.

MIPage




M wiFi
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help

AR 9 1 DRE QesEFLT Eaqal

(R iomp B0 -] beresson..  +
No. T Source Destination Protocol  Length  Tnfo e
- 49 6.904798 192.168.1.134 212.219.178.84 ICMP 35 Echo (ping) request id-0x0001, seq=142/36352, tt1-128 (.
- 6@ 6.937053 212.219.178.84 192.168.1.134 ICMP 1507 Echo (ping) reply  id=0x0@@1, seq=142/36352, ttl=116 (..

1. 7.922796 192.168.1.134 212.219.178.84 ICMP 35 Echo (ping) request id=0x0@@1, seq=143/36608, ttl=128 (.

id=0x0001, seq=143/36608, ttl=116 (-

1. 8.145766 212.219.178.84 192.168.1.134 ICMP 1507 Echo (ping) reply
sen=144/3AAGA  tt1=128 | |

|1 8 926919192 168 1 134 212 219 178 R4 TCMP 35 Frhn (nine) reauest id=AwAaal
> Frame 49: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface @
> Ethernet II, Src: IntelCor_25:41:44 (ed:42:86:25:41:44), Dst: Technico_54:a6:3a (a4:91:bl:54:a6:3a)
w Internet Protocol Version 4, Src: 192.168.1.134, Dst: 212.219.178.84
9188 .... = Version: 4
vv.. 8181 = Header Length: 28 bytes (5)
» Differentiated Services Field: @x@@ (DSCP: (S@, ECN: Not-ECT)
Total Length: 21
Identification: @x7658 (38296)
~ Flags: 0x00b8
Q.00 sies vess waes = Reserved bit: Mot set
.e.. = Don't fragment: Not set
2e@ sive sees anee = More fragments: Not set
...0 9101 1100 0000 = Fragment offset: 1472
Time to live: 128
Protocol: ICMP (1)
Header checksum: @x7a79 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.1.134
i 217 719, 178. 8%
[2 IPvA Fragments (1473 bytes):

[Frame: 49, payload: 1472-1472 (1 bvte)l
[Fragment count: 2]

[Reassembled IPvd4 length: 1473]

[Reassembled IPvd data: B2089 1608e6162636465666768696a6b6c6dbettT0..]

w

#48(1472), #49(1))

> Internet Control Message Protocol

000 @8 80 9d 8a 00 91 00 Se 61 62 63 64 65 66 67 68 - ------ abcdefgh
69 6a 6b 6c 6d 6e 6Ff 70 71 72 73 74 75 76 77 61  ijklmnop grstuvwa

| Frame (35bytes)  Reassembled Pt (1473 bytes)
O 7 wireshark_WIFi_20191222232045_a15008. peapng

Figure 5-2 Wireshark capture of packet fragmentation

|| Packets: 180 - Displayed: B (4.49%) * Dropped: 0 (0.0%)| Profile: Default
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M Wireshark - Packet 826 - WiFi _ O *

Frame 826: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet II, Src: IntelCor_25:41:44 (ed:42:a6:25:41:44), Dst: Technico_54:a6:3a (ad:91:bl:54:a6:3a)
v~ Internet Protocol Version 4, Src: 192.168.1.134, Dst: 212.219.178.84
| 0100 ... = Vossier—2
.. 8181(s Header Length: 28 bytes (

5)
BSCP: €S@, ECN: Not-ECT)

Differentiated
Total Length: 48
Identification: Ox48d48 (16592)
Flags: ©x488@, Don't fragment
...0 0000 D000 0000 = Fragment offset: @
Time to live: 17
Protocol: TCP (6)
Header checksum: @xdfal [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.1.134
Destination: 212.219.178.84
v Transmission Control Protocol, Src Port: 25406, Dst Port: 443, Seq: @, Len: @
Source Port: 25486
Destination Port: 443
[Stream index: 84)
[TCP Segment Len: 8]
Sequence number: @ {relative sequence number)
[Mext sequence number: @ (relative sequence number)]

Acknowledgmen, —e
9101 ....(= Header Length: 20 bytes (5)
Flags: 0x00)

Window size value: 16383
[Calculated window size: 16383]
Checksum: 8x51b3 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

[Timestamps]

a4 91 bl 54 a6 3a e4 42 ab 25 41 44 98 00 45 00 T-:-B -%AD- -E
90 28 40 do 48 0@ 11 @6 df al c® a8 @l 86 d4 db (@-@

b2 54 63 3e @1 bb 2c 26 43 b2 0@ @0 90 08 58 82 Ter- & C

3f £f 51 b3 00 00 ?-Q

=

Figure 5-3 TCP and IPv4 Header length

5.1 IP Fragmentation
IP fragmentation will take place if the packet size is larger than the MTU (as
above in Figure 5-3 TCP and IPv4 Header length) and can occur at either the
originating device, or any router as the packet transitions across the network.

Fragmentation is the process of splitting the datagram up into smaller
fragments, so each fragment is smaller than the specified MTU size. The
reason fragmentation exists for example is that, as previously stated, an
Ethernet typical MTU is 1500 bytes, whereas an IPv6 packet on an FDDI (Fibre
Distributed Data Interface) network can be up to 4500 bytes as per RFC 2467
[19], [20, p. 140]. Either every IP datagram would need to be small enough to fit
inside one packet, or there would need to be some means of splitting the
datagram down to a usable size [21, pp. 210-211].

When a datagram is fragmented, it is re-assembled only once it reaches

its end host as these fragmented packets may not all take the same route so
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there is no need for them to be re-assembled during network traversal [7, p.
488]. During re-assembly if there are any missing fragments the end recipient
will still attempt to re-assemble the datagram, though it will fail. This is a prime
reason as to why it is recommended to avoid IP fragmentation, and another
process is encouraged called PMTUD (Path MTU Discovery) [21, p. 213] which
can help avoid the increase in computational overheads on the source end and
routers or devices, as well as avoid the potential security risks that come with IP
fragmentation [22].

PMTUD simply determines the lowest MTU across the network path
going from the packet's source to its destination, and that value can instead be
used for the MTU size to try to combat IP fragmentation.

141Page




6 Synchronicity and Asynchronicity in Network
Protocols

One way to characterise protocols can be defined by whether it is asynchronous
or synchronous. The definition of these terms can vary depending on the layer
where they are used, but in the transport layer they can be thought of as two
opposite protocols with opposing data transmission channels [21, p. 439].

6.1 Data Transmission Channels

There are three data transmission channels offered which are simplex, half
duplex and full duplex [23, pp. 337-338], [24, pp. 701-703]:

Simplex: Data transmission is always in one direction with the receiving device
having no option of transmitting data back to the originating device. An example
of this would be a radio or television broadcasting to its audience, but the
audience cannot respond to it.

Half duplex: Data is able to flow in both directions, but only in one direction at a
time. A walkie talkie is a half-duplex device where either the transmitter is on
and receiver is off, or the transmitter is off and the receiver is on.

Full duplex: Data is able to flow in both directions simultaneously, such as a

telephone where both parties are able to communicate at the same time.

6.2 Synchronous and Asynchronous I/O Operations
I/O operations can be either synchronous or asynchronous. The main difference
between the two (Figure 6-1) is that with a synchronous operation (thread),
once the operation starts it will enter a wait state until the I/O operation is
completed. With an asynchronous operation, the thread performs an
DeviceloControl request (an IOCTL interface where an application can
communicate directly with a driver [25]) to the I/0O subsystem of the kernel [26],
[27] and, if successful, carries on processing other jobs and does not wait until
the I/O operation is completed until the kernel signals said I/0O operation is
complete.

Asynchronous processes would be well suited to an application that is
potentially dealing with several connections and/or processes at the same time

such as a database performing CRUD operations with large datasets.
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Figure 6-1 Synchronous and Asynchronous IO difference [28]

6.2.1 I/0 Control and Processing

The 1/0 manager which is part of the I/O subsystem controls the 1/O request
packets (IRP) which are created in response to the I/O requests. The IRP
controls the processing of all I/0 operations [29] and is handled by a dispatch
routine [26], [30].
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7 Interoperability in Networked Applications

The definition of Interoperability is the ability for two or more systems, services
or components (whether these are of the same organisation or from different
organisations, allowing collaboration and encouraging co-creation, irrespective
of their location) to connect, exchange data, and to process the exchanged data
between each other in a distributed and heterogenous environment [31]-[33].

7.1 Interoperability Frameworks
There exist multiple interoperability frameworks. Two of which are the Interop
Network of Excellence framework for Enterprise Interoperability [34] and
ATHENA (Advanced Technologies for Interoperability of Heterogenous
Enterprise Networks and their Applications) Interoperability Framework [35].
There are four layers to these frameworks [36]:
Semantic Layer: The semantic layers focus is on the format that the
information is to be defined and exchanged by, and the information semantics.
Technical Layer: The technical layer is concerned with the applications and
infrastructure that links the services and systems together such as interface
specifications, interconnection services, data integration and data presentation.
Organisational Layer: The way that system processes, responsibilities and
procedures are aligned.
Legal Layer: The primary concern of the legal layer is involved with describing

legislations of the organisational layer.

7.2 Achieving Interoperability in Networked Applications
Achieving interoperability comprises of various prerequisites that need to be
satisfied which define the needs of stakeholders and describe the systems
which must comply for interoperability consideration [36], [37].

The largest challenge of interoperability is sustainability; the
interoperability that convenes the needs of the present without compromising
the ability of future changes, the ability to meet future system requirements, and
being able to adapt to new elements [38].

Developed networked applications should ideally meet the requirements to
be sustainable to allow easy integration and for future updates to be initiated
without causing problems to any current or legacy code.
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8 Conclusion

There exist various protocols on different layers that achieve different things,
however TCP is a protocol that can allow networked application developers to
establish and utilise reliable connections. The handshake is an important factor
to achieve reliability along with additional parameters such as sequence
numbering, checksums, etc...

There is a discernible difference between synchronous and
asynchronous operations, and although asynchronous processes seem to be a
choice for large problems, it can potentially be excess for smaller problems.

Code that is written, and applications that are produced should be
sustainable by allowing integration into already existing systems in order to help

achieve interoperability in networked applications.
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