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Introduction
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Task 1: Monitoring TCP/IP Connections using the CurrPorts
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Getting started, you need:
· njRAT is located at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnxqpCj_sG1Enf-8QcB50DgB32OPo75sRqKmrtxsgn9wFA?e=qvq52O 
· CurrPorts located at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EqZ1yVlCqsJAtHk9VtQusZcBEWDecpI8Ik3DbYIUSvDtEQ?e=s8bbzA 
· You can also download the latest version of CurrPorts from the link http://www.nirsoft.net/utils/cports.ntml  
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Lab Tasks

1. Navigate to  https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnxqpCj_sG1Enf-8QcB50DgB32OPo75sRqKmrtxsgn9wFA?e=7LUaBD 
2. Launch njRAT, create a server, and save it to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EnxqpCj_sG1Enf-8QcB50DgB32OPo75sRqKmrtxsgn9wFA?e=7LUaBD 
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9. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EqZ1yVlCqsJAtHk9VtQusZcBEWDecpI8Ik3DbYIUSvDtEQ?e=DtXwEh 
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Lab Analysis

Document all the IP addresses, open ports and their running applications, and protocols discovered during the lab.






Task 2
Hiding Data Using Snow Steganography

Snow is used to conceal messages in ASCII text by appending whitespace to the end of lines.  Because spaces and tabs are generally not visible in test viewers, the message is effectively hidden from casual observers. And if the built-in encryption is used, the message cannot be read even if it is detected.

Lab Scenario

Network steganography describes all the methods used for transmitting data over a network without it being detected. Several methods for hiding data in a network have been proposed, but the main drawback of most of them is that they do not offer a secondary layer of protection. If steganography is detected, the data is in plaintext. To be an expert ethical hacker and penetration tester, you must have sound knowledge of footprinting, scanning, and enumeration. This process requires an active connection to the machine being attacked.




Lab Objectives

The objective of this lab is to help students learn: 
· Using Snow steganography to hide files and data
· Hiding files using spaces and tabs


Getting started, you need:
· Snow  is located in the shared one drive
· You can also download the latest version of Snow from the link http://www.darkside.com.au/snow/ 
· If you decide to download the latest version, then screenshots shown in the lab might differ

Snow exploits die steganographic nature of whitespace. Locating trailing whitespace in text is like finding a polar bear in a snowstorm. It uses the ICE encryption algorithm, so the name is thematically consistent.



Lab Tasks
1. Open a command prompt and navigate to Snow is located
2. Open Notepad and type Hello World! And then press enter and press the Hyphen key to draw a line below it.
3. Save the file as readme.txt
[image: ]

4. Type this command in the command shell: readme2.txt. It is the name of another that will be created automatically.

snow -C -m "My swiss bank account number is 45656684512263” -p "magic" readme.txt readme2.txt(magic is the password, you can type your desired password also)
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5. Now die data (“My Swiss bank account number is 45656684512263”) is hidden inside die readme2.txt file with the contents of readme.txt.  
6. The contents of readme2.txt are readme.txt + My Swiss bank account number is 45656684512263.
7. Now type snow -C -p "magic" Readme2.txt: this will show the contents of readme.txt. (magic is the password which was entered while hiding the data).

[image: ]

8. To check the file in a GUI, open die readme2.txt in Notepad and select Edit Select all. You will see the hidden data inside readme2.txt in the form of spaces and tabs.
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Lab Analysis

Analyse and document the results related to the lab exercise. 
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Questions

1. How would you hide the data of files with secret data in other files?
2. Which encryption is used in Snow?
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Malware (a contraction of “malicions sofiware”) is a type of program that contains
malicions or harmfil code embedded inapparently harmless programming or data in
such a way that it can take control of a system and/ or its operations and canse danage,
such as ruining the file allocation fable on a bard drive.
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Malware poses a major security threat to the information security. Malware
writers explore new attack vectors to exploit vulnerabilities in information
systems. This leads to ever more sophisticated malware attacks, including drive-
by malware, “maladvertising” (or “malvertising”), Advanced Persistent Threats,
and so on. Though organizations try hard to defend themselves using
comprehensive security policies and advanced ant-malware controls, the current
rend indicates that malware applications are targeting “lower-hanging fruit™
undersecured smartphones, mobile applications, social media, and cloud services.
The problem is further complicated because of threatr predictions. As McAfee
stated in its McAfee Labs Threats Report published in December 2017, “The
biggest number of the quarter is our count of new malware, which reached an all-
tdme high of 57.6 million new samples, an increase of 10% from Q2. The total
count in the McAfee Labs sample database is now more than 780 million. New
ransomware rose by 36% this quarter, largely from widespread Android screen-
locking malware. The easy availability of exploit kits and dark web sources fuel
the rapid creation of new malware.”

Assessing an organization’s information system against malware threats is a major
challenge today because of the quickly-changing nature of malware threats. You
need to be well versed in the latest developments in the field and understand the
basic functioning of malware to select and implement controls appropriate to
your organization and its needs.

The labs in this module will provide a first-hand experience with various
techniques thart atrackers use to write and propagate malware. You will also learn
how to effectively select security controls to protect your information assets from
malware threats.
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CurrPorts is a network monitoring software that displays a list of all currently opened
TCP/IP and UDP ports on a local computer; along with the processes running on its

pnﬂ;.
Lab Scenario

You already know that the Internet uses a software protocol named TCP/IP to
formar and transfer data. An atacker can monitor ongoing TCP connections and
have all the information in the IP and TCP headers and packet payloads with which
m hijack the connection. The atracker, having all the informatdon on the network, can
create false packets in the TCP connection.

As a Network Administrator, vour daily task is to check the TCP/IP connections of
each server you manage. You have o monitor all TCP and UDP ports, and listall the
established IP addresses of the server using the CurrPorts wol, and kill any suspicious
processes you might find.

Lab Objectives

The objective of this lab is to help students analyze the processes running on the
machine, and analyze the ports on which they are running,
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If you decide to download the latest version, then screenshots shown in

the lab might differ

A computer running Windows Server 2016

Windows 10 running as a virtual machine

Administrator privileges to run the CarrPorts applicadon
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Overview of the Lab

The lab demonstrates how to analyze malicious processes running on a machine using
CurrPorts. Here, you will first create a server using njRAT, and then execute this
server from another machine. Later, you will run CurrPorts applicadon on that
machine and find that the process associated with the server is running on it
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0 Windows 10 virtual
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4. In this lab, we are naming the server Trojan.exe.

Hame Share View Manage

“ “ 4 [l » ThisPC » Downloads > mjRATvD.7d » v|® | Search njRaT v 7d

ol Mame Date modified Type Size

# Quick access
[ Desktop
¥ Downloads

| Plugin 12/11/2013 337 AM  File folder
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Now, place this Trojan.exe file in Z:\CEH-Tools\CEHv10 Module 07

Malware Threats'\Trojans Types\Remote Access Trojans (RAT)\njRAT.

6. Switch w the Windows Server 2016 machine, navigate to ZNCEH-

Tools'CEHv10 Module 07 Malware Threats\Trojans TypesiRemote
Access Trojans (RAT)\njRAT, and double-click Trojan.exe.

Application Tools
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Gt Name - Date modified

o Quick access = ’
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Observe that a connection has been established by the njRAT client

rnr

ing on the Windows 10 machine.

D niRATVO.Td Part] 55521 Onlinel 1] Selected(1] RECID] ——]
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8. Now, let us analyze this process on Windows Server 2016 using
CurrPorts.

9. Switch back to Windows Server 2016, navigate to ZACEH-Tools\CEHv10
Module 07 Malware Threats'\Malware Analysis Tools\Dynamic
Malware Analysis Tools\Port Monitoring Tools\CurrPorts, and double-
dick cports.exe.
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10. The CurrPorts window appears, displaving a list of currently opened
TCP/IP and UDP ports on the machine. Here, you can observe the
Trojan.exe process running on the machine, as shown in the screenshot:

ile Edit View Options Help
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3 10.10.10.18
& Unknown 10.10.10.18
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11. It is evident from the above screenshot that the process is connected to
the machine on port 5552.

12. You can view the properties of the process by right-clicking on the
process, and clicking Properties in the Context menu.
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13. The Properties window appears displaying information related to the
process, such as the name of the process, process 1D, Remote Address,
Process Path, Remote Host name, and so on.

14. Once you are done examining the properties associated with the process,
dick OK.

Process Name: Trojan.exe
Process ID: 1312

Protocol: TCP

Local Port: 7425

Local Port Name:

Local Address: 10.10.10.16
Remote Port: 5552

Remote Port Name:

Remote Address: 10,10.10.10
Remote Host Name: | DESKTOP-SY6DCY1
State: Established
Process Path: CiA\Users\AdministratortAppDataiLocal\Temp\2\Trojan
Product Name:

File Description:

File Yersion:

Company:

Process Created On: | 11/2/2017 5:34:15 AM

User Name: SERYER2016VAdministrator
Process Services:

Process Attributes: | A

Added On: 1142{2017 5:37:43 AM
Module Filename:

Remote IP Country:

Window Title:
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15, Because Trojan.exe is a malicious process, you may end the process by
right-dicking on it, and selecting Kill Processes Of Selected Ports in
the context menu.

16. Alternatively, you may even select Close Selected TCP Connections, s0
that the port closes, and the attacker can never attain connection through
the port, unless you open it.
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17. The CurrPorts dialog-box appears; click Yes to close the connection.

urrPorts

0 Do you want to kill the processes that created the selected ports 7
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18. This way, you can analyze the ports open on a machine and analyze the
PrOCEsSEs running on it

19. If the process is found to be suspicious, you may either kill the process
or close the port.
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Administrator: Command Prompt
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Steganography




image1.jpeg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE





