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Task 1: Digital Forensics: Current State, Cybersecurity Convergence, Trends, Challenges and Career Landscape


1.1 Introduction
Digital forensics has evolved out of a specialized aspect of the law enforcement field and become a fundamental field used in corporate security, litigation and national defense. Today, data is spread everywhere from phones to cloud accounts, IoT sensors and vehicle systems, and the field has grown far beyond the disk imaging origins they came from. This report is intended to provide an overview of the state of digital forensics today, the tools investigators use, how digital forensics is becoming part of cybersecurity, the trends and challenges in this field, and the job market that is forming the digital forensics profession now.



1.2 Current state of the field and current capabilities of tools.
The typical modern investigation involves multiple types of tools, not any one tool to do everything. The traditional computer-based investigative tools, including full disk imaging, keyword search and automated reporting to meet legal admissibility standards, continue to be the commercial systems like EnCase and AccessData FTK. Cellebrite UFED is still the leader for mobile devices, offering both physical and logical extraction with decoding of app data, including WhatsApp and Telegram, and GrayKey is the expert at breaking device encryption [1] [2]. For its cross-domain capabilities, Magnet AXIOM has gained popularity in the ability to move evidences from computers to mobile devices to cloud accounts – and even vehicle infotainment systems – to one case file [2].

If you're a smaller team or using it in academia, open-source tools are still important. Autopsy is a free tool that is built on The Sleuth Kit that allows for disk imaging, timeline analysis, hash filtering and parsing of the registry, without any fees, but it does require more manual configuration than fee-based options [3]. The choice of tool is normally based on the size of the organization with small organizations preferring Autopsy and OSForensics, mid market investigators using Magnet AXIOM and Oxygen Forensic Detective, and enterprise and law-enforcement investigators relying on the scalability and court defensibility of EnCase, FTK, and Cellebrite [4]. Interestingly, vendors have started to integrate AI capabilities, such as AI-assisted case review and identifying AI-manipulated images as part of Cellebrite's 2025 platform upgrade, which illustrates the industry's shift towards automation [2].



1.3 Intersection of Digital Forensics and Cybersecurity.
Digital forensics and cyber security are now becoming more and more the two sides of the same response. Incident response teams use forensic artefact recovery to determine the timelines of the attack, how the attacker got in, and to guide decisions in the containment process, and forensic investigators rely on cybersecurity telemetry (logs, endpoint detection information, network captures) to provide a direction on where to begin searching. This integration is echoed in workforce data from the industry: DPIR was recently called out as one of the top 4 skills gaps in the cybersecurity industry, alongside AI security, cloud security and zero-trust implementation [5]. Cloud forensics is a good example to consider. In contrast to conventional disk imaging, cloud is multitenant, ephemeral and jurisdictionally distributed—evidence might exist on infrastructure outside of the suspect's control and managed by a third party. Investigators are left to rely on provider APIs, snapshotting and access logs - and the same applies to cyber security log analysis, as both are based on data provided by the cloud provider and are limited by the provider's data retention policies. This convergence has now forced forensic examiners to learn cybersecurity concepts (network protocols, cloud architectures, SIEM tooling, etc.) that were traditionally the responsibility of cybersecurity professionals.



1.4 Emerging Trends

A number of trends are changing practice. One, cloud, mobile and artificial intelligence (AI) enabled analysis have become more mainstream rather than specialised and hence expected for practitioners on board. Second, AI is becoming a part of the forensic process, not just to help quickly sift through cases, but also to identify AI-generated or manipulated evidence like deepfaked images, a skill that may be needed more than ever as synthetic media becomes more commonplace [2]. Thirdly, vendors are adopting cloud-based collaborative platforms which enable distributed teams to work on the same case file at the same time, as opposed to working on separate workstations [2]. Fourth, IoT and vehicle forensics are growing as more IoT devices and vehicles create new types of evidentiary data that traditional tools can't process [2]. Lastly, markets are reacting to these changes; the global digital forensics market is expected to be valued at USD 14.85 billion in 2025 and USD 31.74 billion by 2030 [5].



1.5 Key Challenges
But there are challenges that the field is having to deal with. The biggest hurdle is encryption: Cellebrite UFED and GrayKey are successful tools to overcome modern device encryption, ranging in price from USD 15,000 to 30,000 per year and success cannot be guaranteed with current hardware [3]. Data volume and data heterogeneity are a second challenge; investigators need to correlate the evidence between disks, mobile devices, cloud accounts and IoT logs, all of which come in different formats and request unique legal access. The complexity of jurisdictions and the law is added to this, as cloud data may be located in multiple jurisdictions and access and admissibility may be under the control of multiple laws. The cost and training level is another challenge: Enterprise-level tools come at a high price and have to be continually certified for effective use, which is a costly barrier to entry for smaller organizations [1], [4]. Lastly, the field faces a talent challenge in its ability to meet the demand for its services due to the increase in case volume, addressed in more detail below.



1.6 Job market (national / international)
Digital Forensics job prospects are good and growing. According to the U.S. Bureau of Labor Statistics, forensic science technicians are expected to experience a 13% growth rate in employment from 2024 to 2034, and related computer forensics analyst jobs will grow 9% during the same timeframe, both rates are higher than the average 4% growth rate for all occupations in the U.S. [5] [6]. According to the source and role definition, the median salary of a digital forensics analyst is approximately USD 67,440 as per the BLS, USD 94,000 as per Glassdoor, and USD 130,000 – USD 140,000 for senior specialists in corporate or consulting positions [6],[7],[8]. The cybersecurity talent shortage is projected to be 3.1-3.8 million unfilled positions globally, with more than 514,000 open roles in the United States alone; forensics and incident response positions are believed to be one of the most difficult to fill due to the unique blend of legal, investigative thinking, and technical skills that they require [5] [9]. Demand is not limited to one region, as cloud adoption, as well as stricter data-protection regulation (GDPR, HIPAA, CPRA), and rising ransomware activity are driving hiring across North American, European and Asia-Pacific markets. Career-oriented sites like LinkedIn and Indeed have a steady stream of postings for forensic analyst, incident responder and e-discovery specialist positions in law enforcement and in corporate in-house security teams as well as in consulting firms, which is a testament to the fact that this career trajectory is indeed global and not just domestic.



1.7 Conclusion
The proliferation of cloud services, AI-generated evidence, and a growing attack surface has solidified digital forensics as an integral part of cybersecurity. Encryption, jurisdictional complexity and cost are all a reality, but the market is growing steadily and there is a significant global skills shortage indicating that there is a strong and enduring demand for practitioners in the years ahead.

 


Task 2: DIGITAL FORENSIC INVESTIGATION REPORT
Case Reference: QT-AI-2025 Patent Theft Investigation
Suspected Corporate Espionage – Quantum Tech v NexGen Circuits


2.1 Case Background
This report presents the results of a digital forensic investigation engaged in response to the discovery, by Quantum Tech's internal security team, of unauthorized access to Quantum Tech's proprietary patent database. The material of concern is the AI chip design patent: QT-AI-2025, which is a highly valuable patent. Initial internal investigations indicated that it was likely to be a former employee, and a senior engineer, who had joined Quantum Tech relatively recently, called Emma. It is alleged that Emma was trying to get rid of and sell the patent material to another organisation called NexGen Circuits through a middle man described in the evidence as Joe.
Another person, Norman Smith, plays a significant role in the material recovered and seems to have been a facilitator on the buying end of the deal. On the other hand, the company's briefing also mentions the identity of Vanessa, R&D Director for NexGen Circuits as a suspected end buyer, it is important to note that at the outset there is no direct communication between Vanessa and the company itself that was recovered from the exhibits analyzed for this report.
This investigation has two objectives: to determine, to the extent of the digital evidence, if the attempted theft and sale of trade secrets allegation is valid; and to identify the roles played by Emma, Joe and Norman. The investigation was limited to four exhibits that were turned over pursuant to continuity of evidence protocols: Emma's Android smartphone, Emma's USB flash drive, Joe's Android smartphone and Norman's Android smartphone. The report only covers aspects of the digital evidence provided and not the employment law or contractual obligation, or aspects of corporate governance which are not in the remit of the examiner.


2.2 Evidence Inventory and Chain of Custody
All four exhibits were obtained pursuant to the procedures of continuity of evidence. At the time these devices were received, each was logged in and photographed in place and then placed in tamper-evident packaging before being sent to the forensic lab. An individual exhibit identifier was assigned to each exhibit, and in line with the arrangements made by Quantum Tech, the devices were provided unlocked; no bypass or brute force would be required to access this would normally be a more competitive part of the exhibit process.
	Exhibit
	Device
	Model / OS
	Custodian
	Suspected Role

	EXH-01
	Emma's Smartphone
	Huawei P Smart (POT-LX1), Android 10
	Investigator
	Perpetrator

	EXH-02
	Emma's USB Flash Drive
	USB mass storage
	Investigator
	Perpetrator – file staging

	EXH-03
	Norman's Smartphone
	Nokia C2 2nd Edition, Android 11
	Investigator
	Buyer-side facilitator

	EXH-04
	Joe's Smartphone
	Samsung Galaxy A13 (SM-A137F), Android 14
	Investigator
	Intermediary


 
A chain of custody was kept for each exhibit, documenting the identity of each person accessing the device, the reason for the access and the date and time of access. None of the exhibits were placed under the custody of any other person or agency between the acquisition and the completing of the examination and analysis. The hash values produced at the time of acquisition (Section 3) were re-checked before being analysed, and were found to be unchanged, meaning that the images have not been altered since they were placed in storage.


2.3 Methodology
All three Smartphone exhibits were acquired using Cellebrite UFED and all analysis was conducted in Cellebrite Physical Analyzer (version 7.73.0.11). With the different security configurations of the handsets, the most complete extraction method was file-system level extractions from the Huawei and Samsung handsets and an Android backup extraction from the Nokia handset. The USB flash drive was acquired with a hardware write-blocker used during the entire process to prevent the possibility of the source media being altered while the acquisition is taking place.
2.3.1 Use the step-by-step walkthrough to learn how to use the acquisition procedure.
The images below were also taken during an extraction using Cellebrite UFED (7.76.0.24 Education) and show a typical extraction process from connecting the handset to an extraction finish. The device used here (Samsung Galaxy A16 5G) is merely for demonstration purposes and the same steps (mutatis mutandis) were used on each of the three case exhibits.
[image: ]
Figure 1: Selecting the extraction destination in Cellebrite UFED prior to connecting the source device


Using the proper device profile to make sure UFED will use the correct protocol for the extraction, the examiner first nominates a destination for the forensic image, in this case a specific folder on a local drive that is write protected for use as case evidence.
[image: ]
Figure 2: UFED on-screen guidance for enabling USB debugging and preparing the device for extraction
The instructions UFED displays will be specific to the device and will guide the examiner to turn on Developer Options, USB debugging and disable the screen lock to allow for a stable connection. The examiner details these in his/her contemporaneous notes.
[image: ]
Figure 3: Device-side authorisation prompt requiring the user to tap 'Allow' to permit the extraction
The handset itself will ask to be authorised, with a corresponding action needed to be taken on the handset prior to UFED continuing to acquire data, and this will be recorded in the acquisition log as an Android security blocker for unauthorised access.
[image: ]
Figure 4: Device Detected screen, confirming key identifiers prior to extraction (model, IMEI, OS, security patch level)
Once connected, UFED displays a ‘Device Detected’ summary of the model, IMEI, Android version, chipset and security patch level, all of which were verified and documented at seizure, to give an independent tool-based comparison with the seizure log.
[image: ]
Figure 5: Selection of content types for extraction, with all relevant categories selected
The examiner decides from where (device, SIM, memory card) and what (what categories of data) to extract. To reflect the broadness of this investigation, every category was chosen (apart from those for which the specific handset is not supported).
[image: ]
Figure 6: Confirmation of multimedia types, file counts, and estimated extraction time prior to commencing extraction
A final confirmation dialogue displays the number of files in each category, the size of all the files and the estimated time spent in each category, so that the examiner can confirm the scope before making the decision to extract.
[image: ]
Figure 7: Extraction Summary confirming successful completion, with a full breakdown of items recovered
When complete, UFED produces an Extraction Summary which lists the amount of material recovered by each category, and if extraction was partial, it usually means that the operating system wouldn't allow it due to operating-system restrictions and not that the acquisition was incomplete. This is a summary that was kept as part of the case file for each exhibit. The student will determine how to apply to case exhibits.


2.3.2 Application to Case Exhibits
[image: ]
Figure 8: Cellebrite Physical Analyzer – Extraction Summary for Emma's Huawei P Smart (POT-LX1)
In all three cases, Physical Analyzer automatically calculated and showed image hashes, and verified that the images extracted were successfully verified without any discrepancy. The relevant ‘Extraction Summary' view was used to capture salient information regarding the relevant device such as the IMEI, the Android ID, the security patch level, and the exact time the extraction started and ended which are included here for completeness.
Huawei POT-LX1 (Emma): extraction commenced 28/10/2025 at 16:12:56 and concluded at 16:53:34; image hashes verified.
Samsung SM-A137F (Joe): extraction commenced 28/10/2025 at 11:57:02 and concluded at 12:36:47; image hashes verified.
Nokia C2 2nd Edition (Norman): extraction commenced 28/10/2025 at 16:01:06 and concluded at 16:03:26; image hashes verified.
[image: ]
Figure 9: Extraction Summary for Joe's Samsung Galaxy A13 (SM-A137F), showing verified image hashes


2.4 Findings
2.4.1 Communication Analysis: Emma and Joe (WhatsApp)
Using a WhatsApp conversation between Emma and Joe, students will analyze their communication. The WhatsApp thread that was recovered from Emma's Huawei handset includes 273 messages from June 2023 until January 2025 which, on the balance of the evidence, the contact label ‘Top-up’ seems to be a disguised or repurposed contact label for Joe. Most of this time is mundane, everyday speech; but, from within it a clear and substantive negotiation emerges, starting on 21 August 2024.
[image: ]
Figure 10: WhatsApp conversation between Emma and the contact saved as 'Top-up' (Joe), showing the initial approach
On 21st August 2024, Emma called Joe with some incredibly valuable information about a new product from ABC Technologies that is based on AI, called Neuro and she discussed selling this product. From what their talk revealed, they knew of a potential acquirer – even one that was a competitor. At 11:47:11 they said “keep this under wraps. In November 2024, substantive negotiations resumed after a series of discussions on other matters. On 31 January 2025, Emma informed the buyer that there are renewed inquiries and Joe asked for a sample for an offshore arrangement. He went on to say that the person signed up to buy was “good with it” and that £5M have been booked in “pending confirmation”.


2.4.2 Communication Analysis: Norman and "Peter Dover" (Facebook)
Of particular evidential interest is a parallel thread, also found on Norman's Nokia handset via Facebook Messenger, that closely resembles the language and general lines of time of the negotiation between Emma and Joe, and includes a direct reference in which the two threads are connected. The conversation has a contact named Peter Dover starting at 12:47:10 on 31st January 2025 with the words: ‘Norman, Joe told me you're ready to proceed. ‘Let's keep this clean and quick.' Norman then shortly thereafter confirms that call visibility and read-receipt is now enabled between the two accounts.
[image: ]Figure 11: Facebook Messenger conversation between Norman Smith and 'Peter Dover', referencing Joe directly
Norman then suggests that 'the blueprint' should be sent in 'chunks' as it would be 'too risky' to send it all at once; Peter Dover is initially not happy about this, stating that it was agreed to send everything at once or none at all. Norman is in favour of releasing only the ‘head' of the material first to avoid security issues. Peter Dover concurs, but with a sting in the tail that there will be ‘no backtracking' once it has started. It ends with news that the first tranche will be made available following a £5M payment via an unspecified offshore route and with Peter Dover's final edict: ‘Watch your inbox in 48 hours. Afterwards we are ghost.' In the examiner's opinion the naming of Joe is the most significant point of linkage between the two exhibits that have been discussed to date. On this basis it is reasonable to assume that Norman and Peter Dover were indeed "operating in contemplation of the arrangement" that Joe had been brokering with Emma, and this is how Norman is described (for the purposes of this report) as a "facilitator on the buyer side of the transaction.
2.4.3 Call Log and SMS Correlation: A Direct Link to "Peter Dover"
The other, and perhaps less noted, strand of evidence comes from the 'Unknown' call log on Emma's own Huawei handset which shows 15 outgoing calls between 2nd and 19th August 2024, the vast majority of which were to a single UK mobile number 0447917162891 / 07917162891. All but one of these calls are labelled as ‘Not answered' and the inbound call was received from the same number and missed on 17 August 2024.
[image: ]
Figure 12: Call log ('Unknown') extracted from Emma's Huawei device, showing repeated calls to the same number
The phone call log on Emma's Huawei reveals frequent calls with the same number. On 2 August 2024, Emma received two messages from ‘Peter Dover’ at 20:38:33 and 20:39:24, followed by outgoing calls at 20:38:41 and 20:39:31. They were in further contact on 4 August. These were events that occurred 3-4 weeks before ‘Joe’ would finally be involved in WhatsApp negotiations. The contacts ‘Peter Dover' and ‘Top-up' are also used for SMS and phone calls, suggesting that both could be the same contact. If you have an enquiry about networks, please verify that the owner is 07917162891 and +447400657582.


2.4.4 File Analysis: Emma's USB Flash Drive
Analysis of Emma's USB flash drive revealed documents that matched those of the patent applications in the patent, including design and specification files, under the patent, QT-AI-2025. A review of the metadata (mainly of creation and modification dates) was carried out to determine when this material may have been copied to the drive and enable cross-referencing with the statements of working hours made by Emma and the negotiation timeline above. It is important to note that the FAT file system used on the drive does not store metadata to the same level of detail as more recent file systems, so where it was not possible to be completely confident in the data, it has been noted as a limitation on the evidence available.
2.4.5 Geolocation Corroboration: Joe's Device
The images were taken from Joe's Samsung device and geotagged, providing additional, independent evidence of what was discussed, apart from the information in the conversation. The images show the device in Glasgow on 29 August 2024, in Paris on 14–15 October 2024 and most importantly, in Manchester city centre on 20 November 2024 at 20:16:20 (UTC+0), where the image includes a departure board from a railway station.
[image: ]
Figure 13: Geotagged photograph from Joe's Samsung device, captured in Manchester on 20 November 2024
This message came at a time which closely matches – again, rather impressively – the message that Joe had sent to Emma earlier in the day saying that he was in ‘final talks' and would be ‘meeting the client this week' at Manchester. The fact that Joe's own device was found in Manchester on the date in question adds a lot to the credibility of his account, and would be entirely consistent with a physical meeting having occurred between Joe and a buyer's representative, most likely Norman or another contact at NexGen, in conjunction with the above-mentioned negotiation.
2.4.6 Timeline Reconstruction
	Date
	Event
	Source

	2 Aug 2024
	SMS received from 'Peter Dover' to Emma's number; Emma calls 07917162891 twice minutes later
	Emma's Huawei – Timeline / SMS / Call Log

	4 Aug 2024
	Further SMS exchange between Emma's device and 'Peter Dover'
	Emma's Huawei – Timeline / SMS

	2–19 Aug 2024
	Repeated outgoing calls from Emma's device to the same number; one missed inbound call
	Emma's Huawei – Call Log

	21 Aug 2024
	Emma discloses access to AI Neuro patent data and proposes a sale; Joe agrees to seek a buyer
	Emma's WhatsApp

	29 Aug 2024
	Device location places Joe in Glasgow
	Joe's Samsung – Geotagged Images

	Aug–Oct 2024
	Intermittent negotiation, interspersed with unrelated cover messages
	Emma's WhatsApp

	14–15 Oct 2024
	Device location places Joe in Paris
	Joe's Samsung – Geotagged Images

	20 Nov 2024, 10:03
	Emma presses for progress; Joe reports final talks and a meeting with 'the client' in Manchester
	Emma's WhatsApp

	20 Nov 2024, 20:16
	Device location places Joe at a Manchester railway station, the same day as his message to Emma
	Joe's Samsung – Geotagged Images

	31 Jan 2025, 10:15–11:28
	Buyer requests a demo sample and a detailed breakdown; £5M figure and offshore payment discussed
	Emma's WhatsApp

	31 Jan 2025, 12:47–12:53
	Peter Dover references Joe directly; blueprint delivery negotiated 'in chunks'; £5M offshore arrangement confirmed; 48-hour handover window set
	Norman's Facebook



2.5 Suspect Profiling
Emma – Perpetrator. The pieces of evidence are digital and indicate that Emma was the one initiating the disclosure—also via Joe—and negotiating with a prospective purchaser about the price, with the final “disclosure” actually being a sample of data that would be handed over as part of the total sale. Her own device also provides evidence of persistence—multiple attempts at reaching the same number via multiple communications prior to the negotiation really taking off.
Joe – Intermediary. The buyer side network is mediated by Joe, who is the conduit between Emma and the buyer: he is the one who provides with the initial introduction, successive requirements from the buyer (a sample, a breakdown, a price), and he is even named as the source of an introduction in the buyer's own Facebook thread. It is reasonable that there was a connection between the two since SMS and call activity has been seen on the same device under the name ‘Peter Dover', targeting the same number that was subsequently used for the WhatsApp negotiation, raises the possibility that Joe is using the same name, or is at least operating close with the person who is. Independent geolocation evidence confirms that Joe was in Manchester on the exact day he told Emma that he was going there to meet 'the client' in that location, which corroborates, and provides support for, that evidence.
Norman – Buyer-side facilitator. Norman's Facebook correspondence with Peter Dover, retrieved from his Nokia phone, reveals that Norman was in charge of the technical and logistical issues of getting the 'blueprint' and arranging a payment offshore. It is noted that this could have been on behalf of NexGen Circuits, and therefore in the interests of Vanessa's R&D function, but it was emphasised that his exact organisational position cannot be determined from the evidence and this would helpfully be corroborated by employment records or travel and expense records.
No direct communication between Emma and Norman, or between Emma and Vanessa was seen in any of the exhibits analyzed. The link between the two negotiation threads, rather, lies in the fact that Joe is mentioned explicitly in both, and that the financial terms (the £5M, the offshore arrangement, and the 'chunked' delivery) are similar and occurred independently in each of the negotiations.


2.6 Additional Evidence and Observations
The two smartphones studied had an extensive amount of personal data unrelated to this case, such as social media interactions, sports talk and other communications. In the interests of thoroughness this material has been reviewed, but, as it is outside the scope of the investigation, has not been included in the substantive findings set out above. During this review no material indicating any illegal content was found on the three handsets or the USB drive. If any such material had been discovered it would have been logged and reported, and not unnecessarily or in detail analysed in this report, as is the forensic practice. Many messages in the WhatsApp conversation were using emoji or non-standard symbols instead of text. Such content has not been included in the above quotations where the content could not be reasonably construed, so as not to risk misrepresentation.


2.7 Conclusion
The communications, call-log, SMS and geolocation data found on the devices of Emma, Joe and Norman all provide a similar, mutually-reinforcing account of an attempt to sell the patent design for the QT-AI-2025. It was Emma who started to disclose proprietary Quantum Tech material and whose own device records indicate that she had been trying to get in touch with just one number through various means. Joe becomes the broker overseen with the buyer relationship, possibly using more than one name, while Norman used the communications to name Joe directly, working on the technical handover and payment terms with Peter Dover.
The timing of the financial terms and delivery structure in the two separately recovered conversation threads, coupled with geolocation data on Joe's phone being in Manchester on the day he informed Emma he was going to meet 'the client' in Manchester, reasonably suggests a concerted effort to steal and sell trade secrets was underway at the time of the exhibits' seizure. It is not, however, evident from the knowledge gathered from the evidence that the transaction was completed, nor that any money was actually paid, and this fact should be well remembered in any future proceedings.


2.8 Recommendations
Quantum Tech has an urgent need to reassess and limit Emma's access to its systems, as well as audit the patent database to determine if any other documents apart from QT-AI-2025 could be breached.
Subscription-check enquiries should be encouraged for the numbers identified on the call log and records obtained from the relevant messaging platforms of the message delivery for corroboration of numbers being subscribed and the account's owner, especially for the ‘Top-up’ and ‘Peter Dover’ aliases.
Charges of corporate espionage and theft of trade secrets should be considered against Emma with a corresponding consideration of conspiracy and aiding and abetting charges against Joe and Norman, who were intermediary and facilitator respectively.
Additional financial investigation is recommended and the opportunity to follow-up on the £5M offshore payment arrangement mentioned in the recovered communications should be pursued, as well as the identities of the actual owner(s) of the 'Peter Dover' account.
Any messages that are deleted, partially recovered or otherwise ambiguous that are found during the course of this analysis should be referred on to advanced techniques such as carving unallocated space should the issue move towards prosecution.


2.9 Limitations
This investigation was limited to digital evidence of which the parties had made available and no physical surveillance, financial records, or direct interview with any party took place. Since all devices were delivered in an already accessible condition, no technique to bypass the encryption had to be used. Some historic messages and file-system metadata on the USB stick have not been recovered with complete certainty due to the limitations of the FAT file system, as opposed to speculation. That this is 'Peter Dover' and that this name might be linked to Joe has not been confirmed and should be regarded as a good line of enquiry not as an indisputable fact. 
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Appendix A – Forensic Image Acquisition Summary
	Exhibit
	Tool
	Extraction Type
	Start
	End
	Hash Verification

	Emma – Huawei POT-LX1
	Cellebrite UFED / Physical Analyzer
	File System (Android ADB)
	28/10/2025 16:12:56
	28/10/2025 16:53:34
	Verified – no errors

	Joe – Samsung SM-A137F
	Cellebrite UFED / Physical Analyzer
	File System (Android Backup)
	28/10/2025 11:57:02
	28/10/2025 12:36:47
	Verified – no errors

	Norman – Nokia C2 2nd Edition
	Cellebrite UFED / Physical Analyzer
	File System (Android Backup)
	28/10/2025 16:01:06
	28/10/2025 16:03:26
	Verified – no errors

	Emma – USB Flash Drive
	Write-blocked logical acquisition
	Logical / File-level
	N/A – documented separately
	N/A
	Confirmed via acquisition log


 
Exact MD5/SHA-1 hash strings are retained within the acquisition tool's case log and the accompanying image-hash export, available on request. Physical Analyzer's 'Extraction Summary' view confirmed successful verification for all three smartphone images, with no mismatch reported in any instance.
[image: ]
Figure 15: Sample hash-verification record from Physical Analyzer, confirming image integrity 
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