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Abstract – This paper will explore different scanning techniques for any website. Each vulnerability found by these scanning techniques must be noted and reported to be patched by the company to stop malicious attackers from exploiting the vulnerability any further which can cause problems such as accessing private data or installing malicious code/software.
Introduction
This report will cover different scanning techniques to attempt to find vulnerable areas on the server hosting the website for example, the server could have an open port, but no authentication is required. Websites should always be updated and maintained to prevent an attacker from executing malicious code to gain access to areas where they should not have access too. The report will provide information on the vulnerabilities found, how they were detected such as what program was used and what problems could the vulnerability cause to the site.
Contingency Policy
A contingency policy must be in-place to ensure the pen-tester stays within the limits and not exceed them limit asked for. For this assignment TevelCyber has asked for vulnerability scanning, social-engineering and any other method without causing the companies website downtime or accessing any personal information such as phone numbers, financial information or any confidential information. Any harmful applications that could cause the company harm are banned.
Reconnaissance For TevelCyber
The chosen target for the assignment is TevelCyber.
Standard Information Gathering
· Domain URL - https://tevelcyber.com/
· Domain IP Address – 192.185.39.52 (Windows 10 command prompt used with ping command)
[image: ]
· Hostname – ns8202.hostgator.com [1]
· ISP – Websitewelcome.com [1]
· Country – United States [1]
· State/Region -Texas [1]
· Standard Information about a website must be gathered before any testing of the website’s security can begin. The information here shows where the server is located from the IP address found and what hostname has been used. We now know that tevelcyber uses HostGator. [1]
Advanced Information Gathering – RED HAWK
Program used – RED HAWK (Kali Linux) [2]
· Web Server – nginx/1.14.1 [2]
· CMS – WordPress [2]
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· [image: ]DNS Information – [2]






· DNS information and webserver information can help when looking for vulnerabilities for the website such as WordPress must be updated regularly since a lot of websites use it and there are many exploits for it. 

Advanced Information Gathering – MALTEGO
Program used – MALTEGO (Kali Linux) [3]
MALTEGO is an advanced information gathering tool, to use 
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This screenshot shows the Domain Name which tevelcyber.com and DNS MX Info.
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This screenshot shows a range of hosted websites from the same IP address as tevelcyber.com, this means that the tevelcyber website is also hosted with a bunch of other websites which is all sharing the same bandwidth.
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This screenshot shows the internal IP addresses for which tevelcyber.com is hosted, one of the severs has been expanded to show as an example, the internal server with the IPV4 address is hosting a site other than tevelcyber.com.
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These screenshots show the DNS information in-which has been stored and can be resolved by the user. The servers store information of IP address and hostname’s and resolves them for the user. The screenshots show a list of hostnames that the DNS can resolve for the users.

Advanced Information Gathering – Port Scanning
Program used – NMAP (Kali Linux) [4]
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Tevelcyber.com was scanned using a program called NMAP on the Kali Linux operating system. NMAP has found 16 open ports for the IP address in-which tevelcyber.com is being hosted. Since tevelcyber.com is being hosted on the IP address as many other servers, it doesn’t necessary mean that tevelcyber.com is exposed as the other servers could have opened port 21 for ftp which could be for a file sharing site.

The common listed ports open are –
21 TCP – FTP
25 TCP – SMTP
53 TCP – DNS
80 TCP – HTTP
443 TCP - HTTPS
995 TCP – POP3 (For Email servers)

Scanning for ports and finding open ports doesn’t necessarily mean that they are vulnerable for example, if you try to connect to the FTP server using the FTP port, you might be prompted with a username and password. The FTP port might not be open on the internal server that you wanted to attack but it’s open on another internal server using the same public IP address. 
Vulnerabilities
Vulnerability 1 – [12]
Program used – WPScan (Kali Linux) [5] [6]
· WPScan is a WordPress scanning tool pre-installed on to Kali Linux. WPScan found 4 vulnerabilities when scanning the selected target.
[image: ]
· This vulnerability comes from a plugin that the company has been installed onto the site. The identified vulnerability has been fixed in newer versions of the plugin which seems to tell us that the company doesn’t allow automatic updates on their plugins.
· This vulnerability allows command execution to take place so in theory an attacker could attempt to attack the plugin and make it execute commands.
Vulnerability 2 –
Program used – WPScan (Kali Linux)
[image: ]
· This vulnerability is from a plugin which the company added onto their website, for extra features. The plugin has a vulnerability which allows unauthenticated commands to be stored into a database and allow a user to gain more permission or attempt to modify or remove a webpage which is known as stored cross-site scripting (XSS).
· Cross-Site Scripting is a major problem for website as it allows entries to be added, modified or even removed from the website database.
Vulnerability 3 –
Program used – WPScan (Kali Linux)
[image: ]
· This vulnerability  allows cross-site scripting via the HOST header of the website
· Cross-Site Scripting is a major problem for website as it allows entries to be added, modified or even removed from the website database.


Vulnerability 4 –
Program used – WPScan (Kali Linux)
[image: ]
· This vulnerability comes from a plugin which the site owner has added to gain more features on the site, but it came with a vulnerability which has exposed the website to open threats.
· Privilege Escalation allows the attack to gain more privileges on the site to access areas in-which they shouldn’t have access to.
Vulnerability 5 –
Research Found [7]
[image: ]
· From earlier testing and information gathering, the target is currently using WordPress version 4.9.8.
· WordPress version 4.9.8 has a known vulnerability where a user can store information or run scripts for malicious activity to gain more permissions etc. This vulnerability also is a firewall bypass which means that not even the firewall can protect it against the attacks. This is a dangerous attack and can allow a user to remove internal server files or add new ones like re-directing traffic and capturing login information.
Vulnerability 6 –
Online WordPress security scanning [8]
[image: ]
· WordPress-SEO is a WordPress plugin which has a known vulnerability which can allow an attacker to execute commands remotely which can be dangerous since the commands can be used to add new files or even remove files from the site directory. It’s currently on version V7.8 which is a very old version since the currently version is 9.2.1 which adds a lot more features and fixes many security problems.
Analysis of vulnerabilities –
Six vulnerabilities have been listed and five of them are WordPress plugins which have been installed by the company and not pre-installed with WordPress. These plugins should always be updated, and the owner should allow automatic updates for all plugins since adding so many plugins to a WordPress server allows more exploitation to take place and allow the attacker to find a vulnerable spot. On the other hand, one of the vulnerabilities listed was a WordPress vulnerably which means that the whole site is exposed to attacks even without the additional plugins. The attack allows XSS attacks which bypass the firewall. The WordPress site itself has a vulnerability. 

Solutions
These vulnerabilities are all software related and not hardware related. The company should turn on automatic updates or at least check for new updates regularly for bug fixes and even exploitation fixes. The updates should be for everything including the WordPress site itself and all its custom plugins installed. The company could remove a lot of its custom plugins to make the site less vulnerable in the future. 

Re-tested one month later
This section involves further reconnaissance testing. This means that an attacker can learn more about how the company operates by testing it again over a certain period to see if the company have adapted and patched the found vulnerabilities or if the company is still vulnerably and or if new vulnerabilities can be found. The testing will remain the same expect for some further additional testing which will determine if the WordPress site has been setup correctly.  [10]
Vulnerability 1 –
Online WordPress security scanning [9]
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· WordPress-SEO is a WordPress plugin which has a known vulnerability which can allow an attacker to execute commands remotely which can be dangerous since the commands can be used to add new files or even remove files from the site directory. It’s currently on version V7.8 which is a very old version since the currently version is 9.4 which adds a lot more features and fixes many security problems.
· Compared to the older vulnerably scanning which happened just over a month ago, the plugin is still running version v7.8 has still hasn’t been updated but the new version has increased from v9.2.1 to v9.4.
Vulnerability 2 –
Online WordPress security scanning [11]
[image: ]
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This test is for man-in-the-middle attacks in-which an attacker can use to retrieve a user’s information on the site such as viewing their internet traffic to the site whether it’s unencrypted or encrypted. TLSv1 is used on the site which is considered insecure and still vulnerable. TLS should be upgraded to TLSv3 for better protection. HSTS is not used which is a web security policy that protects websites against protocol downgrade attacks and cookie hijacking.

Vulnerability 3 –
Online WordPress security scanning [11]
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This test shows that the website is at risk of being hijacking via a series of methods such as not configuring the necessary protection. The domain registry is the company that is hosting the site. Protection hasn’t been setup so if the domain registrar was hijacking the website could be deleted, updated, or transferred. If the protection was added, then the company would contact the client which is tevelcyber and ask them to modify or remove content if it breaks terms of services etc.
Vulnerability 4 –
Online WordPress security scanning [11]
[image: ]
Clients can access the cookies from the session when viewing the website from their machine and if they are logged into the website the cookies can be compressed and used since the proper cookie protection hasn’t been setup using the httponly flag which doesn’t allow the user to view or modify the cookies. 
Vulnerability 5 –
Online WordPress security scanning [11]
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This test shows that the server information is public during vulnerability scanning or even basic scanning. The server information was also found during the basic scanning level. Since the server information is public which is nginx/1.14.1 the attacker and research vulnerabilities for that version and attempt to exploit it. There is protection from leaking the server version information by removing it from the website header. Researching vulnerabilities for this version there are none but once some arise attackers can use them against this server if not updated or alternated protection is taken.
Vulnerability 6 –
Online WordPress security scanning [11]
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This test shows if the correct and most secure settings have been setup for the email server in-which the company has setup. The results show that spam can be sent to users within the company but appear as spam email, but if the company changed the setting to a high security level then the email would automatically be deleted and not flagged. This is great for when companies are receiving a large spam of emails.




Vulnerability 7 –
Online WordPress security scanning [11]
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This test shows open ports on the server in-which was covered earlier, the company should close unused ports or add security to prevent exploiting such as username and passwords with firewall and anti-brute-force protection.
Vulnerability 8 –
Online WordPress security scanning [11]
[image: ]
This test shows the DNSSEC result in-which should be setup by the domain user. This will prevent the DNS records being tampered with and provide a false identity to other users. The current setting for DNSSEC is false but it should be changed to true.
Analysis of vulnerabilities –
To summarize this section, WPScan in-which was done first time around to discover four plugins available for exploitation have been updated and the latest updates have no known vulnerabilities. The second scan was an online scan which displayed the same outcome as last time which was the WordPress-SEO vulnerability which exposes the website to exploitation should have been patched during the patching of the plugins. Further scans were done from last time which provided information about the current set-up of the server. There are many things the company should change in the set-up of the server to prevent man-in-the-middle attacks such as upgrading the TLS version etc. From the testing it seems WordPress was updated from 4.9.8 to 4.9.9 but during both of those scans version 5.0 was released and several more but not used. This means that the current WordPress version was updated to an outdated version for reasons unknown.
Solutions
The only solutions that can be given for these sorts of vulnerabilities for to update all plugins in-which was not done and to check all configuration of the server or even update the configuration from the current configuration.  

More Information
FireWall Information –
[image: ]
TevelCyber is using a free firewall called Mod Security. Mod Security is an open-source firewall and can be setup to run on Linux and Microsoft operations systems. Mod-Security prevented many scanning techniques but not all.

Kali Linux –
Kali Linux is a network penetration operating system with many pre-installed tools. Some tools which were pre-installed where used to gather the necessary information, but Kali Linux runs off the Linux OS which allows Linux based programs to be executed. Since some of the software weren’t pre-installed on Kali Linux then Terminal was used to download GitHub repository’s for additional software.

Software Used –
· RED HAWK – Kali Linux application which was installed from GitHub via Terminal. RED HAWK uses a series of scanning techniques which gather basic information about a website such as port scanning, location of the server and IP address of the server. [2]
· MALTEGO – Kali Linux application which was installed from GitHub via Terminal. MALTEGO allows the creation of diagrams to show how the website is set-up, this means that by entering the URL of a site, MALTEGO will retrieve information and place it into a flow chart for example – [3]
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· WPScan – WPScan also known as WordPress Scan is pre-installed on Kali Linux. It’s designed to scan and find vulnerabilities against WordPress sites. It shows IP information, WordPress theme information, WordPress plugin information and much more. [5]
Attacking
In this section, this is all theory-based and has not been conducted.
Attack 1 (Before the second scans) –
[bookmark: _GoBack]Exploit the plugins which are currently vulnerable on the site, which were Yoast-SEO, Akismet, Google XML Sitemaps and UpdraftPlus. Some of these plugins had XSS vulnerably which was a cross-site scripting vulnerability that allowed any user to store information to a database or remove information to a database which, they could increase their permissions or even create a new user account with admin privileges. [13]

Attack 2(Before the second scans)  –
Exploiting the open ports using a brute-force attack. Currently the port is open for an FTP server, which an attacker could brute-force or just using a standard dictionary attack. Once the attacker gains access to the FTP server the attacker and retrieve company files if the user-account that has been brute-force has high enough permissions. This attack would require a lot of patience as a brute-force would take a lot of time to run through each sort of combination until the correct one has been entered.

Attack 3 –
Exploiting using man-in-the-middle attacks against users on the website since HSTS is not enabled and TLS v1 is used and is considered insecure which should be updated to TLS v3.

Conclusion
In conclusion of this report, there were many vulnerabilities found during both time frames of each scans, first scans showed the plugins were the most vulnerable part of the website but since then they have been updated so additional scanning must have been taken to find other vulnerabilities on the website. Currently the most vulnerable areas of the website are the standard configuration which uses TLS 1.0 instead of TLS 3.0, httponly for protection of cookie tampering and more. It seems that TevelCyber did notice that they needed to update their plugins, but they didn’t update all of them which is still a problem as the one that was not updated has a vulnerability. When using certain scanning techniques, Mod Security which is the companies Firewall detected and prevented them which is great. When it comes to the attacking aspect there are some vulnerabilities which still make it possible for exploitation to happen. This can be fixed by recommending turning on auto-updates for all plugins and WordPress related features.
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root@kali: ~

SO~

File Edit Search Terminal Help

OUTPUT:

-0N/-0X/-05/-0G <file>: Output scan in normal, XML, s|<rIpt kIddi3
and Grepable format, respectively, to the given filename

-0A <basename>: Output in the three major formats at once
-v: Increase verbosity level (use -vv or more for greater effect)
-d: Increase debugging level (use -dd or more for greater effect)
--reason: Display the reason a port is in a particular state
--open: Only show open (or possibly open) ports
--packet-trace: Show all packets sent and received
--iflist: Print host interfaces and routes (for debugging
--append-output: Append to rather than clobber specified output files
--resume <filename>: Resume an aborted scan
--stylesheet <path/URL>: XSL stylesheet to transform XML output to HTML
--webxml: Reference stylesheet from Nmap.Org for more portable XML
--no-stylesheet: Prevent associating of XSL stylesheet w/XHL output

MISC:
-6: Enable IPV6 scanning
-A: Enable 05 detection, version detection, script scanning, and traceroute
--datadir <dirname>: Specify custom Nmap data file location
--send-eth/--send-ip: Send using raw ethernet frames or IP packets
--privileged: Assume that the user is fully privileged
--unprivileged: Assume the user lacks raw socket privileges
-V: Print version number
-h: Print this help summary page

EXAMPLES :
nmap -v -A scanme.nmap.org
nmap -v -sn 192.168.0.0/16 10.0.0.0/8
nmap -v -iR 10000 -Pn -p 80

SEE THE MAN PAGE (https://nmap.org/book/man.html) FOR MORE OPTIONS AND EXAMPLES

root@kali:~# nmap tevelcyber.com

Starting Nmap 7.70 ( https://nmap.org ) at 2018-10-09 20:54 UTC

Nmap scan report for tevelcyber.com (192.185.39.52)

Host is up (0.12s latency).

rDNS record for 192.185.39.52: ns8202.hostgator.com

Not shown: 984 filtered ports

PORT STATE SERVICE

21/tcp  open ftp

25/tcp  open smtp

26/tcp  open rsftp

53/tcp  open domain

80/tcp open http

110/tcp open pop3

143/tcp open imap

443/tcp open https

465/tcp open smtps

587/tcp open submission

993/tcp open imaps

995/tcp open pop3s

2222/tcp open EtherNetIP-1

3306/tcp open mysql

8080/tcp open http-proxy

8443/tcp open https-alt

Nmap done: 1 IP address (1 host up) scanned in 6.95 seconds
rootekali:~# []
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{11 1 vulnerability identified

{11 Title: Yoast SEO <= 9.1 - Authenticated Race Condition
Fixed in: 9.2
References:
- https://wpvulndb.com/vulnerabilities/9150
- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-19370
- https://plugins.trac.wordpress.org/changeset/1977260/wordpress-seo
- https://www.youtube.com/watch?v=nL141dcDGCY
- http://packetstormsecurity.com/files/150497/
- https://github.com/Yoast/wordpress-seo/pull/11502/commits/3bfa70a143f5ea3ee1934f3a1703bb5caf139f fa
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Enumerating installed plugins (only ones marked as popular)

We found 12 plugins

Name: akismet
Latest version: 4.0.8
Last updated: 2018-06-19T18:1:

0.000Z
Location: https://tevelcyber.com/wp-content/plugins/akismet/

20 O~

> (1495 / 1495) 100.00% Time: 00:16:50

We could not determine the version installed. ALl of the past known vulnerabilities will be output to allow you to do your
own manual investigation.

Title: Akismet 2.5.0-3.1.4 - Unauthenticated Stored Cross-Site Scripting (XSS)

Reference: https://wpvulndb.com/vulnerabilities/8215

Reference: http://blog.akismet.com/2015/10/13/akismet-3-1-5-wordpress/

Reference: https://blog.sucuri.net/2015/10/security-advisory-stored-xss-in-akismet-wordpress-plugin. html
Fixed in: 3.1.5

Name: attachment-pages-redirect

Latest version: 1.1

Last updated: 2018-01-18T12:15:00.000Z

Location: https://tevelcyber.com/wp-content/plugins/attachment-pages-redirect/

Name: easy-google-fonts

Latest version: 1.4.3

Last updated: 2017-12-13T15:46:00.000Z

Location: https://tevelcyber.com/wp-content/plugins/easy-google-fonts/

Name: easy-wp-smtp

Latest version: 1.3.7

Last updated: 2018-08-06T04:28:00.000Z

Location: https://tevelcyber.com/wp-content/plugins/easy-wp-smtp/

Name: google-sitemap-generator

Latest version: 4.0.9

Last updated: 2018-04-25T15:06:00.000Z

Location: https://tevelcyber.com/wp-content/plugins/google-sitemap-generator/

We could not determine the version installed. ALl of the past known vulnerabilities will be output to allow you to do your
own manual investigation.
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{11 Title: Google XML Sitemaps <= 4.0.8 - Authenticated Reflected XSS (via HOST header)

Reference: https://wpvulndb.com/vulnerabilities/8762

Reference: https://plugins.trac.wordpress.org/browser/google-sitemap-generator/trunk/sitemap-ui.php#L1310
i] Fixed in: 4.0.9

] Name: simple-image-sizes
Latest version: 3.2.0
Last updated: 2018-02-08T13:46:00.000Z
Location: https://tevelcyber.com/wp-content/plugins/simple-image-sizes/
Readme: https://tevelcyber.com/wp-content/plugins/simple-image-sizes/readme.md

—_

] Name: ssl-insecure-content-fixer
Latest version: 2.7.0
Last updated: 2018-06-30T68:30:00.000Z
Location: https://tevelcyber. com/wp-content/plugins/ssl-insecure-content-fixer/
Readme: https://tevelcyber. com/wp-content/plugins/ssl-insecure-content-fixer/readme.md
Changelog: https://tevelcyber.com/wp-content/plugins/ssl-insecure-content-fixer/changelog.md

—_——

+] Name: updraftplus

| Latest version: 1.15.2

| Last updated: 2018-09-19T14:12:00.000Z

| Location: https://tevelcyber.com/wp-content/plugins/updraftplus/

| Changelog: https://tevelcyber.com/wp-content/plugins/updraftplus/changelog. txt

[1] We could not determine the version installed. ALl of the past known vulnerabilities will be output to allow you to do your

own manual investigation

{11 Title: UpdraftPlus <= 1.9.50 - Privilege Escalation
Reference: https://wpvulndb.com/vulnerabilities/7781
Reference: http://blog.sucuri.net/2015/02/advisory-dangerous-nonce-leak-in-updraftplus.html
Reference: http://updraftplus.com/updraftplus-1-9-51-important-security-update/

i] Fixed in: 1.9.51

Latest version: 3.2.8
Last updated: 2018-01-11T16:34:00.000Z
Location: https://tevelcyber.com/wp-content/plugins/velvet-blues-update-urls/

+] Name: velvet-blues-update-urls
|
|
|

+] Name: wordpress-seo - v7.8

| Last updated: 2018-10-09T07:50:00.000Z

| Location: https://tevelcyber.com/wp-content/plugins/wordpress-seo/
[!] The version is out of date, the latest version is 8.4
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[Vulnerabilities]

#1: Unauthenticated stored Xss:

curl -I -H X-Forwarded-For: <script>alert(”

-HAV3-B33N-PHN3D")</script>" http://localhost/?xss=<scriptsalert(/pun3d/)</scripts”

Go to Wordpress dashboard and view WebARX logs: pwnd!

#2: Firewall bypass:

U can bypass all firewall security and rules if u add "

" to the Post or Get payload.

Blocked by firewall:
curl "http://localhost/2xss=¢script>alert(/pun3d/)</script>’

Not blocked by firewall:
curl “http://localhost/?xs:

script>alert(/pwn3d/)</script>&cc
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© (6) Susceptible to man-in-the-middle attacks

~

Insecure SSL/TLS versions available

Any version of the SSL protocol, and TLS version 1.0, are now considered
insecure. The server should disable support for these old protocols.

EXPECTED: [does not contain SSLv2, SSLv3, or TLSv1]
FOUND:  TLSv1, TLSv1.1, TLSv1.2
HTTP Strict Transport Security (HSTS) not enforced

Without HSTS enforced, people browsing this site are more susceptible
to man-in-the-middle attacks. The server should be configured to
support HSTS.

EXPECTED: [header set]
FOUND:  [not set]
HSTS header does not contain max-age

The HTTP Strict Transport Security (HSTS) header does not contain the
max-age directive. This mandatory field is used to instruct the browser
on how long to enforce HSTS on this domain.

EXPECTED: max-age=[anything]; ...
FOUND:  [header not set]
HSTS header does not contain includeSubDomains

The HTTP Strict Transport Security (HSTS) header does not contain the
includeSubDomains directive. This directive instructs the browser to
also enforce the HSTS policy over subdomains of this domain.

EXPECTED: max-age=[anything]; includeSubDomains; ...

FOUND:  [header not set]
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v HSTS header not prepared for preload list inclusion

The HTTP Strict Transport Security (HSTS) header does not contain the
required field values to be considered for the preload list. The max-age
value should be at least 1 year. The includeSubDomains and preload
directives should be included.

max-age=[anything at least 1 year]; includeSubDomains;

EXPECTED:
preload

FOUND:  [header not set]

V' Secure cookies not used

When secure cookies are not used, there is an increased risk of third
parties intercepting information contained in these cookies. The website
configuration should be changed so that all 'Set-Cookie' headers include
'secure’.

EXPECTED: [all set-cookie headers include 'secure’]

FOUND:  set-cookie (PHPSESSID): PHPSESSID
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© (5) Domain at risk of being hijacked

v Domain registrar deletion protection not enabled

Domain is not protected from unsolicited deletion requests with the
registrar. The domain should have clientDeleteProhibited set.

EXPECTED: clientDeleteProhibited: set

FOUND:  clientDeleteProhibited:not enabled
v Domain registrar update protection not enabled

Domain is not protected from unsolicited update requests with the
registrar. The domain should have clientUpdateProhibited set.

EXPECTED: clientUpdateProhibited: set
FOUND:  clientUpdateProhibited:not enabled

v Domain registry deletion protection not enabled
Domain is not protected from unsolicited deletion at the registry itself.
EXPECTED: serverDeleteProhibited: set
FOUND:  serverDeleteProhibited: not enabled

v Domain registry transfer protection not enabled
Domain is not protected against unsolicited transfer at the registry itself.
EXPECTED: serverTransferProhibited: set
FOUND:  serverTransferProhibited: not enabled

v Domain registry update protection not enabled
Domain is not protected against unsolicited update at the registry itself.
EXPECTED: serverUpdateProhibited: set

FOUND:  serverUpdateProhibited: not enabled
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© Vulnerable to cross-site attacks

Vv HttpOnly cookies not used

When HttpOnly cookies are not used, the cookies can be accessed on
the client, which enables certain type of client-side attacks. The website
configuration should be changed to enforce HttpOnly cookies.

EXPECTED: [all set-cookie headers include 'httponly']

FOUND:  set-cookie (PHPSESSID): PHPSESSID
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© Vulnerabilities can be uncovered more easily

Vv Server information header exposed

Exposing information about the server version increases the ability of
attackers to exploit certain vulnerabilities. The website configuration
should be changed to prevent version information being revealed in the
'server' header.

EXPECTED: [does not contain version number]

FOUND:  nginx/1.14.1
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© (2) Emails can be fraudulently sent

Vv Lenient SPF filtering

Sender Policy Framework (SPF) record is too lenient as to which domains
are allowed to send email on the domain's behalf. This record should
definitely not contain (+all) or (?all) mechanisms, as these allow any
domain to send email posing as this domain. This record should
preferably not use the (~all) mechanism, as this will still allow emails
flagged as being from an invalid domain, but will still allow the message
to be delivered. Best practice is to use (-all).

EXPECTED: contains -all

FOUND:  contains ~all
~ DMARC not enabled

DMARC record is not present. This may allow spammers to send
messages with forged addresses from this domain. The DNS record for
the domain should be modified to include a DMARC record.

EXPECTED: v=DMARCI...

FOUND:  [not set]
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© (3) Unnecessary open ports

v Mail ports open

Ports typically assigned to mail servers are open on this server. The
configuration of the server should be reviewed and unnecessary ports
closed.

EXPECTED: [all ports closed]

FouND: Listening: [THAP (ports: 993, 143), POP3 (ports: 110, 995),
" SMTP (ports: 465, 25)]

Vv Administration ports open

Ports typically assigned to services that provide access to workstations
are open. The configuration of the server should be reviewed and
unnecessary ports closed.

EXPECTED: [all ports closed]
FOUND:  listening: [SSH (port: 2222)]
Vv Database ports open

Ports typically assigned to database communication are open. The
configuration of the server should be reviewed and unnecessary ports
closed.

EXPECTED: [all ports closed]

FOUND:  listening: [MySQL (port: 3306)]
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© DNS s susceptible to man-in-the-middle attacks

~ DNSSEC not enabled

DNSSEC records prevent third parties from forging the records that
guarantee a domain'’s identity. DNSSEC should be configured for this
domain.

EXPECTED: true

FOUND:  false
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Applications v Places v B Terminal v Tue 20:40

root@kal

File Edit Terminal _Help
lrnnt@kali:—# sqlmap -u www. tevelcyber.com --dbs
£
s

i
I— -1 . [
i
v

1 _I” http://sqlmap.org

al!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers
assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 20:38:10

[20:38:10] [INFO] testing connection to the target URL

[20:38:30] [INFO] checking if the target is protected by some kind of WAF/IPS/IDS
do you want sqlmap to try to detect backend WAF/IPS/IDS? [y/N] y

[20:38:52] [WARNING] dropping timeout to 1@ seconds (i.e. '--timeout=10'
[20:38:52] [INFO] using WAF scripts to detect backend WAF/IPS/IDS protection

[20:39:13] [WARNING] please consider usage of tamper scripts (option '--tamper'
[20:39:13] [WARNING] HTTP error codes detected during run

406 (Not Acceptable) - 4 times

[20:39:13] [ERROR] user quit

[*] shutting down at 20:39:13

SRkz=a N

root@kali:~# sqlmap -u www.tevelcyber.com --dbs

T i) { }
- (75
L o]
I

v _|” http://sqlmap.org

0
N

i

m =

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers
assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting at 20:39:17

[20:39:18] [INFO] testing connection to the target URL
sqlmap got a 301 redirect to 'https://tevelcyber.com/'. Do you want to follow? [Y/n] y
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pinging tevelcyber.com [192.185.39.52] with 32 bytes of data:
Reply from 192.185.39.52: bytes=32 time-121ms
Reply from 192.185.39.52: bytes-32 time-126ms
Reply from 192.185.39.52: bytes-32 time=122ms
Reply from 192.185.39.52: bytes-32 time-126ms

ping statistics for 192.185.39.52
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
pproximate round trip times in milli-seconds:
Minimum = 126ms, Maximum = 122ms, Average = 126ms
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[+] Scanning Begins ..
[i] Scanning Site: http:
[S] Scan Type : BASIC SCAN

/v . tevelcyber . com

[iNFO] Site Title: Home - Tevel Cyber Corps
[iNFO] IP address: 192.185.39.52

[iNFO] Web Server: nginx/1.14.1

[iNFO] CMS: WordPress

[iNFO] Cloudflare: Not Detected

[iNFO] Robots File: Found

-[ contents ]
User-agent: *

Disallow: /wp-admin/
Allow: /wp-admin/admin-ajax.php

Sitemap: https://tevelcyber.com/sitemap.xml

[end of contents]

[*] Scanning Complete. Press Enter To Continue OR CTRL + C To Stop
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v:

=spfl +a +mx +ip4:192.185.4.113 +include:tevelcyber.com ~all"
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