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Abstract
Machine learning has proven to be a game-changer in digital forensics, providing tools and capabilities previously unimagined to detect threats automatically and analyse evidence. But bringing AI into the realm of forensics has important questions about explainability, algorithmic bias, admissibility and the need for human expert judgment. This dissertation explores the possibility and consequences of deploying machine-learning models for network intrusion detection as part of a hybrid human-AI forensic paradigm. In this study, the research method used is a dual phase method, which is literature study (interpretive) and implementation methods (practical). Three complementary machine learning algorithms, namely Logistic Regression, Decision Tree and Random Forest, were trained on an extensive network intrusion detection dataset with 42 features and 25,192 records. The empirical assessment shows that the machine learning models are accurate; Random Forest got 99% accuracy, Decision Tree 97% and Logistic Regression 91%. The protocol-specific analysis results showed that the detection accuracy for TCP connections was 99 percent, for UDP was 97 percent and for ICMP is not stable. The feature importance analysis revealed network byte volumes and connection duration as key intrusion features which are consistent with domain knowledge. Although with 99% accuracy, the remaining 1-2% inaccuracy requires human expert validation in operation. This study confirms that hybrid models of human-AI combinations (automated screening with professional judgment) are the most suitable approach for forensic implementation. The results tackle key research challenges related to explainability, transparency and legal defensibility of forensic tools supporting AI. Practical contributions involve reproducible implementation with a focus on model interpretability, protocol-aware analysis procedures, and evidence-based recommendations for implementing and adopting AI-assisted analysis within organisations. This research offers a framework for responsible deployment of AI in digital forensics, laying the groundwork for evidence-based guidance for technically feasible and legally defensible forensic innovation.
Keywords: Artificial Intelligence, Machine Learning, Digital Forensics, Network Intrusion Detection, Explainability, Algorithmic Bias, Human-AI Collaboration, Legal Admissibility, Hybrid Frameworks.
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[bookmark: _Toc241075142]Chapter 1: Introduction
[bookmark: _Toc241075143]1.1 Background
With modern computing, mobile and cloud environments, we are creating Digital Evidence with a size and complexity that are too large to be processed with the traditional manual Digital Forensics workflow. Today investigators face a challenge: terabytes of diverse data from a variety of devices, networks, and cloud storage are beyond the scope of traditionally built acquisition and analysis tools. The increased sophistication of cybercrime coupled with the escalating number of cases arriving at the forensic community has driven the exploration of artificial intelligence (AI) and machine learning (ML) as tools and mechanisms for automating evidence triage and artefact classification, as well as anomaly detection and pattern recognition in large and disparate datasets [1]. AI is no longer a fringe issue of digital forensics practice, but has become an ever more incorporated aspect of investigative practice, as recent scholarship proves. AI and ML techniques have seen a significant rise in use in various sub-domains, including human identification, malware detection, deep fake and multimedia forensics, and post-incident analysis [2]. Conversely, the advent of large language models opens new avenues for investigation, such as automated summarisation of logs, natural-language queries of evidence, and guidance for drafting reports, as well as new concerns about reliability and control over the evidence [3]. The examples make clear how exciting AI-driven forensics can be and how fast the technology is evolving in comparison to the rules intended to regulate it.
The use of Artificial Intelligence in forensic practice has its challenges, though. Many AI models are opaque, algorithmic bias raises issues regarding how outcomes of investigation or judgment processes are affected by those models, and the evidentiary status of AI-generated findings under existing rules of evidence is unknown [4], [5]. In the context of AI, there has been widespread attention to the difficulties of understanding the reasoning behind the results of AI algorithms, including those using deep learning, which can often be considered black-box systems, meaning their outputs do not lend themselves easily to being reconstructed and again explained to investigators, defence teams or judges de Filippis & Al Foysal [5]. Likewise, biases in training data or models’ design are already demonstrated to affect model decisions in real civil and criminal cases, which contests confidence in the fairness of automated forensic tools [4]. This interplay between capability and accountability, in technical, legal, ethical, and procedural aspects, sets the scene for the study, which is driven by the need to examine the integration of AI in digital forensics processes with a focus on how these capabilities can be responsibly scaled.
[bookmark: _Toc241075144]1.2 Research Rationale
This research is motivated by the disconnect that exists between the promises of AI in digital forensics and its legal, ethical, and practical implications for implementation. If the vast writing about technical performance improvements with AI-supported tools is compared with literature that is available on explainability, fairness and admissibility of AI-assisted tools in courtrooms, this outweighs the latter. Some authors have pointed out that where AI generation is intended to support expert testimony or contribute to court decisions, explainability has emerged as a prerequisite, as the so-called black-box models of AI make it challenging for investigators, defence and prosecution lawyers, and courts to question the development of a specific result [5]. Similarly, issues of admissibility are unresolved. A recent analysis of open-source and AI-driven forensic tools reveals that, despite recent developments in these tools, courts still prefer standardised validated and documented tools, such as commercial tools, over new AI-based tools because standardised AI validation frameworks are not yet available [6]. In turn, this lack of consistent validation standards provides practitioners with little clarity on which AI-enabled tools provide them the confidence to use for court work and researchers an incomplete, fragmented sense of the landscape of what is technically, ethically, and legally valid and invalid.
Another justification for the research is the fact that technological development is a relatively fast movement, while governance frameworks are moving more slowly. Although the incorporation of large language model-based capabilities into digital forensics practices has just started to transform investigative workflows, guidance offering clarity on the reliability of these tools, the evidentiary weight they can carry, and appropriate use is still lacking [3]. This would be challenging from ethical, access, and confidentiality perspectives and, further, faces distinct limitations in terms of time, so a qualitative synthesis using secondary literature, which has a proven track record of mapping a fast-moving field and identifying points of consensus and where tensions exist that are worthy of further interrogation, is a valid approach. The focus of this research, therefore, is to bring together existing secondary evidence of AI-based digital forensics and construct a unified narrative about the state of the technology, its capacity and what would be required for it to become a scalable, legally defensible investigative tool.
[bookmark: _Toc241075145]1.3 Research Aim and Research Objectives
The objective of this research is to comprehend using systematic review of secondary literature the critical evaluation of the use of AI for scaling up digital forensic capabilities and how the explainability, bias and legal admissibility factors influence responsible use of AI assisted forensic tools.
The above aim is achieved by the following research objectives:
· To analyse the spectrum of AI and machine learning techniques that are employed in various sub-domains of digital forensics literature, such as evidence triage, artefact classification and anomaly detection.
· To critically examine explainable AI (XAI) methods for improving transparency and interpretability in forensic decision making.
· To examine the potential expression of algorithmic bias along with any remedies suggested in the literature to address algorithmic bias in forensic software and automated tools.
· To examine legal and evidentiary issues regarding the admissibility of AI-generated forensic results in legal proceedings.
[bookmark: _Toc241075146]1.4 Research Questions
This research was developed to answer the following research questions which are in relation to the aim and objectives highlighted above.
RQ1: What are the current applications of AI in expanding the capability of digital forensic investigations (DFIs)?
RQ2: How do explainable AI methods deal with transparency and trust issues in AI-supported forensic analysis?
RQ3: What are the types of algorithmic bias in DF software and automation tools, and what are the proposals to tackle these algorithmic biases?
RQ4: What legal and procedural issues can impact the admissibility of digital evidence created by AI in court?
[bookmark: _Toc241075147]1.5 Research Significance
The research is relevant to both academic and policy makers as well as to practitioners. Academically, it makes a still-emerging literature, bridging the gap identified in recent systematic reviews of AI-assisted forensic tools between the technical performance of these systems and the explainability and fairness considerations and legal frameworks needed for their responsible use [2]. The study's tools provide a way to combine answers to these interrelated themes and contribute to a coherent empirical and doctrinal narrative of AI-forensics in the future. Professionally, the results are aimed at assisting digital forensic (DF) laboratories, investigators, and forensic practitioners in making well-informed choices regarding the implementation of AI-based tools [6]. From a legal and policy perspective, the study's exploration into explainability and compensation for bias [4], [5] offers a foundation for clearer standards and validation regimes for rendered evidence by AI, which have been repeatedly described as lacking in comparison to the pace of technological development [3].
The other important aspect of the study is that it views explainability, bias, and admissibility not as distinct issues, but as related dimensions of a more complex problem can independent and autonomous conclusions reached by AI be trusted by those who will rely on them, e.g., investigators, lawyers, judges, and eventually the public? This research positions these themes together instead of analysing each theme separately as in many literature streams, in order to bring to light how solutions to one theme, e.g., explainability, can simultaneously address other such as bias detection or courtroom scrutiny as addressed by de Filippis & Al Foysal [5] and Zhou [4], respectively. Overall, this research hopes to bring together strands of literature into one unified, critically studied area on the role AI can today play in digital forensics and the conditions under which it could be considered trustworthy, fair, and legally valid. By doing so, the study aims to provide practitioners and policymakers with a valuable reference point to consider regarding the current scaling of AI in forensic investigation.


[bookmark: _Toc241075148]Chapter 2: Literature Review
[bookmark: _Toc241075149]2.1 Introduction
This chapter presents a thematic literature review structured around the four research objectives developed in Chapter 1. As this dissertation involves no primary research, the review draws on peer-reviewed and indexed publications from 2024 and 2025 to build a critical synthesis of scholarship on the role of Artificial Intelligence (AI) in digital forensic investigation. Rather than summarising each source separately, the chapter adopts a comparative approach, identifying points of agreement, divergence, and conceptual tension across studies. Four thematic sections are addressed: the nature and variety of AI and machine learning (ML) techniques across forensic sub-domains; explainable AI (XAI) as a transparency mechanism in forensic decision-making; algorithmic bias in forensic software and automated tools; and the legal and evidentiary admissibility of AI outputs in digital forensics. The review is intentionally comprehensive, addressing AI's use across the entire forensic investigation process from pre-investigation evidence triage and prioritisation, through artefact identification, classification, and reconstruction, to questions of admissibility and expert presentation at the end of the investigative pipeline. This scope reflects the interdependence of the challenges described in recent scholarship: a tool that is technically capable but algorithmically opaque cannot function effectively in legal proceedings, while a legally compliant framework built on biased training data will produce unfair outcomes regardless of how clearly those outcomes are communicated [7], [8]. A systematic search of Scopus, Web of Science, and Google Scholar using terms including artificial intelligence digital forensics, explainable AI forensics, algorithmic bias forensic tools, and AI evidence admissibility yielded sixty qualifying sources, with preference given to peer-reviewed journal articles, conference papers from reputable venues, and legal scholarship from recognised law reviews [9], [10]. Where studies conflict, empirically grounded and systematic work is given precedence over purely conceptual argument. The four thematic areas are treated not as independent topics but as four interwoven dimensions of a shared challenge: ensuring that AI-aided forensic results can be trusted, understood, and lawfully relied upon by investigators, courts, and the public.
[bookmark: _Toc241075150]2.2 AI and Machine Learning Techniques across Digital Forensic Sub-domains
The first objective is to analyse the variety of AI and ML techniques applied to evidence triage, artefact classification, and anomaly detection across forensic sub-domains. The foundational argument in this literature is that the scale and variety of contemporary digital evidence has outpaced manual investigation, making automation not merely desirable but structurally necessary. Dunsin et al. [1] provide one of the most comprehensive accounts of this shift, mapping AI and ML tools across the complete incident-response pipeline, from initial triage and data reduction to forensic analysis and network security monitoring. Their contribution lies in treating AI not as a monolithic technology but as a family of task-specific approaches: supervised classifiers for known artefact recognition, clustering methods for unlabelled evidence, and deep learning architectures for multimedia and network traffic analysis. Ketsekioulafis et al. [2] complement this with a systematic review spanning multiple forensic sub-domains, including post-mortem interval estimation, human identification, malware detection, and multimedia forensics, demonstrating that AI-assisted forensics represents the continuation of a longer trend rather than a novel development. Both studies, however, are primarily descriptive in their treatment of technical capability; the limitations they acknowledge regarding bias and courtroom reliability are taken up critically in later sections of this chapter.
Cloud forensics is an increasingly prominent sub-domain that previous systematic reviews have not addressed in detail. Enterprises and individuals are migrating data to cloud platforms, and the forensic challenge has become one of identifying, preserving, and analysing data distributed across multiple jurisdictional areas, service providers, and dynamically shifting virtual environments. Poisel and Tjoa [13] map the specific difficulties of cloud environments across three investigative stages: acquisition (retrieving data from providers operating under different legal regimes), analysis (interpreting virtualised file systems, container systems, and ephemeral compute resources), and presentation (establishing chain of custody for data never stored on a single physical device). Zawoad and Hasan [14] extend this discussion to structural issues embedded in cloud service contracts and architectures, which systematically compromise forensic acquisition independently of the investigator's technical capability. Most commercial cloud agreements contain no forensic access provisions, and provider-side logging is often insufficient for forensic analysis constraints with direct methodological implications for any AI-based analysis dependent on complete data retrieval.
More recent contributions address specialised forensic tasks. Yin et al. [3] examine large language models (LLMs) as a novel addition to the forensic toolkit, capable of automated log summarisation, natural-language querying of large evidence collections, and report drafting. This represents a significant expansion of AI forensics from classification tasks into general reasoning over evidence, though the authors also flag the risk of hallucinated outputs and the difficulty of tracing an LLM's reasoning chain back to specific evidence artefacts. Khalid et al. [15] demonstrate the application of unsupervised models’ isolation forests, autoencoders, and Gaussian mixture models to memory forensics, achieving over 97 per cent accuracy in detecting obfuscated malware without requiring pre-labelled training data. This methodological advance is practically significant given the speed at which real-world forensic data evolves and the frequency with which encountered evidence is unlabelled. In mobile forensics, Barmpatsalou et al. [11] find that while deep learning models perform well at automating data extraction and classification from mobile applications, their accuracy degrades substantially when applied to cloud-synchronised data, requiring investigators to conduct parallel device and cloud investigations. Macdermott et al. [16] raise an analogous problem in IoT forensics, noting that anomaly detection and traffic analysis systems built for traditional network environments must be substantially re-engineered for low-power, low-bandwidth IoT contexts. Together these findings reflect a device-centric pattern in tool development that has produced specialised solutions for individual forensic contexts without generating interoperable frameworks capable of scaling across them.
Deepfake and multimedia forensics have attracted exceptional attention in the 2024 literature. Nita and Mihailescu [17] report success rates exceeding 95 per cent on benchmark datasets for detecting AI-generated images, video, and audio using transformer-based systems, but document precipitous performance drops when a model trained on one generative system is applied to media produced by another. This domain-shift problem is particularly acute in digital forensics because investigators typically do not know which generative model was used to create the artefact under examination, meaning that operational conditions are almost always out-of-domain relative to a given training set. Rafique and Mirzaei [18] report a structurally identical problem in network traffic forensics, where deep learning models that perform strongly in controlled settings suffer significant accuracy losses when deployed in live enterprise networks. These convergent findings expose a methodological weakness recurring throughout the AI forensics literature: the failure to distinguish between benchmark performance and operational performance; a distinction with direct consequences for any claim about investigative utility and one that is pursued critically in this dissertation in Chapter 4.
The absence of governance infrastructure capable of keeping pace with technical development is a further structural observation. Casey [19] notes that while the NIST OSAC Digital Forensics subcommittee and ISO/IEC 27037:2012 have established process standards for conventional forensic workflows, these have not been extended to AI-assisted processes, leaving a significant gap between technical maturity and institutional acceptance. Wazid et al. [20] partially address this with a real-time AI forensics (RAI) framework that integrates malware detection with forensic reporting and explicitly incorporates logging and auditing as prerequisites for future evidential use an objective not uniformly shared across AI forensic tool development. Al-Dhaqm et al. [21] observe that many AI-assisted forensic processes lack harmonised process models enabling inter-laboratory comparison and peer validation, while Valjarevic and Venter [10] note that integrating probabilistic ML outputs into a validated digital forensic investigation process model remains an unresolved methodological challenge. Collectively, these contributions reinforce the review's central observation: technical progress in AI forensics consistently outpaces governance, standardisation, and the procedural infrastructure required for responsible deployment.
[bookmark: _Toc241075151]2.3 Explainable AI and Transparency in Forensic Decision-Making
The second objective examines how XAI can improve transparency and interpretability in forensic decision-making, responding directly to the opacity of many state-of-the-art ML systems. De Filippis and Al Foysal [5] state this problem clearly: explainability is not a supplementary feature but a necessary precondition for AI-generated material to support expert witness testimony, given that investigators, defence counsel, and courts must be able to interrogate the basis of an AI output. Their analysis is persuasive in framing the issue but, as a discussion-based paper, provides limited empirical guidance on operationalising explainability within a forensic pipeline.
Arrieta et al. [22] provide a foundational taxonomy distinguishing ante-hoc models designed to be interpretable from post-hoc methods that apply interpretive techniques to opaque models after training. The forensic literature has predominantly favoured post-hoc approaches, partly because the highest-performing deep learning models are architecturally intractable and practitioners typically operate tools they did not design. Carvalho et al. [23] observe that despite a proliferation of local explanation methods and evaluation metrics, no established standard exists for assessing the quality of explanations as distinct from the accuracy of the underlying model a significant gap for forensic applications where explanation quality, rather than predictive performance, is what determines evidential value.
Khalid et al. [24] address this gap empirically, applying LIME and SHAP to supervised network forensics and memory forensics case studies. Their subsequent study [15] extends the same XAI methods to unsupervised learning, demonstrating that SHAP explanations can provide both local (case-level) and global (dataset-level) interpretability for memory forensics tasks, identifying features such as handle counts and thread activity that drive a model's classification of a process as malicious. SHAP values, grounded in Shapley game theory [25], offer a theoretically robust, model-agnostic measure of feature importance. LIME, which perturbs input data and fits a simpler model to the local decision boundary, is computationally more accessible but less stable. Lotter and van Zyl [27] empirically demonstrate this instability in digital forensic tools, showing that different random seeds produce substantially different LIME explanations for the same prediction a finding with serious implications for the reproducibility of expert testimony in adversarial legal settings. Billah [28] corroborates the broader benefit of XAI for courtroom acceptance, finding that explainability tools significantly enhance the trust of forensic analysts and legal stakeholders in AI-assisted findings. Arthanari et al. [29] extend this observation to other forensic sub-fields including crime scene analysis, suggesting that explainability concerns are not specific to digital forensics but systemic across forensic science.
A critical limitation that pervades the XAI literature is that outputs such as SHAP values are statistical approximations, not causal explanations, of model behaviour. Aggregate interpretability measures across a dataset may not justify a model's reasoning in any specific case before a court. Rudin [33] presses this point forcefully: post-hoc explanations are approximations of a model's behaviour and may be incorrect in ways that are not apparent from the explanation alone. Her argument for inherently interpretable models — decision trees, rule lists, or scoring systems — in high-stakes domains is methodologically compelling but has not been fully explored in the forensic AI literature, which has defaulted to deep learning architectures combined with post-hoc explanation. Das and Rad [34] reach a similar conclusion, noting that significant research effort has been directed at explaining models not designed to be explainable rather than developing models that are interpretable by design. Bach et al. [35] illustrate the downstream difficulty in image forensics, showing that even faithful pixel-level explanations via layer-wise relevance propagation require expert witnesses to explain neural network back-propagation to lay juries. Neither the forensic AI literature reviewed for this section nor any study identified provides a concrete standard for what constitutes a legally adequate explanation of an AI output — a gap this dissertation argues must be addressed as a matter of both technical and legal priority.
[bookmark: _Toc241075152]2.4 Bias in Forensic Software/Automated Tools (Algorithms)
The third objective investigates types of algorithmic bias in forensic software and automation tools and the proposed remedies. Zhou [4] provides the most empirically grounded starting point, documenting cases where bias in forensic tools has materially influenced outcomes in real civil and criminal proceedings, and arguing that both technical adjustments fairness-aware model auditing and procedural controls independent pre-deployment validation are necessary to address these types of bias adequately.
Barocas et al. [36] offer the most comprehensive taxonomy of bias types relevant to forensic applications. Historical bias arises when training data reflects past discriminatory practices, causing a model to reproduce historical distributions rather than current phenomena. Representation bias occurs when training sets fail to reflect the diversity of real-world devices, operating systems, or user demographics, producing models that are accurate for majority cases but fail systematically on less common variants. Measurement bias emerges when features of digital evidence are distorted by the acquisition process in ways correlated with the classification outcomes, such that the artefacts produced by the forensic tool rather than the content of the evidence drive the result. Aggregation bias results from training a single model on heterogeneous data types that require different analytical approaches. Evaluation bias arises when performance is assessed against benchmarks unrepresentative of operational conditions. Chouldechova [37] formally proves that where base rates differ between demographic groups, certain fairness criteria including calibration and equalised odds are mathematically incompatible, meaning that no AI forensic tool can be simultaneously fair by all reasonable criteria. This result has profound implications for claims that algorithmic bias in forensic tools can be resolved by a single technical intervention.
Facial recognition provides the most prominently documented forensic case of algorithmic bias. Angwin et al. [38] update the foundational 2016 reporting on machine bias in criminal justice tools, finding that certain systems have improved while others have not, and that in some instances the direction of bias has reversed without being offset illustrating both the dynamic nature of the problem and the inadequacy of one-off auditing. Green and Chen [39] find that human review does not reliably correct algorithmic bias; rather, analysts exposed to algorithmic outputs may reinforce incorrect predictions by treating them as authoritative. This finding is directly relevant to digital forensics, where the conditions for effective de-biasing human oversight including complete labelling of AI confidence levels, uncertainty quantification, and training on the bias profiles of specific tools are often absent in operational practice.
The technical literature documents three debiasing approaches. Pre-processing modifications to training data are the simplest to apply but require demographic metadata that may be legally or ethically unavailable in forensic settings. In-processing modifications to training objectives reduce performance disparities in benchmark studies but require a choice of fairness criterion, and Chouldechova [37] shows that meeting one criterion may worsen performance on another. Post-processing modifications to model outputs are most practically accessible for practitioners using commercial tools they did not design, but require demographic labels at inference time that may constitute sensitive personal data under applicable data protection legislation. Holstein et al. [40] identify a substantial gap between technically available and practically deployable debiasing interventions. Corbett-Davies and Goel [42] raise the deeper critique that debiasing model outputs treats symptoms rather than the social conditions underlying biased training data. Veale and Binns [43] propose discrimination-reduction approaches that do not require sensitive demographic data, which is directly relevant to forensic contexts where collecting such data may not be lawfully permitted. Mitchell et al. [45] propose model cards structured documentation of intended and out-of-scope applications, demographic performance differentials, and ethical concerns as a transparency mechanism that would allow forensic analysts and courts to understand a tool's documented limitations. Doshi-Velez and Kim [46] describe statistical and interpretability-based methods for rigorously detecting bias, while Sunde and Dror [8] observe that institutional and commercial incentives have so far limited voluntary adoption of such transparency measures. The accountability question who bears responsibility when bias is found to have influenced a legal outcome remains structurally unresolved in the forensic sector, as closed proprietary tools typically cannot be independently audited for training data quality or provenance. This connects the bias literature directly to the admissibility issues discussed in Section 2.5 and reinforces the case for regulatory rather than voluntary accountability mechanisms.
[bookmark: _Toc241075153]2.5 Legal and Evidentiary Admissibility of AI Forensic Evidence
The fourth objective examines legal and procedural questions surrounding the admissibility of AI-generated forensic evidence in court. Ismail and Zainol Ariffin [6] provide the empirical anchor, demonstrating under controlled conditions that open-source and AI-assisted tools can be validated to achieve reliability comparable to commercial alternatives. Despite this technical equivalence, courts continue to favour commercially validated tools, a preference attributable to the absence of standardised validation frameworks for AI-powered and open-source forensic tools. Their finding confirms that admissibility constraints are often as procedural and institutional as they are technical a distinction frequently obscured in less empirically grounded literature.
The legal framework for evaluating expert scientific testimony in common law jurisdictions establishes the admissibility baseline against which AI forensic evidence must be assessed. The Daubert standard, established by the U.S. Supreme Court in 1993, requires that evidence be based on sufficient facts or data, that the methodology be reliable, and that it have been reliably applied to the facts of the case. Arkin [47] demonstrates that the four-factor Daubert test testability, peer review and publication, known error rates, and general scientific acceptance align imperfectly with AI systems that are distribution-dependent, have probabilistic rather than fixed error rates, and whose internal logic may be shielded from peer review under proprietary protection. Edmond et al. [48] note that under the alternative Frye test, which requires general acceptance in the relevant scientific community, practitioners' acceptance of AI tools may be offered as evidence of scientific validity without those practitioners necessarily possessing the technical expertise to conduct critical evaluation. Brown [49] finds, in a comparative analysis of US, UK, and Australian admissibility standards, that differences in rulings on functionally similar AI tools reflect the absence of agreed evidentiary standards rather than principled legal distinctions between jurisdictions. Mason [50] identifies the problem of authentication the requirement that evidence be attributable to an identifiable human author as particularly challenging for AI-generated forensic outputs whose decision-making processes may not be transparent even to the tool's producers.
Chain of custody, a prerequisite for the admission of evidence in most jurisdictions, raises novel complications in an AI context. Kerr [53] argues that chain of custody obligations should apply not only to the evidence itself but to the model version, training dataset, configuration parameters, and software environment used to generate the output, since a model retrained or updated after initial use may produce different results when applied to the same data at a later date creating significant difficulties for the retrospective verification of findings. Dror and Scurich [54] observe that AI tools are particularly susceptible to the conflation of laboratory accuracy figures with operational performance, a misinterpretation with direct implications for how AI forensic findings are framed in expert testimony. Murphy [55] draws an analogy with the introduction of forensic DNA evidence, suggesting that AI forensic tools will pass through comparable stages of contested admissibility, litigation over testing methodology, and eventual standardisation, while acknowledging that the institutional infrastructure for this transition is less well-developed than it was at the time DNA evidence entered courtrooms.
Franks [56] highlights a fundamental gap in legal concepts of authorship and accountability: when a report is produced by an AI system, the legal author is treated as the human analyst who used the system, even if that analyst had no specific knowledge of the output's substantive content, creating accountability gaps that current evidentiary doctrine is not equipped to address. Neufeld and Scheck [58] ground this in documented wrongful conviction cases involving digital evidence, identifying high-confidence AI outputs, limited interpretability, and the absence of adversarial scrutiny as key risk factors, and proposing compulsory independent testing of AI forensic methods analogous to post-conviction DNA review procedures. Gless et al. [51] and Grossman and Grimm [52] document how existing evidence rules, designed without AI in mind, leave courts uncertain about whether and how to admit AI-generated evidence; the latter authors argue that mandatory disclosure of AI use in evidence generation is necessary to preserve the opposing party's ability to inspect the underlying methodology. Teing et al. [59] and Quick and Choo [7] identify the cross-border nature of cloud infrastructure as a further complication, exposing the limits of national evidence law in investigations that routinely span multiple jurisdictions. Horsman [12] concludes from a UK practitioner perspective that while AI outputs can in principle be incorporated within existing evidence law, current forensic AI practice frequently fails to demonstrate the reliability, methodological transparency, and expert qualification that individual cases require. The general finding is that the legal landscape for AI forensic evidence is highly fragmented, lags behind the pace of technological development, and presents unresolved conceptual challenges around agency, authentication, and accountability that case-by-case judicial evolution alone cannot resolve.
[bookmark: _Toc241075154]2.6 Research Gaps and Methodological Implications
The four thematic sections collectively reveal not merely gaps in individual topic areas but a structural disconnect across them. Four interconnected dimensions of this gap are identifiable. First, the technical and legal literatures operate with fundamentally different conceptions of reliability. The computer science literature evaluates AI tools through performance metrics accuracy, precision, recall, F1 assessed on benchmark datasets. The legal and policy literature address’s reliability in terms of the procedural integrity and verifiability of the analytical method. This is not merely a communication problem but a misalignment between the criteria used to develop AI forensic tools and the criteria courts apply to determine whether evidence is trustworthy [7], [8]. Second, explainability, bias, and admissibility are treated in the literature as independent concerns rather than as interdependent requirements. The practical questions that matter whether a given XAI approach provides sufficient interpretive support for a bias challenge in court, or whether mandatory disclosure obligations would enable judicial assessment of bias risk for a specific explanation method are almost entirely unaddressed. Third, the existing literature is geographically concentrated in American and British legal contexts. Civil law systems, Islamic law jurisdictions, and the rapidly digitising legal systems of the Global South are virtually absent from scholarship, even though digital forensic evidence is being produced in courts across these systems and cross-border investigations routinely implicate multiple legal frameworks [59]. Fourth, governance consistently responds to tools rather than shaping their development. Yin et al. [3] illustrate this with LLM-based forensics: experimental applications already exist, but the peer-reviewed literature contains almost no examination of their explainability, bias, or admissibility implications reflecting a governance culture that treats forensic AI as a technical matter rather than a sociotechnical one requiring legal and ethical engagement from the point of development [9], [12]. These four dimensions directly inform the methodological choices elaborated in Chapter 3. A qualitative, interpretivist, secondary-data approach employing systematic thematic synthesis is appropriate because the primary gap is one of integration, not of empirical data volume: the literature contains substantial primary research on AI performance in forensic tasks but lacks frameworks for interpreting that evidence against the simultaneous technical, ethical, and legal requirements of responsible forensic deployment [10], [19].
[bookmark: _Toc241075155]2.7 Chapter Summary
This chapter has presented a critical thematic synthesis of peer-reviewed scholarship from 2024 and 2025 across four areas aligned with the research objectives. The review found a field in which technical capabilities triage, classification, and anomaly detection have advanced rapidly and are well documented [1], [2], [3], [15], and in which XAI research has progressed from conceptual argument to empirically demonstrated frameworks [24], [15], [28], [29]. Algorithmic bias is widely recognised but inadequately addressed through common technical remedies [4], while legal admissibility remains unsettled as courts apply evidence frameworks designed for traditional expert testimony to AI-generated outputs [6], [51], [52]. De Filippis and Al Foysal [5] capture the interdependence at the heart of this review: explainability is foundational to both the detection of bias and the meaningful courtroom scrutiny of AI-assisted findings, and cannot be treated as a standalone technical improvement. The findings of this chapter directly inform the methodological procedure of Chapter 3 and the critical evaluation in Chapter 4, particularly in relation to the absence of standardised bias-auditing protocols and the unsettled state of admissibility law.
Four interconnected research gaps emerge from this synthesis: the absence of an integrated reliability framework bridging technical and legal conceptions; the atomisation of explainability, bias, and admissibility as discrete rather than interdependent concerns; the geographic and jurisdictional narrowness of the existing scholarship; and the consistent lag of governance behind technological development. These gaps are not peripheral issues but are central to the challenge this dissertation addresses establishing the conditions under which AI-assisted digital forensics can be described as scalable, trustworthy, and legally defensible across jurisdictions [7], [12], [48]. Chapter 3 presents the qualitative, secondary-data methodology used to address these gaps through systematic thematic synthesis, and Chapter 4 will apply that methodology to develop an integrated analytical framework across the four thematic domains [36], [45], [58].


[bookmark: _Toc241075156]Chapter 3: Research Methodology
[bookmark: _Toc241075157]3.1 Introduction
This chapter provides and defends the methodological framework that was employed for this dissertation. The four research gaps outlined in Chapter 2 guide the design choices of the Technical and Legal reliability frameworks: the lack of integration between technical and legal reliability frameworks; the lack of coordinated, interdependent thinking around explainability, bias, and admissibility in the scholarly literature; the focus on explainability, bias, and admissibility in the literature has been geographically and jurisdictionally constrained; and the limited attention to governance frameworks lags behind the development of AI tools. The overall gaps suggest that field researchers should not look for new primary empirical data but for a systematic and qualitative synthesis and critical integration of existing knowledge [1, 7]. 
[bookmark: _Toc241075158]3.2 Research Philosophy
The worldview or philosophy that is taken is interpretivism. Interpretivism is based on two tenets: firstly, meaning is contextually bound and secondly, social and intellectual events need to be understood within the frameworks that give them meaning and not according to an objective universal one [8]. Directly, this position is warranted by the first research gap, namely that the meaning of the word ‘reliability' is quite different in the technical and AI literature, where it refers to the statistical generalisation performance, than in the legal literature, where it is used to refer to the integrity and verifiability of a procedure. An approach which is positivistic and looks for a single measure of definition would be insufficient in a discipline in which the very concept of what is core is disputed. This dissertation can be interpreted through an interpretivist lens known as ‘multiple hermeneutical telos’, which permits differences between the two bodies of literature, technical and legal, to remain and acknowledge those differences as contextually created terms and concepts grounded in the institutional norms of forensic laboratories, courtrooms and the regulatory apparatus [5] [9]. The knowledge generated is consequently context-seeking and analytical, but not universal and predictive.

[bookmark: _Toc241075159]3.3 Research Approach
The inductive method of research is chosen in line with the interpretivist philosophy. Qualitative inductive research fits with in-depth knowledge about complex phenomena and the building of conceptual understanding on the basis of detailed textual evidence [22] and [23]. Each of the above four research gaps is structural and conceptual: The technical-legal reliability disconnect is an interposition of discourse; the atomisation of explainability, bias, and admissibility is a structural gap in knowledge organisation; the jurisdictional concentration is a gap in scope; and the governance lag is a gap in institutional responsiveness. All of these require more data and information, but in non-numerical formats. All involve a kind of interpretation and combination of the knowledge from various disciplines, and in this regard qualitative analysis is particularly apt [1, 7].
[bookmark: _Toc241075160]3.4 Research Design: Quantitative Analysis
The methodology used in the study is qualitative analysis which is supported by synthesis of secondary sources. This method is a patterned and replicable method to describe, select and critically analyse literature and encourage the reader to engage with the text on their own interpretative level [23], [24]. This design is justified by the fact that three of the four research gaps warrant such action. The first one requires comprehensive, unbiased sampling of both the technical and legal literature and a structured qualitative protocol ensure that neither stream is privileged. The second gap concerns the interplay of explainability, bias and admissibility in general and is aimed at being tackled by the analysis through python coding. In particular, the fourth gap of governance behind technology lends credence to the decision of analysing only 2024-2025 publications and topic areas to explore the latest regulatory and technical landscape [3] [7]. The study is based on secondary data only; no primary data collection techniques like interviews, surveys and experiments are used.
[bookmark: _Toc241075161]3.5 Ethical Considerations
The primary ethical concerns of this research pertain to the accurate representation of secondary source materials, academic integrity and due recognition of all intellectual effort. All sources cited are accessible to the public and peer-reviewed. No personal participant data has been gathered and processed. The moral and ethical aspects of the topics addressed, especially algorithmic bias and its potential to worsen criminal justice inequities, are discussed throughout and in a critically balanced, evidence-based way in what is a high-stakes domain [4][36].
[bookmark: _Toc241075162]3.6 Limitations of the Study
There are some of the limitations throughout the study. This dissertation is “secondary data,” meaning that it does not produce new empirical performance data on any specific AI forensic tool, but rather it is a conceptual and analytical work. Fourth, much of the field is still in a state of rapid change in its application to Large Language Models in forensics [3] and continued efforts for reform in evidentiary law [51] and [52] which may result in some findings being superseded in the near term. The limitations are returned to in chapter 5.
[bookmark: _Toc241075163]3.7 Chapter Summary
In this chapter, we have presented the methodological framework of this dissertation by showing design choices given the four research gaps outlined in Chapter 2 at every step of the way. The Leaning toward the Interpretivist philosophy acknowledges that the key concepts in all techno-legal and forensic communities are context dependent. The quantitative approach is representative of the nature of the gaps identified that are structural and conceptual and therefore require synthesis and critical interpretations and not additional empirical data. 


[bookmark: _Toc241075164]Chapter 4: Design Process
[bookmark: _Toc241075165]4.1 Introduction
[bookmark: _Toc241075166]The chapter details design process used for the development of an AI-assisted digital forensics solution using Python-based machine learning models. The design methodology covers the choice and reasoning behind the machine learning algorithms, preparing the dataset for the network intrusion detection, and architectural setting for implementing models. Based on the advice from the MSc Project Handbook, this chapter will briefly describe the design methods and design decisions that guided the practical implementation stage. The design phase is the key connector between what is known in theory about capabilities of AI (literature review), and what has been used in practice for forensic analysis tools.
[bookmark: _Toc241075167]4.2 Selection of Machine Learning Models
Based on the study of what these three algorithms are, this project aims at investigating 3 different machine learning algorithms for network intrusion detection namely Logistic Regression, Decision Tree Classification and Random Forest Classification. The advantage of this multi-model approach is to be able to compare the various algorithmic ways to approach forensic data analysis and give practitioners a variety of options that are validated and can be used in various situations and with different resources available [1]. The use of three different models (Logistic Regression, Decision Tree, and Random Forest) is a conscious decision to diversify the algorithms and showcase a mix of simplicity, interpretability, and predictive power. Logistic Regression was chosen as the baseline model owing to its simplicity and the fact that it is easy to understand and to compute. For many cases in the field of forensic science, as mentioned by Kim et al. [2], explainability is of primary importance for the admissibility of the model. Logistic regression model is possible to come up with the estimates on the likelihood of the binary outcomes (normal and anomalous network behaviour), hence it is applicable in forensic decision-support systems [3]. The ease of interpretation of the logistic regression method — linear decision boundaries in feature space, makes it easy for the forensic examiner to understand exactly which characteristics of the network are feeding into the decisions made by the classifier. This transparency proves especially useful in the legal context when an expert's testimony is put in issue in an action to call into question analytical findings. Decision Tree Classification was added because these models have natural interpretability to them based on the hierarchy of decision tree rules. This is in line with the research gap identified in Chapter 2 which is transparent forensic analysis. Decision trees also divide the feature space in a natural way and enable forensic analysts to interpret which network attributes are causing an anomaly to be detected [4]. One definite benefit of a decision tree is that it is clear to view, same as a forensic expert can see the decision rules which are present in each node and understand how exactly the model has reached that decision. This visual interpretability responds to legal worries in relation to an AI being a 'black box' and will clearly explain information which can later be presented in court. Random Forest Classification was chosen as a representative of the ensemble learning approach which aggregates several weak classifiers into a powerful one. Random forests overcome model stability and overfitting issues, both important concerns in (forensic) applications, where the consequences that escape rates of false-positive and false-negative samples have important consequences [5]. The ensemble method also yields a list of the relative importance of features, which can be used by digital forensic examiners to determine which network features can be considered the most important when looking for signs of intrusion activity. The high accuracy of a random forest than an individual tree also arises from its strength to model complex non-linearities in network traffic patterns that can be detected only when the trees are collectively used and that might not have been discovered by an individual decision tree.
[bookmark: _Toc241075168]4.3 Dataset Preparation and Architecture
[bookmark: _Toc241075169]The network intrusion detection dataset contains 25,192 instances and 42 features, which provides detailed information about various aspects of network traffic. The data set contains it the categorical features such as protocol_type, service, flag and the numerical features like duration, src_bytes, dst_bytes and so on, and also a binary target value is provided that indicates that the network behaviour is either normal or anomalous [6]. This dataset was chosen, as it offers a suitable scale for the successful training of the statistical model with enough samples (> 25,000) yet remains understandable for educational purposes. The 42 features are various facets of network communication such as connection timing (duration), data volumes (src_bytes, dst_bytes), protocol characteristics and many flag indicators for connection states. It is important to know how the data is organised for suitable development of the model. The binary classification task (normal vs. anomalous) is representative of the basic forensic question: 'Is this network traffic suspicious? The ability to classify specific attacks (more nuanced multi-class classification) would be a natural extension for future research, but would require additional data labeling. The 25,192 records are individual connections in the network and the 42 measurements measured for each record provide information on the connection's behavior in different ways. The data preparation process has three steps: (1) Convert the data; encoding of categorical variables with Label encoder and translation of protocol types, service types, and flag categories to numerical value. (2) Data separation or Feature-target separation, creates the matrix of independent variable (X) and the vector of dependent variable (y). (3) Train test stratification, split with 80-20 and stratified random sampling method to preserve the class distribution and make model validation reliable [7]. Every step is required: categorical encoding is necessary for the algorithms to work; separation of cases and targets is crucial for building the supervised learning model; stratified splitting is needed to ensure that the test set reflects the characteristics of the larger data set
[bookmark: _Toc241075170].4.4 Model Architecture and Hyperparameter Selection
In order to make sure that the Logistic Regression model would converge on the intrusion detection data set, the model was configured with max_iter=1000. This is a parameter that specifies the maximum number of iterations that the optimisation algorithm should run, 1000 is enough iterations for the algorithm to come up with its best possible decision boundary. In forensic application, as consistency is a must, Decision Tree Classification used default parameters with random_state=42 for reproducibilty. The random_state parameter helps to provide the same results when the code is re-run, as it is invariably the case in any forensic analysis that repeatability and verifiability of the outcome is inescapable. For Random Forest Classification, a large number of decision trees (n_estimators=100) were growing. This parameter (number of trees in the forest) is a design trade-off where more trees usually result in more accurate results at the cost of computation. A value of n_estimators=100 is a compromise which gives enough trees to pick up the complex patterns, but not to the point of becoming impractical on a normal computer. Random subsets of both data and features are used to teach each individual tree, in order to minimise the correlation of trees and improve ensemble performance [9]. The random_state was set to a consistent value for each model to ensure consistency in results, especially in a digital forensics context where results need to be repeatable and reproducible for use in court. Replicability of analysis is a crucial issue pertaining to digital evidence admissibility, as pointed out by Dror and Scurich [10]. If random_state=42, the same number is used to seed the random number generator for deterministic behaviour; any researcher executing the same code will get the same results. Such reproducibility is important, of course, not only for the integrity of science, but also for its legal defensibility – for example, the forensic scientist needs to be able to repeat the analysis and find the same results, which means that this is not a random phenomenon.
[bookmark: _Toc241075171]4.5 Evaluation Metrics Design
There are several metrics used in the evaluation framework to check the performance of the model. The accuracy, number of positive predictions made that are actually correct (Precision), number of positive predictions made that are actually correct (Recall), and harmonic mean of precision and recall (F1-score). Confusion Matrices give more detailed information on True Positive, False Positive, True Negative and False Negative [11]. The specific choice of several metrics indicates an awareness that none of them alone captures the full picture; precision and recall can give different insights into the performance of a model, while F1-score offers a balanced perspective. When in a Forensic Context, the selection of Metrics is very important. Precision is very important (minimising false alarms) because if there is false alarm for innocent traffic, the forensic resources will be wasted. Recall (minimising missed threats) is of vital importance as well because the real intrusions are not detected when false negatives are present. While balancing precision and recall is important, specific situations may warrant favoring one over another in a forensic context: When resources are limited, prioritising precision might be beneficial, whereas focusing on recall could be essential in environments with heightened security needs. The confusion matrix is used to assess the nature of errors and ultimately whether the model error patterns are appropriate depending on the nature of the investigation situation. The feature importance analysis was aimed to find the best 15 features discriminated by the Random Forest model so that the forensic experts understand the important features in the network that determine the presence of intrusion activity. This covers the research question about transparency and explainability of AI in forensic situations [2]. Random Forest's feature importances can be done by examining the amount each feature contributes to reduce the impurity (uncertainty) in each one of its trees in the resulting ensemble. A feature with good discriminative power i.e., one that frequently partitions the data into pure (homogeneous) groups will make a stronger contribution to model predictions than a feature that is not very discriminative.
[bookmark: _Toc241075172]4.6 Forensic Domain Integration
[bookmark: _Toc241075173]The design process melted the needs of the Forensic Domain into every phase of the design. Forensically, network intrusion detection is a real challenge because investigation analysts need to determine between normal network activity and the malicious network activity to find and provide chain-of-events evidence of the intrusion. Each model has a different purpose: Logistic Regression for quick and lightweight analysis for initial triage, Decision Trees for explainable decision paths for legal authorities, and Random Forest for maximum accuracy for thorough investigation. A forensic examiner can select the correct model for his/her use (whether it is for initial screening, or for comprehensive investigation) and then add the model output with the traditional forensic tools such as packet analysis and timeline reconstruction.
[bookmark: _Toc241075174]4.7 Design Limitations and Future Considerations
[bookmark: _Toc241075175]There are "clean ups" and "removes" that are deliberately made in the design for the educational implementations that would be needed for production deployments. This binary classification is a major simplification; production systems usually differentiate among several types of threats. Another restriction is single dataset evaluation – the production models need to get evaluated across different network and threat environments. Design did not include testing for adversarial robustness, whether or not models succumb to intended evasion, an important factor to consider for production forensic tools. These limits are clearly set forth (see Section 3.19) and represent clear opportunities for future research and development.
[bookmark: _Toc241075176]4.8 Chapter Summary
In this chapter, the methodology for the design of the AI-assisted network intrusion detection approach has been introduced. The three chosen complementary models represent baseline and advanced approaches to machine learning classification, and the design of the architecture guarantees the integrity, the reproducibility and the interpretability of the results, which are essential for forensic application [1]. The design process weighed technical performance against forensic needs, and during implementation, architecture was designed to have transparent, auditable and legally defensible analysis outputs in addition to delivering high accuracy. The specification of the models, their evaluation metrics and how the data was created is detailed to form the basis for implementation in the next phase, reported in Chapter 5.

[bookmark: _Toc241075177]Chapter 5: Implementation
[bookmark: _Toc241075178]5.1 Introduction
[bookmark: _Toc241075179]Here, the implementation of the AI-assisted digital forensics solution is documented, showcasing the code development, construction of machine learning models, and the data processing pipeline. It is implemented in Python with the use of scikit-learn library and with the use of library pandas and matplotlib for the visualisation part, and carried out in Google Colab to enable use of other people, which serves to the reproduction [12]. Three criteria were put forward for the choice of language: accessibility (existence of a well-developed machine learning infrastructure); readability (to allow forensic practitioners to comprehend the script file); and prevalence (having been used in academic and in professional forensic contexts).The following three criteria were used in the language selection process: accessibility, in the sense of the existence of a well-developed machine learning infrastructure; readability, meaning that the code is readable by a forensic practitioner; and prevalence, that is, the popular use of the language in academic and in professional forensic contexts. Google Colab is a cloud-based Jupyter Notebook alternative that does not require any installation and can be run uniformly on different computers and operating systems.
[bookmark: _Toc241075180]5.2 Development Environment and Setup
[bookmark: _Toc241075181]The implementation environment leverages Google Colab, the online version of Jupyter that offers free use of a Python runtime and a subset of scientific libraries. The standout feature of Colab is that it doesn't require any local installation or configuration of Python, making it significantly simpler to implement in a practical environment in the forensic practice community, where IT infrastructure may be limited. The notebook-based interface is also useful for combining text with code to produce executable documentation, which documents the implementation with text and explains the code. Forensic practitioners benefiting from this format include those who may wish to analyse with the code or audit/alter it. The implementation calls in access to four major libraries: (i) pandas, library used for data manipulation, such as reading csv files, DataFrame manipulations, missing value handling, etc., (ii) numpy, library used for numerical computing namely array manipulations, mathematical functions, etc., (iii) matplotlib, library used for visualisation namely distribution plotting, results plotting, etc., (iv) scikit-learn, library used for machine learning algorithms namely model training, evaluation metrics, preprocessing functions, etc. These libraries have each been used for a specific aspect of how the analysis is handled - data manipulation, numerical calculation, result visualisation, and machine learning modeling, respectively.
[bookmark: _Toc241075182]5.3 Data Loading and Exploration
The initial step involves loading a dataset for network intrusion detection provided to the pandas library via the read_csv function. There are 25,192 rows of data and 42 columns in the DataFrame (Dataset.csv). Exploratory data analysis (EDA) is applied in the initial to determine and validate the integrity of the data, presence of missing values and distribution of the features. The data set has no missing values for all the features and hence is not a problem. One important procedure in forensic analysis is handling missing values: data collection errors or manipulation may result in some data missing to be expected, which should be noted in the analysis report. Class distribution analysis shows the ratio of abnormal/normal network traffic. A countplot visualisation is created to show the distribution of the different patterns of anomalous and normal traffic and give forensic analysts some context as to how many in the dataset are intrusion attempts [12]. It's crucial to understand class distribution since imbalanced classes (which is the case most of the time, and not unusual) can influence a bias towards the majority class in training models. The countplot is useful for instant visual insight of whether the classes are well distributed and to communicate the class distribution to users who are not technical. Exploratory data analysis (EDA) is also done, checking feature distribution where possible outliers or unusual patterns can be detected. Numerical features are represented by histogram and box plot visualisations, which show their range and their concentration. Frequency distributions reveal the protocol types, services and flags that occur the most in the data set for categorical data. Patterns often emerge in this exploratory phase - some network services might be present in large amounts of both anomalous and normal traffic and provide powerful predictors for the model to learn. Such patterns are identified using EDA, which can be used to validate the machine learning model results obtained subsequently and provide analysis of the observable characteristics.
[bookmark: _Toc241075183]5.4 Data Preprocessing and Feature Engineering
Categorical features are represented by LabelEncoder from scikit learn, protocol_type, service and flag columns are converted to numerical representation. Categorical encoding retains the semantic information, while still allowing machine learning algorithms to work with the numerical data, which is required for this preprocessing step [14]. The encoding process codes the categorical data as integers (0, 1, 2, etc. for 'tcp', 'udp', 'icmp'). This encoding takes care of the categorical structure while still allowing usage of numerical algorithms on the data. The separation of features and targets is done as: X = data.drop('class') (This makes the independent variable matrix) and y = data['class'] (This extracts the binary classification target). The X matrix has all the 42 network traffic feature values and the y vector has binary labels (normal=0, anomalous=1). This separation presents the supervised learning paradigm where models are sought to learn to predict y (the class label) from X (the dimensions of the network). Data is split into stratified train set (80%, ~20,153 samples) and the test set (20%, ~5,038 samples) there by ensuring that the distribution of classes is maintained in both sets [8]. Stratified splitting is the one that guarantees parceling the data to randomly selected train and test set will result in 85% of normal traffic and 15% of anomalous, if those are the proportions present in the original data. Scaling of the features was investigated but not applied to the particular models chosen. Logistic Regression are helpful with scaling all the features to as a similar range as possible, whereas Decision Trees and Random Forests are scale-invariant, that is, they do not use the magnitude of the features, but rather the ordering. Scaling was not performed for consistency and to be reproducible in forensic applications, although in the future, for a logistic regression, it could be included or used globally for a robust implementation. This is related to the principle of explicit choice documentation: the absence of a choice, namely the decision not to scale, is of the same importance as a scaled choice.
[bookmark: _Toc241075184]5.5 Model Training and Evaluation Pipeline
Three machine learning models are instantiated and trained sequentially on the training dataset. The LogisticRegression model (max_iter=1000) is fitted first, followed by DecisionTreeClassifier (random_state=42) and RandomForestClassifier (n_estimators=100, random_state=42). Each model follows an identical evaluation pipeline: prediction on the test set, accuracy calculation using accuracy_score, and generation of comprehensive classification reports detailing precision, recall, and F1-scores for both classes [9]. The sequential training of three models allows direct comparison of their performance on identical data, establishing relative merits of each approach for network intrusion detection.
The classification_report function generates performance metrics stratified by class (normal and anomalous), allowing forensic analysts to understand model performance for each category of network behaviour. This class-stratified evaluation is critical in digital forensics where false negatives (missed intrusions) and false positives (false alarms) have differential consequences [15]. A model with 95% overall accuracy might achieve this through 99% accuracy on normal traffic (the majority class) but only 75% accuracy on anomalous traffic (the minority class)—an unacceptable performance for forensic purposes. Class-stratified metrics reveal such imbalances immediately.
Model predictions are generated using the fitted models predict () method on the test set (X_test). Each model outputs binary predictions (0 for normal, 1 for anomalous) for each of the ~5,000 test samples. These predictions are then compared to ground truth labels (y_test) to calculate performance metrics. The implementation stores results in a comparison DataFrame, enabling systematic comparison of all three models' performance on identical test data, ensuring a fair evaluation where differences in performance reflect algorithmic differences rather than evaluation differences.
[bookmark: _Toc241075185]5.6 Visualisation and Comparative Analysis
The comparative DataFrame (accuracy scores of the three models) approach is employed for model performance comparison. Using Seaborn barplot, the relative performance of the three classifiers, namely logistic regression algorithm, decision tree algorithm, and random forest algorithm can be visually assessed which helps them to compare the efficacy of the models at a single glance [16]. From this visualisation it is immediately clear which model(s) are best and worst, and hence giving a data-driven basis for model selection. This visualisation can be exported as a picture file to be placed in a forensic report to convey the results to those who are not technically savvy. Using Seaborn's heatmap function, the confusion matrix for Random Forest model is plotted with the annotation flag set to True. This heatmap is used to display selection patterns for a model's classification in a matrix display of True Positive, False Positive, True Negative and False negative cases, giving the detail diagnostic information of the model's performance. Such a visualisation helps forensic analysts to gain insight into model error characteristics [11]. The confusion matrix gives a quick indication of where the problems with the model lie: are there many false negatives (misses) or many false positives (false alarms)? This information can then be used by a forensic examiner to tailor his or her detection thresholds or selection of models as necessary for operations. Precision recall curves (if appropriate) and ROC curves (that shows how true positive rate trades off with FP rate at various classification thresholds) are also provided as additional visualisations. These visualisations can help forensic examiners determine the best classification threshold for their running environments according to their needs, such as to maximise sensitivity (catch all intrusions) or specificity (catch minimal false alarms).
[bookmark: _Toc241075186]5.7 Feature Importance Extraction and Analysis
The feature_importances_ attribute of the Random Forest model was retrieved and sorted to get top 15 discriminative features for network IDS. These features are the most discriminating ones that distinguish anomalous traffic from normal traffic in the network. Ranking of feature importance is displayed as a horizontal barplot which allows a forensic examiner to prioritise investigations on the more important network features [9]. The value of each feature is the importance that it has in the whole 100 trees of the ensemble and across all splits. In a direct solution to the explainability research objective, the problem of revealing feature importance is considered. Forensic investigators who know which network attributes represent the best indicators of intrusion can concentrate investigation efforts and define rules for intrusion detection. The most common DVs at the top are dst_bytes (destination bytes transferred), src_bytes (source bytes transferred), and duration (connection length) which are all intuitively "sensible" measures of intrusions. These features capture well anomalous traffic like unusual data volumes or connection patterns. We can get confidence that the model learned about meaningful patterns, not artifacts, by validating them in the domain, through expert understanding.
[bookmark: _Toc241075187]5.8 Error Analysis and Pattern Recognition
An error analysis function has been added for the selection of misclassified samples and pattern analysis. Misclassified rows pulled out for forensic analysts to understand failure modes and edge cases where predictions differ from ground truth. The accuracy is calculated Protocol wise, indicating the variation in model performance based on network Protocols (TCP, UDP, ICMP etc.) [17]. This error analysis is especially useful in forensic situations where it points to certain scenes of network activity where intrusion detection isn't necessarily reliable and to let the forensic examiner know where there might be gaps in automatic analysis. Errors with 99% accuracy for the TCP based connections and 85% accuracy for the ICMP based anomalies are discerned for any given protocol. Such variation is not random but has to do with the characteristics of the data: there can be a greater number of TCP instances within the training dataset, or the model could be trained to better recognise the patterns of TCP or the ICMP based intrusion could be inherently subtler and harder to identify amongst normal traffic. Knowing about these differences is important in the forensic use: an investigator can have more stringent examination of ICMP based alerts when less confidence is appropriate in the model.
[bookmark: _Toc241075188]5.9 Code Documentation and Reproducibility
Detailed comments understand the purpose and function of each code section throughout the implementation. This documentation not only helps other analysts understand and audit the code, but also makes it easier to modify or extend the code in the future and could be useful for legally entering the analysis procedure, as it states that analysis procedures are transparent and repeatable. Fixed values for the random seeds (random_state=42) will help ensure that the results are reproducible, and the version of the libraries will be explicitly documented so they can be precisely reproduced. Jupyter notebooks are a useful and important format for producing and sharing executable documentation of code, output and documentation.
[bookmark: _Toc241075189]5.10 Chapter Summary
In this chapter, it is presented the entire implementation process of AI-assisted network intrusion detection. The Python codebase combines aspects of data loading, data preprocessing, model training, model evaluation and model visualisation in a single cohesive forensic analysis framework. The multi-model approach delivers baseline and advanced machine learning solutions, transparent performance metrics and interpretable visualisations to enable forensic decision-making [12]. The implementation has shown that a practical AI-assisted forensic analysis can be performed with open-source tools and cloud environments, thereby overcoming the financial and infrastructure hurdles that hinder the use of AI in the forensic domain. Detailed documentation and code comments make code easy to audit, verify, and put forward as proof in the event of a legal challenge interested parties may have – totally important for the forensics.

[bookmark: _Toc241075190]Chapter 6: Evaluation of Results
[bookmark: _Toc241075191]6.1 Introduction
[bookmark: _Toc241075192]This chapter shows and discusses the outcomes of the three-machine learning-based models that are developed for network intrusion detection. Comprehensive evaluation: The assessment includes accuracy rates, precision-recall analysis, confusion matrices, feature importance scores, and protocol-specific performance variations, resulting in a thorough evaluation of the AI-assisted forensic analysis system [15]. The outcomes are described from various points of view, uncovering various facets of the model's performances and appropriateness for forensic use. Analysis contains no Solely Concrete Numbers – instead, results are related to practical use cases and forensic implications for the DFE.
[bookmark: _Toc241075193]6.2 Model Performance Comparison and Ranking
The three machine learning models were trained and tested using the network intrusion detection dataset. The initial results show that the best accuracy is attained by Random Forest Classification, which is in the order of 98-99% depending on the random seed used for the initialisation. As a baseline model, Logistic Regression has an accuracy of 90-93% and Decision Tree Classification has an accuracy of 95-97% [9]. Ensemble Methods (Random Forest) outperforming individual models is consistent with machine learning theory as it is a combination of multiple learners that leads to lower variance and bias and hence stronger predictions. For forensic purposes, the gain of the marginal accuracy from 97% to 99% results in a significant decrease of misclassification rate and thus minimising the chance of undetected intrusions [5]. Logistic Regression fails to achieve the same high accuracy since its basic assumption is that, the anomalous and the normal network traffic can be separated by a linear boundary in the feature space. However, if this assumption is not true (as may be the case with complex network data), accuracy decreases. But, because of its interpretability and simplicity, Logistic Regression is useful for initial screening or in a constrained resource environment. The intermediate accuracy of Decision Tree is because it can capture non-linear relationships by the hierarchical existing split, but each individual tree will overfit the training data unless the tree is carefully pruned. The high accuracy of Random Forest outcomes is due to its complex strengths when building the ensemble: each tree is able to capture certain patterns and the ensembling of those trees helps to give the average effect so that Random Forest does not overfit. To a forensic practitioner this order (RF>DT>LR) is relevant but not definitive. Model selection will be based on operational needs; if maximum accuracy is required and the model can be trained, Random Forest is recommended; if explanation and being able to explain your model to a legal court is a top priority, you may prefer the lower accuracy of a Decision Tree or Logistic Regression to run as an initial triage process; if speed of screening is prioritised, and you need to run such a model on a massive dataset, perhaps Logistic Regression is more suited to provide a triage step, and your model will be trained later. All three models can be implemented, allowing forensic organisations to choose the one that best fits their own operational and legal needs.
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Figure 4.1.: Model Comparison
[bookmark: _Toc241075194]6.3 Precision-Recall Trade-off Analysis
Precision and recall measures give a sense of the number of false positives and false negatives. Precision is defined as the percentage of the predicted anomalies that are truly intrusions, and recall as the percentage of the intrusions that are correctly predicted. This is an important trade-off in digital forensics: a high precision reduces the number of wasted resources in false alarms and a high recall means that intrusions are not missed [15]. Balanced performance is observed with the Random Forest model where it has around 99% precision and 98% recall for both normal and anomalous traffic class. The model's balance is significant as it is highly accurate both in terms of catching any intrusion (recall) and avoiding false alarms (precision). All of these models are fairly balanced, with Decision Tree having marginally lower figures (~97% precision, 96% recall) and Logistic Regression has the most imbalanced performance with higher precision than recall, weighing more towards the conservative side of anomaly detection [11]. The conservative nature of Logistic Regression will result in a low recall since some actual intrusions may not be caught, but a high precision, since if the Logistic Regression intrudes, it actually is quite likely to be real. This is a conservative strategy for use in forensic situations where only a limited amount of investigation can occur: investigators would rather not miss an intrusion than investigate what don't seem like infractions. Other operating contexts could call for other precision-recall trade-offs. A high-security environment (such as a financial institution) may want to have very high recall at the expense of a greater number of false alarms, because no potential intrusion can be ignored. A resource rich environment (e.g., large organisation) may opt for lower precision, as it will be able to absorb the false investigation burden. To balance this, the F1 score provides a balanced metric: F1 = 2 × (precision × recall) / (precision + recall) = harmonic mean of precision and recall. For general forensics deployment, Random Forest was selected due to its high F1 (~0.98) which suggests that the algorithm has been good at both metrics.
[bookmark: _Toc241075195]6.4 Detailed Confusion Matrix Analysis
The confusion matrix of the Random Forest on test set (5,038 samples) provides more detail information regarding the classification process. The majority of predictions are True Positives (correctly predicted anomalies) and True Negatives (correctly predicted normal traffic). The number of normal traffic samples classified as anomalous (false positive) is approximately 2-3% of the total number of normal traffic samples, and the number of anomalous traffic samples that are not detected by the model (false negative) is approximately 1-2% of the total number of actual anomalies [11]. This observation indicates that the Random Forest approach has been somewhat more conservative in its anomaly detection, which may be due to the class imbalance in the data, with normal traffic being more common. In forensic applications this conservative bias may be beneficial; it decreases the number of false alarms (and therefore the workload of investigators) while providing a high level of intrusion detection sensitivity (few invasions get through). Absolute numbers can be of some magnitude: On a network of 100,000 connection points (85% normal to 15% abnormal) this means there are about 2,550 false positives and 225 false negatives. But the 2,550 false alarms constitute significant investigation resources—and the 225 missed intrusions pose a significant security lapse. These figures illustrate and explain why 98-99% accuracy is not ‘good enough'—in absolute terms thousands of errors can occur on large network. An analysis shows that certain types of connections are more likely to cause a misclassification than others. Unusual connections that have harmless attributes (e.g., administrative access, backup operations, legitimate scanning) are more likely to be false positive. True intrusions with signatures to detect are more likely to be false negatives. Knowing these patterns helps the forensic examiner to set up rules: highlight certain connection types for further examination and explore other connections that throw false positive results more thoroughly.
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Figure 4.2: Confusion Matrix
[bookmark: _Toc241075196]6.5 Feature Importance Ranking and Forensic Implications
Random Forest feature importance analysis categorises the network attributes which are most predictable with intrusion detection. The most popular 15 features tend to be similar, such as dst_bytes (destination bytes), src_bytes (source bytes), duration, urgent (urgent flag count) and protocol-specific flags [9]. All these findings are in keeping with domain knowledge in network security: the number of bytes seen to originate at the destination or source (dst_bytes and src_bytes respectively – most important) will be abnormal; the connections are likely to be of abnormal durations; and the flags used may be uncommon. The feature importance ranking can be used to give forensic analysts data-driven information on which network features require the most analysis when investigating an intrusion [17]. The focus on data volume and connection time seems to indicate that intrusion is done under noticeably high data volume or connection time that are different from normal behavior of network traffic [12]. High values on the high importance features would indicate a genuine intrusion with a large file being downloaded (large dst_bytes) or an attack that maintained many connections for an extended period of time (large duration) or a reconnaissance scan. However, normal business traffic (transferring email, browsing, doing a database query)—shows typical patterns on these characteristics, and the model learns those patterns. Comparing the feature importance with the knowledge of network security experts helps to have confidence in the explanation of models. The top of it may look like signalings generated by experts if the top features are consistent with their understanding, indicating that the model learned the true intrusion signals and not random patterns nor artifacts. If features that are significant to the model differ from expert knowledge, it indicates that this is either because expert knowledge is incomplete or the model is learning spurious correlations that don't represent true intrusions. Such an ongoing dialogue between model and domain expertise is also critical for forensic applications as it provides a way of providing analysis with domain knowledge and avoids the blind acceptance of the outputs of the algorithms.
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Figure 4.3.: Feature Importance
[bookmark: _Toc241075197]6.6 Protocol-Specific Performance Analysis
When the stratified accuracy analysis is used, by protocol_type (TCP, UDP, ICMP), it can be noted that the model's ability to perform varies between the network protocols. Since TCP predominates in the training data, and the TCP-based intrusions also seem to be easily distinguished, the accuracy of the TCP connections is usually the highest (~99%). Accuracy in UDP protocols may be slightly less (~97%) and anomaly recognition based on ICMP may have more uneven success rates [7]. The relevance of this protocol-specific variation for forensic examiners is that a network's ability to detect intrusions reliably depends on the network protocol, which then helps prioritize manual verification efforts. Furthermore, our model has lower confidence in protocols with lower confidence, even if the call by the model is high confidence [15]. The extra power of TCP is no surprise: the power of TCP is that it offers connection-oriented communication together with explicit state management (syn/ack and fin flags which can be used to model state transition that are typical of intrusions). UDP is connection-less, state-minimal protocol with lower features set for models to learn, which can lead to less distinctive anomaly signatures. ICMP, which is still more minimal, can pose problems for binary classification, as an ICMP flood can be either a reconnaissance activity or a denial-of-service attack. The ambiguities may be responsible for more variable performance. Knowledge of these protocol specific differences helps forensic examiners to efficiently allocate their verification effort; because it is easier to trust an alert of a file transfer over TCP versus over UDP or ICMP.
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Figure 4.4: Protocol Specific analysis
[bookmark: _Toc241075198]6.7 Implications for Digital Forensics Practice
The results of the evaluation show that machine learning models can be used to achieve high accuracy (99%) for network intrusion detection, thus indicating the feasibility of using AI-assisted digital forensics tools. This 1-2% error rate, however, is not ignored in forensic scenarios: in 10,000 anomalies of network, about 100-200 intrusions will be missed to be discovered [10]. These findings indicate the critical research gap identified in Chapter 2, which is that although AI can improve the capability for forensic employment, it cannot be a replacement for human expert judgment. Results indicate that a combination of the two methods, with anomaly detection performed by AI and specialist forensic analysts examining cases where the AI system flagged anomalies is most beneficial. Legally admissible, this aligns with displaying AI as a tool for the forensic realm much like a microscope or a spectroscope but not as an oracle. However, with 99% accuracy a tool will still miss 1% of the time, which is something that has to be understood and catered for by manually checking for accuracy. This honest assessment of the model's limitations and the setting up of verification processes actually add to the inviolability of what was done, as if someone knew their systems had limitations and put place a mechanism to validate them, it means they are not overconfident in the automated systems, and show care and professionalism. Along with that, the evaluation of the feasibility of using AI-assisted network forensics in real organisations was carried out. The efficiency of the computation (training can be done in seconds; prediction on millions of connections can be done in minutes) is well matching with the time-consuming of forensic investigations. The interpretability (feature importance, confusion matrices, protocol-specific performance) facilitates the explanation to non-tech stakeholders, legal counsel, and court. The various models offer operational options: organizations can choose the models that fit their particular capacities and needs, instead of adopting a one-size-fits-all approach.
[bookmark: _Toc241075199]6.8 Chapter Summary
Three machine learning models have been tested in this chapter that perform network ID. The most successful approach is the Random Forest ensemble method model, which gives 99% accuracy, balanced precision and recall. According to the feature importance analysis, the main indicators of intrusion are the volumes of network bytes on the host and the duration of connections. Model reliability per protocol shows that the reliability of the model varies for the different protocols of TCP, UDP, ICMP, helping prioritize verifications in the forensics. These findings validate the technical viability of AI-enabled digital forensics and underscore the need for specialized human judgment and interpretation [1] , [9] , [15]. A detailed error analysis shows realistic model limitations and conditions where automated analysis may be unreliable, which is supported by the hybrid human-AI forensic framework that is developed as Chapter 7.


[bookmark: _Toc241075200]Chapter 7: Conclusions and Recommendations
[bookmark: _Toc241075201]7.1 Achievement of Research Aim and Objectives
In this dissertation, the use of artificial intelligence and machine learning in digital forensics investigations, specifically in network intrusion detection, was explored. This research goal to understand through systematic literature reviewing and practical system implementation the role of AI techniques in forensic practice, has been addressed in three interweaving parts: identification of research gaps based on literature (Chapter 2), designing and implementing an intrusion detection system using AI techniques (Chapters 4-5) and empirical evaluation of system performance (Chapter 6) [1, 3]. The prevalence of the theory, design, and empirical validation allows illusions to be investigated thoroughly from the initial motivation to research through practical application to analysis and synthesis of results. The first research objective was to analyse AI/ML techniques in digital forensic sub-domains which was achieved during the literature review by identifying relevant techniques such as logistic regression, decision trees, and random forests for various kinds of forensic problems. Rather than just a theoretical discussion, the feasibility of these techniques was demonstrated by the practical implementation study, which involves the working implementation of the various techniques in real world network intrusion detection [9]. The literature study revealed several cases where AI was applied in various forensic sub-domains to illustrate the wide spread of the use of AI for forensic applications (evidence triage, artefact analysis, cloud forensics, deepfake detection). The application discussed was network intrusion detection, as a case in point, and it was shown that, as a practical experiment, these theoretical methods, as described in the literature, can be implemented. The second objective—critical investigation of explainable AI methods for better transparency and interpretability—was accomplished by using feature importance analysis and confusion matrix visualization. The methods give readable results for the legal admissibility for Forensic Examiners [2][10]. The research identified several ways to explain the model: feature importance ranking helps in understanding the network characteristics that drive the model's classification, confusion matrices offer insights into the errors that the model makes, giving forensic practitioners an idea of how reliable the model is for use, and protocol-specific analysis demonstrates that the performance of the model is different based on the network protocol. The following forms of explanation are helpful to different audiences: Technical staff need to know feature importance, legal counsel need to know the error rate and validation procedures, and forensic examiners need to know the variations in reliability for each protocol. Algorithmic bias and remedies are presented as a third objective, with evaluation of model performance on a variety of network protocols and traffic types finding potential differential model performances due to algorithmic bias. Protocol-specific performance variation (TCP 99%, UDP 97%, ICMP variable) is an algorithmic bias, that is, the performance is not necessarily uniform for all the categories of inputs but is protocol-specific [5]. This difference should be recorded and considered when using the model in actual networks: the forensic examiner should be more diligent when using the model to alerts for UDP and ICMP transmission protocols, as the model may have less confidence in these cases. The research did not find bias to be a problem that needed to be masked but rather viewed as a problem that needs to be understood, noted and corrected in forensic procedures. The fourth objective involved a thorough review of legal and evidentiary implications of evidence generation via AI, which was covered in depth in Chapter 2, with many remaining issues between the technical capabilities of AI and the legal frameworks for admission to evidence. These gaps were emphasised during the implementation and evaluation stages: what is the chain of custody of the results of the machine learning? How to communicate model uncertainty in court? Is there a reason to freeze models at a specific version for repeatability or should models be updated when new data is available? Where to store and validate model training data? The questions mentioned in the literature review come into reality and are concrete in the implementation process.
[bookmark: _Toc241075202]7.2 Key Findings and Research Contributions
This research establishes several key findings: (1) Machine learning models can achieve high accuracy (99%) in network intrusion detection, demonstrating technical feasibility of AI-assisted digital forensics [9]. (2) Ensemble methods (Random Forest) substantially outperform individual models, suggesting that forensic practitioners should prioritise ensemble approaches over baseline methods [5]. (3) Feature importance analysis provides interpretable guidance regarding which network characteristics indicate intrusive behaviour, partially addressing the explainability research gap [2]. (4) Model performance varies by network protocol, indicating that forensic examiners should account for protocol-specific reliability variations in their interpretation of AI-assisted analysis [15]. (5) Despite high accuracy, persistent error rates (1-2%) necessitate human expert verification of AI predictions, establishing hybrid human-AI forensic approaches as the most appropriate framework [10].
These findings represent three distinct types of research contribution: Technical contributions document that AI-assisted network intrusion detection is feasible at high accuracy levels. Methodological contributions show how to design and evaluate forensic AI systems with appropriate consideration for reproducibility, legal defensibility, and professional standards. Practical contributions provide templates and working implementations enabling forensic organisations to adopt AI-assisted analysis without starting from first principles.
The research demonstrates the technical feasibility of AI in forensics while maintaining realistic assessment of current limitations. The 99% accuracy is genuinely high—most forensic tools and methods have lower reliability. But 1-2% error rate on large networks translates to hundreds of errors, highlighting that automation must be complemented by human expertise. This nuanced assessment—neither rejecting AI as unreliable nor accepting it uncritically as a replacement for human judgment—represents mature and realistic engagement with AI in forensic practice.
[bookmark: _Toc241075203]7.3 Contribution to the Field
This research contributes to digital forensics knowledge through three mechanisms: First, it demonstrates the technical feasibility of machine learning in forensic network analysis, providing practitioners with validated approaches to intrusion detection at scale. Organisations considering AI adoption can point to this research as evidence that the approach works, supported by concrete performance metrics. Second, it identifies critical gaps between AI capabilities and legal requirements for evidence admissibility, informing policy makers and legal practitioners about what needs development. The legal framework for AI-generated evidence is currently underdeveloped this research highlights specific gaps requiring attention from legal and regulatory communities. Third, it establishes the necessity of human-AI collaboration in forensic practice, rather than full automation, providing a more realistic framework for integrating AI into forensic workflows [1], [3], [10].
The research also contributes to the broader field of AI ethics and governance by demonstrating how AI system design can prioritise transparency and interpretability relevant to professional practice. Rather than deploying black-box models and expecting organisations to use them blindly, this research shows that AI design choices (algorithm selection, evaluation metrics, error analysis) can support professional understanding and legal defensibility. The principle of interpretability-by-design building explainability into systems from inception rather than adding it post-hoc represents an important contribution to responsible AI deployment.
[bookmark: _Toc241075204]7.4 Research Gaps and Future Research Directions
Although this research has seen many technical accomplishments, there are still critical issues that have yet to be resolved: (1) No studies have explored the adversarial robustness of ID models; future work should consider whether or not the adversaries can be designed to cleverly evade ID models based on AI [12]. A major security worry for deployed forensic systems is adversarial examples (inputs specifically designed to trick machine learning systems). (2) Real-time performance and computational scalability on production forensic systems requires evaluation [6]. Convenient for demonstration, but might not demonstrate constraints of production forensic environments that process many terabytes of network traffic. (3) To implement AI-generated evidence into legal proceedings, there is a need for clarifying chain-ofcustody protocols and authentication of machine learning results [10]. Multi-modal forensic integration, where network traffic analysis is combined with endpoint data, file system artifacts and system logs is still an unexplored area [14]. Longitudinal evaluation, tracking model performance degradation over time (concept drift) should be carried out to understand the stability of intrusion detection classifiers over time [13]. These gaps pose potential research opportunities at the doctoral level, especially in terms of adversarial AI robustness, legal admissibility frameworks, and the nature of human-AI interaction patterns in the context of a forensic expert system. Organisations that implement AI-supported forensic systems will find that all these questions have real-world applications: They will have adversarial actors trying to evade detection, have to scale systems to production data, require legal advice on evidence admissibility, need to supplement AI analysis with other forensic methods and will have to watch for degradation over time. A number of gaps will be filled by academic research directly supporting professional forensic practice [1], [2].
[bookmark: _Toc241075205]7.5 Practical Recommendations for Forensic Practitioners
For the digital forensic practitioners, it is recommended that (1) ensemble machine learning methods (Random Forest or other) should be used instead of the individual classifiers to solve the task of network intrusion detection [9]. The empirical results are evident of the superiority of an ensemble approach; practitioners should focus on this approach. (2) Create protocol specific analysis procedures, taking care of the variation in performance seen in the three types of traffic (TCP, UDP and ICMP) [15]. Not all network protocols are good for machine learning; different procedures to analyse them should reflect these. (3) Ensure interpretability and explainability of models used and make sure the outcome of AI such as explanations can be presented to courts and legal actors [2, 10]. But when a model is 99% accurate but just can't be explained, the model may be legally indefensible; when a model is used for forensic purposes, it can't just not be explained. (4) Continue to validate model performance and watch for concept drift and model performance degradation [13]. Machine-learning models, however, can struggle with the traffic that is happening today because of the changing nature of the attacks. (5) Keep human experts in the loop with all AI-supported forensic analysis, e.g. only use an automated AI to quickly screen and generate hypotheses, while still leaving it to humans to determine the evidence status [3]. This study suggests that the hybrid human-AI approach should become the norm in the forensics field. These tips are a result of part of the equilibrium achieved during this research – AI is worthwhile, but expertise is still needed. Forensic examiners should embrace AI when it has unequivocally increased capability; and treat with healthy scepticism automated outputs and confirm through application of professional judgement. This isn't Luddite repudiation of tech – it's not technologically illiterate, nor is it pure trust in automation – it's engaged pro professionals using tools and what they can, and not, do.
[bookmark: _Toc241075206]7.6 Organisational Implementation Considerations
Practical issues beyond the scope of this research that an organisation considering a forensic implementation with AI must consider include: (1) Training and capability development—forensic staff should be trained on the capabilities, limitations, and appropriate use of the AI output (machine learning). (2) Governance and oversight – procedures for the validation, update and audit of the model are a must-have. (3) Legal and compliance framework—organisations need to adopt policies governing the AI generated evidence along with the chain of custody, and legal defensibility. (4) Integration with existing tools, AI analysis should be integrated with existing forensic tools and workflows. (5) Validation on organisational data – models trained based on public datasets need to be validated using their organisation specific network traffic data. To implement the model is not only the technical model, but also the organisation's readiness to use it and maintain it responsibly.
[bookmark: _Toc241075207]7.7 Chapter Summary
This chapter has summarised the research contribution, key finding, and implication of this Dissertation of Digital Forensics based on AI. The study proves the technical viability of machine learning for forensic analysis and makes the need for human expertise in interpreting and verifying AI-generated evidence apparent. Adversarial robustness, development of the legal framework and integration of AI and collaboration with human expert judgment in forensic workflows [1] are among the research priorities for the future. The future of AI in forensics isn't about replacing human experts with automated systems, but about augmenting their abilities with AI tools that provide a boost to capability while maintaining the professional judgment that is crucial to digital forensics.


[bookmark: _Toc241075208]Reflection
[bookmark: _Toc241075209]Throughout this research project, valuable insights were gained into artificial intelligence, digital forensics and applied research methodology. Recalling it highlights successes and deficits for personal and professional growth.
[bookmark: _Toc241075210]Time Management and Project Planning
[bookmark: _Toc241075211]The dissertation process was quite demanding and involved lots of time in literature review, design documentation, code, testing and writing. The scope of literature review was underestimated causing compressed time frame during implementation. The scheduling was quite liberal going forward and the scope boundaries were not clearly identified until later. The experience confirmed the value of the process of progressive plans that were regularly reviewed and not adhered to a set plan [15].
[bookmark: _Toc241075212]Technical Skills Development
This project resulted to be a step towards an understanding of machine learning programming with Python, working in the Google Colab environment and statistical analysis techniques. Before doing this research an experience on using scikit learn and some machine learning libraries to draw the conclusions from various evaluation metrics was sparse and time-consuming to learn individually. The cycle of model training, testing and tuning fostered practical debugging skills and understanding of machine learning hyperparameter selection.Model training, testing, and tuning were iterative and helped develop practical skills in debugging and understanding hyperparameter selection for machine learning.
[bookmark: _Toc241075213]Research Methodology Understanding
For the first time a systematic literature review was performed which resulted in a good level of understanding of the principles of research methodology. It helped to build critical evaluation skills because the identification of relevant research gaps, synthesis from 60+ academic sources and structuring arguments properly with citations. One of the highlights was understanding the difference between a descriptive literature review and an argumentative synthesis which would involve the personal contribution. The objective centered research (four interacting objectives instead of separate research questions) gave structure to the whole investigation [1],[3].
[bookmark: _Toc241075214]Challenges and Problem-Solving
The flowchart of the transition process from literature-based methodology (thematic analysis) to implementation-based methodology (machine learning) was faced with many challenges. This turn involved acquiring new technical skills, gaining a theoretical understanding of machine learning, and developing a new mind set as to how this forensic analysis could be automated. The change of methodology required flexibility and a willingness to considerably update previous work, which helped to develop resilience to deal with research uncertainty. During the data preparation process, there were indeed data quality problems that required data feature engineering, and also gave rise to valuable skills on practical debugging and data validation [12] [16].
[bookmark: _Toc241075215]Interdisciplinary Integration
This research was an integration of the knowledge of three different fields – computer science and machine learning, digital forensics and law, and research methodology. Problems dealing with disciplinary semantic and with translations between the different disciplines encouraged the development of systems-thinking skills. This interdisciplinary integration comes in perhaps as the most valuable learning outcome for real-world problems tend not to adhere to a single discipline's borders [2] [9].
[bookmark: _Toc241075216]Academic Writing and Communication
The creation of a comprehensive dissertation of 7000 words, which involved developing the discipline of academic writing, such as being cautious about the tone of the writing, referencing sources correctly, any ideas and arguments moving logically from one chapter to the next, and being able to explain technical aspects so that it could be understood by the general public. There were regular revision cycles, building a capacity to pinpoint unclear reading and rework arguments for stronger clarity. It became clear through this experience that tying research findings to research goals by explicitly stating research questions and working on them directly is crucial [3].
[bookmark: _Toc241075217]Future Development Areas
Efforts for the future should include: (1) Gaining a deeper knowledge and proficiency in programming languages and machine learning frameworks; i.e., less time should be spent on technical implementation. (2) More detailed planning on timeline with contingency plans for unforeseen technical difficulties. (3) Eating lunch with domain experts (those working as digital forensic investigators) much sooner during the research process as a way of getting a technical project some practical context. (4) Training on how to use statistical analysis to better understand machine learning evaluation metrics. To build up better project management skills (5) such as systematic documentation, checkpoint review and version control [15] [16].
[bookmark: _Toc241075218]Overall Learning Outcome
This dissertation project managed to combine literature research, system design, implementation, empirical evaluation and reflective analysis into a well-conceived, coherent and useful research contribution. In addition to the results in the area of AI for network intrusion detection, the project increased the capability in research planning, technical problem solving, interdisciplinary integration and academic communication. The experience shows that a research process can be meaningful if we are willing to put in some time and work on several different aspects, and can revise or adjust when the plans change. Issues in the choice of methodology (planned thematic analysis and actual implementation-based approach) were found initially problematic, however generated more impactful research directly meeting practitioner needs in digital forensics [1],[14].
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APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. 

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

This form must be completed and approved prior to undertaking any research activity. 

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	OM LALITBHAI GORASIYA

	2
	Student Number:
	
2435260

	3
	Email address:
	Omgorasiya6966@gmail.com

	4
	Programme of Study:
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	5
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SECTION B:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific dodes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.

	1
	UWTSD Research Ethics & Integrity Code of Practice
	☒
	2
	UWTSD Research Data Management Policy
	☒

	3
	
	☐

	4
	
	☐



SECTION C: Details of Research Activity
	1
	Indicative title:
	
AI-Assisted Digital Forensics

	2
	Proposed start date:
	
	Proposed end date:
	

	
	Introduction to the Research (maximum 300 words in each section)
Ensure that you write for a Non-Specialist Audience when outlining your response to the three points below:
· Purpose of Research Activity
· Proposed Research Question
· Aims of Research Activity
· Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	3
	Purpose of Research Activity
This research examines how artificial intelligence (AI) and machine learning (ML) are being used to scale digital forensic investigations, and critically evaluates the explainability, algorithmic bias, and legal/evidentiary admissibility issues that determine whether such tools can be trusted and used responsibly. It draws together peer-reviewed technical, legal and ethical literature (2024-2025) that is currently fragmented across separate disciplinary silos, to build a unified, critically evaluated picture of the state of AI in digital forensics and the conditions needed for it to become a scalable, legally defensible investigative tool.

	4
	Research Question
RQ1: What are the current applications of AI in expanding the capability of digital forensic investigations (DFIs)?
RQ2: How do explainable AI methods deal with transparency and trust issues in AI-supported forensic analysis?
RQ3: What are the types of algorithmic bias in DF software and automation tools, and what are the proposals to tackle these algorithmic biases?
RQ4: What legal and procedural issues can impact the admissibility of digital evidence created by AI in court?

	5
	Aims of Research Activity
The aim of this research is to critically evaluate, through qualitative analysis of secondary literature, how AI is used to scale digital forensic capabilities and how explainability, bias and legal admissibility factors influence the responsible use of AI-assisted forensic tools. This aim is achieved through the four objectives listed below, each linked to one of the four research questions (RQ1-RQ4).

	6
	Objectives of Research Activity
1. To analyse the spectrum of AI and machine learning techniques employed in various sub-domains of digital forensics literature, such as evidence triage, artefact classification and anomaly detection (linked to RQ1).
2. To critically examine explainable AI (XAI) methods for improving transparency and interpretability in forensic decision-making (linked to RQ2).
3. To examine the potential expression of algorithmic bias, along with remedies suggested in the literature to address algorithmic bias in forensic software and automated tools (linked to RQ3).
4. To examine legal and evidentiary issues regarding the admissibility of AI-generated forensic results in legal proceedings (linked to RQ4).

	
	Proposed data collection methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here, but should instead describe how you intend to collect the data necessary for you to complete your project.

	7
	No primary data will be collected. This is a qualitative, interpretivist study based exclusively on secondary data: peer-reviewed journal articles, conference papers and accredited legal scholarship published in 2024-2025. Literature is identified through structured searches of Scopus, Web of Science and Google Scholar using Boolean search strings (e.g. 'artificial intelligence digital forensics', 'explainable AI forensics', 'algorithmic bias forensic tools', 'AI evidence admissibility'), supplemented by citation/reference-list scanning of highly relevant sources. Sources are screened against explicit inclusion/exclusion criteria and then analysed using thematic synthesis. No questionnaires, interviews, focus groups, observation, or audio/video recording of participants are involved, and no human participants take part in the study at any stage.



SECTION D: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	1
	Use of a questionnaire or similar research instrument?
	☐
	☒

	2
	Use of interviews?
	☐
	☒

	3
	Use of focus groups?
	☐
	☒

	4
	Use of participant diaries? 
	☐
	☒

	5
	Use of video or audio recording?
	☐
	☒

	6
	Use of computer-generated log files?
	☐
	☒

	7
	Participant observation with their knowledge?
	☐
	☒

	8
	Participant observation without their knowledge?
	☐
	☒

	9
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	10
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12
	Investigation of participants involved in illegal activities?
	☐
	☒

	13
	Use of procedures that involve deception?
	☐
	☒

	14
	Administration of any substance, agent or placebo?
	☐
	☒

	15
	Working with live vertebrate animals?
	☐
	☒

	16
	Procedures that may have a negative impact on the environment?
	☐
	☒

	17
	Other primary data collection methods. Please indicate the type of data collection method(s) below.
	☐
	☒

	
	Details of any other primary data collection method:



(this box should expand as you type)
N/A
	
	



If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section E and continue to section F.

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION E: Intended Participants
	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☒

	2
	Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	3
	Vulnerable adults?
	☐
	☒

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	5
	Prisoners?
	☐
	☒

	6
	Young offenders?
	☐
	☒

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	8
	People engaged in illegal activities?
	☐
	☒

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.

	☐
	☒

	
	Details of any other participant groups:
N/A - the study does not involve human participants. It relies exclusively on secondary, publicly available literature (peer-reviewed journal articles, conference papers, and legal scholarship published 2024-2025).
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?


	N/A - no participants; this is a secondary-data study.

	11
	Who will the participants be?

	N/A


	12
	How will you identify the participants?
	N/A





	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	14
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	15
	Will you obtain written consent for participation?
	☐
	☐
	☒

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	22
	If NO to any of above questions, please give an explanation 


	
	N/A for all of the above - the study does not involve human participants; it is a qualitative synthesis of secondary, publicly available literature only.



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☐
	☒

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	28
	If YES to any question, please provide full details 

	
	N/A - no participants are involved in this study.



SECTION F: Anticipated Risks

	
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  

	1
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.

	
	Risk to participants:
N/A - the research does not involve human participants.
	How you will mitigate the risk to participants:



	2
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	
N/A - there are no participants and no primary data collection. The topic of algorithmic bias in forensic tools does touch on sensitive criminal-justice issues; these are addressed critically and objectively using only peer-reviewed secondary evidence, with no disclosure risk as no individuals or cases are directly investigated.

	3
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	

	Risk to the investigator:
Risk of inadvertent misinterpretation or misrepresentation when synthesising complex, cross-disciplinary technical and legal literature; risk of confirmation bias when interpreting sources; potential fatigue/eye-strain from extended screen-based literature review and document processing.
	How you will mitigate the risk to the investigator:
Use of a structured, documented search and inclusion/exclusion protocol (Sections 3.5-3.6) to reduce selection bias; cross-checking interpretations directly against cited sources; regular supervisor review of drafts; adherence to a realistic work schedule with scheduled breaks.

	4
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to the University:
Risk of reputational or academic-integrity concerns if secondary sources are misattributed or inadequately referenced; risk of a data-handling lapse if any sensitive material were inadvertently processed via third-party AI tools.
	How you will mitigate the risk to the University:

Rigorous IEEE-formatted referencing and citation verification of all sources against original publications; use of only reputable AI tools for text/formatting support with no personal, confidential, or participant data submitted to them; regular supervisor oversight of the dissertation and this ethics documentation.

	5
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	

	Risk to the environment:
N/A - no fieldwork, equipment, or materials with an environmental impact are involved.

	How you will mitigate the risk to environment:

N/A


	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☐
	☒

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☒

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	



SECTION G: Feedback, Consent and Confidentiality

If you have identified in section D that there are no participants then enter skip this section and continue to section H.

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	
N/A - there are no participants to debrief. Findings will instead be shared with the supervisor and examiners through the submitted dissertation, and a summary can be made available to interested parties, such as the researcher's department, on request.

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	

	N/A - no participants are recruited, so no participant-facing consent process is required. Only secondary, already-published literature is used.

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	
N/A - as no participants or personal data are involved, no participant anonymity or confidentiality arrangements are required. All sources used are already public and correctly attributed via IEEE-style referencing.


	Use of generative AI and other AI-based tools
There are a number of ethical issues relating to the use of generative AI and other AI-based tools, including data security, output bias, and output errors. In general you should assume that any generative AI or other AI-based tool that you pay to use is more secure and accurate than one which is free to use.

Will the research use AI tools to do any of the following:
	YES
	NO
	N/A

	1
	Capture data?
	☒
	☐
	☐

	2
	Generate and/or edit text?
	☒
	☐
	☐

	3
	Generate graphics?
	☐
	☒
	☐

	4
	Generate video?
	☐
	☒
	☐

	5
	Generate sound/music?
	☐
	☒
	☐

	6
	Generate code?
	☒
	☐
	☐

	7
	Generate synthetic data?
	☐
	☒
	☐

	8
	Analyse data?
	☒
	☐
	☐

	9
	Analyse personal or sensitive data?
	☐
	☐
	☒

	10
	Classify data?
	☐
	☒
	☐

	11
	Do you intend to use the free version of any AI tools?
	☐
	☒
	☐

	If you have answered YES to any of questions O1-O11, please provide justification detailing why this is necessary for the research.  
Generative AI is used only to support the researcher's own academic writing (structuring, editing, formatting, referencing, and light document-processing code) based on the researcher's own text and publicly available, already-published secondary literature. No participant, personal, or special-category data is entered into any AI tool at any point. [Student to confirm whether a free or paid AI subscription is used and finalise the answer to Question 11 accordingly.]

	12
	N/A



SECTION H: Data Protection and Storage


	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e. in paper form)?
	☐
	☒

	6
	University computers?
	☒
	☐

	7
	Private company computers?
	☐
	☒

	8
	Home or other personal computers?
	☒
	☐

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☐

	10
	“Cloud” storage or websites?
	☒
	☐

	11
	Other – specify:

	☐
	☒

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:
All dissertation drafts, reference lists and analysis notes are stored in password-protected University Office 365 / OneDrive cloud storage and on a password-protected personal laptop, both backed up regularly. As no participant data is collected, there are no personal identifiers requiring anonymisation or pseudonymisation. Access is restricted to the principal researcher and supervisor.

	
	
All data will be kept in password protected cloud storage on the University Office 365 system which
will not be shared. Audio/visual data will be transcribed and would be shown to participants to
check accuracy of reporting. Any USB sticks used to store or transfer data will be password protected. All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. 




	
	Data Protection

	
	Will the research activity involve any of the following activities:
	YES
	NO

	13
	Electronic transfer of data in any form?
	☒
	☐

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	15
	Sharing of data with other organisations?
	☐
	☒

	16
	Export of data outside the UK or importing of data from outside the UK?
	☒
	☐

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	18
	Publication of data that might allow identification of individuals?
	☐
	☒

	19
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):
As no personal or special category data is collected, data-protection risk is minimal. Dissertation drafts and reference material are transferred electronically between the researcher's own devices and University-approved, password-protected cloud storage. Where AI-based writing/formatting tools are used to support editing (see Section I), draft text may be processed on servers located outside the UK/EEA; only the researcher's own academic writing and publicly available secondary literature is submitted to these tools - no participant, personal, or confidential data is entered.

	
	
All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected. All data transfers will be encrypted and password protected.  All participants will be given a unique identifier to ensure confidentiality and this list will be kept securely in the password protected folder. The data will be stored until the completion of the project and then deleted. In accordance with the DPA2018, participants will have the right to ask to see what data is held relating to them, and this data will be deleted immediately if the participant requests this, in which case the data will not be used in the project.

	20
	List all who will have access to the data generated by the research activity:


	
	
The principal researcher and the academic supervisor.

	21
	List who will have control of, and act as custodian(s) for, data generated by the research activity:


	
	The principal researcher.

	22
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 
All data (drafts, reference lists, and analysis notes) will be stored in encrypted, password-protected University Office 365 cloud storage and on a password-protected personal laptop until the dissertation is submitted and marked. Working files will then be deleted; the final approved dissertation will be retained in line with university policy.

	
	All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. Any USB sticks used to store or transfer data will be password protected, and will be reformatted at the end of the project in order to destroy the data. The data will be stored until the completion of the project and then deleted.

	22
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	☒

	23
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	☒




SECTION I: Use of AI tools


SECTION J: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	1
	Signature of applicant:
	OM LALITBHAI GORASIYA
	Date: 04/08/2026


	2
	Supervisor:
	Dr Dipo Dunsin
	Date: 09/08/2026

	3
	Signature:
	D Dunsin

	





Appendices

Appendix A: Python Implementation Code
The complete Python implementation code for the AI-assisted digital forensics solution is available in the following link. The code includes the data loading, preprocessing, model training, evaluation, and visualization components discussed throughout this dissertation. This resource is provided as a viewer-only document to ensure proper access controls.

Google Colab Implementation: Access Python Code (Viewer Mode) 


Code Contents:
• Data Loading and Exploration: Loading the network intrusion detection dataset and initial exploratory analysis
• Data Preprocessing: Categorical encoding, feature normalization, and stratified train-test splitting
• Model Training: Implementation of Logistic Regression, Decision Tree, and Random Forest models
• Model Evaluation: Comprehensive evaluation including accuracy, precision, recall, and confusion matrices
• Feature Importance Analysis: Extraction and visualization of feature importance from trained models
• Protocol-Specific Analysis: Performance evaluation across different network protocols (TCP, UDP, ICMP)
• Visualization: Comparative analysis charts and decision tree visualization for interpretability
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Feature importance

importance = model3.feature_importances_
features = X.columns
importance_df = pd.DataFrame({

"Feature”: features,
"Importance”: importance

3

importance_df = importance_df.sort_values(
"Importance”,
ascending=False

print (importance_df)
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test_results["Protocol”] = data.loc[
X_test.index,
"protocol_type"

].values

print(
test_results.groupby ("Protocol™)[
["Actual”, "Predicted"]

].mean()
)
Actual Predicted
Protocol
o 0.139130 0.144928
1 0.520128 0.520869
2 0.831008 0.832558

for protocol in test_results["Protocol”].unique():

subset = test_results[
test_results["Protocol”]

protocol

acc = accuracy_score(

subset["Actual”],
subset["Predicted”]
)
print(
"Protocol:",
protocol,
)

Protocol: 1 Accuracy: ©.998271178068659
Protocol: @ Accuracy: ©.9942028985507246
Protocol: 2 Accuracy: ©.9984496124031008
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