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Healthcare Technologies
[bookmark: _Toc112866895]Introduction
	Advancements are occurring rapidly in various domains associated with  utilization of technologies. The advancements in the field of technology are not only limited to the field of information technology but rather extend to different domains such as healthcare, transportation, communication, and advanced research. The exponential progress in Information and Communication Technologies (ICT) provides  new opportunities and innovative leaps in healthcare, which has been observed significantly over the past few decades. Dramatic improvements in the field of computing and networking have critically widened the options for medical health practitioners to provide wide range of medical treatments ensuring  most optimal approaches to counter different diseases. 
	The development and progress in ICT incorporated to improve healthcare can be observed  and analysis of the implementation of modern information technologies like Artificial Intelligence, Machine Learning, Cloud Computing, and  Internet of Things (IoT) (IBM, n.d.). IoT has significantly improved the healthcare devices responsible for monitoring of patients around the clock by employing advanced Wireless Sensor Networks (WSN) along with Body Sensor Networks (BSN) and Body Area Networks (BAN) (Dhanvijay and Patil, 2019). Moreover, the utilization and implementation of advanced technologies significantly improving healthcare practices also ensure the mitigation of increased concerns related to security and privacy along with effective management.
 of patient data. 
	While the healthcare industry is facing significant challenges in different areas, the solutions presented by correlation of various technological advancements increase collaboration, while significantly improving performance and managing costs by the automation of tasks and improved workflows. The aim of this report is to analyze various technologies used in the ‘mayo clinic’; while identifying the issues with the use of one of the major technologies employed at the hospital and proposal of solutions for the said problem.
[bookmark: _Toc112866896]Different Technologies used in the ‘Mayo Clinic’ 

	The Mayo Clinic, established in 1864 in Rochester, Minnesota, United States, is one of the largest non-profit healthcare facilities accomplished to ensure remarkable clinical practices, education, and commitment to research; comprising four major campuses in Rochester, Arizona, Phoenix, Scottsdale, and Jacksonville, Florida, with a workforce of 73,000 personnel. The Mayo Clinic provides extraordinary healthcare services and benefits to around 1.4 million people from 140 countries and 50 US states (MayoClinic, 2022). 
	The laboratories established at  Mayo Clinic employ the use of latest technologies to conduct advanced medical research aimed at the improvement of patient treatment, provide specialty testing in different areas such as Neurogenetics, Hematology, Neurology, Oncology along with various other domains of medical research. Moreover, the Mayo Clinic being the largest healthcare facilities in the United States, is incorporating various new technologies to expand the scope of healthcare and patient treatment. The Mayo Clinic introduced ‘The Remote Diagnostics and Management Platform (RDMP)’ which utilizes Artificial Intelligence (AI) algorithms for the improvement of decision-making in proximity of clinical workflows. Furthermore, Mayo Clinic along with the collaboration of  developing advanced neural network algorithms for the analysis of raw electrocardiogram (ECG) signals aimed to improve and accelerate the detection and diagnosis of heart diseases (Anastasijevic, 2021). 
	The early detection and diagnosis of different diseases is constant subject of advanced research related to healthcare. At the Mayo Clinic, AI is utilized to process significant amounts of data procured from  patients’ treatments while ensuring improved treatment outcomes, early detection of heart diseases, and the enhancement of diagnostic radiology. An immense amount of data is generated each  day from the databases of microbiomes, diagnostics images, ECGs, and various other test. The implementation of AI and advanced neural networks significantly help doctors in predicting the outcomes of specific medical treatments on different patients by processing and modelling of patient data. The researchers at Mayo Clinic have developed a state-of-the-art diagnostic technology called ‘Magnetic Resonance Elastography (MRE)’ for the early stage detection of liver fibrosis (stiffness) without engaging in the liver biopsy. The application of MRE significantly assists patients with Hepatitis C by elimination of the painful process of liver biopsy while ensuring convenient and effective treatment for various liver diseases associated with fibrosis. 
	The application of advanced Information and Communication technologies has made it  convenient for doctors to communicate timely with specialized healthcare plans for specific patients presenting diseases. Artificial Intelligence and Machine Learning technologies process patient data effectively to identify patterns of illness through large unstructured data consolidated by electronic records, images, devices and sensors; which significantly assists doctors in developing an effective treatment plan for  patients. 
[bookmark: _Toc112866897]Research Interest
	As the advancements in various technologies are occurring rapidly, increased patient healthcare and services plans along with treatments are also observed. Millions of people worldwide are accessing state-of-the-art healthcare technologies for the mitigation of various diseases. Consequently, the patient data generated every single day is growing exponentially, raising significant concerns among medical healthcare practitioners and researchers associated with the  information technology. The maintenance and organization of data procured from thousands of patients with  diseases and symptoms has paved way towards the utilization and implementation of effective and smart Electronic Health Records (EHR) systems. EHRs have ranges of applications in hospitals and clinics caring for thousands of patients; with main aspect of functionalities revolving around improved effective clinical decision support systems, patient information exchange between hospitals, digitized data entry options; in addition to these, EHRs ensure reduced medical errors, effectiveness in terms of management of data, reduction of financial and operational costs of organization along with reduced interruptions in workflow (Menachemi and Collum, 2011). 
	Healthcare facilities around the world are employing the use of advanced EHRs for various purposes. The Mayo Clinic, being the largest network of advanced healthcare services provider, has introduced a state-of-the-art Electronic Health Records System, ‘Epic’, worth $1.5 Billion; having advanced AI, Machine Learning based capabilities to ensure effortless flow of operations along with the availability of medical information of  patients to doctors and medical health practitioners. is one of the most advanced and effective EHRs, compatible with both android and IOs, and supports improved and effective patient care and experience, patient information flow, AI-based analysis, and management of virtual patient-doctor appointments (Kuhrt, 2017). Epic EHR systems have a vast range of functionalities; which include patient personal  health information easily accessible through ‘MyChart’, AI-based predictive decision support making and analysis for effective and improved clinical practices, patient remote monitoring, and second opinion services while ensuring ongoing patient care.
a. [bookmark: _Toc112866898]Problem Statement
Although the utilization and applications of EHR are increasing significantly over the past few years, however, significant concerns are rising among the IT professionals and researchers regarding the accumulation and consolidation of vast amounts of unstructured  data along with the risk of the violation of patient privacy. 
[bookmark: _Toc112866899]Unstructured Data and Predictive Analysis
EHR systems like EPIC employed at healthcare facilities that care for thousands of patients everyday like the Mayo Clinic, procure a colossal amount of unstructured and unfiltered data. The application of AI and machine learning algorithms like Support Vector Machine and Boosting could significantly assist in determining the accurate analysis from data, however, given that significant amount of data is unstructured and available in raw format; predictive analysis on raw, unstructured data could result in decreased accuracy of the machine learning model, hence, reducing the overall effectiveness of the EHR (Wu et al., 2010). 
[bookmark: _Toc112866900]Security and Privacy Concerns
One of the major concerns related to EHR such as EPIC is the exchange of patient information between different healthcare facilities for referral and other purposes. The interoperability of EPIC EHR systems has raised considerable concerns regarding the violation of security and privacy of the patient’s data and information. According to (Westin, p. 4), half the citizens of the United States believe that EHR compromises the privacy and security of patient data, hence, is not worth the risk. The information exchange between different entities can be prone to significant risk including the compromise of confidential patient data to cyber-attacks. 
b. [bookmark: _Toc112866901]Research Idea
The concerns related to colossal amounts of unstructured data and predictive analysis of said information along with security and privacy concerns revolving around the exchange and sharing of information can be addressed by utilizing different technological approaches such as Cloud Computing, enhanced AI algorithms, and Blockchain technologies. 
c. [bookmark: _Toc112866902]Methodology
The employment of Cloud Computing and blockchain technologies for the procurement of improved healthcare services is growing at an exponential rate. While it’s true that most of the healthcare services providers rely on the use of EHR systems for the management of patient data and operational use, however, the application of blockchain and Cloud Computing mitigates two major concerns revolving around predictive analysis on the unstructured data and privacy concerns. Cloud Computing provides a robust infrastructure for storage and management of significantly large amounts of data while also implementing unparalleled security measures for  protection of confidential data (Sultan, 2014). Moreover, the utilization of blockchain technology ensures  mitigation of concerns related to  privacy of data compromised during the exchange of information. Blockchain networks are critically secure, ensuring that confidential data of  patients is not disrupt by a third-party accessing the information illegally (Treshock, 2020). 
d. [bookmark: _Toc112866903]Sources
The research topic finalized for study and future works is one of the significant concerns research upon by healthcare and information technology professionals all around the world. Significant literature comprising of research articles, journals and books related to the technologies highlighted in the report are available on educational databases such as Google Scholar, Research Gate, Elsevier, among many other databases. Furthermore, the information about telehealth and modern technologies is also available on the websites of information technology companies, such as IBM, Microsoft, and Intel. 
[bookmark: _Toc112866904]Conclusion
	The advancements in the information and communication technology are growing rapidly at an exponential rate. With increased reliance on advanced technology associated with healthcare, the incorporation of Artificial Intelligence, Machine Learning, Cloud Computing, and Blockchain in the healthcare sector could lead to improved and effective healthcare provision for patients. Moreover, healthcare services providers are relying significantly on the use of Electronic Health Record System to ensure that all patients procuring medical services are cared for, however, the utilization of EHR systems can lead to various problems having serious repercussions. To mitigate these concerns, it is evident that the use and application of modern technologies like Cloud Computing and blockchain can address the issues of predictive analysis on unstructured data along with security and privacy of confidential patient data. In conclusion, the applications of advanced information and communication technologies in healthcare sector can ensure improved diagnosis, data exchange between different healthcare providers, and procurement of effective treatments by the patients. 
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