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[bookmark: _Toc234922592]Task 1: Research in Data Security and Compliance 
[bookmark: _Toc234922593]Abstract
The increasing sophistication of cyber threats, coupled with the widespread adoption of cloud computing, remote working, and digital transformation initiatives, has exposed the limitations of traditional perimeter-based security models. As organisational networks become increasingly distributed, conventional approaches that rely on trusted internal environments are no longer sufficient to protect sensitive information assets. Zero Trust Architecture (ZTA) has emerged as a modern cybersecurity framework that eliminates implicit trust by continuously verifying the identity, device posture, and contextual risk associated with every access request.
This research critically analyses the principles of Zero Trust Architecture and evaluates its effectiveness in comparison with traditional network security models. The discussion explores the core concepts of least-privilege access, continuous authentication, micro-segmentation, and identity-centric security, while examining the role of supporting technologies such as Zero Trust Network Access (ZTNA), Multi-Factor Authentication (MFA), Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM), and Security Orchestration, Automation, and Response (SOAR). The paper further investigates the organisational, technical and financial challenges associated with implementing Zero Trust, including legacy infrastructure integration, user experience, scalability, and regulatory compliance.
The findings suggest that although Zero Trust introduces implementation complexity and requires significant organisational investment, it provides a more resilient and adaptive security model capable of addressing modern cyber threats. By adopting continuous verification, automated threat detection, and risk-based access controls, organisations can significantly improve their ability to anticipate, protect against, detect, and respond to evolving security incidents while supporting compliance with internationally recognised cybersecurity frameworks and data protection regulations.  
[bookmark: _Toc234922594]Introduction
Modern organisations operate within an increasingly complex digital environment characterized by cloud computing, hybrid working, mobile devices, Software as a Service (SaaS), and interconnected business ecosystems. While these technologies provide significant operating benefits, they also expand the organisational attack surface, enabling cybercriminals to exploit compromised credentials, insecure endpoints, and misconfigured cloud services. Traditional perimeter-based security models, which assume that users and devices inside the corporate network can be trusted, have become inadequate for protecting critical information assets against cyber threats.
The increasing frequency of ransomware attacks, data breaches, insider threats, and supply chain compromises has prompted organisations to reconsider how trust is established within enterprise networks. Rather than relying on network location as the basis for security decisions, Zero Trust Architecture (ZTA) adopts the principle of “never trust, always verify,” requiring every user, device, application, and workload to be continuously authenticated, authorised and validated before access to organisational resources is granted. This approach significantly reduces the opportunities for attackers to move laterally within networks and limits the potential impact of compromised accounts or devices. 
Zero Trust is supported by several complementary technologies, including Multi-Factor Authentication (MFA), Zero Trust Network Access (ZTNA), identity and access management, micro-segmentation, Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM), and Security Orchestration, Automation, and Response (SOAR). Together, these technologies enable organisations to implement continuous monitoring, real-time threat detection, automated incident response, and least-privilege access controls that strengthen organisational resilience against evolving cyber risks.
This research paper critically analyses the principles of Zero Trust Architecture and evaluates its effectiveness in comparison with traditional perimeter-based security models. It examines the benefits and limitations of adopting Zero Trust, explores the practical challenges associated with implementation, and considers how the architecture supports organisational objectives, relating to cybersecurity resilience, regulatory compliance, and business continuity. Through the evaluation of current academic literature, industry standards, and contemporary cybersecurity practices, the paper demonstrates how Zero Trust Architecture enables organisations to anticipate, protect against detect, and automatically respond to cyber threats within today’s dynamic digital landscape.


Literature Review & Background
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Figure 1: Comparison of Traditional Perimeter Security and Zero Trust Architecture. Picture Credit: https://cybrpro.com/zero-trust-vs-traditional-network-security-2/ [1] 
1.1 Evolution of Cybersecurity
Cybersecurity has evolved alongside changes in technology, organisational infrastructure, and the sophistication of cyber threats. Early approaches to computer security primarily focused on protecting individual systems and restricting physical access to computing resources. As organisations became increasingly interconnected through local networks and the Internet, security controls expanded to include technologies such as firewalls, antivirus software, intrusion detection systems, and access control mechanisms. These controls were largely designed to prevent external attackers from crossing an organisation’s network boundary. 
However, the threat landscape has become significantly more complex. Modern organisations face ransomware, phishing, credential theft, insider threats, supply-chain compromises, and attacks targeting cloud services and endpoints. Attackers may also use legitimate credentials obtained through phishing or previous data breaches, making malicious activity more difficult to distinguish from authorised behaviour. Consequently, cybersecurity has developed from a predominantly preventative approach towards a risk-based model incorporating prevention, continuous monitoring, detection, incident response and recovery. Frameworks such as the NIST Cybersecurity Framework (CSF) 2.0 reflect this development by encouraging organisations to manage cybersecurity risk through governance, identification, protection, detection, response and recovery activities [2].
1.2 Traditional Perimeter Security
The Traditional enterprise security is commonly associated with a perimeter-based model in which the corporate network is treated as a trusted environment separated from external networks by defensive controls. Firewalls, Virtual Private Networks (VPNs), intrusion prevention system, and networks access controls are used to establish and defend this boundary. Users who successfully enter the corporate network may subsequently receive access to multiple internal resources based partly on their network location and assigned permissions.  
This approach can be effective where systems, application, data, and employees are located within a clearly defined organisational network. However, it relies heavily on distinguishing between an internal trusted environment and an external untrusted environment. If an attacker compromises an authorised account or device and enters the network, excessive permissions and insufficient internal segmentation may allow lateral movement towards other systems and sensitive information [3]. The security problem therefore extends beyond preventing initial access to controlling what authenticated users and devices are permitted to access after entering the environment. 
1.3 Cloud Computing 
Cloud computing has significantly changed how organisations store data, deploy applications, and operate IT infrastructure. Instead of hosting all resources within organisation-controlled data centres, businesses can use public and private cloud environments and Software as a Service (SaaS) application. Cloud services offer advantages such as scalability, flexibility, remote accessibility, and reduced dependence on physical infrastructure. However, they also weaken the concept of a single network perimeter because organisational information and workloads may exist across multiple providers, platforms, geographical regions, and devices [4].
Cloud adoption also creates security challenges involving identity management, access permissions, configuration errors, data protection, and visibility across distributed systems. Organisations therefore need controls capable of protecting resources independently of their physical or network location [5]. Technologies such as Cloud Security Posture Management (CSPM), Data Loss Prevention (DLP), Multi-Factor Authentication (MFA), and continuous monitoring contribute to managing these risks. Nevertheless, technology alone is insufficient if organisations continue to grant trust primarily because a user or device has entered a particular network.
1.4 Hybrid Work
The expansion of hybrid and remote working has further changed the traditional security boundary. Employees can access organisational information from homes, public networks, personal devices, corporate laptops, mobile devices, and cloud applications. Bring Your Own Device (BYOD) arrangements can increase flexibility but also introduce security risks because organisations may have less control over device configuration, patching, malware protection, and the separation of personal and corporate information.  
VPNs have traditionally provided remote users with encrypted connectivity to corporate networks. Although encryption remains important, providing network connectivity does not by itself establish that a user, device, or access request should be trusted. A compromised account could potentially authenticate successfully, while an infected endpoint could introduce additional risk after connecting [6]. Modern security approaches therefore increasingly consider identity, device health, location, behaviour, sensitivity of the requested resource, and other contextual information when making access decisions. 
1.5 Rise of Zero Trust 
Zero Trust emerged in response to these changes and represents a shift from protecting a defined network perimeter towards protecting individual resources and access decisions. NIST describes Zero Trust Architecture (ZTA) as an approach in which no implicit trust is granted to users or assets solely because of their physical or network location. Access should instead be determined using explicit authentication and authorisation, with security policies applied before access to a resource is established.
Under Zero Trust, an authenticated user is not automatically trusted to access every resource available within the organisation. Principles such as least-privilege access restrict users to the resources necessary for their responsibilities, while continuous monitoring allows organisations to reassess risk as conditions change. Supporting technologies may include MFA, Zero Trust Network Access (ZTNA), Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM), micro-segmentation, and Security Orchestration, Automation and Response (SOAR). Together, these controls can provide greater visibility and reduce the ability of an attacker to exploit a single compromised account or endpoint to gain widespread access. 
Traditional perimeter security is no longer sufficient as the sole basis of enterprise protection because the boundary it was designed to defend has became increasingly difficult to define. Organisational data now moves between cloud platforms. SaaS applications, remote employees, third-party services, mobile devices, and traditional internal infrastructure. Furthermore, being inside a network does not demonstrate that a user or device remains trustworthy. Credential theft, insider threats, compromised endpoints, and cloud-based attacks can bypass or undermine controls that depend heavily on network location. This does not mean that firewalls, VPNs, and other perimeter controls have become unnecessary; rather they should form part of a broader security architecture. Zero Trust addresses this limitation by shifting security decisions towards identity, device posture, least privilege, contextual risk, and continuous verification. Therefore, the evaluation from perimeter-based security towards Zero Trust can be understood as a response to an environment in which users, data, applications, and threats increasingly operate beyond the traditional corporate network boundary.
Core Principles of Zero Trust Architecture 
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Figure 2: Core Principles and Components of Zero Trust Architecture. Picture Credit: https://www.fyld.pt/blog/zero-trust-architecture-cybersecurity-it/ [7]
Zero Trust Architecture (ZTA) represents a shift from traditional perimeter-based security towards a model in which trust is continuously evaluated rather than automatically granted based on network location. The architecture assumes that threats may originate both inside and outside an organisation and therefore requires access decisions to consider the identity of the user, the security status of the device, the resource being requested, and the surrounding context. NIST describes Zero Trust as an approach that removes implicit trust and focuses on protecting resources rather than relying primarily on the network perimeter. Its implementation is supported by several interconnected principles, including continuous verification, least-privilege access, continuation authentication, micro-segmentation, and identity-centric security. 
2.1 Never Trust, Always Verify
The principle of “never trust, always verify” is central to Zero Trust. Traditional security models may treat users and devices operating within the corporate network as relatively trustworthy once they have successfully authenticated. Zero Trust rejects this assumption. A user, device, or application should not receive implicit trust solely because it is located within an internal network or has previously been authenticated.
Instead, access requests should be explicitly verified before access to a practical resource s granted. Verification may consider multiple factors, including user identity, device security posture, location, requested resource, previous activity, and the sensitivity of the information being accessed. Multi-Factor Authentication (MFA), for example can strengthen identity verification by requiring additional evidence beyond a password [8].
This approach can reduce the impact of comprised credentials because obtaining a username and password does not necessarily provide unrestricted access to organisational resources. However effective verification depends on organisations having accurate identity, device, and security information. Poorly configured access policies could either provide excessive access or unnecessary prevent legitimate users from performing their responsibilities.
2.2 Least Privilege Access 
The principle of least privilege requires users, applications, and devices to receive only the level of access necessary to perform an authorised function. Rather than providing broad access to multiple network resources following authentication, permissions should be limited according to business requirements and the sensitivity of individual resources.
For example, an employee working in marketing may require access to marketing systems and shared business resources but should not automatically have access to payroll databases or administrative infrastructure. Similarly, privileged administrator accounts should only be used where elevated permissions are necessary.
Least privilege reduces the potential impact of account compromise and insider threats. If an attacker gains control of an employee’s account, the resources available to the attacker are restricted by that user’s permissions. This can limit lateral movement and reduce the amount of sensitive information exposed during an incident. Nevertheless, maintain least-privilege policies can be challenging because employee responsibilities change over time. Organisations must therefore regularly review permissions and remove unnecessary or outdated access rights. 
2.3 Continuous Authentication and Verification
Traditional authentication commonly concentrates security checks at the beginning of a session. Once a user has successfully authenticated, access may continue for an extended period without significant reassessment. Zero Trust instead supports continuous verification, in which trust can be reassessed as the context and level of risk associated with a session change.
Continuous verification can consider signals such as unusual login locations, changes in device health, abnormal user behaviour, attempts to access sensitive resources, or indications that an endpoint has become compromised. A significant change in risk could trigger additional authentication, restrict access, terminate a session, or generate an alert for investigation. 
This approach enables security controls to adapt to changing circumstances rather than treating authentication as a one-time decision. However, organisations must balance security with usability. Excessive authentication requests may create user frustration and reduce productivity. Risk-based authentication can address this problem by applying additional verification when behaviour or contextual information indicates increased risk rather than repeatedly challenging every legitimate action. 
2.4 Micro-Segmentation
Micro-segmentation divides an organisational environment into smaller security zones or individual protected resources and applies specific access controls between them. In a traditional network, an attack who compromises one system may be able to move laterally towards other systems if internal network controls are weak. Micro-segmentation aims to restrict this movement by ensuring that access to one resource does not automatically provide access to others [9]. 
For example, an organisation may separate its customer database, finance systems, employee services, development infrastructure, and cloud workloads using individua security policies. A user authorised to access one environment would still require appropriate authorisation before accessing another. 
Micro-segmentation can therefore limit the potential scope of a security breach. If one endpoint or application is compromised, segmentation can prevent the attacker from freely exploring the wider network. However, implementation can become complex in large organisations with thousands of users, applications, devices, and workloads. Effective segmentation requires organisations to understand communication flows and dependencies so that security controls do not disrupt legitimate business operations. 
2.5 Identity-Centric Security 
Identity-centric security places verified identity at the centre of access control decisions. Traditional security architectures frequently use network location as an important indicator of trust, where Zero Trust focuses on determining who or what is requesting access and whether that identity should be authorised to access a particular resource. 
Identity in a Zero Trust environment is not limited to employees. It can include contractors, customers, service accounts, applications, devices, and cloud workloads. Identity and Access Management (IAM) systems can therefore be combined with MFA, device information, behavioural analytics, and access policies to determine whether a request should be permitted.
This approach is particularly relevant to cloud computing and hybrid working because employees may access organisational resources from locations outside the traditional corporate network. An identifying-centric model allows security policies to follow users and resources across distributed environments rather than relying solely on whether a connection originates from an internal network. However, identity becomes a particularly valuable target for attackers under this model. Organisations must consequently protect identity systems themselves through strong authentication, secure privileged accounts, monitoring, and appropriate access governance.
Collectively, these principles demonstrate that Zero Trust is not a single security product but an architectural approach that combines identity access control, segmentation, monitoring, and risk-based decision-making. Never trusting implicitly reduces dependence on network location, least privilege limits unnecessary access, continuous verification responds to changing risk, micro-segmentation restricts lateral movement, and identity-centric security provides a consistent basis for access decisions across cloud, on-premises, and hybrid environments. When implemented together, these principles can reduce the impact of compromised accounts and systems while enabling organisations to detect and respond more effectively to security threats
Implementation Challenges 
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Figure 3: Key Implementation Challenges of Zero Trust Architecture. Picture Credit: https://binmile.com/blog/zero-trust-implementation/ [10]
Despite, the security advantages offered by Zero Trust Architecture (ZTA), implementing the framework presents several practical challenges that organisations must overcome. Unlike traditional security models, Zero Trust requires a comprehensive transformation of existing security practices technologies, and organisational culture. Consequently, successful implementation depends not only on technical solutions but also on effective planning, governance, and long-term investment. 
One of the most significant challenges is the integration of legacy systems. Many organisations continue to rely on outdated applications and infrastructure that were not designed to support identity-based authentication, continuous verification, or least-privilege access controls. Modifying or replacing these systems can be technically complex, costly, and disruptive to business operations. As a result, many organisations adopt a phased implementation strategy, prioritising critical assets while gradually modernising legacy environments [11]. 
Another challenge is the financial cost associated with deploying Zero Trust. Organisations often need to invest in technologies such as Identity and Access Management (IAM), Multi-Factor Authentication (MFA), Zero Trust Network Access (ZTNA), Endpoint Detection and Response (EDR), and Security Information and Event Management (SIEM). In addition to software and infrastructure costs, organisations must allocate resources for employee training, ongoing maintenance, and specialist cybersecurity expertise. These financial requirements may be particularly challenging for small and medium-sized enterprises (SMEs) with limited budgets. 
User adoption also plays a crucial role in the success of Zero Trust implementation. Employees may perceive continuous authentication or stricter access controls as inconvenient, leading to resistance or attempts to bypass security policies. Organisations should therefore provide security awareness training and communicate the purpose of Zero Trust controls to encourage user acceptance while balancing security with productivity.
Finally, effective governance and skilled personnel are essential for maintaining a Zero Trust environment. Organisations require cybersecurity professionals capable of managing identity policies monitoring security events and responding to emerging threats. Strong governance frameworks ensure that security policies remain aligned with business objectives, regulatory requirements, and evolving cyber risks. Without appropriate leadership, regular policy reviews, and continuous monitoring, even well-designed Zero Trust implementations may fail to deliver their intended security benefits. 
Critical Evaluation
	Feature
	Traditional Security
	Zero Architecture

	Trust Model
	Trust after authentication
	Never trust, always verify

	Access Control
	Network-based 
	Identity-based

	Authentication 
	One-time login 
	Continuous verification

	Lateral Movement
	Higher risk 
	Restricted through micro- segmentation 

	Remote Working
	VPN Department 
	ZTNA and identity-driven

	Cloud Security 
	Limited 
	Designed for cloud environments

	Threat Detection 
	Reactive 
	Continuous monitoring


Figure 4: A table showing the Comparison of traditional perimeter-based security and Zero Trust Architecture.  
Zero Trust Architecture (ZTA) represents a significant advancement over traditional perimeter-based security by replacing implicit network trust with continuous identity verification and least-privilege access. Traditional security models were designed to protect assets within a defined corporate network, making them effective when users, devices, and applications operated from a single location. However, the widespread adoption of cloud computing, hybrid working, and mobile technologies has reduced the effectiveness of perimeter-based security, as organisational resources are now distributed across multiple environments. 
One of the primary advantages of Zero Trust is its ability to minimise the impact of cyberattacks through continuous verification and restricted access permissions. By authenticating every access request and applying least-privilege principles, organisations can reduce the likelihood of unauthorised access and limit lateral movement if an account or device is compromised [12]. Continuous monitoring further strengthens security by detecting abnormal behaviour and enabling rapid responses to emerging threats. These capabilities provide organisations with greater resilience than traditional models, which often rely on a single authentication event before granting broader network access. 
Despite these advantages, Zero Trust is not without limitations. Successful implementation depends on accurate identify management, well-defined access polices, and continuous monitoring. Organisations must also maintain complementary security measures such as firewalls encryption, vulnerability management, and incident response planning, as Zero Trust alone cannot eliminate every cyber risk. In addition, poorly configured policies may create operational complexity or restrict legitimate business activities.
The suitability of Zero Trust varies according to organisational size, resources, and risk exposure. Large organisations with cloud-based infrastructure and remote workforces are likely to gain significant security benefits. Conversely, smaller organisations may face challenges relating to implementation costs, legacy infrastructure, and the availability of skilled cybersecurity professionals. For this reason, many organisations adopt Zero Trust gradually, prioritising critical assets before expanding the framework across the enterprise. 
Looking ahead, Zero Trust is expected to evolve through greater integration with artificial intelligence, behavioural analytics, and automated threat response technologies. These developments have the potential to improve real-time risk assessment and operational efficiency, although organisations must ensure that automation is supported by effective governance and human oversight. Overall while Zero Trust introduces implementation challenges, its identity-centric and risk-based approach makes it a more effective security model than traditional perimeter-based architectures for protecting modern digital environments. 
Supporting Technologies 
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Figure 5: Integration of Supporting Technologies within a Zero Trust Architecture. Picture Credit: https://www.geeksforgeeks.org/system-design/zero-trust-architecture-system-design/ [13]
Zero Trust Architecture is not implemented through a single security solution but through the integration of multiple technologies that collectively strengthen an organisation’s ability to verify identities, protect resources, detect threats, and respond to security incidents. Each technology contributes to a specific aspect of the Zero Trust framework while working together to provide continuous protection across modern IT environments.
Multi-Factor Authentication (MFA) strengthens identity verification by requiring users top provide multiple forms of authentication before access is granted. This significantly reduces the risk of compromised credentials being used to gain unauthorized access. Zero Trust Network Access (ZTNA) complements MFA by providing secure, identify-based access to specific applications rather than granting unrestricted access to an entire network, making it a more secure alternative to traditional Virtual Private Networks (VPNs).
Continuous visibility is provided through Endpoint Detection and Response (EDR) and Security Information and Event Management (SIEM). EDR continuously monitors endpoint devices for malicious activity, while SIEM aggregates and analyses security logs from multiple systems to identify suspicious behaviour across the organisation. Together, these technologies enable security teams to detect threats that may otherwise remain unnoticed [14]. 
To improve operational efficiency, Security Orchestration, Automation, and Response (SOAR) integrates with SIEM and EDR platforms to automate repetitive security tasks, prioritise alerts, and coordinate incident response activities. Automation reduces responses times and enables organisations to contain threats more rapidly while allowing security analysts to focus on more complex investigations.
In cloud-based environments, Cloud Security Posture Management (CSPM) provides continuous monitoring of cloud infrastructure to identify configuration errors, compliance issues, and security vulnerabilities. By integrating CSPM with identity management, monitoring, and automated response technologies, organisations can maintain greater visibility and security across hybrid and multi-cloud environments. Collectively, these supporting technologies transform Zero Trust from a theoretical security model into a practical framework capable of anticipating, protecting against detecting, and responding to modern cyber threats.
Conclusion 
This research has demonstrated that Zero Trust Architecture represents a significant development in how modern organisations approach data security and cyber risk. Traditional perimeter-based security remains useful as part of a wider defence strategy; however, its reliance on defined network boundaries and implicit internal trust is increasingly unsuitable for environments characterised by cloud computing, hybrid working, mobile devices, and distributed organisational resources.
Zero Trust addresses these limitations through continuous verification, least-privilege access, micro-segmentation, and identity-centric security. Supporting technologies such as MFA, ZTNA, EDR, SIEM, SOAR, and CSPM further enable organisations to protect information assets, detect suspicious activity, and automate responses to security incidents. Nevertheless, Zero Trust is not without challenges, particularly regarding legacy infrastructure, implementation costs, skills shortages, user adoption, and governance. 
Overall, Zero Trust should not be viewed as a single product or a complete replacement for existing cybersecurity controls. Its effectiveness depends on a carefully planned, risk-based implementation supported by appropriate governance and continuous improvement. When implemented effectively, Zero Trust provides organisations with a more resilient and adaptable security architecture capable of responding to the evolving threat landscape. 
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Task 2:  Case Scenario 
[bookmark: _Toc234922596]Abstract
The 2017 Equifax data breach demonstrates how weaknesses in vulnerability management, governance, monitoring, and organisational accountability can contribute to a major cybersecurity incident. Attackers exploited a known Apache Struts vulnerability and maintained access to Equifax systems for an extended period, resulting in the exposure of highly sensitive personal information belonging to approximately 147 million individuals [15]. This case study uses the incident as the foundation for designing a structured and forward-looking cybersecurity programme. The proposed approach addresses organisational accountability, enforceable security policies, strategic governance, risk management, regulatory compliance, incident response, and technical protection controls. Recognised cybersecurity frameworks, particularly the NIST Cybersecurity Framework 2.0 are used to support risk-based decision-making and align cybersecurity activities with organisational objectives. The programme also incorporates continuous monitoring, vulnerability management, strong authentication, encryption, automated detection and response capabilities to reduce attacker dwell time, strengthen organisational resilience, and minimise the potential impact of future security incidents.  
[bookmark: _Toc234922597]Introduction
The 2017 Equifax data breach represents a significant example of how technical vulnerabilities can develop into large-scale security incidents when combined with weaknesses in governance, risk management, and organisational accountability. Attackers exploited a known vulnerability within the Apache Struts web application framework, allowing unauthorised access to Equifax systems and the exposure of sensitive personal information belonging to approximately 147 million individuals [16]. The incident demonstrated that cybersecurity failures cannot be addressed through technical controls alone, as effective security also depends on clear accountability, enforceable policies, continuous monitoring, and appropriate risk oversight. 
This case scenario purposes a structured cybersecurity programme designed to address the weakness demonstrated by the Equifax breach. The programme applies risk-based security principles alongside recognised guidance, particular the NIST Cybersecurity Framework (CSF) 2.0. It considers organisational accountability, security policies, governance, risk assessment, regulatory compliance, incident response, and technical protection controls. The objective is to establish a provide security environment capable of identifying vulnerabilities earlier, reducing attacker dwell time, protecting sensitive information and improving long-term organisational resilience. 
[image: ]
Figure 6: The Equifax’s stock drop by Thomas Reuters. Picture Credit: https://www.economist.com/finance-and-economics/2017/09/16/the-big-data-breach-suffered-by-equifax-has-alarming-implications [16]
[bookmark: _Toc234922598]Organisational Structure and Accountability
The Equifax breach demonstrated that cybersecurity failures can result from weaknesses in organisational accountability as well as technical controls. A stronger cybersecurity programme should therefore establish clear responsibility from board level through to operational security teams. Cybersecurity should be treated as an enterprise risk rather than solely an information technology responsibility, ensuring that senior management has appropriate visibility of significant vulnerabilities and security incidents. 
At executive level, a Chief Information Security Officer (CISO) should have responsibility for the organisation’s cybersecurity strategy, risk management, security policies, and incident preparedness. The CISO should provide regular reports directly to executive management and the board or an appropriate board-level risk committee. This reporting structure improves independence and ensures that significant cybersecurity risks, such as unpatched critical vulnerabilities, cannot remain confined within operational IT teams without appropriate executive oversight. 
Beneath the CSIO, responsibilities should be divided among specialised functions. A Security Architecture team should design secure infrastructure and ensure that principles such as Zero Trust, segmentation, least privilege, and strong authentication are incorporated into organisational systems. A dedicated Vulnerability and Patch Management team should continuously identify vulnerabilities, prioritise remediation according to risk, and escalate overdue critical patches. This function is particularly important because the Equifax incident originated from the exploitation of a known Apache Struts vulnerability.
A Security Operations Centre (SOC) should provide continuous monitoring threat detection, and incident escalation using technologies such as SIEM and EDR. In parallel, Secure Development/DevSecOps personnel should integrate security testing, dependency management, and vulnerability assessment throughout the software development lifecycle. A Governance, Risk and Compliance (GRC) function should monitor regulatory obligations, security policies, audits and enterprise cybersecurity risks. 
Clear accountability should connect these operational functions to executive leadership through measurable reporting. Metrics such as critical vulnerabilities exceeding remediation deadlines, incident detection times, patch compliance rates, and unresolved high-risk findings should be regularly presented to the CISO and senior management. This structure creates defined ownership while enabling the board to evaluate whether cybersecurity risks are being managed within the organisation’s agreed risk tolerance. 
[image: ]
Figure 6: Proposed cybersecurity governance and accountability structure for the Equifax case scenario. Source: draw.io via Lucidchart.
[bookmark: _Toc234922599]Policies and Procedures
The Equifax breach demonstrates the need for formal, measurable, and enforceable cybersecurity policies. A vulnerability and patch management policy should require continuous vulnerability scanning, risk-based prioritisation, and defined remediation deadlines. Critical vulnerabilities affecting internet-facing systems should receive immediate priority, while overdue patches should be escalated to security management. This directly addresses the failure to remediate the known Apache Struts vulnerability exploited during the Equifax breach. 
A Secure Software Development Lifecycle (SSDLC) policy should require secure coding, dependency management, vulnerability testing, and security reviews before applications enter productions. Organisations should also maintain an accurate asset inventory identifying hardware, software, applications, and internet-facing services, with clear ownership assigned to critical assets.
Monitoring policies should require SIEM and EDR technologies to continuously identify suspicious behaviour and escalate significant alerts. Data protection procedures should additionally require appropriate encryption, access controls, retention periods, secure disposal, and DLP controls for sensitive information. Compliance should be measured through patch rates, vulnerability assessments, access reviews, security audits, and management reporting. These measurable requirements enable weaknesses to be identified and corrected before they develop into significant security incidents.
[image: ]
Figure 7: Proposed cybersecurity policy, monitoring and continuous improvement lifecycle. Source: Lucidchart via draw.io

[bookmark: _Toc234922600]Governance and Strategic Alignment  
Effective cybersecurity governance requires security objectives to align with wider organisational priorities rather than operating solely as an IT function. Following the Equifax breach, cybersecurity strategy should be incorporated into enterprise risk management, with executive leadership responsible for ensuring that security investment supports business continuity, customer trust, regulatory compliance, and long-term resilience.
The NIST Cybersecurity Framework (CSF) 2.0 provides an appropriate structure for achieving this alignment through six core functions: Govern, Identify, Protect, Detect,  Respond, and Recover. The Govern function establishes accountability, policies, risk tolerance, and oversight, while Identify supports the discovery and prioritisation of critical assets and vulnerabilities. Protect and Detect enable preventative controls and continuous monitoring, whereas Respond and Recover ensure that security incidents are contained and essential services restored effectively.
For Equifax, applying this framework would connect technical risks, such as unpatched vulnerabilities, directly to business risks including operational disruption, regulatory consequences, financial loss, and reputational damage. Cybersecurity performance should therefore be reported through measurable indicators to executive management and the board. Integrating NIST CSF 2.0 with business continuity planning and regular governance reviews would enable security priorities to evolve alongside organisational objectives and emerging threats, strengthening both stakeholder trust and long-term operational resilience. 

[image: ] 
Figure 8: NIST CSF 2.0 Core Diagram
This figure shows the NIST CSF 2.0 Core Diagram showing the six functions Govern, Identify, Protect, Detect, Respond & Recover. Picture Credit: https://www.loginsoft.com/post/nist-csf-2-0-how-to-prepare-your-organization. [17] 
[bookmark: _Toc234922601]Risk Management and Assessment 
A structured risk assessment should prioritise cybersecurity risks according to their likelihood and potential business impact. The Equifax breach demonstrates why internet-facing assets and patch gaps require particular attention, as attackers exploited a known vulnerability within an extremely accessible Apache Struts application. Automated vulnerability scanning should therefore identify miss patches, with critical vulnerabilities prioritised according to severity exploitability, asset value, and data sensitivity.
Supply-chain exposure should also be assessed because third-party software and services may introduce vulnerabilities. Maintaining software inventories and assessing supplier security can reduce this risk. Furthermore, segmentation weaknesses may allow attackers to move from compromised systems towards sensitive resources. Network segmentation and least-privilege access can restrict such lateral movement.
Identified risks should be recorded in a central risk register and ranked according to likelihood and impact. Critical internet-facing vulnerabilities should receive immediate remediation, while lower risks should be managed according to organisational risk tolerance. Regular reassessment ensures priorities remain aligned with emerging threats and business requirements.
Y-axis Impact
· Very High
· High 
· Medium 
· Low
· Very Low 
X-axis Likelihood 
· Rare 
· Unlikely 
· Possible
· Likely
· Almost Certain 
	Risk
	Suggested assessment

	Unpatched internet-facing vulnerability 
	Critical 

	Segmentation weakness
	High 

	Supply-chain exposure 
	High 

	Poor asset visibility 
	High 



Figure 9: High-level cybersecurity risk matrix for the proposed Equifax cybersecurity programme.
[bookmark: _Toc234922602]Compliance, Incident Response and Protection Controls
Technical protections, incident response, and regulatory compliance should all be included in a successful cybersecurity program. Equifax should keep processes in place for determining which data protection regulation apply, recording incidents, preserving evidence, and alerting authorities and impacted parties within legally mandated timeframes. These responsibilities should be managed by the Governance, Risk, and Compliance (GRC) function, which should also regularly review compliance. Procedures for identifying, containing, eliminating, and recovering from security incidents should be outlined in a formal incident Response Plan (IRP). In order to restore vital systems and services after disruption, this should be outlined in a formal Incident Response Plan and Business Continuity Planning (BCP) arrangements. Continuous monitoring, automated vulnerability scanning, Endpoint Detection and Response (EDR), Security Information and Event Management (SIEM), encryption, and multi-factor authentication are examples of protection controls. 
[image: ]
Figure 10: The proposed incident response and continuous improvement lifecycle for the Equifax cybersecurity programme. Source:  Lucidchart via draw.io
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Conclusion 
This report has shown that modern security architecture, robust governance, risk management, and regulatory compliance must all be combined by organisations for effective data security. Through continuous verification, least-privilege access, micro-segmentation, and identity-centric controls, Task 1 demonstrated that Zero Trust Architecture offers a more flexible approach than conventional perimeter-based security. However, proper execution, qualified staff, governance, and ongoing development are necessary for its efficacy. The Equifax case illustrated the potential repercussions of failing to adequately address known vulnerabilities, accountability, monitoring, and risk management. Through clearly defined organisational responsibilities, enforceable policies, NIST CSF 2.0 alignment, risk-based vulnerability management, ongoing monitoring, and organized incident response, the proposed cybersecurity program addresses these flaws. In the end, cybersecurity is robust.
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Appendices  
Appendix A – Comparison Table of traditional perimeter-based security and Zero Trust Architecture which I made on this document.
	Feature
	Traditional Security
	Zero Architecture

	Trust Model
	Trust after authentication
	Never trust, always verify

	Access Control
	Network-based 
	Identity-based

	Authentication 
	One-time login 
	Continuous verification

	Lateral Movement
	Higher risk 
	Restricted through micro- segmentation 

	Remote Working
	VPN Department 
	ZTNA and identity-driven

	Cloud Security 
	Limited 
	Designed for cloud environments

	Threat Detection 
	Reactive 
	Continuous monitoring



Appendix B - Proposed cybersecurity governance structure for the Equifax case scenario which I made on Lucidchart via draw.io. 
[image: ]
Appendix C – Proposed Policy and Procedure Framework which I made on Lucidchart via draw.io showing the volution starting with policy to control to implementation to monitoring to measurement or KPI, audit and finally remediation. 
[image: ]
Appendix D – The High-level cybersecurity risk matrix I’ve made on this document
Y-axis Impact
· Very High
· High 
· Medium 
· Low
· Very Low 
X-axis Likelihood 
· Rare 
· Unlikely 
· Possible
· Likely
· Almost Certain 
	Risk
	Suggested assessment

	Unpatched internet-facing vulnerability 
	Critical 

	Segmentation weakness
	High 

	Supply-chain exposure 
	High 

	Poor asset visibility 
	High 






Appendix E – The incident Response Lifecycle diagram which I’ve made on  Lucidchart via draw.io showcasing the timeline duration from Detect to Analyse to Contain to Eradicate to Recover & Review. 
[image: ]
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