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Various Computer Forensic Tools – Research.
	Forensic Tool Name
	Description

	FTK
	The FTK (Forensic Toolkit) software is used to scan a systems hard drive and identify many types of data within it [1, Ch. 1]. The tool is capable of providing reports and presenting summarised information from the processes that are conducted. The software’s investigational abilities are compatible with many digital devices, however the software itself is typically operated on a windows machine. 

	FTK Imager
	This version of the FTK toolkit is designed to create images of hard drives which can be later recreated. This facilitates the safe examination of a system, without danger of irreparable damage to the original [1, Ch. 2].

	EnCase 
	The different tools included in the EnCase suite provide the user many different ways to carry out analysis of a hard drive. From simple files to windows registry information, EnCase can likely provide the means to the target [2].

	IsoBuster
	This tool a more centred on the recovery of data. The program is compatible with many storage media such as hard drives, solid state, and optical disks. Other features include full compatibility with the examination and interaction with files in an imaged disk [3].

	AXIOM
	AXIOM prides itself on having many features and integrations within one program, so in theory the user should not need multiple different tools to carry out and successful, in-depth investigation [4]. Typical capabilities include registry hive, artifact data examination and artifact tracing for locating its source. Most of AXIOM’s processes either are, or can be, automated. The software is also compatible with android systems [5].

	Belkasoft X
	This is another suite of digital forensic tools. The package comes with support for both traditional computer systems and mobile systems. This suite can also facilitate the analysis of RAM and cloud services and provide detailed readouts .

	Elcomsoft Premium Forensic Bundle
	The software tools ElcomSoft Co. Ltd have amassed in this bundle are aimed the decryption of data and recovery of passwords with encrypted systems etc. 
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This investigation will require a degree of patience and knowledge in order to achieve the desired outcome.  The company clearly are eager for any headway in the recovery of this lost data. First and foremost, all possibly relevant machinery and storage mediums must be collected for further examination. The more a system or device is put to use after the deletion of files, the lower the chances of successful recovery. This is the pre-investigation phase of this whole process, which will also include the setting up of the necessary tools and software to be used in the investigation. For a successful inquiry, the physical requirements will include a secure space where a lab can be set up. This lab space is where the data will be extracted, examined and stored safely. Naturally, the lab space should be equipped with standard safety systems for fire / smoke suppression systems. Steps should also be taken to allocate a separate room for holding meetings and discussing the case, perhaps even interview persons of interest. Proper ventilation and acceptable locks etc. are all vital to ensuring the safety of the system [6, pp.28-29]. The Hardware which will be required for this task include computers with adequate processing power and high storage capacity. Write-blockers will be needed to access the data without compromising its integrity by preventing the target drive from writing anything.  These outlined features are important as they facilitate the powerful forensic software, and the potentially high volume of data will need to be stored and sorted through. In addition, the correct cables and connectors will be required for the safe transfer of data between the investigated system and the machine used for examining it. Following the acquisition of the right hardware, the necessary software can be acquired and loaded onto the labs computers. Usually with a special boot disk, all the necessary the lab computers can be set up with necessary software and systems from the start. For instance, one boot disk may be intended for a machine to extract data whereas another computer could have software for holding and examining evidence. Having access to standard forensic tools for recovery, analysis, etc. is vital to the success of the investigation. Other considerations include ensuring all evidence which is gathered over the entire investigation is properly processed and documented. Additionally, the client organisation (CEC Mobile Manufacturing Company) must ensure any of its personnel or staff hired for this endeavour, which interact with the investigation, have been properly briefed and certified by their employer. Blank storage media such as USB flash drives or disks must be provided as portable hard storage for the evidence. Likewise, a device such as a camera is important for the documentation of the physical evidence such as logging the physical state of the investigated machine [6, p.12].
In this type of investigation, the main type of evidence handled is known as digital evidence. The forensics lab which conducts an investigation, must be properly licensed to do so. Evidence must not be tampered with, as the evidence they gather would not be admissible in a court of law. This further highlights the importance of proper experience and certification, in order to ensure the conduct of those involved in the investigation is credible.
The investigation phase begins with the acknowledgement of the crime which has been committed which permits the further investigation of the incident. The initial evidence of the incident may primarily exist in the form of a particular computer or system related to the crime in question. This computer becomes important for the whole endeavour, in this case the computer which Rob Jengelley used and accessed to commit the actions that he has reportedly did. According to the information provided, the first individuals to point out the theft of the digital designs were CEC’s engineers. Following this discovery, they promptly informed their superior Ms Dee Rod, CEO of CEC. Ms Rod is responsible for contacting CHFI & CEH certified personnel to be first the response on this case and undertake its investigations.
As with any investigation, there will be interviews with the relevant people such as witnesses. By taking statements from the people at CEC, the situation regarding the theft of the data becomes clearer. Once all the facts of the situation are gathered it provides insight into motive and inspires insight to what actions the perpetrator may or may not have taken. Useful statements from cooperative employees and personnel will only aid the investigation and carry it forward. For example, questions need to be asked such as: who’s responsibility were the safety of the designs, after Mr. Jengelley? These designs were very valuable, and it is clear anyone involved with them would possess some notion of that fact. However, it is critical that any witness statements are correctly documented along with a signature to prove the individual agrees their account of events is recorded and may be used as in the investigation [6, p.184]. 
The first order of business for any party considered as the first response, which in this scenario is Barry Lynch, is to ensure the safeguarding of any evidence and potential proof. The identification and preservation of any relevant documents and devices is paramount at this early stage. Following this, the collection of any evidence which is to be examined in the established forensic lab, must be overseen by the first responder. In a case concerning digital forensics, one of the vital first steps are to ensure any computes which contain potential evidence must not be turned off or restarted. The rebooting or deactivation of a computer can lead to the loss of any volatile data as this is wiped under such circumstances. As the volatile data can potentially be used as evidence, the systems in question must be left to the professional in charge so they may deal with the extraction of information accordingly. Since Mr. Jengelleys computer will be a primary source of evidence, steps need to be taken to gather as much evidence from the machine while it is still in its original place as shutting down the systems and separating it from the network could cause loss of data. Ensuring the correct procedures are followed in all aspects is equally as important, to ensure the collected evidence would be fully admissible within a court of law. Lack of evidence can arise from errors on the investigators end, if poor conduct results in losing data or perhaps incorrectly labelled evidence, etc. It is wise to hold a log of the items which are collected as evidence, including brief notes which outline the relevancy of the collected evidence. This pairs with the next important point about collecting evidence: capturing photographs. The purpose of taking photographs of the any evidence when it is discovered is to keep photographic proof of its state when it was first introduced to the case. This includes the physical state of any computers and the state of the active systems if possible. When evidence has been collected for the case, even the names of those involved with collecting, transporting and holding the evidence must be kept on record to align with a proper chain of custody record. Every relevant digital item in Mr. Jengelleys office or which he previously used at the company must be photographed, seized and documented separately. There is no telling where the suspect may have left clues or fragments of data, possibly even on other devices. 
There is a mandatory formality to the investigations where those investigating the endeavour must obtain the proper permission to collect evidence in the form of owned property and data such as the computers involved in this case. To do so, the proper agreements must be written, reviewed and signed by the relevant individuals to legally obtain consent to treat the device as evidence in the case. The documentation of consent must be appropriately worded to convey to the recipient everything the seizure of their device entails. This includes the use of forensic software to analyse the data found on the systems and the investigators ability to use anything found on the computer as they see fit for the progress of the investigation. The seizure of any equipment should be recorded in the log to keep track of the findings thus far and notes detailing their relevancy to the case. 
Naturally, the utmost care and precautions should be incorporated in that transport of seized property to the forensic lab. This is not just for the sake of the owner, but to ensure the evidence is not damaged or lost as this could be catastrophic for the case. An investigation involving computers and digital device actually requires a specific type of warrant in order to seize certain items. The appropriate warrant should pertain to electronic storage devices and it essentially covers any software, hardware or storage devices which are in the grounds the warrant reaches [7]. Obtaining the correct warrant ensures that the investigation is carried out lawfully, with no irregularities in the procurement of evidence. This case for CEC mainly appears to involve the theft of files and their subsequent deletion on the one system they resided. However, in the event that digital communications or internet usage need to be examined, a warrant would be required specifically for the service provider. This type of warrant also covers information the service provider of the company holds such as billing history and any records and logs related to CEC. In this particular case, a simple Electronic Storage Device Search Warrant should be sufficient as the devices involved in the case are seemingly the extent of evidence which needs to be gathered. Once the evidence has been properly seized and their details logged, their position in the case becomes official. Every event regarding a piece of evidence must be recorded, keep in line with proper chain of custody. Failure to produce a full chain of custody report could leave the evidence vulnerable to allegations of tampering, etc. possibly even rendering it inadmissible in a court of laws.
The types of physical evidence to be collected includes anything relevant found in the crime scene. Since Mr. Jengelley apparently had only one workstation, on which the designs in question were previously stored, this is the primary physical evidence to be used. The extent of physical evidence in a computer forensics case relates to any storage media or digital devices. Any nearby hard drives, flash drives or even mobile devices which were in MR Jengelley’s vicinity when he worked in CEC must be seized under the appropriate warrant and adequately packaged for transport to the forensics lab. These electronic devices will require special bags when they are collected as evidence, such as anti-static to prevent damage. Faraday bags are used to prevent devices from being wirelessly accessed at all, completely blocking remote access, therefore they should be used when the devices are collected and transported. Obvious threats like physical threats need to be identified, however the more obscure threats still require the same diligence to shield the items from them. The types of dangerous environments include moisture, major heat, electrical, magnetic and even the cold as these factors could all adversely affect the stored items and devices. The area the evidence is stored in should be reviewed to ensure there are no apparent hazardous properties and safeguard the items. The status of the evidence during its transport and the state of the location the evidence is stored, are details relevant to the chain of custody, so the proper handling can be proved if ever challenged. Finally, once the log of collected evidence has been updated accordingly, the investigation can move on to the next stage as the seized items move to analysis.
Once the forensic lab has received the evidence for the case, the investigation can move forward by examining the computer Mr Jellengey used in the workplace and any other devices or items which were deemed relevant to the case. In order to begin examining the computer system, the lab must first select a completely (and forensically) clean hard drive which will be used to store a duplicate of the target system. The reason the dive must be completely clean, is to ensure the copy is absolutely identical and cannot have any foreign components as this could render any findings on the device inadmissible. Simple file and system backup methods are not enough to provide a forensically sound duplication of the original system. Instead, the appropriate software will provide the means to more reliable methods of imaging the system. The tool selected to carry out the imaging of the computers hard drive is FTK Imager, due its simplicity and detailed read-outs [1]. Furthermore, the use of the write-blockers is essential to facilitate the bit-stream imaging of the original systems hard drives to ensure they do not write anything, as this would alter the evidence. In computer forensics, a bit-stream image is considered to be a forensically acceptable image of a device, as the imaging method involves the duplication of each ‘bit’ one at a time. The unique properties of bit-stream images mean they can be separated onto different storage disks, which could provide easier review of the evidence. However, in the event a file type is not recognized, it will not be correctly copied and therefore will need to be copied as a raw-bit copy file and examined separately [8]. FTK imager is fully capable of carrying out the duplication of a forensically sound bit-stream image [9]. 



Once the image is created, it first needs to be checked for any errors or differences, which is easily accomplished by comparing the hash values of both the original system and the duplication. Hash values can be compared with different hash algorithms, which are offered by a variety of hashing tools [10]. This investigation will use ‘HashMyFiles’ tool with MD5 hash for familiarity. Through the procedure of comparing hash values, the examiner can ascertain the integrity of the disk image. Once the state of the duplicate is certain and acceptable, the tools and methods used so far must be documented accordingly, so further action may be taken. This duplicate hard drive serves to allow the investigators a thorough analysis, without the danger of modifying or destroying anything on the original system. Whether data on a hard drive is modified intentionally by the suspect or unintentionally by investigators, there are often ways to recover something that is seemingly lost. Certain computer forensic tools specialise in the recovery of lost data, which will be performed on the disk image. The software chosen for the attempted recovery of lost data is IsoBuster. As computer forensics tool bundle, this software specialises in the recovery of data and supports many different storage mediums. The software is capable of scanning every sector within the allocated partition of a drive, whereby the user can opt for ‘smart retry’ feature to automatically retry failed scans at a quicker pace [3]. While this software is focused on the recovery of data, a full analysis of the hard drive still needs to be carried out and IsoBuster is 
not suitable for this purpose. Therefore, the ever-reliable FTK toolkit will be implemented for the examining the computer system and its hard drives. FTK provides a brilliant layout for reviewing any hard drives and informative reports [1]. As Mr Jellengeys computer is the primary source of evidence, the images created of its hard drives will be examined through FTK with the hopes of discovering anything relevant to the investigation. Hopefully, any relevant files which still exist on the hard drive can be identified and further examined through the FTK toolkit. However, if the analysis tools fail to discover anything, there is still the likelihood that IsoBuster will be able to retrieve something valuable regarding the Samsung Galaxy S20 Plus phone designs. Throughout the analysis phase of evidence examination, all files present on the storage drives will be scanned to determine if they are useful, the same procedure is performed on usage data held by the system itself. If any suspicious usage pertaining to the case can be pinpointed, this might help the recovery of data. By amalgamating any usage details on Mr. Jellengeys computer with the information gathered from witnesses and co-workers, the investigators are able to construct a timeline of events. The benefit of constructing an organised timeline creates visualisation of when and how the files would have been deleted. On a typical windows computer, the user’s interaction with files and folders are logged under the properties of such files and folders. Therefore, with the aid of tools such as FTK, the directories and folder on the system which previously held the designs (would also contain record of modification by Mr. Jellengeys user account) at a time period in accordance with the generated timeline. Through methods such as this, there is hope for the recovery of the designs. The following report is a sample created for (and pertaining to) this scenario.


	Examination of the Workstation Previously Used by Rob Jengelley

	Device:
	Lenovo M Series PC

	Operating System:
	Windows 10 Pro

	Offence:
	Theft of company designs
Deletion of company designs

	Investigator:
	Barry Lynch

	Location:
	Temporary Forensics Laboratory, Swansea

	Tool(s):
	Forensic Toolkit (FTK) International 7.2.0
IsoBuster 4.7

	Acquisition:
	The workstation, including is single internal hard drive was seized from the CEC Mobile office, Swansea on 31/03/2021, 13:49.

	Findings:
	01/04/2021 @ 14:41 Used FTK Imager to create bit-stream image of computer’s hard drive.

01/04/2021 @ 15:12 Full System analysis through FTK, returned information regarding directory name “SGS20P” and usage logs from application “Autodesk Maya”.

02/04/2021 @ 14:04 Used IsoBuster to obtain fragments of deleted files linked to the original directory “SGS20P”.

02/04/2021 @ 14:58 Detailed overview presented by FTK system analysis revealed no more relevant data was on the device.


	Documentation of Examination:

	See Findings section of this Document.

	Investigators Comments
	Although the designs were not fully recovered as multiple instances of deleted files existed (user had likely made brief copies which were also deleted on the system), the operational integrity of what was recovered has been verified by Ms Dee Rod (CEC) positively. Since the designs here were never patented, the monetary value of the designs may not impact the severity of any legal recourse.



In the event that the designs are successfully or even partially recovered, the investigation can move on to the compiling of all findings. This is provided that every inch of the seized storage drives and devices have been examined and it is certain no more can be learnt from the evidence available. This also means that the details of the case which have been recorded thus far, continue to be documented. While it is not the decision of the investigators whether to push for a court case, every care must be taken to facilitate such an outcome. This means the creation of detailed report containing record of any and all processes carried during this investigation. Every technique used, every tool employed, and all personnel involved must be fully documented. This is especially important for the full history of the evidence as the methods used to forensically examine the computer will come into question. The previous logging of personnel and review of evidence in storage and transport will help with this full report of events. This final documentation compiling procedure and investigational processes is important regardless of the outcome of the case. This allows the evidence acquired to have a logical correlation to circumstance and past events, promoting an accurate conclusion.
Had the design files never been recovered, there would be little evidence to convict Mr. Jellengey of any criminal action as no files existed. Plus, he had recently left CEC’s employ and therefore is not obligated to communicate with them any further. However, the circumstance of the company files deletion can now be proved with the access logs recovered from the computer and Autodesk Maya usage logs. Now, with the evidence available, the expert witness will be able to present the findings of this investigation to a court of law. By following all these procedures and documentation of events, this not only keeps the evidence admissible and lawfully obtained, it also enables the expert witness to carry out their testimonial and accurately inform the court about these digital transgressions.
As with any professional work, comes the topic of payment. Reflecting on the whole experience of a computer forensics case brings realisation of how much has gone into it [6, p. 30]. From the labels and marker pens to the creation of an acceptable laboratory and the equipment used to carry out the investigation, everything has its cost. The following invoice is a sample created for (and pertaining to) this scenario.
	Invoice - Investigation of CEC Workstation

	Reference Number:
1956390002

Billing To:
CEC Mobile Manufacturing
31 Regent Avenue
Swansea, Glamorgan
SA1 9SU
	Date:
15/04/2021

Lynch’s Computer Forensics
Barry Lynch
107 Oxford Street
Swansea, Glamorgan
SA1 7TB

01792 8984665
barry.lynch@fakeinvesigators.com


	Description of Service
	Quantity
	Total Amount (GBP £)

	Location Rental - Forensic Lab 
	1
	34.87

	Computer and Resource use
	1
	32.00

	Blank Hard Drive
	1
	24.99

	Blank DVDs
	10
	4.99

	Stationary – Markers and Labels
	1
	8.89

	Forensic Software – FTK & IsoBuster
	1
	20.00

	Evidence Bags
	20
	6.99

	Evidence Bags – Faraday Bags
	2
	7.99

	Transport of Evidence
	1
	15.00

	Handling
	1
	30.00

	Service Fee
	1
	240.00

	

	
	Invoice
Total:
	£425.72
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