“it may surprise some to learn that the cyber attackers are also targeting the healthcare technology companies, the ‘supporting actors’ in the healthcare industry ecosystem”
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1. [bookmark: _Toc228443704]Introduction
For any organisation, big or small, with an online presence, cybersecurity is a major concern. In the healthcare industry, with the high-profile targets being large healthcare providers, there has been a sharp rise in cyber-attacks on health technology companies as hackers cash in on the wealth of patient information stored by them., including the healthcare data analytics companies. The WannaCry attack (2017) disrupted NHS Services, highlighting vulnerabilities in healthcare system. The total cost to the NHS of the WannaCry cyber-attack was £92 million over 3 months, according to the National Audit Office (2018). For a company like Health Plus Analytics (HPA), which deals with large volumes of patient data daily, it is therefore crucial that its cybersecurity measures are robust and always improving.

As health data analytics and clinical decision support is something that HPA undertakes, this means that Special Category data under Article 9 of the UK GDPR is being handled. As a result, the highest obligations are in place. HPA must adhere to the NHS Digital Data Security and Protection Standards and complete the Data Security and Protection Toolkit (DSPT), in addition to achieving Cyber Essentials certification by the National Cyber Security Centre (NCSC). The consequences for non-compliance are serious, including enforcement action from the Information Commissioner’s Office (ICO), and the potential for large fines of up to £17.5m or 4% of global turnover. There are also serious reputational consequences for non-compliance. High security standards are essential due to regulatory requirements and patient trust.

This report describes a complete framework for data security and governance that can be put into practice to prevent similar events at HPA in the future. The issues which were exploited in the recent security incidents were insufficient identity and access management for data in the cloud and missing network segmentation and endpoint protection to prevent a ransomware attack on the servers for the analytics services. This report explains the complete data security framework which fulfils the requirements of the key data protection regulations and realizes international best practice according to ISO/IEC 27001:2022, the NIST Cybersecurity Framework (CSF) 2.0 and the UK GDPR.
2. [bookmark: _Toc228443705]Identification of Threats
2.1 [bookmark: _Toc228443706]Internal Threats
Most people consider the threats to their organisation to come from outside. But the evidence is that there are as many threats from within. A recent report from the Ponemon Institute (2022) found that, on a global basis, 22% of data breaches were caused by what they termed “insider attacks”. In this article, HPA looks at the main categories of internal threat to healthcare organisations.

•	Malicious insiders may misuse patient data for financial gain, breaching confidentially within the CIA Triad.
•	Human Error – Confidentiality and Integrity breaches: Human error, including misconfigured storage and weak passwords, leads to data breach.
•	Privilege escalation: The absence of adequate role-based access controls (RBAC) enables users to access data for which they are responsible in an incorrect or unnecessary manner, significantly increasing the damage an account compromise can cause.
•	Shadow IT: Individuals (staff, medical staff, visitors etc.) using unapproved (to the organisation) personal equipment/devices, software applications, cloud services (e.g. Dropbox, Google Drive etc.) involves of unapproved devices or cloud services to handle sensitive data.
2.2 [bookmark: _Toc228443707]External Threats 
Ransomware disrupts availability and may compromise data integrity and confidentiality through encryption and exfiltration.
•		Ransomware – NCSC (2023) identified ransomware as the most current and evolving threat to organisations across all sectors, however targeting within healthcare is particularly attractive due to the high value that can be extracted from the data of sensitive organisations which depend on the constant availability of large datasets. This type of threat poses a risk to all areas of the CIA Triad, not only aiming to prevent access to data (Availability), but also, whilst attempting to lock users from their information, also integrity of the data by encrypting and potentially tampering with the contents, in addition to breaching confidentiality by releasing exfiltrated data.
•	Phishing & spear phishing: Phishing remains a primary attack vector used to steal credentials and access systems.
•	Cloud-based attacks: Attacks based on misconfigured identity and access management (IAM) and exposed APIs exploit misconfigured IAM, APIs, and insufficient monitoring.
•	Supply Chain Attacks on software and data processors used by HPA: There is the potential that HPA could be affected by vulnerabilities in software or data processors it uses. Such attacks were seen in the SolarWinds case in 2020 and can have massive effects through wide-spread contamination in a sector.
	Threat Category
	Confidentiality
	Integrity
	Availability

	Ransomware
	✔
	✔
	✔ (Critical)

	Phishing / Credential Theft
	✔ (Critical)
	✔
	—

	Insider Threat
	✔ (Critical)
	✔
	—

	Cloud Misconfiguration
	✔
	✔
	✔

	Supply Chain Attack
	✔
	✔ (Critical)
	✔



3. [bookmark: _Toc228443708]Security Policies
HPA security policies align with ISO 270001, NIST, CSF, and UK GDPR requirements. 
3.1 [bookmark: _Toc228443709]Access Control Policy
Access to patient data must follow the principle of least privilege.
•	All User Accounts should be operating with the Principle of Least Privilege (PoLP), where the user has just the rights and access to information and resources required to perform the tasks and duties of their role.
•	Role-Based Access Control (RBAC) be implemented on all systems that hold Special Category data and reviewed and updated every six months.
•	All administrative accounts shall be covered by a Privileged Access Management (PAM) solution. All privileged sessions shall be recorded and audited.
•	User accounts must follow a formal joiner/mover/leaver process.
3.2 [bookmark: _Toc228443710]Data Protection Policy 
As HPA is processing personal data it is classed as a data processor of Special Category data and therefore must comply to the UK GDPR Articles 5, 9 and 32.
•	All patient records will be coded with 4 different types of data classification Public, Internal, Confidential & Restricted (Special Category).
•	Ensure data minimisation is implemented and only necessary data is collected and retained for the stated and legitimate purposes.
•	Privacy Impact Assessments (PIAs/DPIAs) for new data processing activities shall be conducted.
•	Retention Schedules relating to the management of data during its lifecycle must be complied with in line with the NHS Records Management Code of Practice 2021.
3.3 [bookmark: _Toc228443711]Bring Your Own Device (BYOD) Policy
Personal devices introduce risks if not properly managed and secured. NHS Digital Security Standards require appropriate controls to be in place on endpoints that access clinical systems.
•	All personal devices that will be used to access HPA systems (e.g. laptop, tablet, smart phone) need to be registered with the IT Security team and enrolled in a Mobile Device Management (MDM) solution.
•	No patient data or images should ever be stored on a personal device. All patient data and images should be accessed via approved virtualised applications or browser-based platforms only.
•	Minimum device standards - All devices must be encrypted (if capable of encryption), be up to date with the latest operating system patches, and have approved Endpoint Protection Software installed.
•	Non-Compliant devices should be prevented from accessing the Network through NAC.
3.4 [bookmark: _Toc228443712] Incident Response Policy

Following the ransomware attack on our analytics servers, we must respond in a manner that is in line with our incident response procedures. All organisations following an ISO 27001:2022 approach must have pre-defined and tested procedures for handling security incidents under Control 5.26. The NIST Cybersecurity Framework (NIST CSF) approach under the Respond function is also outlined below. Finally, any personal data breaches must be notified to the ICO within 72 hours of the breach under UK GDPR Article 33.
•	All security incidents must be reported as soon as possible to Kroll’s Security Operations Centre (SOC) staff via the designated incident reporting channel.
• A full Incident Response Plan (IRP) should be referenceable and based around the NIST SP 800-61 incident management processes. It should be updated on an annual basis and after significant incidents.
•	You must notify our Data Protection Officer (DPO) within 2 hours of any data breach occurrence (actual or suspected).
•	Post incident reviews should be conducted within 10 working days of the incident being closed to identify the root cause of the incident and inform the subsequent remediation action.
4. [bookmark: _Toc228443713]Mitigation Measures
For each of the threats listed in Section 2 we have specified a few technical controls which should mitigate that threat. In addition to specifying each control we have detailed where it should be applied and mapped against the relevant NIST CSF Protect function and the relevant ISO 27001:2022 Annex A controls.
4.1 [bookmark: _Toc228443714]Multi-Factor Authentication (MFA)
All users will be required to enable MFA for their accounts. MFA for privileged access will utilize phishing resistant FIDO2/WebAuthN methods. All cloud-based patient data portals will also be MFA enabled. MFA prevents most credential-based attacks. Users will be restricted to accessing the network from unregistered devices and at untypical locations and can be enforced through Azure Active Directory Conditional Access policies.
4.2 [bookmark: _Toc228443715]Zero Trust Architecture (ZTA)
HPA will transition from a perimeter-based security approach to a Zero Trust Architecture, adhering to the principle of “never trust, always verify” outlined in NIST SP 800-207 (Rose et al., 2020). The implementation of Zero Trust Architecture will include the following modifications.
•	User identification for each login regardless of location.
•	Micro-segmentation to prevent the spread of ransomware as well as reduce other parts of the network’s exposure to attack vectors.
•	Ongoing health check on devices, user behaviour analytics (UBA) and contextual signals as the device and user goes to access.

4.3 [bookmark: _Toc228443716]Encryption 
We have updated our processes in line with the new ISO 27001:2022 standards. All patient data held or processed by WhiteCoat will now be encrypted at rest and in transit (ISO 27001:2022 Control 8.24).
•	Data at rest (patient images, databases and EPRMs etc.): All storage volumes and databases to be AES-256 encrypted. Offsite cloud object storage (e.g. Azure Blob Storage) with customer-managed keys stored in Azure Key Vault to be considered compliant.
•	All data transmitted will be encrypted with TLS 1.3 with older protocols disabled at the transport level.
•	All inter system transfers of patient data between HPA and NHS partner organisations should be end to end encrypted.
4.4 [bookmark: _Toc228443717]Endpoint Security
Managed endpoints must be protected using an Endpoint Detection and Response (EDR) solution that performs behavioural analysis and automatically detects and contains threats. Microsoft Defender for Endpoint or other enterprise grade EDR must be used to provide real-time threat intelligence, memory protection and automated isolation of affected endpoints to prevent spread of infection (similar to how the recent ransomware attack entered the organisation). All managed endpoints must meet the hardening standards as outlined in the CIS Benchmarks Level 1.
4.5 [bookmark: _Toc228443718]Network Segmentation
The analytics server environment shall be redesigned and rebuilt on a VLAN based segmented network with several security zones (DMZ, Application Tier, Data Tier, Management Tier). Firewalls shall be set up to allow connections between the zones and be able to track packets. These firewalls shall be capable of layer 7 inspection (application layer). This reorganized setup of the analytics server environment will effectively contain the impact of a ransomware attack, as has happened at HPA.
5. [bookmark: _Toc228443719]Monitoring and Incident Response
5.1 [bookmark: _Toc228443720]Continuous Monitoring Strategy
HPA will be establishing a Security Monitoring hub utilising a Security Information and Event Management (SIEM) platform. Tools such as Microsoft Sentinel and/or Splunk will be used to ingest log data from all relevant system components, including cloud-based offerings, network devices, endpoints and Identity Providers. SIEM enables analysis of;
•	User and Entity Behaviour Analytics (UEBA) - Using machine learning the team create a behavioural baseline of users and entities on the organisation, identifying any unusual access behaviour such as large downloads of data or activity at times of day that you wouldn’t normally expect them to be working indicating potential insider threat or compromised accounts.
•	Threat Intelligence Integration: SIEM feeds will be populated with the latest threat intelligence from NCSC, NHS Digital Cyber Associates Network (CAN), and other industry threat intelligence providers to enhance detection capability with the most current IoCs.
•	Log retention – All security relevant logs should be retained for a minimum of 12 months with a minimum of 6 months available online.
5.2 [bookmark: _Toc228443721]Incident Response Lifecycle
This illustration depicts the HPA Incident Response Lifecycle following the NIST SP 800-61 guidelines.
	Phase
	Key Actions
	Owner
	Timeframe

	1. Detection
	SIEM alert triage; initial severity classification; DPO notification if personal data implicated
	SOC Analyst
	0–2 hours

	2. Containment
	Isolate affected systems; block malicious IPs; revoke compromised credentials; preserve forensic evidence
	IR Team Lead
	2–6 hours

	3. Eradication
	Remove malware; patch exploited vulnerabilities; validate clean state; credential rotation
	IR Team / IT Ops
	6–48 hours

	4. Recovery
	Restore from validated backups; confirm system integrity; phased service restoration; user communication
	IT Ops / DPO
	24–72 hours

	5. Lessons Learned
	Root cause analysis; post-incident report; policy/control updates; regulator communication
	CISO / DPO
	Within 10 days


For personal data breaches the DPO will ensure that any required notification to the ICO under UK GDPR Article 33 (where relevant) is carried out within 72 hours. Any necessary notification to affected individuals under Article 34 will also be carried out as appropriate. All breaches and resulting actions will be documented and stored securely on a secure, tamper-evident case management system for future reference in any investigations.
6. [bookmark: _Toc228443722]Monitoring and Training
6.1 [bookmark: _Toc228443723] Continuous Monitoring Strategy
New employees to be inducted into the security procedures and processes as new employees, within the first week of employment. The new mandatory security induction programme will inform employees of the HPA security policies and procedures and the appropriate use of HPA’s equipment and systems. It will also provide information on the UK GDPR legislation and the potential impact of a data breach, as well as details on recognising and reporting potential phishing emails and other social engineering attempts. Employees will also learn how to securely manage patient data in a hybrid environment. Completion of the programme will be captured through the organisations Learning Management System (LMS) and is a mandatory process for all employees.
6.2 [bookmark: _Toc228443725]Role-Based Training
HPA security training options recognise that different areas of HPA face different risks and have different responsibilities. We therefore offer a range of training options to suit everyone's needs.
•	Non-technical staff (managers, sales, marketing etc.): Annual training on simulated phishing campaigns, general data protection concepts, proper sharing of information with others, and other information security related topics.
• Clinical/data analysts- training on data handling under UK GDPR legislation, appropriate use of tools for data analysis, identifying any unusual system behaviour and associated reporting requirements.
•	Senior management and board members – Annual executive briefings on governance obligations, the latest regulatory developments, reputational risk and strategic security investment decisions explained in straightforward language.
7. [bookmark: _Toc228443727]Conclusion
Although HealthPlus Analytics has had some bad luck recently, it is not something that should be dealt with in a luck-based manner. In addition to addressing the ransomware incident with all due haste, a multi-layered, defence-in-depth approach needs to be implemented to protect the organisation through a combination of technical, governance, social and organisational (people) means. The following strategic recommendations outline the overarching approach to support a comprehensive cybersecurity strategy for HealthPlus Analytics.
•	Zero Trust Architecture and phishing resistant MFA to prevent credential-based attacks and contain the spread of attackers within the network.
•	The installation and deployment of an enterprise grade SIEM solution incorporating UEBA capabilities to provide HPA with enhanced behavioural visibility across their on-premises, cloud and legacy environments to underpin ongoing monitoring activities undertaken by the HPA Security team.
•	Ensure that both data-at-rest and data-in-transit are encrypted and all patients’ data is secured in line with UK GDPR Article 32 and NHS Digital’s Security Processing Transparency Publication (DSPT).
•	Establish, and test, incident response and business continuity processes to mitigate impact and comply with notification requirements.
•	Treat employees with role-specific training to combat security threats that are perpetuated through human error.

Cybersecurity should be seen in positive terms as an investment to allow business to thrive, rather than a cost. 
8. Presentation
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