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Introduction 
 
The Computer Forensics investigation is a methodological approach of preparing for an 
investigation, collecting and analyzing digital evidence.  It is also managing the case from the 
reporting of the crime till the case’s conclusion.  The process takes place in a computer 
forensic lab. 
 
Computer forensics plays a vital role in the investigation and prosecution of cyber criminals. 
The process includes acquisition, inspection, and reporting of information stored across 
computers and networks related to a civil or criminal incident. Forensic investigators are 
trained professionals who can extract, analyze, report, and investigate cases that involve 
technology as the source or the victim of a crime.  
 
As a computer forensics investigator, it is important to have knowledge of the process 
involved during a forensics investigation, such as collecting digital evidence, building a 
computer forensics lab, recovering the deleted data, etc. 
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Task 1: 
• Sign in www.tryhackme.com 
• Go to Hacktivities select free only from the show pop down list  walkthrough from 

the Type pop down list. 
• Select Forensics and attempt a lab of your choice. Each week try to complete a 

different one.  
 
 
Task 2: Forensics Investigation of Dropbox 
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Lab Tasks 

1. Before beginning this lab, log in to windows 10 virtual machine and install WhatChanged, 
Disk Pulse, Directory Monitor, RAM Capturer, HxD, and WebBrowserPass View tools from 
the location:  https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  
 

2. The regshot tools allows you to compare the amount of registry entries that have been 
changed during an installation or a change in your system settings. So, we shall install Dropbox 
client on the machine. 
 

3. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  for Regshot tool and double click 
Regshot-x64-ANSI.exe to launce the application. 
 

Note: If an Open File – Security warning pop-up appears, click Run.  If a User Account Control pop-
up appears, click Yes. 

 

 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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6. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  for WhatChanges Portable, and 
double-click WhatChangedPortable.exe to launch the application. 

 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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9. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  for Disk Pulse, double 
diskpulse_setup_v8.7.26.exe 

 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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13. The investigator should observe the changes and application makes to the directories in the 
local system folder. 
14. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  for Directory Monitor, double-click 

 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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19. To install the Dropbox on the system, navigate to the location:  https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  for Dropbox Installer double-click 
DropboxInstaller.exe and follow the wizard driven steps. Once you complete the installation 
process, sign into the Dropbox account. 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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 Executable (WhatChanged Portable), i.e. at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  
 

 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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36. Launch the RAM Capturer tool from the location https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  
  

 
 

 
 
39. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  for Hex Editor (HxD) and double click 
the setup.exe file to run the HxD tool.  

 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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Task 3: Investigation of Google Drive 
 

 
 Tools such as WhatChanged, Disk Pulse, RAM Capturer, HxD Editor, WebBrowserView DB 

Browser tools are location at:  https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308  

Lab Tasks 

1. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308 and Install the tools 
WhatChanged, Disk Pulse, RAM Capturer, HxD Editor, WebBrowserView DB Browser 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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8. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308 for Google Drive Client, double-
click 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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44. Now run the RAM Capturer tool. To run the tool, navigate to the location: 
https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308 for RAM Capturer and  

 
RAM Capturer folder located at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308 to desktop and try running the 
tool. 

 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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47. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308 for RAM Capturer folder, select 
the captured RAM data file, and click open. 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
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52. Run the WebBrowserPassView tool from https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308 to view the passwords when a 
user accesses the Google Drive account through a browser. 

 
 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EvUyFob-Qy9EqUxZzPha7dsBa2gnZvPs0qv1qgPPWOiezg?e=2vg308


Security Analysis, Techniques and procedures ACCA7030 
 
 

54                                    Module Leader: Dr Carlene Campbell 
 
 

 
 

 
 

 



Security Analysis, Techniques and procedures ACCA7030 
 
 

55                                    Module Leader: Dr Carlene Campbell 
 
 

 
 

 
 



Security Analysis, Techniques and procedures ACCA7030 
 
 

56                                    Module Leader: Dr Carlene Campbell 
 
 

 

 
 



Security Analysis, Techniques and procedures ACCA7030 
 
 

57                                    Module Leader: Dr Carlene Campbell 
 
 

 
 

 
 
 
 
 

 
 


	Lab 8a
	Introduction
	The Computer Forensics investigation is a methodological approach of preparing for an investigation, collecting and analyzing digital evidence.  It is also managing the case from the reporting of the crime till the case’s conclusion.  The process take...
	Computer forensics plays a vital role in the investigation and prosecution of cyber criminals. The process includes acquisition, inspection, and reporting of information stored across computers and networks related to a civil or criminal incident. For...

