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Introduction

The Computer Forensics investigation is a methodological approach of preparing for an
investigation, collecting and analyzing digital evidence. It is also managing the case from the
reporting of the crime till the case’s conclusion. The process takes place in a computer
forensic lab.

Computer forensics plays a vital role in the investigation and prosecution of cyber criminals.
The process includes acquisition, inspection, and reporting of information stored across
computers and networks related to a civil or criminal incident. Forensic investigators are
trained professionals who can extract, analyze, report, and investigate cases that involve
technology as the source or the victim of a crime.

As a computer forensics investigator, it is important to have knowledge of the process
involved during a forensics investigation, such as collecting digital evidence, building a
computer forensics lab, recovering the deleted data, etc.
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Task 1:

e Sign in www.tryhackme.com

e Go to Hacktivities >select free only from the show pop down list > walkthrough from
the Type pop down list.

e Select Forensics and attempt a lab of your choice. Each week try to complete a
different one.

Task 2: Forensics Investigation of Dropbox

Dropbox: offers a variety of access gpfions such as desketop client, mobile application,
and through a web browser. Every option leaves fraces of Dropbox access that you

IR Vecoler.

Lab Scenario

Forensics investgaton of Dropbox will include the process of knowing whether the
user had used a client or browser to access the Dropbox account. This lab will help
in understanding the changes Dropbox makes in a system when a user tries t©
access through all the possible sources.

If the perpetrator has uninstalled the Dropbox client from the system, vou
should be able to gather dara about the usage of the cloud storage service.
During the process of uninstalling a client or application, the system would only
delete some files such as config and rerain the remaining ones. This lab will help
vou understand which files the system would delete and rerain.

Lab Objectives

This lab will help vou understand how to perform system scanning to find the
files, folders, regisery, and other resources modified when someone tries to access a
Dropbox account. This knowledge will help vou trace and gather all the possible
evidences of an amack on Dropbox and invesdgate further.

Lab Environment

To carry out the lab, vou need:
* A computer running Windows 10.
*  Admin Rights to run the tools.

* Tools including Regshot, WhatChanged, Disk Pulse, RAM Caprurer, HxD

and WebBrowserPassView.
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Overview of Dropbox Investigation

The process includes searching of system files, registries, history, and cache folders
m find the races of Dropbox and use them as evidence to proceed.

Lab Tasks

1. Before beginning this lab, log in to windows 10 virtual machine and install WhatChanged,
Disk Pulse, Directory Monitor, RAM Capturer, HxD, and WebBrowserPass View tools from
the location: https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0gvlggPPWOiezg?e=2vg308

2. The regshot tools allows you to compare the amount of registry entries that have been
changed during an installation or a change in your system settings. So, we shall install Dropbox
client on the machine.

3. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene_campbell uwtsd ac _uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0gvlggPPWO0Oiezg?e=2vg308 for Regshot tool and double click
Regshot-x64-ANSl.exe to launce the application.

Note: If an Open File — Security warning pop-up appears, click Run. If a User Account Control pop-
up appears, click Yes.

4. To capture the snapshot of the system, click the 1st shot button and
select the Shot option from the drop-down list.

Regshot 1.9.0 x64 ANSI - x

Compare logs save as: % e
@®Plain T O HTML document I S;lut

Shot and Save..
[ ]5can dir1[;dir2;dir3;. .. ;dir nn]:

Load...
C:\Windows e
Output path: Quit
| dmin\AppData'Local {Temp) | T =
Add comment into the log:

| — d
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After raking the snapshor, investigator needs to find the files that
change when an user insrtalls a cloud application.

A
6. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0gvlggPPWO0Oiezg?e=2vg308 for WhatChanges Portable, and
double-click WhatChangedPortable.exe to launch the application.

WhatChanged GUI appears; check the Scan Registry and LOCAL

MACHINE oprions from Scan Items.

7. (lick the Step #1: Get Baseline State hutton.

WhatChanged 1.07 —

Scan ltems
(] Scan Files: C:D:
[FAScan Registry] [ CLASSES ROOT
[ LOCTAL MACHINE]
[JCURRENT USER
[JUSERS

STEP #1: SNAPSHOT
Step #1: Get Baseline State [y

STEP #2. COMPARE
Step #2: Find what changed since Step #1

[JCopy file changes to new folder | cleantemp files
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8. The tool will also generate a notepad file with the name
WhatChanged_Snapshot1_Registry HKLM in same folder as the
location of the execurable. The notepad conrains all the local machine
addresses.

WhatChanged_Snapshet1_Registry_HKLM - Notepad - O X

ile  Edit Format  View Help
KEY_LOCAL_MACHINE\BCDeaasaaas

KEY_LOCAL_MACHINE\HARDWARE\ACPI'\DSDT

KEY_LOCAL_MACHINE“HARDWARE ZVACPINDSDT WWBOX

KE‘I’ LOCAL I"-'IACH INE\HARDWARENACPINDSDTA\VEOX__\VBOXBIOS

KEY _LOCAL_MACHIME\HARDWARE\ACPI\DSDT\VBOX__ \VBOXBIOS'@8808802
KEY_LOCAL_MACHINE\HARDWARE\ACPINDSDTAWWEOX_ \WBOXBIOS\00088002\00000000=D50TN!
KEY_LOCAL_MACHINE\HARDWAREMWACPINFACS
KEY_LOCAL_MACHINE\HARDWAREMACPI'FACS\B0000008=FACSE
EY_LOCAL_MACHINE\HARDWARENACPTN\FADT
KEY_LOCAL_MACHINE‘\HARDWARENACPINFADTA\VBOX
KEY_LOCAL_MACHINE\HARDWARE\ACPI\FADT\VBOX_ \VBOXFACP
KEY_LOCAL_MACHINE\HARDWAREM\ACPI'FADT\VEOX__ \VBOXFACP\@8280001
KEY_LOCAL_MACHINE‘\HARDWAREMNACPINFADTA\VBOX__ \VBOXFACP\BBe00001\peasenda=FACPA
KEY_LOCAL_MACHINE\HARDWARE\ACPI'RSDT

KEY_LOCAL_MACHINE\HARDWARENACPINRSDT \VBOJ(J_
KEY_LOCAL_MACHINE\HARDWARE\ACPINRSOTAWEBOX__\WBOXXSDT
KEY_LOCAL_MACHIMNE\HARDWAREM\ACPIN\RSDT\VBOX__ \VBOXXSDT\@8e08801
KEY_LOCAL_MACHINE\HARDWAREMNACPINRSDTA\VBOX__\WBOXXSDT\ 00200201 \02000000=X50T<
KEY_LOCAL_MACHINE\HARDWARENACPINSSDT
KEY_LOCAL_MACHINE\HARDWAREMNACPINSSDTWWEOX
KEY_LOCAL_MACHINE\HARDWAREMACPINSSDTWWVEOX__\WBOXCPUT
KEY_LOCAL_MACHINE\HARDWAREMACPINSSDTHWWVEOX__ \WBOXCPUT\BB2B8002
KEY_LOCAL_MACHINE\HARDWARE\ACPI\SSDT\VBOX_ \WBOXCPUT \BARBARA2\ARARRARE=55DTI]
KEY_LOCAL_MACHINE‘\HARDWARE\DESCRIPTION
KEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION'System

KEY_ LOCAL _MACHINE Y HARDWARE\DESCRIPTION \SystemiComponent Informations=

KE‘I’ LOCAL I"-'IACHIHE \HARDWAREYDESCRIPTIONSystem) Identifier=AT/AT COMPATIBLE
KEY _LOCAL_MACHINEA\HARDWARE\DESCRIPTION'System\Configuration Data=iHiinmriiy
KEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\SystemBiosDate=86/23/99
KEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\BootArchitecture=3

=

9. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qvlggPPWOiezg?e=2vg308 for Disk Pulse, double

diskpulse_setup v8.7.26.exe
and follow the wizard driven installation steps to install the application.

At the final step of installation, ensure that both the options Run Disk
Pulse 8.7.26 and Add Disk Pulse Desktop lcon are checked and click

Finish.

1(). Disk Pulse GUI appears, click the Monitor icon from the toolbar.

Disk Pulse - Default Profile = O >

File Command Tools Help

EODOBBEe&EHBEO

Continue  Pause o Reset Cave Database Charis Rate layouts  Oplions Help

Profiles El Date Time Operation Size Chamer Mame
Default Prefile
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11. The ool will display a window to add folders that vou need to monirtor.
The tool adds €2\ folder by default. Click the Add burron to add new
folders.

12. dick start butron to initiate monitoring of the €1 folder.

& Default Profile 7 x

[0 Drrectories ™M Monitor [ Events % Rules (%) Exdude [2] Advanced

Monitor Directories
B CA @
Add
Del
[] Always Show Profile Dialog Before Start L start Cancel

13. The investigator should observe the changes and application makes to the directories in the

local system folder.

14. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene_campbell uwtsd ac uk/EvUyFob-

Qy9EqUxZzPha7dsBa2gnZvPsOqvlaggPPWOiezg?e=2vg308 for Directory Monitor, double-click
Tracking Tools\Directory Monitor, double-click
DirectoryMonitor2_21061_Setup.exe and follow the wizard driven
installation steps to install the application. It takes some time for the
installation to complete. At the final step of installation, check Launch
Directory Monitor option and click Finish.

15. Directory Monitor GUIL appears, click the Add button to add the
directory vou need to monitor.

Subdirectones Properies Detect Users Snapshols | Include Patterns | Exclude Patlerns | Types | Deseriplicn
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16. (ick the EMipsis (...) button to add the directories you need to moniror.

Add Mew Directory

Main  Tedt log FExecute Sounds Emaier Database Growl Syslog
Directory

Directory: |

lUsemame:
Password:

Description:

Everts:  [4] New Files [#] Modffications  [+] Deletions [/] Renames File Access

Options: Monitor events of subdirectories
B Monitor changes to attributes and security settings

process information that made the change "

s | Try detemine changes while drectory was offiine using snapshots every |10

Types: {®) Directories and Fles () Flesonly () Directories only

17. Navigare to location of the folder, select the folder, and click the Select

Folder hutton.

Select Folder

« - 1 s This PC v 0 Search This PC

Organize -

B ThisPC > Folders (6)

I Desktop v Devices and drives (4)
[ Document . LocalDisk(C)
; Download L
_ Wy 2,54 GEB free of 17.9 GB
J‘i Music
T LOCAL DISK (D)
|&=| Pictures i
B Videos Wy 7,50 GB free of 7.77 GB
%s Local Disk INew Volume (E:)
an LOCAL D= Wye® 300 GB free of 3.04 GB

- New Volur

b Network % CD Drive (F:)

Folder: | Local Disk {C:)

Select Folder k

Cancel
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18. Select the required Events, Options,

and Types from the Options

section, and click the Save burton. The tool will start recording all the
activities from the selected folder and present them in the log activity in

the form of Text Log, Grid Log, and Activity Log.

Add Mew Directory

Main  Text log Execute Sounds Emailer Database

Directory

Growl  Syslog

Directory: A

Usemame :
Password :

Description:

Options

Events:
Options:

[~] New Files [»] Modfications [»] Deletions
[~] Monitor everts of subdirectories
1 Monitor changes to attributes and security settings

Types:

(®) Directories and Fles () Flesonly () Directories only

k7] Renames

Fitters
Exclude pattems

Include pattems

19. To install the Dropbox on the system, navigate to the location:

my.sharepoint.com/:f:/g/personal/carlene campb

https:
ell uwtsd ac uk/EvUyFob-

Qy9EqUxZzPha7dsBa2gnZvPsOgvlggPPWOQiezg?e=

2vg308 for Dropbox Installer double-click

DropboxInstaller.exe and follow the wizard driven steps. Once you complete the installation

process, sign into the Dropbox account.

Module Leader: Dr Carlene Campbell
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20. Now go to the already running Disk Pulse tool and pause the recording
by clicking on the Pause burton.

Help

S @|oBo 8 B
Stop Reset

i
Save Database

onitor = Continue | Pause

Profiles Date Time Operation

4 Default Profile 19-May-2016  17:40:15 Modified
19-May-2016  17:40:15 Deleted
19-May-2016  17:40:15 Modified
19-May-2016 174016 Deleted
19-May-2016  17:40:16 Madified
19-May-2016 174016 Deleted
19-May-2016 174016 Maedified
19-May-2016 174017 Deleted

) PO0OTOT

21. Selecrt all the changes Disk Pulse has noted, right click the results, and
click Copy Changes To Clipboard oprion.

L&) Open File With ...
COpen Location in Explorer ...

Exclude Changes By Location ...
Exclude Changes By Extension ...

Properties ...
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22. Copy the changes to a text file for easy analysis. The tool provides
derails of all the folders modified during installation, thus giving a list of
addresses to check for traces of Dropbox.

e Edit Formst Veew Help
17:37:22 Created B Bytes Administrators C:%Program Files (x86)%Dropbox\Clientfaulthandler, pyd
17:37:22 Modified @ Bytes Administrators C:%WProgram Files (x36)\Dropbox\Client
17:37:22 Modified 18.95 KB Administraters C:\Program Files (x86)\Dropbeoc\Client)faulth.
17:37:23 Creatad 8 Bytes Administrators C:\Program Files {x86)%Drepbox\Client)icudt55.d11
17:37:23 Modified @ Bytes Adninistrators C:%WProgram Files (x86)\Dropboxi(lient
17:37:23 Modified 24.72 MB Administrators C:'\Program Files (xSE\)\Drupbnx\Client\icudtS
17:37:23 Created B Bytes Administrators C:\Program Files %86 )\ Dreabax\Client icudtl. dat
17:37:23 Modified @ Bytes Administrators s\Progran Files (x86)\Dropbox\Client
17:37:23 Modified .97 ME Administrators s\Progran Files (x86)\Dropbex\Client) icudtl. dat
1737123 Created B Bytes Mdministrators C:o\Program Files {x88)%\Dropbox’\Client)icuin55.d11
17:37:23 Modified @ Bytes Administrators CihFrogram Files (x86)\Dropboxi(lient
17:37:23 Modified 1.68 ME ddeinistrators CryProgram Files {(x86)\Dropboxd(lient'\dlcuin55.dll
17:37:23 Created B Bytes Mdministrators C:'Program Flles (xB5)%\Dropbox’Llienti\dlcuwcSs,dll
17:37:23 Hodified @ Bytes Adeinistrators C:%Program Filles (x86)\DropboxiClient
17:37:23 Modified 1.11 ME Administrators C:WProgram Files (x86)\DropboxiClientiicuuc5s.dll
17:37:23 Creatad B Bytes Mdministrators C:'Program Files (x86)%\Dropbox’\Clisnt’\jpagtran. pyd
17:37:23 Modified @ Bytes Adninistrators C:h\Program Files (x86)\Dropboxh\Client
17:37:23 HModified 33495 K8 Administrators C:\Program Files (x86)%\Dropboxi\Clicnt\jpegtr
17:37:24 Created @ Bytes Administrators C:'\Program Files {x86)%Drepbox\Client)1ibEGL.d11
17:37:24 Modified @ Bytes Administrators C:\Program Files (x8&)DropboxiClient
17:37:24 Modified 17.45 KB Administrators C:\Program Files (xSE}\Drupbmﬁ\Cliznt\libEﬁL
17:37:25 Created B Bytes Administrators C:'Program Files {x86)'Dropbox\Client\libGLESvZ.d1l
17:37:25 Modified @ Bytes Administraters [Ci\Program Files (x38]7\DropboxiClient
17:37:25 Modified 1.5 ME Administrators |C:hProgram Files 5xSE-J}Dmgbnx!c1:LenL311bELES\-2.d1LI
17:37:26 Created B Bytes Administrators C:'Program Files (xB86)%\Dropbox’\(lient'librsync.dll
17:37:26 Hodified @ Bytes Adeinistrators CiWProgrem Files (x:86)\DropboxiClient
17:27:26 Hodified 35.45 KB Administeators Co\Program Files (x86)%\Dropbocc\Client\librsyw
17:37:26 Created @ Bytes Administrators C:'\Program Files (:B86)%\DropboxiClient\libersyncf#i.compiled,
17:37:26 Hodified @ Bytes Admindstrators C:\Progrsm Files (x36)\Dropboxi(Client
17:37:26 Hodified 23.82 KB Administrators C:\Program Files (x86)%\Draopbox\Client’librsy
17:37:26 Creatad @ Bytes Administrators C:%Program Files (x86)%Dropboxi\Cliant'wmapfile.pyd
17:37:26 Hodified @ Bytes Adninistrators C:A\Program Files (»86)\Dropboxi(Client
17:37:26 HModified 10,45 KB Administrators C:\Program Files (x86)'\Dropbox\Client\mmapfi
17:37:26 Created B Bytes Administrators C:\Program Files {(x86)%Dropboxi\Client'mswepldd.dll
17:37:26 Modified B Bytes Administrators CiWProgram Files (x38)\DropboxiClient
17:37:26 HModified 444 .66 ¥3 Administrators Ci\Progrem Files (x86)'\Dropbox\Client\mevepl:

23. Run the Regshot tool. Click the 2nd shot button to caprure the second
snapshot of the system.

Regshot 1.9.0 x64 ANSI

Compare logs save as:
(@ Plain TXT () HTML document

[ scan dir 1[:dir 2;dir 3;. .. ;dir nn]:

Cr\Windows

Output path:
C:\Users\ECCOUN ~1\4ppD

Add comment into the log:
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24, Now click the Compare button.

g Regshot 1.9.0 x64 ANSI

Compare logs save as:
(@) Plain TXT () HTML document

(] Scan dir 1[;dir 2:dir 3;..... ;dir nn):

C:\Windows

Output path:
C:\Wsers\ECCOUMN ~1\AppD

Add comment into the log:

25. Regshot tool creates a result notepad file that consists of all the changes
made to system files.

~res-wfd - Netepad
Edit Format View Help

KLMYSOFTWARE W Classes\*\shellex\ContextMenuHandlers\DropboxExt
KLM\SOFTWARE\Classes\AppIDYyDropboxUpdate. exe

KLMYSOFTWARE \C1lasses \CLSID\{005A3A96-BACS-4BRA-94EA-COCE1BAEATIR]}
KLMYSOFTWARE\Classes\CLSIDY {@@5A3A96-BACA -4BBA-94EA-CRCE1IBREATIE [\ LocalServer32
KLM\SOFTWARE Y Classes\CLSIDY {@@5A3A96-BACA - 4BBA-94EA-CBCE1IBREAT 36 1\ ProgID

KLM\SOF THARE\Classes\CLSIDY {0@5A3A96-BACA-4BRA-94EA-CRCELBREAT 36\ Typelib
KLMYSOFTWARE\Classes\CLSIDN{8B5A3A96-BACA -1BBA-94EA-

BCE1@BEATI6} \WersionIndependentProgID
KLM\SOFTWARE\Classes\CLSIDV{E31EAT27-12ED-4782-820C -4B6445F2BE1A}
KLMYSOFTWARE\Classes\CLSIDV{E31EAT27-12ED-4702-820C-4B6445F28E1A 1\ InProcServer32
KLMYSOFTWARE\Classes\CLSIDN{E31EAT27-12ED-4782-820C -4B6445F28E1A}\ShellFolder
KLM\SOFTWARE W Classes\CLSIDY{E31EAT27-12ED-4782-828( -4B6445F2BE1B }
KLM\SOFTWARE\Classes\CLSID\{E31EA727-12ED-4702-820C-4B6445F28E1B\InProcServer32
KLMYSOFTWARE\Classes\CLSIDN{E3L1EAT27-12ED-4702-828C -4B6445F28E1E}\ShellFolder
KLM\SOF TWARE\Classes\CLSID\{ECD9T7DES-3C8F -4ACB-AEEE-CCABTEFTT11C}
KLMYSOFTWAREYClasses\CLSIDY{ECDO7DES-3CBF-4ACB-AEEE-CCABTBFTT11C I\ InprocServer32
KLM\SOFTWARE\Classes\CLSIDV{ECD9TDES-3C8F -4ACB-AEEE-CCABTBF7711C}\Programmable
KLM\SOFTWARE \C1lasses\CLSID\{FB314ED9-A251-4787-93E1-CDDB2E34AFEB}
KLM\SOFTWARE\Classes\CLSIDY {FB314ED9-A251-47B7-93E1-CODB2E34AFEB I\ InprocServer32
KLM\SOFTWARE\Classes\CLSID\{FB314ED9-A251-4787-93E1-CDDB2E3I4AFBE}\Programmable
KLM\SOFTWAREClasses\CLSIDY {FBI14EDA-A251-47B7-93E1-CODB2EILAFEB}

KLM\SOF TWARE\Classes\CLSIDV{FB314EDA-A251-4787-93E1-CDDB2E34AF8E I\ InprocServer32
KLM\SOFTWAREYClasses\CLSIDY{FBI14EDA-A251-478B7-93E1-CDDB2E34AF8E } \Programmable
KLM\SOFTWARE\Classes\CLSID\{FB314EDB-A251-4787-93E1-CODE2E34AFEB}

KLMY\SOFTWARE \Classes\CLSID\{FB314EDE-A251-4787-93E1-CODB2E34AFSB P\ InprocServer32
KLM\SOFTWARE\Classes\CLSIDY {FB314EDE-A251-47B7-93E1-CDDE2E34AFEB }\Programmable
KLMYSOFTWARE\Classes\CLSID\{FB314EDC-A251-4787-93E1-CDDB2E34AFEB}

KLMYSOF TWARE\Classes\CLSIDY{FB314EDC-A251-4787 -93E1 -CODB2EI4AFEE } \InprocServer32
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26. Go to the WhatChanged rool, click Step #2: Find what changed since
Step #1 burtton to rake the snapshort of the system.
Whatthanged 1.07
Scan tems
[[] Scan Files: C: O

[#] Scan Registry:  [_|CLASSES ROOT
] LOCAL MACHINE
[CJCURRENT USER
[JUSERS

STEP #1: SNAPSHOT
Step #1: Get Baseline State

STEP #2: COMPARE
I Step #2: Find what changed since Step #1 [}I

[JCopyfile changes to new folder | clean temp files

27. The WhatChanged tool will start taking another snapshot of the LOCAL
MACHINE, while comparing it to the first snapshot. The tool also
displays the number of changes made after the first snapshot.

B [

| [JcLAsSES ROOT
7] LOCAL MACHINE
[CJCURRENT USER
[CJUSERS

STEF #1: SNAPSHOT

Step #1: (Get Baseline State

STEP #2: COMPARE
Step #2: Find what changed since Step #1

[[] Copy fila changes to new folder ~ clean temp files

Scanned: 105677
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001"\Senvices  RasPpp:

Found 71 new/modified keys fisted in the output log)
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28. After scanning the selected folder, the tool prompts a dialog box
displaving the number of changes it observed across the selected
system.

29. (lick the 0K button.

[ 5ean Files: C:D

[ Scan Registry: [ ] CLASSES ROOT
[~] LOCAL MACHINE

WhatChanged x

Found 77 new registry entries, listed in
"WhatChanged_Snapshotl_Registry_HKCU.TXT"

[ICopy file changes to new folder | clean temp files

[Scanned: 181359
| HKEY_LOCAL_MACHINENSYSTEM\CumentControl Set'\Software' Class
Found 77 new/modfied keys fisted in the output log)

30. WhatChanged tool will also create a notepad file with details of the
modified LOCAL MACHINE data and store it in the locaton of its

Executable (WhatChanged Portable), i.e. at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qvlggPPWOiezg?e=2vg308

31. The notepad consists details of changes made to the LOCAL MACHINE
along with address and the tvpe of action involved.
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32. Here, you can observe that most of the changes are as part of

installation of Dropbox onto the system. The folders and addresses
reflected in the notepad store traces of information that could help in

the investigation of the case.

KEY_LOCAL_MACHINEN\SOFTWARE\Microsofrilindows\CurrentVersion\Extensions\Approved' {FEI14EDF-A251-4767-93E1

CODB2ZE3MAFEE F=DropboxExt

KEY_LOCAL_MACHINENSOFTWARE\Microsoft\Windows\CurrentVersionhExtensions\Approved' {FE314EEQ-A251-4787-93E1

CDDB2E344F85 | =DropboxExt

KEY_LOCAL_MACHINE\SOFTWARE \MicrosoftiWindows\CurrentVersion\Run\Dropbox="C:\Program Files {xB&)‘\Dropbox

Client\Dropbox.exe™ [systesstartup

KEY_LOCAL_MACHINEASOFTWARE\Microsoft\Windows\CurrentVersiontUninstall\Dropbox
KEY_LOCAL_MACHINENSOFTWARE\Microsoft\Windows\CurrentVersioniUninstall\DropboxiUninstallString="C:\Program
iles (x86)\DropboxiClient\DropboxUninstaller.exe” ;fInstallType:MACHINE
KEY_LOCAL_MACHINEASOFTWARE\Microsoft\Windows \CurrentVersiontUninstall\DropboxiInstalllocation=C:\Program

iles (x86)\Dropboxi\Client

KEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersiontUninstall\DropboxDisplayllame=Dropbox
KEY_LOCAL_MACHINE\SOFTWARE\Microsofti\Windows \CurrentVersion\Uninstall\Dropbox'\Publisher=Dropbox, Inc.
KEY LOCAL MACHTHESOFTWARE\Microsofti\Windows\CurrentVersion\Uninstall\Dropboxh\DisplayIlcon=C: Y\Program

iles (x86)\Dropbox\Client\Dropbox.exe,B

KEY_LOCAL_MACHINE\SOFTWARE \Microsofti\Windows\CurrentVersion\Uninstall\Dropbox\DisplayWersion=3.20.1
KEY_LOCAL_MACHINEASOFTWARE\Microsoft\Windows\CurrentVersioniUninstall\Dropbox

URLInfodbout=https: /www. dropbox. com

KEY_LOCAL_MACHINE)\SOFTWARE\Microsoft\Windows\CurrentVersioniUninstall\Dropbox

Helplink=https:, fwww.dropbox.com

KEY _LOCAL_MACHINEASOFTWARE\Microsofti\Windows \CurrentVersiontUninstall\DropboxiNoModify=1
KEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersioniUninstall\DropboxiNoRepair=1
KEY_LOCAL_MACHINENSOFTWARE\Microsofti\Windows NT\CurrentVersion\Profilelist\5-1-5-21-1297639565-

553305915-3262420064 - 1201 \Reflount=5

KEY LOCAL_MACHINEASOFTWARE\Classes\*\shellex\ContextMenulandlers\DropboxExt

KEY LOCAL_MACHINEASOFTWARE\Classes'\Directory\backgroundishellex\ContextMenuHandlers\DropboxExt
KEY LOCAL_MACHTHE\SOFTWARE'Classes\Directory'shellex'\ContextMenuHandlers'DropboxExt
KEY_LOCAL_MACHINE\SOFTWARE\Classes\Directory\shellex\CopyHookHandlers\DropboxCopytook

KEY_LOCAL_MACHINE)\SOFTWARE\Classes\Dropbox. AutoplayEventHandler\CLSID

KEY_LOCAL_MACHINENSOFTWARE\Classes\Dropbox. AutoplayEventHandler\ Curtfer

KEY_LOCAL_MACHINENSOFTWARE\Classes\Dropbox,AutoplayEventHandler. 4

KEY LOCAL MACHINE\SOFTWARE\Classes'\Dropbox.AutoplayEventHandler. 4\CLSID

KEY_LOCAL_MACHINEASOFTWARE W Classes'\Inkfile'shellex\ContextMenuHandlers\DropboxExt
KEY_LOCAL_MACHINEASYSTEM\ControlSet@dl\Contral \MUI\StringlacheSettings\Stringlachebeneration=266
KEY_LOCAL M.&CHIME\SYSTEM\CuntrolSEtE)Bl\Serv:ces\Shared.&ccess\Epoch\Epuch =1244

dAc t F

33. Open the already running Directory Monitor program and pause the

scan. Right click a process and select Pause option from the list.

Subdirectories Properties  Detect Users Snapshots

Bl

Lo e B

Pause h.

Edit

Remaove

Duplicate ;Qata- ooalnIe-m {D385E-1D3—A5FE-40(:A—3?45—E1523350835?2} png
sl ocaliMisresaflWindeows\AetionCenterCache {CBEC1817-7BA4-4AC
Open pOatall ccal Temp{?BBAS0R 1-E6CF-4384-8C4B-D43D00EFENDD}.png

Mow (B1R2016 12-13.DD FMJ- gty Copy kil ocallMicrosoftWindows\ActionCenterCache(F3B22EC3-EFB2-4 10

MNew (5182016 12:18:04 PM): { ———8 | ) {FB8545A56-CCF3-4808-8373-C7E2EBFF92CE).png
Mew (5122016 12:18:04 PM): C© ' Refresh tall ocallMicrosoffWindows\WchonCenterCachel{1081C756-0A0E-4 2

Mew (5153/2016 12:13.08 PM): C

ailocal Temp2AIAESE4-618F-4FOF-8348-501C60B 1A5B1}.png

Mew (5182016 121308 PM): C Impart a1l ocal\MicrosoftWindows\WictionCenterCache 701124 25-354F-44

Nr-w{SI"ISJ?DIE 12:26:20 PM): C Export ! N\Temy 4232 1 53?0—9952—4053—8842—5001E050232D} png

G20 PM:
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34. The tool will display all the actions that have contributed to changes in
the system. On observing closely, you can see that the Dropbox
has added wvarious new directories and folders to

installation process

various system files.

Ewvents: Subdirecioeies Propeties DetectUsers Snapshots  Include Patterrs | Exclude Famems  Types Diescription

Mew Files: L]

] n

i} Directon

0 nal"ﬁrﬂf‘ A uul"h-‘nu-mh‘nu

sion emucmasmua?mmswmmrﬂﬁappng

4DF2F92D6-?5&54D6|3I]F6-ED:45&1D

M ETLpng
A TOFCOEE-AB]5-4 CA2-ABEF-CAITISEIRAAT L png

eow (BIB2016 10:31:04 AM: £ .U:cH'ECCD-'_Ih"u WEH:..M:I'TMD‘.'!!EQEF?E 1E06-4 263-5218-28508797165T) ong
w (ROTER07E 1002104 AME G0 IJaha'mﬁ.naPmml.am M:\Ph'n:mmr".‘\numm'.umn( i Cacte | DRACF &I B. E1M6¢4$M4ME2E053?}M

e (S1B2076 10:21.08 AML C
e (B1S2018 10:21:08 AM]: C:0
ew (51812076 10:21:12 AM]: £

[Tern 4C256E41F 12FD-'|2FJI-955E|-04EW8E553

4112!645DWCA4EFD-UGE-E'IJF4FHE§59NDHB
B 2274 30-A045-4360-A020-3005 1 EBAAFIT) prg

ew (BBR2016 10:21:12 AM): Cillaers' ECCOLIN ..&pp[!a-n.-ualnTemp‘.{.&E?DCDB&—ﬂBBB 4C3F-S4CE-2COANEACAZZ png

e (BRR0TE 1002116 AME T IIxma'Fl.'I'l"..lh 'I".le"n'.d nf‘al"anup'ﬂEE!Eﬁ.Fﬂ-CﬁDﬂ—ﬂE'I-\ﬂ&'i—'l'lFD:dUaEﬂFﬂ}png

CA'-!":H.ECCQ-‘.II\"'.ﬂmr‘a— Local TempGUTACES mp
[% ECCE allTemp!GELMACEE imp\Oropboal pdaie axe
.nl"Trnln'.ﬂll“Afﬁ? L] nU-oobmf.raﬂ-Hanﬂere»e

CIETEEAL-FESD-SE0-B0A8-C2ENMF 1 5FABDY. prg

e (RO TER2006 1022117 A C

ew (571852076 10:21:17 &M 1

Sew (BASR20ME 10:21:17 AME:

w (BER016 10:27:17 AME: Gl s ECCOUN" T 1Az D

erw (SE2076 1002118 AME L0
e (51812076 10:21:18 AM]: £
lu-t51‘19.'2ﬂ18 10: !1 18 AM

abe.dl

C51'|3.'2|]'|5'ID'2'I 'IS.D"MJ' i
e (57182016 10:21:18 AM]: C

Files in the Categorize By Extension section of the tool to view all the
changes the Dropbox files make to the system during configuration. All
the Dropbox files hold the .dbx extension.

Default Profile =] 13—Mw—2lllﬁ
B 18-Miy-2016
& 12-May-2016
& 10-Mey-2016
@ 13-May-2016
& 13-Maye 2016
& 10-Mey-2016
2 13-Mey-2016
0 TE-May-2016
& 13-hizy-2016
& 18-Mey-2016
& 13-My-2016
W 13-May- 2016
& 18-May-2006 125013

Madified
Modified
Dedeted
Crested
Madified
Dedeted
Crested
Madilind
Dedeted
Created
Madified
Modified
Dedeted

Starhs Value

Total Chan., 682

Excluded Fr. 0

Charge Rate 226 CH/Min
B Process T, 2Bding, 385

| SQUTE-MIURNAL Files
2] HOEXT Files
25 PMG Files
| SQUTE Files

| DAT Files

DEX-WAL Files
| [DEx Files

ThaP Files

_ LOGZ Files

eccounl
weg el
eccoungl
eccunil

eccpunl

ChUsers\eccouncilbpplstah Local.Dropbostinstance e ordig.dbs-joumal
ChlserdleccsuncilAppDsta Lo alDepbostinitino e enfig.dbx-joumal
ChLsers\ pccoundih AppData’ Local Dropoest instance 1 condig.dbs- joumal
ChUsers\eccouncilppDatahLocal Dropbostinstance 1o ondfig.dbe-joumnal
ChlsersieceauncilAppDste Local.Drepbotinstance e orfigdbs-journal
ChUsers\pocaureihAppOatahLocal Daopit nstare ' ond g dbs oaimal
ChUsers\eccouncilippDatahLocal Dropbontinstaree o onfig.dbe-joumal
ChUsers\eccouncildpplista’ Local.Diophostinstarce e ordig.dbs-journal
ChUserdipccounilAppDma Local Deepbostinstince Ticendig.dbs.joumal
ChLsers\eecounil AppOata’ Local Dropoestinstance 1 condig. dbx-jeumal
CiUsers\eccouncilApplieta’ Local Dropbestinstance 1 ondig.dbe-joumal
ChllerecoursilAppDataLoalDiephortinstarce e endig.dbx-joumal
ChUsers\secaureihappDatal Local Dropbit instance 1z ondig. dbse jouimal
CiUsers\eccourcilippData’ Local Dropbost instancecondig.dbx-jeumal

File Filter i Active

74036 KB T k-

MNETEB
43153KB
18780 ME
0 Byt

E==ian

19.894 %
L85 %%
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36. Launch the RAM Capturer tool from the location https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0Ogvl1ggPPWOQiezg?e=2vg308

37. Specify the Output folder path where vou want to store the captured
data and click the Capture! Button.

Belkasoft Lrve RAM Capturer

Select output folder path:
C:\Users\adminisrator\Desktop\RamCapturere4

Loading device driver ...
Physical Memory Page Size = 4096
Totzl Physical Memary Size = 1459 ME|

C:\Users\Adminisrator\Desktop\RamCaptureré4

Physical Memory Page Size = 4095

Total Physical Memory Size = 1439 MB

Memary dump completed. Total memory dumped = 1493 MB

Analyze memory dumps with Belkasoft Forensic Studio, Download at www. belkasaft.com

39. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qvlggPPWOiezg?e=2vg308 for Hex Editor (HxD) and double click

the setup.exe file to run the HxD tool.
Click the Open icon from the rop righr side of the menu bar.

File Edit Search View Analysis Extras Window 7

EN 15 [ ans
Lay
Open (Ctrl+0)
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40, Navigate to the location that stores captured RAM data,
C:\Users\Administrator\Desktop\RamCapturer64, sclect the file, and
cick the Open button.

= Open

Lookin: | | | RamCapturer v @F 2 Er

o~

* Mame Date medified Type
20160512 5/18/2016 1:03 PM  MEM File
Quick access Type: MEM File 131229 AM  Application

Size: 1,98 GB 131229 AM  System file
Pl Date modified: 5/18/2016 1:03 PM

Desktop

[z

Libraries

Fie name: 20160518

Fies of type: | Alfiles 7
[JOpen as read-only

41. The tool will display the hex wvalue of the caprured RAM dara. Go
through the ANSI dara it displays to find suspicious strings.

] File Edit Search View Analgis Exiris Window I

| @ irde ]| mbist o] | e

CEfser (n)

09000004 Eq = T o Sy.B37 85485y 85y B5). BUL. A3y BVp. B:&. 83y 8T 8fk.

03000040 " BMo . 8ho. 8P, 495, 8¥2, 8.6, 851, AES, 83=, Bnp, A5, 811,855, 851 88w, B
S, 835,454, 45Y 457, 85Y, 5%, 804, 85V, 454, 83F, 57 . 4584 . 85Y . 45§ . 888 8
S BS5§ .85 A5 83785857850 85, 837 ASp. 857,850 85).83( 858

09000100 3 ! 3L 8= RS 841 ASY. AT, BN AYSY. 85T, 857, 85Y. 857, A5Y. 857 . 85785y, 8

00900149 S, 857 85Y 457 05, 85, 45y . 854, 85Y, 851, 05F, 5T . 05, 05y . 851 . 05¢. 8

20000180 5 H T -5 837. 850, 855,88y 85¢ 85 850 8

09000100 2 ] L d p.855.8Fg. 857 . 800 64 Bxa. 8FG. & .a

00000207

09900240

00000280

100000200

09000300

Q0000349

0a00038d

00000300

DI000400

00000440

00000480

00000400

Q0000500

0A000840

00000580

DI000SCD o . . e

00000609 sh¥ee. | Zhde%. ;. .0, néaFR. B0R. gk, & TEF. EF..

000064 1 i UL AL e BFLE e .- Bon. b, o BEV.c AL

00000680 1 1 conaten 15V v BN, B0l B fan. BN €, .5, e, Uzalv. i, je2. 5000

DI000ESD 17 T . Ll tBa bt paedds . B, DL P8R0 £LOTCPRET 0. LB, FR..

00000700 2 d T ceeoothol..fab.. fozzek gl fl -lEl gEl w28

0I000740 7 . Eawma . loepdefiiade, §, &af, ilnvalid parcicion cabla.Errar
DI0OGTED ? loading cperating systen.Missing cperating syste LelECE N, 8
00000700 s [ T -1 A T - S - - Te
09000800 .

9000840

Da000880

42. Use the search function to search for strings such as email 1D, display
name, filecache.dbx path, Server_time, file list, deleted, etc.
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43. Press CtrI+F to initiate search option. Enter keyword, such as Dropbox,
in the Search for drop-down field and click OK burtron.

dropbmq

Text-string

Search direction
C Al

[ | Unicode string (® Forward
() Backward

44. The twol will go to a line having kevword in it. Press F3 to move
forward and search for more such strings.

DO \cllcnt\reportlnq\req‘uc:t atatus.
.f..p..v..R..BF..R. ...

45. The process will reveal locations of Dropbox files in the system,
account credentials such as username, and type of platform used to
access the account.

- ntenc-—Ty appliecat Jjavascript..Trans Encoding:
'1unked ETa /"573613be— bd."..}{—n:copb k—-Request-Id: alcd46b2éc
b5e0agf85al15 1  fe [ .-=_-n1'.—I' o] on3: nosniff. .RAccess

n'“tps:f' i dEopk

=BhweNfacSTE

—— ﬁ!.......
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47, The hex ool will also display the passwords stored by the web browsers
in their cache. To view the password, search for relevant strings such as
password, login_password, paswd, etc.

48. Here, you can see that the user has allowed Mozilla Firefox web
browser to store the password, which is available in the hex value of the
RAM capturer data.

4, 3 4.8.2.9.6 D.e.l.a.w.a.r.e...g.&
.filteredStyleSheets,0...U...... .authorStyleDisabled....
preferredStyleSheetSec.. PageStyle:S5tyleSheets..
. Dor.o. 0. I.m. ... ¥le5heets. .
=.U.5...0 «sD.r.O. OeXe LDiPaB.s

b 1.1 .0.r.n.1.8...
1 9.4.1. ...r.n.i.a....

«Tas .d. 4.3.4.
D.e,.l.a.w.a,.r.8.,.,.....U.0.....persisced,9,6...aated..
PageVisibility:Show @[E.& E.text/html. yleSheets. ...
oncommandupdate oncommandupdate
.text/html.lity:Show.....U......[htepi//mzl.la/1DlslDC ).
text/html. StyleSheecs. .. text/html.o.p.B.0. %o

about :newtab \E. ]E.https://www.dropbox.com
httpe://www.dropbox.com.U.......https://..b.0.X...tOoC..
wwwW.dropbox.com.1.a wwwW.dropbox.com.d.e...
-dropbox.com.sole Enter Reader View

[Rogezerzss] .

. passyord-notification.. . U...... .ww.drnpbox.com.led. -
|R.u.g.e.r.@.1.2.3.4]....U Remember. :5tyleSheets. .
Enter Reader View.x 4]E.&_E.http://mzl.1a/1D1s1DC. .

L.oncommand. Uer. i vas e diesea s IypeError: (%, .0.p.S..
popuphidden.o.x...r .r.n.i.a....
. .d. loadingPrincipal

JLinkiSetIcof.acecisnece i Tiuwwws. Home = DEOPHOX...ssuans
TabArcrModified.. .dicoar.U Home - DropboX..o.X...

....... Home - Dropbox.ce filteredStyleSheets....

authorStyleDisabled.s... preferredStyleSheetSet.

. .Paqutyle'StyleSheets. crrsrrsss0.=. " D.r.0.p.b.0.X...=

49. Google’s Chrome browser also stores the password in the RAM that
can be traced in the RAM caprured data.

WWW.OIOpDDOX. COM. - . .5. . :
.htops://. r‘...%..>f..Q.‘U. .www,dropbox.com....€...
hrteps://www.dropbox.com.U https://. . %M. 2. %. . >f.D. .
www.dropbox.com. .. .€. ... https://www.dropbox . com
formOrigin. .@.%. .>f.48..0U. ...nttpe: //www.dropbox . com
www.dropbox.com.8.%. . www.dropbnx.com..}!.i..
password.>»f.P...&..€...
getAppByLocalld( 0..0.. getAppByLocalld( 0 )...
Jkeypress.r.€,,..%.%,.4.%.U, ceetext/homl Hoel K. L5 FL ..
kevpress.>f.a< - -
keypress. .%.X.%. .>f.P¥..U hostname.>f. -
Jhtopse://www.dropbox.com.U. v oo formSubmitURL.X. . >f.
htops: //www.dropbox . com. U usernameField...B.%...
login email...%.. ph. . newPasswordField...€...
flogin_password..0.%. .%.U. ...ROGer@l234| .x.%..>f. pE.
oldPasswordField...€.... nsllLogininfo

.M.nsIloginInfo..¥..>f.@8"..0 nsILoq1nInfo.u..B..=...
nslloginMetalnfo..®. .¥%. .%.€.%.nsllLoginMetalInfo.>f.%..
vassesnsllogindecalnfe...€,,..0. ...na8lFactory.€....P.%. €. %

.¥%.a.%.nzlFactory.. " . %. . - nzlIFactory..88..J..€...
nsIPromptFactory..¥.a.%. .3%.@.%.nsIPromptFactory.>f.8<.

vev... nelPromptFactory...€....0. .+ n8l0bservar.h.... . %.8.%

.¥%. .%.nsICbserver.y.¥..>f..M..0 nsI0bserver..Q..R..€...
nslluthPrompt. ..p.-%. .%.2.%...%.nsIAuthPrompt.X..>f..].
nslAuthPrompt. . V.. €..4. nslAuthPromptd. .D. M. . .5

-%. " .d.nslhuchPrompl...>f. e..U.......nslhuchPrompt2..2..€...
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50. In case the passwords are not available in the hex data of the captured
RAM darta, run the WebBrowserPassView tool to find the usernames
and password of the email accounts logged in through browsers as well
as the accounts using clients to connect to the server.

51. The tool reveal details such as URL, browser, username, password, and
password strength.

B0 WebBrowserPassView

Help

Web Browser User Name Password Password Stre;

£ hitps: /v hybrid-analysis.comy’ Intermet Explorer 10,0 gmail.com
E hitps://www.dropbox.com/ Internet Explorer 100 nowhereforensics@gmail.com Ruvgueilp b Strong

52. Use the username and password credentials of the Dropbox account to
logon into it. Find the traces of files the perpetrator has deleted.

53. In the homepage of the Dropbox, click the Delete Files option from
the left pane.

"7 Upgrade yaur Basic azeount

Dropbox

Office files THT 1 min ago

review jpg 1 s age

©| Filp requests
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Events

ACCA7030

. The website will navigare to the Deleted Files page. You can see all the

deleted files here. To restore a deleted file, hover the mouse over the file
vou want to recover and click Restore burron.

. Restoration will help vou in getring the original file and help to check its

impact on the system.

"7 Upgrade your Basic account "= Roger Cutin

Deleted Files

You can restore wour recenthy deletad files below 1ws2ne

Deleted

et stanted with Dropbox. pdf
Drohax 1 min ago

Advertisement.jpg 2 mins ago
0

2 mins 3go

File requests

Deleted Files

Deleted files are stored up to 30 days. Want to start keeping them for a year?

Choose Extended Varsion History when wou upgrade to Drophbox Pro.

56. As part of the investigation, you should always tryv to find if someone
had accessed the account from a different source along with derails such
as time and locartion.

57.

To find out previous sessions or logs of the account, go to the sessions
section of Dropbox website. In the account homepage, click the
Username on the top right corner and select Settings from the

dropdown list.

Dropbox "2 Roger Cutin
! Add account phar

nowhe.. ensics@gmailcom

Office filas. T 16 mins agn

| reviedwjpe 16 mins ago

B| Filo roquesss

] Dalstad Filgs
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58. In the sertings page, click the Security tab.

ettings

Profile Account

CCOo S -:Lri:'-.g.rjg

oger Cutin Change

opbox Ba
count photc Personal email
i ™~ Add photo nowhereforensics@gmail.com
- - \
| Change email
%, '
g

59. The security tab contains Password, Session, Devices, and APPs

sections. Scroll down to Sessions section to view previous logins and
browsers used ro login.

Azcaunt Sacurity

Disablad {xlick o enabla)

At recent activity

B Chrome an Windows in the last hour

8 Edgeon Windows abaut an haur age

Firefox on Windaws

abaut 4 heurs age
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60. Seroll further o view the Devices section, which contains a list of
devices that have accessed the Dropbox account through a client.

61. In addition, it displays the applications accessing the account.

il linked these devices.

DESKTORLDUMGDE ndia in the last hour W

ps linked

naven't linked any apps.

62. Dropbox also stores the dertails about each file uploaded in the form of
versions and also allows vou to recover any of the previous versions of

a modified file.

63. In the home page, select the Files option from left side menu list, right
click the file and select Previous versions... option from the provided
list to view previous versions of the file.

Uggrada your Basic account

Drophox

Office files. TXT 45 mins ago

readma.docx 50 mans agg
- /@ Share..
| review]pg

s ago
[# open -

& Comment

2 Delate..
File requests
o Renams

| Celeted Files

[ Mave..,

Copy...

Previous ver:.ic-ns..{'j
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64. The tool will prompt vou to the Version History of <filename> page,
wherein vou can select the version of the file vou want to recover and
dick the Restore burton.

ersion history of 'readme.docx’

ropbos keeps a snagshat every time you save a file, You can preview and restare ‘readme.docy’ by thoosing ane of the versions below:

Wersion 5 [current) () Added by Roger Cutin {web | & mins azo
B versiona = Defeted by Rogar Cutin [ wel ) 50 mins ago 577.96 KB !
E  version3 ) Added by Roger Cutin (web ] 55 mins ago S77.98 KB
& version 2 Deteted by Rager Cutin [ wen ] 56 mins ago 577,98 KB
£ version 1 [oldest) ) Added by Roger Cutin [ web ) ¥ hr ago 577,98 KB

oncel

65. Other artifacts of Dropbox include events occurring over time.
Dropbox stores record of all the events in the Evenrs menu.

66. In the Dropbox account homepage, click the Events option from the
lefr menu pane to view the events list.

Upgrade your Basic acceunt L1 |~ Aoger Culin
Dropbox W ]
) Recents
Files
Office files. TxT 1 hr &g
B2 Tearn
readma,doc 1 hrago
f—
i TEEWEE 1 hr agn
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67. The events section stores all events, including adding and deleting of

files, linking accounts to svstems and applications, etc.

sharing
Links
| Evints

File request

Events

Events gives you a timeline of changes to your Dropbox,

Wou added the file revie

You added the file Office files.TXT.

You added the fila Advartisermentjog.

3

¥ou added the file read

" Roger Cutin

EEE A |

10w ago

wou deleted the file readme.docs,

You added the file readrme. docs.

The computer DESKTOR-LIOUMG0E was linked to your account

The computer DESKTOR-LOUMGIS was linked to your account

Thrsago

Yesterday 12:18 AM

174502016 5:23 Al

67. The events section stores all events, including adding and deleting of
files, linking accounts to systems and applicarions, etc.

sharing
Links
Events

File request

Deleted Flas

Ungrade your Baslc acoou

Events

Events gives you a timeline of changes to your Dropbox.

You added the file review jpg

You added the file Ofice files. TET.

You added the file Advertizernentpg.

¥ou added the file readme doce.

nt I Roger Cutin

B 1wseme 5

10 3g0

1 heago

10 ago

You detated the file readme.docs,

Wou added the file readme.dod.

The computer DESKTOR-LOUMG0E veas linked to your account

The computer DESKTOP-LOUMGOE was linked 1o your account

1k g0

2 hrs ago

Yesterday 12:18 AM

17/5/2016 5:23 AM

68. Now vou need to know about the files a system rerains when a user
uninstalls Dropbox. Investigators can analyze these files to gather any
available evidence.
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69. Run the already installed Regshot and Disk Pulse tools and follow the
steps 2, 6, 7 and 8 in order to capture the system information before
installing an application.

70. Righr click the Windows icon ar the lower left corner of the screen and
select Control Panel option.

Programs and Features

Power Options

Event Viewer

System

Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin]

Task Manager
Contrel Panel
File Explorer

Search

Run

Shut down or sign out
Desktop

71. In the Control Panel window, click the Uninstall a Program link under
the Programs section.

=<+ « ‘M [E s Control Panel » v &

Cearch Control Panel )

v a

Adjust your computer's settings

System and Security

Review your computer's status

Save backup copies of your files with File
History

Backup and Restore (Windows 7)

Find and fix preblems

Metwork and Internet
Wiew nebwork status and tasks
Choose homegroup and sharing options

View by:  Category =

User Accounts
& Change account type

Appearance and Personalization
Change the theme
Adjust screen resolution

Clock, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

® ¢FEB

/ Hardware and Sound
%‘ View devices and printers Ease of Access
Add o device Let Windows suggest settings
Optimize visual display
~~ Programs

1
| i
[3]’5 Uninstall a gram
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72. In the Uninstall or change a program section double click the Dropbeox

option to uninstall ir.

Uninstall or ¢ ange a program

ACCA7030

To uninstall & pregram, select it from the list and then click Uninstall, Change, or Repair.

Organize =

Name

IR andriller

Publisher

DenCo Forensics

[#=|Belkaseft Evidence Center Ultimate
BDirectory Menitor version 2,10,6.1 DevEnterprise
Flexense Computing Systems Ltd,  7/21/2016

A Disk Pulse 8.7.26

Installed On Size
719/2016
T/222N6
T21/2006

31.9MB

Bz -
Version
2.54.0

2.10.6.1
£.7.26

172172016

Dropbox, Inc.

oog §

Dropbox has been removed from this computer.

5414 |

74, Go to the Disk Pulse tool and click the Stop burton from the tool bar

o stop recording the processes.

ile  Command Tools  Help

=)

it

o

Continus

o =

Profiles

E Date

20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016
20-May-2016

oL oL ol oL Lok of o ¢

03:2%:3T
03:29:37
03:29:37
03:25:37

Operation Size
Modified 0 Bytes
Modified 225.32KB
Medified 0 Bytes
Modified 225T5KB

Deleted 0 Bytes
Created 0 Bytes
Modified 0 Bytes
Modified 22585 KB

Modified 0 Bytes
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76.

77

75. Selecr all the changes, right click, and select the option Copy Changes
To Clipboard. This will help you to creare a texr or norepad file with all

the modified addresses.

Administrat

eccouncil

SYSTEM

Now create a text file and paste the contents onto it. These modified
files represent all the changes made while uninstalling the Dropbox

client from the system.

registry of the system.

Regshot 1.9.0 x64 ANSI

Compare logs save as:
@ PlainTXT () HTML document

[ ]scan dir 1[:dir2:dir 3;... :dir nnl:
C:\Windows

Output path:

| C:\Users\ECCOUN~1\AppD \

Add comment into the log:

ACCA7030

Open File With ..
Open Location in Explorer ...

Export Changes To SOL Database

Exclude Changes By Location ...
Exclude Changes By Extension ...

. Launch the Regshot tool and click the 2nd Shot burron to caprure the
second snapshot of the system. This action will record the changes in

Module Leader: Dr Carlene Campbell



Security Analysis, Techniques and procedures ACCA7030

78. After capruring the snapshot, click the Compare button to initiate the
process of comparing both the snapshots and displaying the list of
changed or modified registry locations.

Regshot 1.5.0 x64 ANSI

Compare logs save as:
@ PlainTXT (O HTML document

[] scan dir 1[;dir2;dir3;.... ;dir nnl:

C:\Windows

Output path:
| c:wsers‘fccoun-umppo|

Add comment into the log:

Keys:332456 Values:561612 Time:8s375ms

79. The tool will promprt a result notepad file after comparing the first and
second snapshots. The file contains address links of all the modified
files and folders. The File also mentions total number of changes made
in the system while uninstalling the Dropbox client.

et . MOS8 11:18:16
cmputer: DESKTOP-UDUMGEE , DESKTOP-UDUMGHE
sernane: eccouncil , eccouncil

& deletad: 577

LMASOF TWAREVE Lassesy* \shellas\ ContaxtMenuHandlers | DrophaxERt

LMY SOF TWARE L LassesidppIiDropboxiiadate. exe

LMASOF TWAREL Lasses ipp LD { 76E258F@-DESE -ACEC-9030 - IF 7284208741}

LMASOFTWARE W Lasses igp IDA{9601EEDI-T01E -AFES-B396 - A543434 65837

LMASOFTWAREL Lasses (LS ID\{0@5A 1096 -BALA - ABBA-SIEA-CRCE1IRREATIG}

LMASOFTRAREN Lasses \CLSTDN {@@5ATA%6 -BACA - ABBA-S4EA- CACEIBBEATIS I\ Local Server 32
LMY SOFTWARE\C Lasses LS TN {R05A 1496 -BACA - A80A- 94 A- CACE10REATIE '\ ProgID

LM SOFTWARE VL Lasses O LSTDY{885A3495 -BAL4 - 4BBA-94EA- CBCE1RBEATIE I\ Typalib

LM\ SOFTWARENL Lasses \CLSTDN {@885A3406 - BACA - ABAA- DAEA. CABCE1BBEATIE \WersionIndapendentProgID
LMY SOFTWAREC lasses\CLSIDN{E31EATAT-12E0- 4702 - B28C - ABEAASF EEELA}

LM\SOFTWARENL Lasses\CLSIDN{EIIEATAT-12ED - 4702 - B28C - 4BEAASF ZRELIA InPracServer3R
LMY SOFTWARE\C lasees\CLSIDN{ES1EATAT-12ED- 4702 -B28C - ABEAASF ZBE1A} She 1 1Folder
LM\SOFTWARENL lasses\CLSIDN{E31EAT27-12ED-4702- B20C - 4BEA45F 2BE1D}

LMYSOF TWARE L lasses O LSIDN{ES1IEAT2T-12E0-4702- 8200 - ABEAASF ZBE1A ]\ InfracServer32
LMASOF TWARE'C Lasses CLSID\{EI1IEATAT -12ED-4702- B20C -4BEA45F 2EELB ]\ Shel1Folder
LMASOF TWARE N Lasses O LSIDN{ECOSTDES - 3CEF - JACE-AEEE -COABTEF TTL1C)

LMASOF TWARE'E Lasses LS IDA{ECDOTDES - 3C8F - 4ACB-AEEE - COABTEF TTLIC P InpracServer3d
LMASOF TWARE N Lasses \CLSIDY{ECO97DES-3CEF -AACE-AEEE-COABTEF TTLIIC }\Programmatle
LMASOFTWARENC LasseshC LSIDA{FBI14EDA-A251-47B7-93E1-CODB2EIAAFE0}

LMASOFTWARE( Lasses \CLSIDN{FA314E09-A251 -A7B7-93E1 - COOE2E34AFEA 1\ InpracServari}
LMY SOFTWARE 'L Lasses C LSTIN{FA314E09-A251-47B7- 9311 - CO0A2E 34AF38 1\ Progranmnat e
LMY SOFTWAREYC lasses O LS TN {FA314EDA-AZ51-47B7-9351 - CODE2E344FAE}

LM\SOFTWARENL lasses \CLSIDN {FE314EDA-A251 -47B7-93E1 - CODB2E34AFEB 1 InpracServard2
LMY SOFTWAREC lasses\CLSIDN{FE314EDA-A251 - 47E7-93E1 . CODB2E3AAFEE )\ Progrannable
LM\SOFTWARENL lasses\CLSIDN{FE314ED3-A251-47B7-93E1 - CODE2E34AFEE}

LM\SOFTWARE L Lasces \CLSIDN{FB5314ED3-A251 - 4767 -93E1 - CDOB2E3AAFEE I\ InpracServeriZ
LMY SOFTWARENC lasses\CLSIDN {FB314ED3-A251-47B7-93E1 - CODB2E34AFEE |\ Progrannable

Module Leader: Dr Carlene Campbell



Security Analysis, Techniques and procedures ACCA7030

80. Comparing the addresses changed after uninstallation with the ones
modified after installation will give vou the files and folders that still
store Dropbox data. Analyze these folders to find evidences.

81. Orher files thar store Dropbox data are registry kevs, recent files, LNK
files, browser history and cache, Thumbnails Registry Point, Volume

Shadow Copies, Pagefile.svs, and Hiberfil.sys.

Lab Analysis

Analyze and document the results related to the lab exercise.

- Module Leader: Dr Carlene Campbell
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Task 3: Investigation of Google Drive

Googgle Drive is a clond storage service that allows users to access it from varions
sonrces such as desktop client, browser and mobile application. Investigators need to
understand the process through which it saves the files and allows access to colfect
evidences in case of attacks.

Lab Scenario

An expert forensics investigator needs to have knowledge of how Google Drive
can impact a system’s files and folders, along with other changes it makes. This
lab will help vou learn abourt files, folders, registry, local machine kevs, etc., a
Google Drive client uses on a system. It will also help vou to learn the process
of extracting the data from these files for investigation.

You will learn to gather evidences of attack on a Google Drive account when
accessed through client browser and also when the user has uninsralled the
client.

Lab Objectives

The objective of this lab is to find the files, folders, regisav kevs, and other Google
Drive Dam from a system.

Lab Environment

In this lab, vou need:
* A computer running on Windows 10,
* Internet connection.

*  Google Drive account.

®  Tools such as WhatChanged, Disk Pulse, RAM Capturer, HxD Editor, WebBrowserView DB
Browser tools are location at: https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPsOqvlggPPWOiezg?e=2vg308

Lab Tasks
1. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPsO0gvl1ggPPWOQiezg?e=2vg308 and Install the tools
WhatChanged, Disk Pulse, RAM Capturer, HxD Editor, WebBrowserView DB Browser

- Module Leader: Dr Carlene Campbell
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2. Run the WhatChanged tool to create a baseline state of the system.
Select the Scan Registry option and also check the LOCAL MACHINE

option.
3. ick the Step #1: Get Baseline State button to capture first snapshot

or create baseline of the system.

c:D

[JCLASSES ROOT
A LOCAL MACHINE
[JCURRENT USER
JuseRs

STEP #1: SNAPSHOT
' Step F1: Get Baseine State & !

STEP m2- COMPARE
Step #2; And what changed since Step #1

[ Copy file changes 1o new folder | clean temp files

4. The twol will prompt 2 WhatChanged dialog box displaying the roral
number of entries it recorded. Click the OK button.

hatChanged

o Saved a list of 181682 registry entries
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5. Run the Disk Pulse tool and click the Menitor button to start
monitoring changes made to a particular folder.

le Commerd Toel: Help

Dielaul Frofie

6. The tool will display a Default Profile dialog box which will allow the
user to add directories vou want to monitor. The tool adds €\ direcrory
o this profile by defaulr.

7. Click Add to add more directories, else click the Start butrton,

& Default Profile ? x

[ Directories ™ Monitor -7 Events & Rules (%) Excude [2] Advanced

Momnitor Directories
FE | @

-

Del

] Always Show Profile Dialog Before Start

8. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qvlggPPWOiezg?e=2vg308 for Google Drive Client, double-
click
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googledrivesync.exe and follow the wizard driven installation steps to
install the application. On completing the installation, click Clese in the
Installation Complete window.

9. (lick Google Drive icon in the Apps screen to run the Google Drive
client, and click on Get Started o start using the client.

=
.

or your computer

10. Enter the email address of the Google Drive Account and click the
Next burton.

Sign in with your Google Account

Enter your email

n @gmail.com

Need help?
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I'1. Enter the password of the account and click the Sign In burton.

Google

Sign in with your Google Account

&

@gmail.com

Password

LA L L L L L]

Forgot password?

Sign in with a different account

One Google Account for evenithing Google

12, The Drive client will rake vou through the installation information.
Note this information because it will help vou know about the places
where the client stores information on the svstem. Click the Next
butron.

Digarize =

U Favartes.
B Deskicp
8 Downicads
%l Recent Places
& eogle Drive

i Litrasinn

| Documests
ral Misic Videos
of! Music

! Pictures

B videss

s Homenrcun
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13. dick Next button till you go to Step 4. Step 4 describes the location
which synes the files on the drive and gives location of a folder that
stores the files on the system. In this case, the Google Drive will save a
folder at C:Wsers\Administrator\Google Drive and will sync all the
contents saved to cloud to this folder.Click the Next butron.

Sync optionz

Folder location:

ChUsers\asdmir onGaegle Drive

() Syne everything in My Drive (52 bB)

) Sync only these folders (52 MB selected)..

B New
E I Mew falder

61.5 GB available on this computer,
Files in Google Drive which are it in a folder will shvays ymc.

14. Click the Done button.

You're all setl

| moe Tove Tha rram | mTerm Ty 2
Qrine U R L=

LU 5 =

CoOMmg
alexis@gmail.com
2.22GB (15%) of 15.00GE used

Open Goegle Drive folder

Wizit Coogle Drive on the web

= Basement Remadel Budget
Symced

Shopping List

Synced

Monthly Status Report

Synced
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15, After installation is completed, go to the Disk Pulse tool and click the
Stop button to stop monitoring process.

Command  Tocls  Help

CoEEeEsuBDe

briw Contie  Fause Save

Picliles & Timse Operaticn i Hare
Defauit Profie - 150432 Mndied - CAWind e, Temp
1504:32 Modiaed CAWindows) Temp! ~DFST2ESFTODGEFEF LS. TR
15032 Crented CAWind ows) Temp' =0 FF 1ICIB19E21CFFEDDLTRR
o -Map-I016 1E0ER Modfed CAWIndowsh Temp - OFF 1C I SE21CFFECTL TR
o 21-Map-H016 150432 Modified CAWInd ows!, Temp'~ D FITZESF DODAEFRF DS TR
15012 Deleted CAWindowsh Femp' - DFSTRESFDODGEFEFLS TR
152 Deered CAwind ows!, Tempt~ D FFICIB1SE2ICFFEDDUTRAZ
1043 Modfed CAWindows) emp
1032 Created Adminktizboes CUNIndows), Temp - 0 FS 10D HMEMEEE TMP
1045 Modied AN dows) Femp
150432 Modied Administiabons CNind mwg, Temp' - 0PI ICSSMEMERES THP
1E0432 Created Adminkitiztors C\Windsws\Temg’ ~DF1 FETETDTH 203000, THP
150432 Modifeed i d s e
1R0432 Medied Adminiitiators C\Wind s\ Temg -DF1 FETETDTH203000.THP
180432 Madifed dmini i d e T ~OF9 10 TP
150432 Deleted - CAWind med Tomp -0 1CDA5MESEMES TMP
10432 Deleted CAWind ), Tom,-OF | FETETDTS 120000, TMP
150432 Oeleted - C\Wind bt Bed inprageessinntalindc.ip
150432 Modded ini C4Program Files U
150433 Modified - CAWindmwsi Temp
15e04:33 Moded ini CAProgram Files WL
15036 Bodiied - ind ¥ Lescalfervicelpplons Localiastelived cat
150516 Moded - CAWIndmwsi Spstemdl config\ DERALLT.LOGY

1655585 513C-4DF1-A4.,

S Wy Fe Calegories

Tatal Changer 4215 - -

Exchuded Files Erhparn
Chengaflate G316 CHL. s
Process Tame  Shing. o THA3KE

E7.81 MB
LESME
12554 M8
.51 M8
1354 MB
67T ME

E2ER3

bmgey

16. The tool will display a Warning dialog box, click the Yes burtton to stop
the monitoring process.

= Warning

i. Moenitor is active, do you want to stop?

No

17. ick the Save Record or Save lcon in the tool to save all the entries in
the required format.

Command  Tock Help
Q0Og
Resel

b | Contingg  Pauss Step

EE O
Layouls  Opfiod  Hep
Prefiles ] Date i i Mame
& 13-May-2016 O - C\Windowst Temnp, ~ DF0S1 2F2G850E53542 THP
@ 23-May-2016 : . 2\ Config M MET4E tmp
& 13-May-2016 : i C4\Config b
& 13-May-2018 : . G4 Config M METSE frap
9 23-May-2008 : i - CA\Cenfig M

- CAConfig M feTcdrbs
CAConfig st feTc¥rbs
C3\ConfigMsi
AV WindowshInstaller
4 Windawshnssallesinpragressinstallinto.ipi
C4\Windows Temp, - DFD4EERE S STFEBO0LE. ThP
CAWindows Terp). - DFDSSERESSTFERO0ER. TP
S irprogressingtalinfo.ipi
C\Windows\Temp:
:; C\Program F L0 P Installd 1655
@ 23-May-2016 - T Windowsh Temp!,~DF3T2E9FDODEEFRFD A TMP
0 3-May-2ME 1304 - C\Windowsh Temph, ~ DF3T2ESFCCDEEFRFD A TMP
@ 23-May-2016 : CA\WindewshTemp
& 23-May- 2018 : . CAWindowst Temp! - DFST2ESFDODSEFAFDS.TMP
& 13-May-2018 - indgws Temph - DFFICIB1SEZ1CFREDD. TMP
& 23-May-2006 :; i = C\Windows' Temp!.~DFFICIB19E21CFFEDD. TMP
& 23-May-2016 :; - C\Windows) Temp!,~DF3T2E9FDCOGEFEFD 5. TMP
W 23-May-2016 1504 A Windows, Temp,~DF 372 EFDO0GGEFBFD 5. TMP
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18. The tool will prompt a2 Save Disk Change Monitor Report dialog-box.
(lick the Fermat option from dropdown list bar and select the required
format. Here, vou can select Text format. Click the Save Burron.

& Save Disk Change Monitor Report

Farmat: = Text Report

File Mame: E\Disk Change Monitor Report 23-May-2016 152225, txt

i 5ave

19. The tool will save a Text file with all the changes listed in it.

ile  Edit Fomnat View Help

CEMERATOR: Disk Pulse w3.6.18 - http://uww.diskpulse. com -
MARNTNG: This report was generated by the free product version and it cannot be used for any commercial pur '

Disk Change Monitoring Report

LM
ate 2@16/85/23
ime 15:87:00

o5t HName DESKTOR - UDUMGEE

xcluded Files 8

hange Rate 831 CH,/Min
Process Time 5 Mins, 48 Secs
ile Filter Off

op 18 File Categories

NOEXT Files 59.92 MB 1718 Files 35.41 %
DLL Files 144 94 MB 754 Files 15.61 %
THP Files 8. 77 MB 589 Files 12,20 %
PHG Files T72.33 KB 576 Files 11.93 %
BYD Files 67.92 M8 368 Files 7.45 %
M Files 7.75 MB 281 Files 4.16 %
EXE Files 129,54 MB 91 Files 1.8 %
IC0 Files 3.51 MB B6 Files 1.78 %
TCHS Files 13.94 B 52 Files 1.88 %
M1 Files 167.7% MB 43 Files B.59 %
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20, Go to the WharChanged tool and take the second snapshor of the
system. Click the Step #2: Find what changed since Step #1.

2 WhatChanged 1.07

Scan ltems
[[] Scan Files: c:.D:
[ Scan Registy: [ CLASSES ROOT
[ LOCAL MACHINE
[CJCURRENT USER
[JUSERS

STEP #1: SNAPSHOT
| Step #1: Get Baseline State

STEP #2: COMPARE
I Step #2: Find what changed since Step #1 h I

[]Copy file changes to new folder  clean temp files

21. The wol will check for the changed entries and re-record all the
modified ones. The wol will display the number of changes it has
observed across the system and also the progress of scanning.

WhatChanged 1.07

Scan tems
[[] Scan Files: Cbx
Scan Registry: [ ]CLASSES ROOT
[v] LOCAL MACHINE
[CJCURRENT USER
[JUSERS
STEP #1: SNAPSHOT
Step #1: Get Baseline State

STEP #2: COMPARE
Step #2: Find what changed since Step H1

[]Copyfile changes to new folder = clean temp files

| Scanned: 231
| HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft \Windows \Curent Ve

Found 28 new/modffied keys (isted in the output log)

- Module Leader: Dr Carlene Campbell
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22, On comp erion of scanning process, the rool will display a dialog box
displaying the number of new entrles it listed. Click the OK button.

atChanged

Found 32 new registry entries, listed in
"WhatChanged_Snapshot2_Registry HKCU.TXT"

23. The tool saves a list of all the changed entries in a text file ar the same
location as the tool.

Edit  Format  View  Help
EY_LOCAL_MACHINE'\SOFTHARE' Google'Drive
EY_LOCAL_MACHINE\SOFTHARE' Google\DrivetInstalllacaticn=t: \Progran Files (x86)\Gaogle'Drivelgoogledrivesync . exe
EY_LOCAL_MACHIHE\SOFTHARE\ Google!Driva!\Nat iveRroxyInstalllocat ianel - \Pragran Files (x86)\Goagle!Driveinativepraxy.axe
EY_LOCAL_MACHINE'SOF THARE Google\Update \C1ients \ [ 30122445 AECE-4309-50E7 - BRARAE F42A(E}
EY_LOCAL_MACHINE\SOF THARE\Google\Update L1 ents \ { 30122445 AECE-4285-50B 7 - BSABAE FA2ACE T ypv=1, 30, 2178, 8455
EY_LOCAL_MACHINE'\SO0F THARE \Google\Update L 1ients\{ 30122045 AECE-4309- 5067 - BSABAE FA2M A} \name-Goagle Drive
EY_LOCAL_MACHINE'SOF THARE' GoogletUpdate \C1ients \{ 30122045 AECE-4309-5967-B5AB0E FA2ACAY, Lang=en
EY_LOCAL_MACHINE\SOFTHARE' Google\Update{ 1ientState! { 30122445 - AECE - 4305 - 08E7 - BEABAEF 42400
EY_LOCAL_MACHINE'\SOFTHARE '\ Google\Update {lientState! { 30122445 AECE - 4300 - WIE7 - BSARMEF424C0} \usagestate =l
EY_LOCAL_MACHINE'SOFTHARE  Google\Update\{lientState! { 30122445 AECE 4389 - 9867 -B5AGAEFA2A(A} \ping_freshness={IB9AS079.8227 .4
Ev_LOCAL_MACHTNE\SOF THARE \Google' Update L 11 { 30172445 AECE 4709 G387 - BSARAEFA2AC0}\ Langaen
EY_LOCAL_MACHINE\SO0F THARE  Google\ Update \CJlentState\{!(J?ZMS-&E(F-4309-‘388?-8MF42KB}\nrand4ﬁLS
E¥_LOCAL_MACHINEYS0F THARE GoogletUpdate \{ 11ent5tate){ 30122445 NECE-4309 -5067 - 85AB0EF 42400} | InstallTime= 1464040987
EY_LOCAL_MACHINE',S0F THARE GoogletUpdate \{ 1ientState’{ 30122445 AECE- 4309 - 567 - B5060EF 42400} \Day 0 Ins tall=3438
EY_LOCAL_MACHINE\SOFTHARE\GoogleiUpdate [ 1ientState! | 30122445 - AECE - 4305 - 0BT - BSARAEF 42400 1\ Day I LastAct ivity=-1
EY_LOCAL_MACHINE!\SOFTHARE' Google\Update{ lientState!{ 30122445 - AECE -4309 - 9957 - BRAGMEF 42400\ Day(fLastRol 1(all=-1
EY_LOCAL_MACHINE'SOFTHARE  Google\UpdateClientState! { 30122445 - AECE- 4309 - 2067 - BIARACF42ACH [\ browser=4
EY_LOCAL_MACHINE\SOFTHARE Google'\Update \C11entState! { 30122445 AECE - 4300 - 0067 -ASAGAEFA2AC0] \pvsl. 30,2170, 0450
EY_LOCAL_MACHINE\S0F THARE\Google\Update \{ 1 {entState! { 30122445 AECE- 4309 0BT -B5ARAEFA2ACOT Y 1 1d={A2B5ADC 5 - 44N -DEDS - J4E8-1F:
E¥_LOCAL_MACHINE'S0F THARE \Google\Update \{ 11entState{ 30122445 AECE-A309 -5067 - 85A60EFA2A0T | LasthackSuc cess=1454041873
EY_LOCAL_MACHINE!\S0F THARE \Google\Update  1ientStatel { 30132045 -0ECE- 4305 - 587 - BRABMEF 42400} CurrentState
EY_LOCAL_MACHINE'\SO0FTHARE\Google\Update {1ientSrate’ | 30122445 - 0ECE - 4300 - 50E7 - BSARAEFA240A 1\ [urrent State | StateValus=1d
EY_LOCAL_MACHINE\SOFTHARE \Google\Update i lientStatel | 30122445 AECE -4309 - WIE7 - BRARAEF42400 \ CurrentState \Down loadT inefenain
EY_LOCAL_MACHINE\SOF THARE ' Google\Update'\C 1ientState) { 30122445 AECE - 4309 5067 - BSABAEF 42408} \CurrentState \Down loadProgressPe:
EY_LOCAL_MACHINE\SOF THARE \ GoogletUpdate (11entStatel{ 30122445 - AECE 4309 SE7 - BSAGAEF 42500} \{urrentState\Instal 1TineRenaindi
EY_LOCAL_MACHINE\SOF THARE\Google\Updata {1 {ent State!,{ 30122445 - AECE- 4309 0467 -ASARAEFA2AC0T \urrantStata) Instal 1 Prograss Par
EY_LOCAL_MACHINE\S0F THARE \Micresof T\ Internet ExploreriMain’Featurelontrol\FEATURE_BROWSER_EMULATION\Eoogledrive sync, exa=80
EY_LOCAL_MACHINE',SOF THIREVMICro2ofTiWindous\Currentiiars plareriGlobaldssocthangedlounter=12
EY_LOCAL_MACHINE',SOF THORE\Microsoft\Windows \CurrentVers iom\Uninstally{ 78931680 161C -405C -JAET-0B3032204271 }
EY_LOCAL_MACHINE'\SOFTHARE\Microsoft\Windows \CurrentVers ion\Uninstally{ 70931680 - 1610 - 405 -DAET-0B3052204271 1\ Aut hor i zedC DFP,
EY_LOCAL_MACHINE\SCFTHARE\MicrosoftWindows\CurrentVers icniUninstally{ 7A9316A0 - 1610 - 4050 - QAT -BB3482204271 Pl omment =
EY_LOCAL_MACHINE\SOF THARE\Microsof t\aindous  Currentiers ioniUninstal 1 { 7A9316A0 . 1610 - 405C -0AET -0B3A82 204271 }\Contact=
EY_LOCAL_MACHTHE\SOF THARE \Microsoft\Windows \Currentyers oniUninstal 14 TA931640 - 1610 -405C -9AE 1271 1\O s playVars1
EY_LOCAL_MACHINE | S0F THARE \Microsof t\Windows \CurrentVers foniUninstal 15 { 783160 1610 - 4050 -9AET-BAAZ220A271 M iHe 1 plink=ht tp:,
EY_LOCAL_MACHINE '\ SOF THORE\MICrosefTyWindous \CurrentViers ion\Uninstal 1y { T931600- 1610 -405C -9AET-DRINE2ZDAITL '\ Hel pTelepho nasl
EY_LOCAL_MACHINE\SOF THARE \Microsof U\ Windows \CurrentVers ion\Uninstally { 789316280 1610-405C -QAET-BE305220427 L 1\ Ins tal 10ate-26
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24. The Google Drive client makes many changes in the system such as
creation of folders. It stores its configuration files in CnUsers\<User
Name>\AppData\LocaliGoogle\Drive‘luser_defaulit.

Share Wiew

«« AppDats + Locel » Geogle » Drive » user_default » v @ | Search user_default

~
PFerflogs G Mame Date modified Type

Pragram Files cloud_graph 311 AM  File folder

Pragram Files (x36) CrashReports 11:18FM  File folder
Users TempData 272016 20T AM  File folder
Adrminisrater [71 cacents 7 DEAM  File
AppData [ '.] com.google.drive.nstveproy json 1 | JSONFile
[ lackfile 7 : I File
[1 pid ; File
|1 run_die : 06 A Eile
Diagnostics 4] snapshot.dib i) Data Base File
Disk Pulse j, snapshot.db-shm ¥ 206 & DB-5HM File
Drepbox | cnapsht.db-wal ¥ 16 3012 A DB-WAL File
Google |15 syme_config.di i Data Base File
| syme_config.db-shm : DB-SHM File
| syne_config.db-wal ; 1 DB-WAL File

Local
Belkasoft

Micresoft
MicrosoftEdge -
Package:r [E] mymetegleg 07 Text Document
PeeDistRepub

Prograrms

Publishers

Temg

TileDistalayar

VirtualStore

Lacallow

25. Orher files created during installation include

® C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Google
Drive\Google Drive.Ilnk

¢ C:\Windows'\Prefetch\GOOGLEDRIVESYNC.EXE-NNNNNNNN.pf

¢ C:\Windows'\Prefetch\GOOGLEUPDATE.EXE-NNNNNNNN.pf

Prefetch

Heome Share View

o [ s ThisPC »+ LocalDisk(C) » Windows » Prefetch v @] | search Prefetch
~

 Ouickaccess Name Date medified Type
|| GOOGLEDRIVESYNC EXE-T1383FCB.pf 5/23/2016 303 PM  PFFile
i Onelirive | | GOOGLEDRIVESYNC EXE-EAAEAAET pf 542372016 202 PM  PF File
B This PC || GOOGLEUPDATE EXE-TRIABEDS. pf 5/23/2016 201 PM FF File
T | | GOOGLEUPDATE EXE-49500115D f 523/2016 T0IPM  PF File
|| GOOGLEUPDATE EXE-BI5715F5.pf 5/23/2016 40 PM FF File
|| GOOGLEUPDATE EXE-CE16CEES pf 5/23/2016 301 PM  PFFile
4 Downlosds ] GOOGLEUPDATE EXE-FAIAEFST pf 5/23/2016 203 PM PF File
b Music | GOOGLEUPDATEONDEMAND.EXE-EBBD...  5/23/2016 201 P FF File
[ Pictures 1] GOOGLEUPDATESETUP EXE-DSDOFAZB.pf  5/23/2016 3:01 FM  FF File
B videos | ] GOOGLEUPDATESETUR EXE-SBTI0ADAPF  5/23/2016 J03FM  FF File
2. Local Disk (C:) L _| HELPER.EXE-QATTA0EE. pf 2016 139 AM PF
o LOCAL DISK (05) J HELPPAME EXE-FEDCSG58.pf me

7| HEXEDIT EXE-TRT20777 6
w Mesw Yiolurne (E:) — ——

W Desktop

% Documents
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26. Run the DB Browser for SQLite tool and click the Open Database

option.

= Edit View Help

o M Cistabase

Detabace Structurs Brovese Data

o Create Table

Mame

gmmmm[}

o Mogify Table

| Write Charges

[EditPrapmas  Eweculte SQL

g Dbt Table

27. Navigarte o

% Revert Changes

location
Name>\AppDatalLocal\Google\Driveluser_default,

ACCA7030

C:\Users'<User

where  Google

Drive has stored the configuration files, select the sync_config database
file, and click open button.

Choose a database file

< -t
Organize +

# Quick access
@ Onelrive

I This PC
B Desktop
[Z] Documents
¥ Downloads
Jﬁ Music
= Pictures
B videos
‘. Local Disk (C:
= LOCALDISK{

- Mew Volume s

o Netwerk

« AppData > Local > Google » Drive > userdefault »

Mew folder

Hamne

cloud_graph
CrashReparts
TempData

|| eacerts

I:l com.godgle.drive.nativeproxy.json

| teckite

[ pia

I 1 run_chr

snapshet

U snapshot.db-shm

] smapshot.db-wal

Date modified

N6 5:52 P
2016 2:02 P
‘2016 5:28 PM
f2016 5:05 P
2016 5:52 PM

32016 5:05 P
2016 5:035 P

16 5:05 P

16 5:05 PM

N6 53:05 P
#2016 8:03 P

v & Searchuser_default

Type

File folder
File folder
File folder
File

J50M File
File

File

File

Data Base File
DE-5HM File
DE-WAL File

[5] syme_config

5/23/2016 3:02 PM

Data Base File

| sync_config.db-shm
|:| sync_config.db-wal
] syme_tog

File name: .sym:_mnfjg

5/23/2016 5:05 PM
5/23/2016 5:52 PM

5/23/2016 5:28 PM

DE-SHM File
DE-WAL File

Text Document

w| i gites
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28. (lick the Browse Data tab to view the details stored in the database file.
The file stores dara such as user’s email address, local syne root path,

and highest_app_version.

]t Chargas

3 winl0_icons_upgrades
4 domain_palicy domazin_polcy_description_urd

5 doman_palicr dafault_zme_all

% Eavart Chargas

6

7 ush_syme_enabied

&  show_unpareni_waming
9 beedwidth_by_rate_kpds
10 baesdwidth_nd_rate_kpBs
11 sekectve_syne

13 fanture_swebch

1% riz_brand_reda

Q
o

QAIYIOHDULmETYIA L o vc3dpd ..
=1

14 ||nc,a|_:|m:_ruu|;_pad|

WAC-WsersiecoounaliGoogle Drive I

15 choud_docs feed_made

Q

15 | highest_sop_version

1.30.2170.0458

17 upgrade_number
£

4

[i<] [2] 3-17af 17 [5] [50

DESmelng

Hasne
~ [ Tables (1)
> [ s
hd Indieis (1)
nglite, metei
] Views (1)
L Triggers (00

29. Click Open Database button again and upload the snapshot database
file from the location C:\Users\<User
Name>\AppData\Local\Google'\Driveluser_default.

30. The snapshor darabase file will display the process a user has opted to
upload a file onto Google Drive. It differentiates them by mentioning if

it is a cloud entry or a local

Entry.

(loud entry refers to the files directly uploaded onto the drive (using
Google Drive web/client application), whereas local entry refers to the
files copied to the local sync folder associated with Google Drive.

le Bt Miew Help

| e Ontebine 5 Dpen Catabase

Jinite Chamgar

Datbuse Struchre | BovseData | EdtPragmn  Executs SOL

e [Ty | 83

% Bevart Chargan

modfied
Filtar Fitar

Filename

le doc bype |

. Drechon.png 1464071589
. Serverpng

o woeld-Z.png

1464071595
1464071599
. Tolder-Lpng 1464071569
o Keyslpng 1464071568
o Wesespaperpng 1464071585
o SEEApng 1964071585
saing2png 1464071595
Cof.prgy 1464071568
Web 2.0 Notifi., 1964071508
Notebookpng 1964071505
layboand.prg 1964071580

Fadiock_Ciose... 1464071595

Nane Type Schema
~ L Tebdes [8)

¥ L] elowad wetry

5[] lensd relati..

* [ local_emry

+ L] local_relati..

+ L mapping

+ [ everlay_sta..

Indices 1)

lonad ralai.
chorad relati.,
Ineal_relati..
mapping_d.
apping i
e matsi
iglite_wati..
alite_matgi.
salite_putsi.
sqlite_putgé.

S views 10

L Taggess @)

CREATE TAELE tloud e,
CREATE TABLE tloud r..
1]

CREATE INDEX ¢léud ¢,
CREATE INDEX cloud_ra,
CREATE INDEX bocal_rel.
CREATE INDEX meppin.,
CREATE INDEX mappin..
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31. The database file also contains information abour all files added to the
local syne folder of the cloud storage.

Edit View  Help

& Mew Datzhace & Open Diababace Wribe Changes: = Reveri Changes

Datshase Sruchre  Srovse Dot EdtPragmas  EvenneSOL T

Nerrr—T e e [ e e

v [ Tablei[5)
inode_number filename madified «<hecksum size is;_falder I* * 1L choud erty CREATE TABLE cloud_e..
Filtar Fiter |F|'-" Filtar |.-;|,_, Filter o [ choud relati.. CREASTE TABLE cloud_r..,
> ] tocal_entry CRESTE TABLE bocal_en..
11256000060, Getling started 1484004623 df1f432d0cE3...  LSE0010 -] » 1 recal_relat.. CREATE TABLE tocal_rel..

7] eapping CREATE TAELE mappin_.
| ety sta._ CREATE TAELE tnirliy_—
11256999069 Sosserspng  MEA0TLS0S  aDGdbeksch.. 90525 ¥ Indiem [10)

choudd relati... CREATE INDEX cloud r..,
1407374530 Lagiop_.png 146071391 caldchoazfor.. me4s7 choud_relati.. CREATE INDEX tloud_r.,

oL reati. CREATE (NDEX kel e
1S075MESI. heybonrdpng  TGAOTLSNE  $TO4B4E3G06L.. :::Lprm_d__ Toee

14073748836, Drectionpng 1464071500 1703BefdS6SE... PPN CREATE INDEE finzppin—.
safite_moi..
14073745806, folder—Lpng 1464071500 1110327 d4b.. aglite o

wglite_mtai.
14073745836, Whitebodrd.png 1464071599 S00FETHETT... walte_matoi,

14073745536, work:-T.png 1464071598 f4abla7353ca. .. S
o] iews 1)
10 1407IT4EEI6.. Wirslass_Sign.. 1464071599 feadred0ndd.. I Tiggers i)

11258999064 Search.png 1454071595 06410738708, 99613

11 14073748536 Wb 2.0 Motifi... 1454071598 CS005340040....

32, Navigate to the Google Drive’s configuration folder, ie.
C:\Users\<Username>\AppData\Local\Google\Driveluser_default and
open the Sync_log.log file.

2

33. The file stores derails of acrivities across the account and also provides
derails abour them.

sync_log - Motepad —

le Edit Format View Help

SyncType. UNKNOWN_SYNC_TYPE))} - Read request - nowhereforensics@gmall.com

B16-85-23 17:52:29,238% -0780 INFO pid=3236 3864:FeatureSwitchPoller apiclient.discevery:762
fL being requested: GET https:/fwww.googleapis.com/fdrive/v2internal/settings?fields=items
Fhey®2litems%2FvalueBreason=304&namespace=FEATURE _SWITCH&alt=json

B16-85-23 17:52:29 289 -@708 INFO pid=3236 3864:FestureSwitchPoller oauth2client.client:515
ttempting refresh to cbtain initial access token

B16-85-23 17:52:29,28% -0708 INFO pid=-3236 3B64:FeatureSwitchPoller pauthlclient.client:735
dated access_token read from Storage

B816-85-23 17:52:29,28% -0700 INFO pid=3236 3864:FeatureSwitchPoller common.proxy manager:354
moving stale proxy entry from cache

B16-85-23 17:52:29,289 -0788 INFO pid=3236 3652:Worker-2 common.persistence.sqlite:276
en master connection to C:\Users\ECCOUN~1\AppData'\local\Google\Drive\user_default
snapshot.db

916-85-23 17:52:29,289 -870@ INFO pid=3236 2652:Worker-2 common. persistence. sqlite:276

en master connection to C:\Users\ECCOUN~1\AppData\local\Google\Drive\user_default
sync_config.do
B16-85-23 17:52:29,28% -0708 INFO pid=3236 3652:Worker-2 common . threads . threads: 138
dCleanupCallback persistence_sqlite:8207c25277024FcRaabcbd38e57096390  \Wsers
ECCOUM~1YAppDatatLocal\Google'\Drive\user_defaultisnapshot.db
B16-85-23 17:52:29,289 -0708 INFO pid=3236 3652:Worker-2 common. threads . threads : 138
dCleanupCallback persistence_sglite:3ad3fcbald454d1698F18189F22d9dc50: \WUsers
ECCOUN~1%\AppDatatLocal\Google\Drive\user_defaulthsync_config.db
816-85-23 17:52:29,289% -070@ INFO pid-3236 2652:Worker-2
Ommon . worker ,comndifactory: 175 Registered worker command types:
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34. Open a web browser and open Google Drive home page by entering
the URL https:/iwww.google.co.in/drive in the address bar. Google
Drive homepage appears, click Go to Geogle Drive button.

Meet Drive L

\

Go to Google Drive

35. Enter the email ID of the Dropbox account in the provided box and
cick the Next burton.

= |
Google
One account. All of Google.
Sign in to continue to Google Drive
n @gmail.coml ‘
Creale account A

- Module Leader: Dr Carlene Campbell
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36. Enter password for the account and click the Sign In button.

Google

One account. All of Google.

Sign in o continue to Google Drive

“

n wE@gmad com

[ Sray signed in Forgot pasaword?

Sign in with a different account

37. The browser access of a Google Drive account will help vou to search
tor deleted files, check and manage versions of a file, view recent
activity, as well as review derails and activity of any file present.

38. On the homepage of a Google Drive account, click Trash in the left
pane to view the deleted files. The page will navigate to the Trash

section, you can right click any image to see options such as Restore
and Delete Forever.

Search Drive

Trash =

Festore

4 Fanpng Delete forever

1 MEB of 15 08 used

= Upgrade storage

L[] Get Drve Tor PG
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39. In the My Drive section, right click any image to ger options and click
Manage versions... option to see its versions.

ACCA7030

Prawigw

Dpen with

4% Googk Phowos

(D Recent

Get shareabile link

Share

Move bo..

W Stamed

Add star

B Tash

Remame

1B of 13 GE used

Wiaw detals

= Upgrade storage

Manage versions.

Mk a copy

i gl o

ownlcad

R

40. In the Manage Versions dialog box, yvou can click the Ellipsis (-]

B roider-1.pog

T Getting staied

%

B Netwak_pog

button related to a file from the extreme right to download the file.

Manage versions

Upload new version

Current version 1327_k
Fri10:11 AM De

aptopdaemon.png

ton

E Version 1 1321594131 _klaptopdaemon_png
MNov 18, 2011, 10:58 AM Da

naon

Drive keeps older versions of "132_klaptopdaemon.png’ for 30 days. Learn more

I ! Download

D Keep forever

i Delete
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41. To view the derails of any file, select the file and click the informarion
icon from the menu bar. Click Details tab to view details of the file.

You created an item in
Man 11:33 PM

B iy Drive

M dice-1.png

Mo recorded activity before May 23, 2016
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43. (ick the Recent in the left pane to see recently accessed files.
Seanch Drve
Recant

“ Earlier this week

» B wyCoive

e Shared with me

M wodd-5png

1 MB ol 15 6B ussd

= Upgrade storage

44. Now run the RAM Capturer tool. To run the tool, navigate to the location:
https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-

Qy9EqUxZzPha7dsBa2gnZvPs0qvlggPPWOiezg?e=2vg308 for RAM Capturer and
double-click RamCapture64.exe. RamCaprure window appears, click

the Capture burtton.

Note: [f Ram Caprurer displays an error while launching, copyv the

RAM Capturer folder located at https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-
Qy9EqUxZzPha7dsBa2gnZvPs0qvlggPPWOiezg?e=2vg308 to desktop and try running the

tool.

[D:'ﬂ:lﬂ-?mls'l.clwd Farensics\Google Drive Investigation\RamCapiurer

| Loading device driver ...
| Physical Memory Page Size = 2096
Total Physical Memary Size = 2047 M3

Cancel | Chse J
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45. Once the tool completes the process, click the Close burtton

oft Lrve RAM Capturer

slect output folder path:
D:\CHFI-Teols\Claud Forensics\Google Drive Imvestigation \RamCapturer

Loading device driver ...

Fhysical Memory Page Size = 4096

Total Physical Memory Size = 2047 M8
Memory dump completed, Total memory dumped = 2047 MB

46. Run the HxD tool to view the Hex value of caprure RAM dara. Click the
Open icon to add a file.

File Edit Search View Analysis Extras Window ?

DRilea@i s Eas [

47. Navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EvUyFob-

Qy9EqUxZzPha7dsBa2gnZvPs0qvlqgPPWOiezg?e=2vg308 for RAM Capturer folder, select
the captured RAM data file, and click open.
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47. Navigate to the Z:CHFIv9 Module 10 Cloud Forensics\RAM Capturer
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folder, select the caprured RAM dara file, and click Open.

M Open

Look in: | RamCapturer

v @2 2 E

Date modified Type

Mame
* @20150523

Quick access

5/23/2016 10:48 PM  MEM File

% RamCapturebd

. |4 RamCaptureDriverfd.sys

Desktop

[ |
Libraries

N

This PC

®

Metwork

48. Now analyze the hex data using Find function and kevwords such as
user_cmail, version number, local_svnc_folder_path, snapshotdb, and

<

729720131229 AM  Application
T/29/201312:29 AM  System file

| 20160523

Files of type: Allfiles )

[J0pen as read-only

sync_config.dh.

49. Press etrl+f to activate Find, provide the keyword, and click the OK
butron o search across the hex dara.

N

Cff=atin)
00000000
Gilalalalelel. B}
00000100
000001840
00000200
Q0000280
00000200
00000380
P00040D
00000480
00000500
DA000SED
00000500
00000580
00000700
Q0000780
00000800
Aa000RRD
A2000SHD
00000580
00000ADD
QO000AED
00000500
00000880
Lillalaleeidi]
00000080
00000000
490000840
00000END
00000ERD
00000F0D
A2000FED
000010040
00001080
00001100

File Edit Search Wiew Anaksis Eeras Window 1

|¢; - e || ANSI Pl | e b

HAE0523mem

&5y, 857 814,857, 8¥R . B24, 857, 8F;. 8Ty, 8F;. 8WL, 857.8", . AHo  8Ra. SpR, 895, 8Vo, 8. &, 801, B=8, Sde. Gnp. 457, 811, 857, 8L 8LW. A
A5, ASD. A5, ASE, A5Y . A5, 85T, A5, 45T, A5Y. A5, ASD. 85, A5, 854, ASY, 85T, ASY. 45T, ASY. A5E, ASE. 85, A5, A5Y, A5, 855, 45y, 4
4358378 AYSP 830 A3Y. 830 85830230535 830850, 8537 850 B3, 857 43,530 850535 830 850830 830 B30, 837 430 8

« 5. 859,859

LBEY. 855,857,857, 8598, b, 855 . 8Fg. 55y, 80a . 84, 8=

Search for: |user_emad]

.| [ uwicede sting
* | [ gase sersitive

Dutatypes | Testestrieng

o.8F7. 8.

Spmdiult, el fHR0 £LATCRANZ kL X TR
e, $. 405, ilnvalid partition table.Erzor
S T8 5 s A I T g
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50. The tool will display data with searched string that would be having the
email of the Google drive account.

oud grap genera nvalue . L Ons _updgradedvaluctl.. .

= Esllvaluenowhereforensics@gmail . com

d omain_po1icydefaul€_sync:alll— ..

Dingyva e nds dth K ace HKposwva el =] Dand dt.n 7 & L)k

51. Similarly search for other keywords. You can find the password of the
account by searching for password-related keyvwords such as passwd,
password, etc.

- — e . R - - "= =, <. - U0 TIN . e . -
,"..E..ey6. (.. X. Y.B6,. E=, . 56.hax.48.4. .20 .8x.c”. .. AX.i"
oo Ex.(i....0..01.001.80. A8 . €X7gmail. cond LbE. . . .

zAR..C®#.u.N,.8%...9:0:,.F.1l.2h.cX.mB8,.5h.Tr..¢.
R..%..*8.A.8TU6RE ..X. 'ePg.8..A..8.Qg '*.X.A.[..X.0h. .X.p.».T®¢
. X, .JO5.7Y.+0.8X . PE[.E*.L..FX. "ZVpZ¥s.GX. .
L JX. ale ™, 4, LU, 0. MG, g

52. Run the WebBrowserPassView tool from https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/EvUyFob-
Qy9EgUxZzPha7dsBa2gnZvPs0qv1ggPPWOiezg?e=2vg308 to view the passwords when a
user accesses the Google Drive account through a browser.

\Web Browser User Mame Passwaord Stre..,  User Mame Field

Chromie [ @gmail.cam 4 Strang login_email

Intemet Explarer 1= n Zgmail.com Strang
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53. Run the Disk Pulse and WhatChanged tools similar to the steps above.
Start the monitoring process and caprure the first system snapshot.

54. Uninstall the Google Drive client to observe the artifacts it leaves
behind that could help in investigation of an atrack.

1
1

(o to Control Panel < Click the Uninstall a Program = Sclect Google
Drive from the list of Programs and Fearures and click the Uninstall
butron.

56. Cick Yes if the system prompts a dialog box for confirming
uninstalling process.

rams an; res -

u ~ 4 [ » Coneral Panel s Programs » Pregrarns snd Features w O Search Programs and Features Pi

Contred Pangl Horne .
Uninstall or change a program

View insfalled updstes Ter unirertall @ prograrn, select it feoen the list and thien click Uninstall, Change, of Repair,
Turm Windows features on or
off

Grgenize = |[ninstall = - 8
Hame Pulisher - Installed On  Size: Version
'chxWolkshnpvﬁ,‘! BreskPaint Software 5201 136ME  GE03419
. Disk Pulse 6,18 Flexerse Computing Systerns Led.  5717/20168 181
& Google Checene Google Ing, 5192016 S0.0,2661.102
[&soooglebme Geoglelne MEAE FR2ME 13021700458
o D Hex Editor versson 1.7.740 Bzl Hor 51192016 LT.TD
B virRAR 5.3 (32-bit) wirar GmibH 4727208 530.0

Google, Inc. Prodwct version:  1.302170.0459 Support ink:  hitpe!fwww.geoghe.com
Help link:  http://weaw.google.co.. Update informatiors  htpefwwa.google.com

57. After uninstalling the Google Drive client from the system, go to the
Disk Pulse tool and stop the process. Click the Save button to save the
report.

58. The report will contain the list of all the files modified during the
uninstallation process.

le Commend Teols Help

U000 OB E @ 4| @ @ 6
Contruz  Pausz Stop Reset Save | Catsheze  Charts Rete Lapouts  Opfors Hep
Profiles [ ate Time Operation Size [0 Harme

@ MMap200E 0RER0T Deleted DBytes LSS, BCC D un i AP D Lescal\Pa cha gt M crosei Aindiws. Con..
& M-May-2018 003001 Medilied O Bytes e ChUsers\eccouncilAppDatah LecalPacka g Mi crosef Windews. Cert.
& 2M-May-2018 003001 Muditied DEytes eccoundil Chilser eccouncilAp plata’ Le<al Packa g’ Mi credei. Wirndiews. Cert..
@ MMayp30E 00301 Renamed  OBytes ChLserseceouncilApplunet Lecal fackages Micresel Windews. Cert_.
@ 2May-2018 003001 Renamed To  413KE eceoundil Chilser eccouncilAp platat Le<al Packa g Mi credei. Windiews. Cert..
& MMay-2008 003001 Medified O Bytes eccountil ChUsers\eccouncilAppDatah LecalPa cha g Mi cresel Windews. Cert.
& 2M-May-201€ 003001 Muedified 41588 ece oundil Chilserd eccouncilApplatat Le<al Packa g Micrede. Windiews. Cert..
@ MMap30E 00301 Deleied OBytes ChLksersecenuncilAppDutet Lecal Packaged Micresel Windeus. Cert_.
| @ 24-May-2018 003001 Medified OBytes eczounsil ChillserdecpuncilAp plans’ Lecal Package Micreie M indiova. Cert,
& M-May-2018 003001 Medified OBytes ChUserd eecouncilAppDatat LocalPacka ge’ Micremel Windews Cert.

L@ 24May-201E 003001 Created DBytes U ecnuneil Ap Dt

1@ MMap3005 003201 Deleied OBytes Chlkereceouncil Applats
O 24-Mayp-2018 003001 Medified DBytes oL cpuneil Applatd
& M-May-2008 003001 Medified D Bytés e aundil L, ifAppDatat
@ 24-May-2018  003G01  Fenamed  DBytes
@ 24-Map- 2018 0GIG0T Rinamid T L158E #ccoundil
& H-May-201€ 003001 Medified O Bytes se ounzil

@ M-Map201E DR01 Medified L1582 wecountil  ChlianleceouncilApplati Lecal Puacka gedt Micreeft Windeua Cert_.
@ M-May-201E 0RIE01 Daleted DByten CLanaeeeuncilApplatd Lecal Package Micrsisi Windeua.Cert..
@ M-Mup201E 0301 Meddid  DBytes sccouncil  C\UaneceouncilApplatal o< al Packiged M rerich Mindewa. Cert.
& M-May-2016  DRI05 DByten SYSTEM CWindem PrefelcH SEARCHPROTOC OLHOST, EXE- CCESCADE F

@ M-Mup-201E 00308 Meddid  DBytes SYSTEM 4 Winderm Prafet e SEARCHFILTERHOST EXE-TMEDT 106

& M-May-2016 DRIERE Mediied  DBytes SYSTEM CWindem Prefetch ALINDLLE2 EXE-CI036004 pF

soue vl [z1] Catesgertze By Extenzan - [ recamgones |
Totsl Chan., 1733 T

Eechuded EL. 0 i#:] NOEXT Rles EHETKE
Change Rate 264 CH/Min p 2By
Process Ti.. & Mieg, 45 5e_

OBftes
0OTME
1RNE
16300 KE
IR
20HME
FEIT
1052 MB
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59. Take the second snapshot of the WhatChanged tool. The tool displays

that it has listed six changes in the selected registry of the system during
uninsralling process.

[] Scan Files: [ fp

] Scan Registry:  [] CLASSES ROOT
7] LOCAL MACHINE
[C]CURRENT USER

atChanged

o Found & new registry entries, listed in

"WhatChanged_Snapshot2_Registry_HKCU.TXT"

Scanned: 181685
HKEY_LOCAL_MACHINE\SY STEMM\CumentCorirol Set' SoftwareClass

Found 6 new/modified keys (isted in the output log)

Close

60. The tool gives output in the form of a text file, including addresses of

all the modified files and folders.

WhatChanged_Snapshotd_Registry_HKLM - Motepad - O >

ile Edit Format View Help

KEY_ LOCAL MACHINEMNSOFTWAREWMicrosoft\Windows\CurrentVersion\Group Policy
Servicelnstances

KEY_ LOCAL MACHINEMN\SOFTWAREW\Microsoft\Windows\CurrentVersion\Group Policy
Servicelnstances\edec84082-55F1-4128-b93e-6808ead2a771

KEY LOCAL MACHINEMNSYSTEM\ControlSet881\Control\MUI\StringlacheSettings
StringCacheGeneration=281
KEY_LOCAL_MACHINEMNSYSTEM\ControlSet8@l\Control\5Session Manager
PendingFileRenameQperations=%??\C:\Config.Msi\308692a8.rbf

KEY_ LOCAL MACHINEMNSYSTEM\CurrentContrelSet\Control\MUI\5tringCacheSettings
StringCacheGeneration=281

KEY_LOCAL MACHINEMASYSTEMACurrentControlSet\ControliSession Manager
PendingFileRenameOperations=\22\C:\Config.Msi\30692a8. rbf
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Uninstalling the client will result in
e Delerion of the client config folder (sync_config.db)

e Preservation of a local copv of the file as well as the Preferch files

62. Orher files that can help you in recovering rraces or evidences of the

63.

doud storage service include

®  Registry kevs abourt recent files

o LNK files

e Browser history and cache

¢  Thumbnails

¢ Restore points/ Volume Shadow Copies
® Pagefile.sys

e Hiberfil.sys

Screenshort displaying the Drive folder present in the Google’s Program
Files directory before uninsralling the client:
~ | Google

Home Share View

w [ C#\Program Files (x86)\Google v] v Search Google

s

# Quick access 2 MName Diate modified Type

Chrome 23-Feb-169:30 AN File folder
CrashReports 23-Mow-131:13PM  File folder

[ This PC Drive 11-Mar-16 10:34 A...  File folder |
[ Desktop Update 11-Feb-169:27 AM  File folder

@& OneDrive

| Documents
4 Downloads
B Music

|=| Pictures

B videos

‘i Local Disk (C)
- Local Disk (E:)
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64. Screenshor displaving Google’s Program Fles directory (Drive folder
disappears) after uninstalling the client:

~ | Google

Home Share View

« « | G\Program Files (x86)\Google] ~| & Search Google

# Quick access " Mame B Date modified Type

Chrome 23-Feb-169:30 AM  File folder
CrashReports 25-Mov-151:13PM  File folder
[ This PC Update 11-Feb-16 %27 AM File folder

I Desktop

|“—: Documents

; Downloads

Jr Music

= Pictures

B videos

i Local Disk (C:)

& Onelrive

- Local Disk (E:)

Lab Analysis

Analvze and document the results related to the lab exercise.
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