




Web Services and Web Development Report




Name: Zeyi Wan
Student Number: 1904718








Content


1 Best Practices for RESTful Web Services	1
1.1 RESTful Web Services	1
1.2 Best Practices for Restful Web Services	1
1.2.1 HTTP Methods	1
1.2.2 URL Design	3
1.2.3 Status Codes	4
1.2.4 Search Results Pagination	5
2 Serverless Technologies	7
2.1 Serverless Computing	7
2.2 Advantages of serverless computing	8
2.3 Disadvantages of serverless computing	9
2.4 Relevance to web hosting	9
3 Circuit Breaker Pattern	9
3.1 Defining Circuit Breaker Pattern	9
3.2 Implementation in web development	10
References	11


[bookmark: _Toc40214521]


[bookmark: _Toc40214656]1 Best Practices for RESTful Web Services
[bookmark: _Toc40214522][bookmark: _Toc40214657]1.1 RESTful Web Services
[image: ]REST (Representational State Transfer) was first proposed by Dr. Roy Fielding in his doctoral thesis in 2000. REST is an architectural style of distributed system design, the central idea of which is resource-oriented[1]. "Representational" refers to the representational nature of the resource, the so-called "resource", refers to an entity on the network, it can also be said that a specific information on the network, it can be a video, a song, a service, etc., in short, a specific object. Users can use a specific URL (Uniform Resource Locator) to point to each resource, and if users want to manipulate that resource, they only need to know its URL, so that each URL becomes a unique identifier for each resource address. There are four common types of operations on resources: create, retrieve, update and delete, which correspond to the four methods provided in the HTTP protocol: POST, GET, PUT and DELETE. When a client initiates one of these 4 requests for a resource, the server responds with a document that captures the resource information, either a json or an xml document, in a corresponding manner. The following is the basic architecture of Restful Web Services.
Figure 1 System Architecture for Web Services Based on REST Architecture Style

[bookmark: _Toc40214523][bookmark: _Toc40214658]1.2 Best Practices for Restful Web Services[2][3]
[bookmark: _Toc40214524][bookmark: _Toc40214659]1.2.1 HTTP Methods
Http methods mainly follow the "unified interface" rule and provide developers with the corresponding actions of noun-based resources. The four most common http methods are POST, GET, PUT and DELETE, which correspond to the creation, read, update and delete operations of resources. For these four HTTP methods need to be used appropriately, otherwise they may add additional communication costs in actual development and may even lead to program crashes and data leaks.

a) GET
The GET method is mainly used to request read or retrieve data from the server and more efficient than other methods. But the data sent by the client to the server may be displayed in the URL address bar, so GET is not suitable for use in services that need to send private information such as registration, login, etc. When the request path is correct, the server will return data in XML or JSON format to the client to be parsed and displayed by the client, and vice versa usually returns a 400 or 404 status code.

@GetMapping("/books")
public String search(@RequestParam("key") String key, Model model,HttpSession session){
    //Method Body
}

The above code is used to perform the function of retrieving books based on keywords. Since there is no need to keep the data sent confidential, efficiency is the primary consideration, and there is no need to modify the resources on the server, GET is used for this purpose

b) PUT
The PUT method is mainly used to update resources. When the URI corresponding to a particular resource is known, the data that needs to be changed can be deposited in the request body and sent to the server to perform update operations on that particular resource. Since the PUT operation is idempotent, the state of the server-side resource on repeated calls will remain the same after the first change.

@PutMapping("/user/update")
public String update(
@RequestParam("userName") String userName, @RequestParam("userPassword") String userPassword, @RequestParam("userId") String userId,
@RequestParam("address") String address, @RequestParam("postcode") String postcode, 
HttpSession session){
	  //Method Body
}

The above code implements the operation of updating the user's personal information, and sends the request body to the server to update the user's information in the database by depositing the data such as username and password, meanwhile, repeating the same update will not change the status of the data in the database.

c) POST
The POST method is primarily used to create new resources by sending data to the server, which is more secure than the GET in that the sent data is not reflected in the URL address bar. In contrast to PUT, creation operations using POST do not require knowing the URI corresponding to the new resource, but POST operations are not idempotent, so two identical POST requests will likely create two identical resources in the server database when the server has no relevant constraints on the creation of data.

@PostMapping("/user/regist")
public String register(
@Param("userName")String userName,
@Param("userPassword")String userPassword, 
HttpSession session){
//Method Body
}

The above code implements the user's registration operation, and since information such as passwords need to be kept confidential, POST is used to achieve this, so that when submitting the registration form, the private data will not be displayed in the URL bar.

d) DELETE
The DELETE method, as the name implies, is used to remove specific resources from the server based on a specified URI. The DELETE method is also idempotent, and when the first DELETE operation is performed to delete the specified resource and then call it again, the resource state on the server will not change.

@DeleteMapping("/user/{bookId}")
public String delete(@PathVariable("bookId") String bookid, HttpSession session){
	//Method Body 
}

The above code implements the deletion of items in the shopping cart based on a specific URI - the book ID, and repeated calls to the same URL to perform this method will no longer change the state of the data.

[bookmark: _Toc40214525][bookmark: _Toc40214660]1.2.2 URL Design
In addition to the proper use of HTTP methods, each specific resource on the network has its own specific URI, so proper resource naming can make the API it corresponds to more intuitive and easier to understand. Here are a few recommendations for best practice of resource naming.

a) URL is a noun
The object of HTTP method action should be a noun, no verbs should be added, and the operation type should be distinguished by HTTP methods. The code below shows.

@PostMapping("/orders")
public String addOrder(Order order, HttpSession session){
	//Method Body
}

@GetMapping("/orders")
public String searchOrderByUserId(HttpSession session){ 
	//Method Body
}

The above two code blocks implement the order creation and retrieval functions respectively, the URLs are the same, both are /orders, and the background chooses to call one of them depending on whether the request method is POST or GET.

b) plural URL
For example, when querying plural users, the requested URL should be /users, but the result returned based on the id query usually contains only one user, at which point the URL becomes /user, which increases learning costs, is not good for memory, and increases maintenance costs later, so for uniformity, it is recommended to use all plural URLs, for example like /users.

As shown in the first point, although the addOrder method adds an odd number of orders, the URL still chooses to use /orders instead of /order, which makes the code look neater and easier to remember.

@PostMapping("/orders")
public String addOrder(Order order, HttpSession session){
	//Method Body
}

c) Avoid multi-level URLs
When it is necessary to query certain resources that have been categorized at multiple levels, it is recommended that the other sublevels, in addition to the first level, be expressed as query strings. For example, if you need to get a certain category of products under a brand, the suggested URL is /brands/adidas?categories=shoes, not /brands/adidas/categories/shoes.

[bookmark: _Toc40214526][bookmark: _Toc40214661]1.2.3 Status Codes
Each request made by the client to the server requires the server to return the corresponding response, which is an encapsulation of both the status code and the data. If the correct and accurate status code cannot be returned to the client, it will lead to the user's inability to determine the specific behavior based on the results returned by the server, and when the request is wrong, it is also impossible to know whether the client request is wrong or the server is down and other errors, which is not conducive to human-computer interaction and user experience, so the timely return of status code is also an important part of RESTful web services best practices.

There are five major types of HTTP status codes, 1xx, 2xx, 3xx, 4xx and 5xx, which contain hundreds of status codes, but users usually only care whether their requests result in "success", "error" or "failure", so the number of status codes commonly used is not very large. The common status codes are as follows.

a) 2xx
A status code beginning with a 2 generally indicates a successful request.
GET: 200 OK
POST: 201 Created
PUT: 200 OK
PATCH: 200 OK
DELETE: 204 No Content
where the 204 status code returned by the DELETE request indicates that the resource being manipulated no longer exists in the backend server.

b) 3xx
303 See Other

c) 4xx
400 Bad Request: Client requests to backend servers are out of scope and not processed in the backend.
403 Forbidden: The user is authenticated but does not have the permissions required to access the resource.
404 Not Found: Resources requested are not available or unavailable.

d) 5xx
A status code beginning with 5 generally indicates a server-side error.
500 Internal Server Error: Client request valid, but server processing error.
503 Service Unavailable: Back-end services not available.

[bookmark: _Toc40214527][bookmark: _Toc40214662]1.2.4 Search Results Pagination
For large data sets, the number of results returned by the query may be many, such as the use of Google to query, the results may be as many as thousands, if all the results are displayed on a web page, first of all, waiting for the page to load the completion of the time will be greatly increased, second to the user's perception is very poor, but also not conducive to the user filtering results, and return too much data at one time will lead to excessive pressure on the service side, data transmission process is also prone to error. So limiting the amount of data returned by default is necessary, for Google, 10 results per page are displayed by default.

However, if only the default amount of data returned is limited, once the user needs more results, it is cumbersome to keep repeating the search request, while not conducive to the user to return the comparison and integration of resources. So create the page number of the data, return the big data list of known fragments, and then mark the data "previous page" and "next page" can greatly improve the user experience, but also can reduce the pressure on the server. The example code is as follows.

Backend Java code:
@RequestMapping("/page")
public  String getPageUser(Model model, HttpServletRequest request, HttpSession session){
	User user = (User) session.getAttribute("user");
String pageNum = request.getParameter("pageNum") == null?"1":request.getParameter("pageNum");
int totalRecord = bookMapper.BookSize();

Page page = new Page(Integer.parseInt(pageNum),7 ,totalRecord );

int startIndex = page.getStartIndex();
Map<String,Integer> map = new HashMap<>();
map.put("startIndex",startIndex );
map.put("pageSize",7 );
page.setBooklist(bookMapper.Books(map));
model.addAttribute("page",page );
if(user.getUser_level_id() == 0){
    return "admin/admin-book-main";
}else{
    return "main";
}
}

Front-end HTML code:
<th:block th:if="${page.pageNum >1 && page.pageNum<page.totalPage}" >
  <li><a th:href="@{'/page?pageNum='+${(page.pageNum)-1}}"> < </a></li>
  <th:block th:each="num,stat:${#numbers.sequence(page.start,page.end)}">
    <li th:if="${page.pageNum == num}"><span  style="color: deeppink" th:text="${num}"></span></li>
    <li th:if="${page.pageNum != num}"><a th:href="@{'/page?pageNum='+${num}}" th:text="${num}"></a></li>
  </th:block>
  <li><a th:href="@{'/page?pageNum='+${(page.pageNum)+1}}"> > </a></li>
</th:block>

[image: ]The backend code above sets the default number of results returned per page to 7 and determines the total number of pages to be paged based on the total number of results returned. The front-end code then displays the corresponding results based on the number of page numbers selected by the user. The effect is displayed as follows.
Figure2 Results pagination
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[bookmark: _Toc40214529][bookmark: _Toc40214664]2.1 Serverless Computing
For serverless technology, serverless computing is the most widely recognized and used. Serverless computing mainly refers to functions as a service FaaS (Functions as a Service) or FPaaS (Function Platform as a Service), server computing eliminates the need for users to maintain and manage the server, only need to focus on the implementation of the code, its operation is completely managed by third parties, and billed only at code runtime, this billing model can significantly reduce the cost of a working model that must occasionally run programs [4].

a) Serverless Computing is a type of cloud computing, like the usual cloud computing such as IaaS/PaaS/SaaS, FaaS is also a type of cloud computing through which a user purchases necessary services for a particular function of an application. 

b) Serverless computing is not really serverless, it is just that servers are replaced with third-party services with specific functions, so the term Serverless Computing may not be very appropriate. The actual workload is still running on a server, except that the developer does not need to deploy, configure, maintain or manage those servers in any way, or even know the type and number of VMs (virtual machines) being used.

c) Serverless Computing takes the abstraction granularity of computing to the function level and belongs to Function as a Service (FaaS). Compared to IaaS/ PaaS/SaaS, FaaS supports a smaller granularity of metering and scaling, and therefore has a stronger advantage in cost and scaling smoothness.

[bookmark: _Toc40214530][bookmark: _Toc40214665]2.2 Advantages of serverless computing
a) Short development cycle
In the traditional development process, developers need to consider not only the details of the code, but also the operating system of the platform on which the code runs, the allocation of hardware resources, dependencies, etc., when writing programs that run directly on the computer, which inevitably slows down the development process. And since servers for serverless computing are provided by third-party cloud providers, developers can focus their time on code development without having to think specifically about the server on which the code will run, or even know how many servers it will run on [4]. Meanwhile, the low threshold for developing and building serverless features reduces learning costs.

b) Low maintenance costs
As opposed to 24/7 billing for IaaS and PaaS, serverless computing requires developers to pay only as the program runs. This is very attractive for some companies with a large number of applications or web services, and serverless technology allows developers to perform functions on demand, rather than running programs 24/7 to maximize utilization costs, which can greatly reduce idle time and increase application efficiency. The cost of post-maintenance can also be greatly reduced as developers no longer have to think about the maintenance of infrastructure such as servers.

c) Highly scalable
Every company wants their app to run better, have zero downtime, and scale quickly and easily as traffic increases, but with a single app development, it can become very difficult. As application loads increase, Ops(Operations Service Clerk) teams must be vigilant in extending the underlying infrastructure. Due to increased traffic, downtime can waste a lot of time and money. But serverless computing is highly scalable and can scale and scale applications in seconds.

d) Low latency
For traditional client-server interactions, the geographic distance between the server and the user can be significant, which directly leads to a significant increase in interaction latency and reduced user experience and stickiness. And for serverless functionality, the cloud provider provides servers all over the place and the client will be able to select the nearest server to act as the server to execute the request, thus significantly reducing interaction latency.

[bookmark: _Toc40214531][bookmark: _Toc40214666]2.3 Disadvantages of serverless computing
a) High migration costs
Once a platform provided by a cloud provider is selected to build a serverless feature, that means that the serverless feature is essentially locked to it. Due to the variability between platforms, both APIs and code may need to be rewritten, which will make it difficult for services to migrate to another platform. For example, moving from AWS to Azure will require a commitment of additional labor and cost.

b) Security issues
Since servers running serverless functions are provided by cloud providers, these servers will inevitably run other clients' programs at the same time, and the mix of running programs will pose a number of security issues, includes the most common SQL injection attacks, insecure serverless deployment configurations, and incomplete monitoring logs as potential security issues [5].

c) Lack of instrumental support
Suppose a single application is broken down into 50 different functions. There are still a variety of processes and tools to manage, document, monitor and deploy the overall application. Since serverless is new to the market, monitoring or logging applications that run for a few seconds is limited and challenging, but over time there will be many effective ways to do this.

[bookmark: _Toc40214532][bookmark: _Toc40214667]2.4 Relevance to web hosting
Relative to serverless technology, the virtual host is not a server, but a complete server is divided into a number of hosts with a certain disk quota, through the physical server, VPS or cloud server installation such as CPanel, Plesk and other panels built, there are multiple websites, each virtual host shares the hardware and bandwidth resources of the server, so the virtual host can be seen as an application layer, the user does not have complete control over the virtual host, only the development of the relevant application access rights. But both simple static websites and dynamic websites can be hosted to meet the most basic web hosting needs of the customer. 

Serverless computing is more of a cluster-based server, with each host in the cluster having a mirror image of the cloud host, which improves the security and stability of the virtual host, with greater flexibility and excellent scalability, and is used by most large companies and enterprises.

[bookmark: _Toc40214533][bookmark: _Toc40214668]3 Circuit Breaker Pattern
[bookmark: _Toc40214534][bookmark: _Toc40214669]3.1 Defining Circuit Breaker Pattern
Circuit breaker pattern is a design pattern for modern software development. The circuit breaker pattern is similar to a fuse installed in a circuit, when there is a safety problem such as a short circuit or a broken circuit, the fuse will be blown in time to cut the circuit to prevent a bigger disaster.

One of the characteristics of a distributed system is that a software system can remotely call other systems, services or processes, which makes a distributed system very flexible, but also brings a problem that remote calls can fail or hang, and remain unresponsive until a timeout. When multiple callers make remote calls to the same suspended service, the timeout can quickly spread to the entire distributed system and consume a lot of server resources, the entire distributed system will be like a circuit short circuit or a circuit break will crash and paralyze.

The "circuit breaker" can effectively reduce the hazards of the distributed system by encapsulating the remote service that needs to be protected. The "circuit breaker" listens to the number of failed calls to the protected remote service internally, and when the number of failed calls reaches the threshold, the circuit breaker will cut off all subsequent calls to the service and return the error information to the calling party, so as to facilitate the calling party to determine the operation afterwards. The pressure on remote services that are incorrectly called will not continue to increase, and the entire distributed system will not have a waterfall chain reaction due to blocked calls.

[bookmark: _Toc40214535][bookmark: _Toc40214670]3.2 Implementation in web development
When a client browses information through a web page, it will inevitably request or retrieve some data from the backend databases. Under normal circumstances, when the service provider is slow to respond, causing the connection to take longer than the timeout period, the web page logic will determine that the remote service cannot be called and return an error message. However, if the server is in a high concurrent high load scenario, the original error message may not be returned in time, the user will be forced to wait for the return result for up to the entire timeout period, while the remote service hangs, there may be other users continue to access, and finally, the server all kinds of resources are consumed until exhausted [6].

Turning on the circuit breaker on this service at this time can effectively prevent this problem. For example, the widely used Hystrix circuit breaker component in SpringCloud, simply introduce the corresponding dependencies into the project, then add the @EnableCircuitBreaker annotation to the boot class that needs to be protected, and add the fallback to the service to achieve the circuit breaker function.
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