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[bookmark: _Toc40194476]Task 1
The following section is conducting research on Internet of Things since 1980s and the growth it made in recent times. Further research is carried out on current technologies on the market and the security issues associated with them are also discussed.
[bookmark: _Toc40194477]History of IoT
The following section is disgusting the history of IoT Since the 1980s.
A historic step in IOT was when members of the Carnegie-Mellon Computer Science Department installed microswitches in Coke vending machines to monitor number of bottles in the machine. The employees would be able to go on the Internet to check if the bottles have recently been refilled to give information if the bottles were cold. “One of the first examples of an Internet of Things is from the early 1980s, and was a Coca Cola machine, located at the Carnegie Melon University. Local programmers would connect by Internet to the refrigerated appliance, and check to see if there was a drink available, and if it was cold, before making the trip.” [1] This research shows one of the first examples of IoT. Even though IoT has been around for some time, it did not get officially named until 1999.
[bookmark: _Toc40194478]Internet of Things and Smart Home Concepts
IoT is used to connect devices to the existing Internet infrastructure. Any electronic device(things) with a sensor that is connected to the Internet are IoT. One of the main advantages of IoT is connecting the physical world and computer-based systems by thus improving efficiency and benefits. “As of 2015, a total of 15.41 billion devices were connected to the internet. Thanks to new wireless technologies and other IoT-related advancements that number will balloon to 75 billion devices by 2025.” [2] This research shows the estimated growth IoT as expected to have and the Foreseeable future. Existing devices will require to be linked to IoT, IoT devices will become cheaper, widely available and more advanced hence the expected growth. Some of the common practical applications that use IoT are smart homes, environment monitoring, medical and health care, smart cities and energy management.
The following section is focused on smart home concepts. Smart homes use IOT devices to enable remote management and monitoring of the appliances and the systems. Some of these appliances and systems would include lighting, heating, security alarm and access control. On average it would cost $1000 per room to automate a home. Singular software platforms allow users to remotely control their home through voice commands, app, or device. hubs are not as widely used anymore, have a certain system and setups still required them. Most smart home devices are now using integrated controllers which use IFTTT to control individual devices with each other. Some of the most popular types of home automation devices are lights, security system, locks, blinds, switches and bedroom alarms. A top manufacturer for security systems is “SimpliCam” [3] which offers home security using a camera that is connected to an app on the user’s device. This device also offers intruder and motion alerts. A locks top manufacturer for home automated devices is “August” [4]. August is a smart lock that is using an application to control the door to unlock/lock, grant access and monitor who entered/exited. Professional home automation systems are also available for those who won professional installation. Some research found that “prices start at around $500 for basic set-ups, and go as high as $10,000 for fully automated homes with monitoring.” [5] This shows how prices can vary from low to high based on the amount of insulations requires. Security, communication and full automation can cost between $10,000 to $150,000 which shows how expensive professional home automation systems can be. A company that offers these features is “Elan”, [6] which gives users easy control over their connected smart home and entertainment system. Some other features Elan enables users are monitor what door is open, closed, locked or unlocked. Another feature is enabling the user access to all the functions from security keypad. Elan also allows switching between the systems. Using Elan, instant view of single and multiple cameras can be monitored, giving the user maximum security. A company that offer security systems, lighting and thermostat control is “ADT” [7]. This company costs $30-$50 monthly to monitor existing devices that would cost $1000. ADT includes alarm monitoring, video security monitoring, smart home controls and many more features. 
[bookmark: _Toc40194479]Advantages and disadvantages
The following section is discussing the advantages and disadvantages of various techniques currently available on the market. Advantage for using home automation systems would be that they are energy efficient. Automated devices pre-program based on time, environment or even adapting to the user’s behaviour. Some research found that on average “systems can help consumers save anywhere from 10 to 15 percent off of heating and cooling bills” [8] which shows one of the advantage automated devices provide. Another advantage would be the convenience of using whole motivated devices. The devices can be instructed to complete tasks using applications on smart devices such as phones, smart watches and computers. Another advantage is the security as the security cameras can be monitored and the user is immediately alerted. By being able to remotely control blinds and lights, it provides security against intruders.
A disadvantage for home automated systems would be installation. Depending on the complexity of the system, it can be time consuming to set up and expensive to hire someone to do it. Another disadvantage would be the technology being complex. In some cases, the physical option is easier to perform rather than using a smart phone to conduct the same simple task in real life. Another disadvantage would be system compatibility. This is a disadvantage as not all systems are compatible with each other and this could lead to the user needing to use different platforms for different devices. In order to avoid this, a centralized platform technology that controls all the systems and devices from one location could be purchased. Another disadvantage is that using home automated systems are expensive.
In conclusion, home automated systems offer convenience for the users and aid to cut down on energy usage. There are some disadvantages that comes with automated systems, however the benefits they offer outweigh the negatives. 
[bookmark: _Toc40194480]Security issues associated with smart home concepts
The following section is discussing the security issues that are associated with smart home concepts.
Smart homes could potentially give hackers an opportunity to access sensitive information. Attackers could also gain access to appliance such as a washing machine and proceed to use other devices in the household or unlock doors and change locks which is a potential device hijacking threat. Cameras could also be a target for hijack threat which would enable the attacker to monitor when the home is empty and the owner’s daily activities. Another attack that smart homes could be a victim of is distributed denial of service attacks which occurs when the targeted system gets flooded with traffic causing the service or network to be overwhelmed. In worst case scenarios, permanent denial of service attacks could take place which damages the device to the point where it must be replaced or reinstalled. An attack that could take place is “fake data fed to thermostats in an attempt to cause irreparable damage via extreme overheating” [9] which shows the extent of damage that can be caused though such an attack. This attack could also be used in man-in-the-middle attacks, where the attacker interrupts the communication between the two systems. There are security solutions that can be used to protect smart home devices one of these solutions is security monitoring and analysis. This captures data of the overall state of the system allowing monitoring of the traffic between the devices. The data is also analysed to detect security violations and system threats. When such threat is detected, the suspected device should be isolated. Another way to secure smart homes is to use secure boot which works by ensuring the device only executes code from a trusted party.
In conclusion, there are many threats when it comes to smart home security that would be a potential problem. The additional methods that aid smart home devices to be more secure from attackers. These methods require additional cost and knowledge or someone to set them up. The threats would remain if the user did not want to invest in further security solutions such as security monitoring and analysis or a secure boot.
[bookmark: _Toc40194481]Task 2
In the following section, using the knowledge and understanding gained from the research, a design of a real-life smart home scenario is created.
[image: ]The above image demonstrated the design created for a real-life scenario. The smart house includes a camera [10], home gateway [11], lights [12], temperature sensors [13], ISP [14], heaters [15], SBC [16], sound sensor [17], motion sensors [18], security alarm [19] and a smartphone device [20]. The camera is located at the entrance of the house and is connected to an SBC. This SBC also connects to an outdoor light and motion sensor. All SBCs are connected to the home gateway. SBC allows connection to be made between sensors and devices. If an intruder were attempting to access the property, the camera would film them. Lights automatically turn on if motion this being sensed. In the lobby another SBC is connected to the light and to a motion sensor. This motion sensor activates the light to turn on or turn off depending on motion. This is also used in all the other rooms of the house except for the bedroom. In the living room and SBC is connected to a temperature sensor, heating source, motion sensor and a light. The temperature sensor provides information which then can be used to set the heating source device according to the information provided. The light in the living room also activates using motion sensors. In the kitchen another SBC is connected so he thinks source, a temperature sensor, emotion sensor and a light to provide the same effect as in the living room. Other features that could have been used in the kitchen would have been a fire alarm and a smoke detector to warn resident of danger. In the study room an SBC is connected to a motion sensor and a light. In the laundry room an SBC is connected to a light and a motion sensor just like in the study room. In the bathroom an SBC is connected to a motion sensor and a light. In the bedroom an SBC is connected to a heating source, temperature sensor, sound sensor and a light. In the bedroom a different sensor is used to avoid the light being switched on unnecessarily triggered by movement. Motion sensors and noise sensors should be used accordingly to benefit the chosen room that the device is based in. A smart phone device is also connected to the home gateway to allow access to any of the appliances in the home using an application.
In conclusion, there are improvements that could be made to provide more security and more appliances. All the sensors have been chosen to benefit the room they are in, by this allowing more energy efficiency, security and accessibility.
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