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Abstract
This report aims to give a knowledgeable overview of Cloud computing to the “London bikes LTD”, analysing the vital aspects that will help the SMB to adopt cloud solutions.


























Contents
1 Cloud computing	4
1.1 Introduction	4
1.2 History	4
1.2 Definition, Characteristics & Benefits	5
1.3 Cloud computing today	5
2 Virtualisation	7
2.1 Definition	7
2.2 Benefits	7
2.3 Hypervisor	8
3 Service models	9
4 Deployment models	12
4.5 Statistics	13
5 The London Bikes LTD Case	13
6 Cloud Backup Solution	16
7 SaaS solution	17
7.1 How to choose	17
7.2 Implementation	17
8  Security concerns	19
8.1 Risk management framework	21
9 Migration process	22
9.1 Definition	22
9.2 Methods	22
10 Conclusion	23
11 References	23





[bookmark: _Toc39702613]1 Cloud computing 
[bookmark: _Toc39702614]1.1 Introduction
Since the creation of the World Wide Web, the number of Internet users has grown rapidly in the past years, counting today more than 4.5 billion users around the world with over 20 billion devices (Cisco, 2019), revolutionizing our lives under many aspects. 
This evolution has also been possible through a special technology called Cloud Computing, which has brought inestimable advantages to services such as shopping, banking, learning, and commerce creating a new huge market that continues to grow and expand.
[bookmark: _Toc39702615]1.2 History
Cloud computing is a concept that was born around 60 years ago. The timetable in Figure 1 highlights the most important steps of its history. 

[image: ]
Figure 1 History of Cloud computing (Santana,2016)
According to Santana (2016), the beginning of the cloud computing model is dated 1957 when IBM created the first  mainframe that supported the “time-sharing” feature, an ability that allowed multiple users to use the same mainframe, giving a false impression of using dedicated. In 1961 computer scientist and Professor John McCarthy shared his “Computation as a public utility” idea, sustaining that one-day computation could have been organised as a public utility.
 In 1963, another computer scientist, J. Licklider conceived the first idea of a computer network, called “Intergalactic Computer network” and 6 years later, in 1969, his idea was brought to reality creating the first computer network in the history called “ARPANET”. 
Another big achievement occurred in 1972 when IBM Created the first Virtual machine.
 In the 1980s, personal computers were created and in the 1990s, the introduction of the World Wide Web and Virtual Private Network marks another milestone in the Cloud Computing history. 
It was just in 1999, that a company combined all the previous- discovered concepts to launch “Saleforce.com”, a website that offered software as a service with the ability for customers to manage their data just trough a browser and internet connection, eliminating the need of additional software or infrastructures.
In 2003, the Internet retailer company called “Amazon” realized that its data centers had low-activity periods during specific months of the year, resulting in a waste of money and they considered to “rent” computer resources over those periods to cover the costs. As Result, in 2016, “Amazon Web Services” was launched.
[bookmark: _Toc39702616]1.2 Definition, Characteristics & Benefits 
Cloud computing can be defined as: ” A complex infrastructure of software, hardware, processing, and storage, all of which are available as a service” but this term has also many other definitions have been created in the past years by different stakeholders such as scientists, organizations, and developers (Mazumdar and Alharahsheh, 2019)
At the base of Cloud computing, there is an important infrastructure that makes is possible, called “Data Center”. Data centers are indeed facilities that host, manage, and monitor different physical devices such as servers, security devices, and other systems.
Cloud computing has six main characteristics:


Figure 2  Cloud Computing characteristics (Docter and Fuchs, 2020, pp. 17-18)

[bookmark: _Toc39702617]1.3 Cloud computing today 
Cloud computing has evolved a lot in the past years, and it is continuing to evolve. The following figures aim to give an international and European vision of the Cloud adoption.
	
	

	Figure 3 Cloud revenue forecast 2017-2021 (Source: Coyle and Nguyen, 2018).
	Figure 4 Monthly estimation spend (Source: Intricately Cloud Market share report, 2019)
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Figure 5 Business purchasing cloud services in the European Union  (Source: Eurostat, 2016) 
[image: ]
Figure 6 Percentage of users accessing cloud services in the EU (Source: Eurostat, 2017)
[bookmark: _Toc39702618] 2 Virtualisation 
[bookmark: _Toc39702619]2.1 Definition 
Docter and Fuchs (2020, p. 5) state that virtualisation is the special concept that breaks up the typical one-to-one relationship between an operating system and hardware, making possible for a physical server to host many cloud services belonging to different clients and also allowing several servers to work together as one virtual server. From the end user’s point of view, this mechanism is completely unnoticed, because it is all managed behind the scenes.
[image: ]
 	Figure 7 Virtualization (Source: VMware, 2006)
[bookmark: _Toc39702620]2.2 Benefits  
Virtualisation brings several advantages such as VM Migration, Consolidation, Dynamic load balancing, and Disaster Recovery.
VM Migration
Consolidation

	[image: ]Figure 2
Figure 3









Figure 8 VM Migration (Source: Author, 2020)Virtual machine migration allows machines to migrate from one server to another optimizing server utilization: Resources are shared, meaning better management and hardware efficiency, opposite than buying a standalone server.
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             Figure 9 Consolidation (Source: Author, 2020)
One physical server can accommodate multiple logic server if the hardware can cope with the requests, reducing the number of machines required.








	Dynamic Load balancing
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  Figure 10  Dynamic Load Balancing (Source: Author, 2020)As the workloads between servers vary, virtualization provides the ability for a virtual machine that is overutilized to move workloads to underutilized servers.  
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      Figure 11  Dynamic Load Balancing (Source: Author, 2020)Virtualization allows the creation of virtual images of the machine that are saved on a different server, so in case of a disaster, the machine can be re-imaged immediately.



[bookmark: _Toc39702621]2.3 HypervisorDisaster recovery

Virtualization is possible thanks to a software called Hypervisor that permits multiple OS to share the same machine and to manage the underlying resources granted to each virtual OS such as CPU, RAM, Disk memory and NIC. 
There are two types of hypervisor: Type 1 and Type 2. 
[image: ]
Figure 12 Hypervisors (Source: VMware, 2006)
	Type 1
This type of hypervisor is also called “Bare Metal” because it sits directly on the host’s hardware, becoming its operating system. This type is generally considered more performant than the Type 2 because by sitting directly on the hardware, the host does not consume extra processing power to run a guest OS but focuses entirely to support the virtualization. Type 1 hypervisors typically used in server-side virtualization and some examples are Microsoft Hyper-V, VMware ESX, and Citrix XenServer. 
	
	Type 2
This type of hypervisor sits on a host OS and it is typically used in client-side virtualization in which users can create multiple OS in a separated but not independent environment. As discussed before, this type is less performant as processing power and memory are shared between the operating systems. Some examples are Oracle Virtual Box, VMware, Azure virtual server.


[bookmark: _Toc39702622]3 Service models 
Service Providers and service level agreement 
In cloud computing, the term “Service providers” is used to define a company that provides technologies to other organizations for a specific time and cost agreed between the two parts through a service contract. Furthermore, another type of contract, called “Service level agreement”, is also signed to control specific aspects of the service provider, such as the uptime guaranteed, the average time to recover from failure, the data management methodologies adopted, and other performance-related aspects.  
	
Cloud providers can offer many types of services as shown in figure 8, but services are all grouped in three main categories called Infrastructure as a service, Platform as a service and Software as a Service.

	[image: ]
Figure 13 Cloud services (Source: Author, 2020)


Infrastructure as a service 
According to Santana (2016, p. 36) Infrastructure as a service, was the first type of service model to be offered to the public in the late 2000s. Today IaaS consists of a series of cloud services created for different customers’ needs such as storage, networking functionalities, processing power, and other computer resources. 
	As shown in figure 9, the provider has control over the key layers of the structure, allowing customers to install and use any suitable software on top of them. 

	[image: ]
Figure 14  IaaS Responsibility (Source: Santana, 2016)



	Infrastructure as a service is the right option for:

1. Hosting websites and apps, including the new fast-expanding world of the “Internet of Things”.
2. High-performance Computing such as big data analytics, machine learning, simulations, and modelling. 
3. Recovery, Data Storage, and Backup.
4. Testing and development environment for developers.
(Vidyamadhuri and Mukundha, 2017)

	The advantages related to Iaas are:

1. Immediate availability of resources.
2. Ability to host multiple virtual machines depending on the request.
3. Reduction of maintenance cost.
4. Easy data recovery in case of loss.

(Vidyamadhuri and Mukundha, 2017)




To provide these services, the Iaas service model takes advantage of different types of virtualization techniques such as Pooling, Abstraction, that reduces complexity to simplify the use of resources, and Partition that increases usage efficiency (Santana, 2016).
An excellent example of the Iaas cloud services is Amazon Web Services, the pioneer of Cloud computing. 
[image: ]
Figure 15 Amazon Web services (Source: Santana, 2016)
In addition to Amazon web services, other cloud providers offer IaaS services such as Google Compute Engine, Windows Azure, IBM Smart Cloud, and HP Enterprise Converged.
Platform as a service 
Platform as a service is a cloud service model that gives customers the ability to deploy applications in the cloud environment. In comparison with Iaas, there is a different level of responsibility between the provider and the consumer.
	The customer indeed, cannot interact with the layers that manage storage, operating systems, servers, and networks but can only interact with the application level that might contain software development tools such as programming languages, libraries, databases, authentication services, and others (Santana, 2016).

	[image: ]
Figure 16  PaaS Responsibility (Source: Santana, 2016)



The main benefits related to PaaS are:
1. Platforms are constantly updated and secured by cloud providers.
2. Applications can be developed and deployed in multiple languages such as Java, PHP, Python, .Net.
3. Cross-platform support, such as Mac OS, Android, Windows, iOS, and Linux.
4. Integrated app lifecycle management.
5. Some providers also offer additional features such as machine learning, drag-and-drop tools for beginners, development operation, and autoscaling.
(Docter and Fuchs, 2020, p. 11)
Examples of PaaS are Microsoft Azure, AWS Elastic Beanstalk, Oracle Cloud Platform, and Red Hat OpenShift.
3.3 Software as a service
 Rao, Leelarani, and Kumar (2013) define Software as a service as the direct opposite of the classic “Software as a product model”, in which software needs to be purchased and installed. SaaS indeed, is a revolutionary model that allows customers to access applications that are hosted in the cloud just by a browser and internet connection, for this reason is also called “on-demand service”(Rao, Leerami and Kumar, 2013). 
	The level of responsibility adopted in SaaS is different in comparison to the other service models.

Indeed, the consumer has no control over the cloud provider’s infrastructure, it is the provider’s responsibility to secure, update, and maintain the service.
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Figure 17  SaaS responsibility (Source: Santana, 2016)

	According to Santana (2016, p. 50), the SaaS cloud market is the richest in terms of providers, that started offering this type of service even before the “Cloud Computing” term was created. 

	The main benefits are:
1. Application scalability, flexibility, and availability
2. Ease of development.
3. Reduction of software licensing cost
4. Provider management of its needs

(Bokhari, Shallal and Tamanddani, 2016)



3.4 Statistics
In 2018,  the analysis conducted by Intricately (2019) that involved 21,000 cloud products and over 450,000 customers, reveals statistical information of the major cloud provider’s customers, average number of cloud products used, and average monthly spend on cloud products. 

Figure 18  Customers analysis (Source: Intricately Cloud Market share report, 2019)
[image: ]
Figure 19 Average number of cloud products (Source: Intricately Cloud Market share report, 2019)

Figure 20 Average monthly spend on cloud products (Source: Intricately Cloud Market share report, 2019)
[bookmark: _Toc39702623]4 Deployment models 
Cloud services are delivered through four different models: Private, Public, Community, and Hybrid. 
	[image: ]Figure 4
Figure 5
Private Cloud







Figure 21 Private Cloud (Source: Author, 2020)This model is used especially by single organizations and can be accessed by multiple units within the same company. Private clouds are generally more secure than the other deployment models.

	[image: ]Public Cloud









Figure 22 Private Cloud (Source: Author, 2020)A traditional type of deployment model designed for public consumers use. It offers the best of the Cloud computing advantages.  
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Figure 23 Community Cloud (Source: Author)This deployment model is created between multiple organizations that share the same characteristics such as schools and banks.
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Figure 24 Hybrid Cloud (Source: Author)This type of deployment model combines two or more cloud infrastructures to take advantage of specific features from both.



[bookmark: _Toc39702624]4.5 Statistics Community  Cloud
Hybrid cloud

A study conducted by Rightscale (2019) on 786 professionals working in different enterprises and SMBs, analyses the cloud strategy and division of workloads.
	
Figure 25 SME strategy (Source: Rightscale, 2019).
	
Figure 26 SME workloads (Source: Rightscale, 2019).


[bookmark: _Toc39702625]5 The London Bikes LTD Case
The London Bikes LTD is a Small & Medium enterprise not hostile to technology. Indeed, In the past years, different IT solutions such as an internally hosted website and a full database management system have been adopted and the adoption of Cloud technologies can furtherly boost up the growth, giving access to new markets, reaching more customers and saving costs.  According to Deloitte (2014, p. 1), SMEs typically face different issues on the path to Cloud (Figure 19). 

Figure 26 Path to Cloud (Source: Author, 2020))
The solution would consist of moving business processes and technology, that are not core to customer proposition, onto the cloud to save capital, time, and resources whilst deploying infrastructure for an agile and uphold growth. 
In the same study conducted by Deloitte (2014, p. 6) in 2014 on 1316 SMEs across the USA, UK, Italy, France, Spain, and the Netherlands, it has been determined the major reasons behind the adoption of the Cloud and its benefits.

Figure 27 Reasons to cloud (Source: Deloitte, 2014)


Figure 28 Benefits of the cloud adoption (Source: Deloitte, 2018)
.

	Taking is consideration that fact that London Bikes LTD owns a proprietary server, where the website is hosted, and the decision to use a Cloud Backup and lately a SaaS solution, the suggested deployment model is the Hybrid Model. 

An Hybrid approach would allow the company to “mix and match” the best cloud technologies from the Public and Private Cloud, choosing for example to use the private cloud to keep their confidential , and backups on premises and the public cloud for the future SaaS solution and other workloads such as processing sales.
	[image: ]
Figure 29 Hybrid cloud benefits (Source: Author, 2020)
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Figure 30 Deployment model for London Bikes LTD (Source: Author, 2020)


 

[bookmark: _Toc39702626]6 Cloud Backup Solution 

The Cloud Data backup solution requested by London Bikes LTD is the most effective strategy to mitigate the risk of possible data loss in case of an accident, contributing to the company’s disaster recovery plan. 
McMillan (2019, p. 592) analyse three methods of backups:
- Full Backup: Consists of a complete copy of all the files of a system or server. Full backups are usually scheduled according to a routine plan, with several smaller updates that are added from time to time between each full backup. In case of restoration, only the full backup is needed.
- Incremental backups: Partial type of backup that performs a backup only on the data that has been altered since the last incremental or full backup, using different tapes. In case of restoration, the full backup and all the different incremental backups in chronological order are needed.
- Differential backup: This method copies the data that has been modified since the last full backup in one tape, accumulating all changes. In the case of restoration, the full backup and differential backup are necessary.
The following table compares the rapidness of each methodology for backup and restoration operation, in which 10 is considered the longest time and 0 the shortest time.
	     
Figure 31 Backup rapidness (Source: Author 2020)
	


McMillan (2019, p. 593) also suggests that the combination of these methods can effectively reduce the risk of data loss, but Incremental and Differential methods should never be used together. There are three main factors that need to be considered when choosing a backup method:
1. The necessity to have a fast backup and restoration, combining for example a monthly full data backup and a weekly incremental backup.
2. Data encryption to ensure confidentiality. 
3. Associated costs that typically vary between 0.06$ and 0.12$ per GB per month for backup and $0.024 - $0.036 per GB per month for restoration (Amazon, 2020).
Amazon S3 Service and Oracle RDBMS are two of the most popular Cloud Data Backup solutions
[bookmark: _Toc39702627]7 SaaS solution 
[bookmark: _Toc39702628]7.1 How to choose
The idea to adopt a Software as a service represents an immense opportunity for London Bikes LTD to grow.
In the past years, always more SMEs have adopted SaaS solution. In the study conducted by BetterCloud (2017) on over 1800 IT professionals working for different businesses, it is forecasted that from 2016 to 2022, the percentage of SMEs that have adopted SaaS solution will double up, increasing the future trend.

Figure 32 SME SaaS adoption forecast study (Source: BetterCloud, 2017)
Other findings highlight that:
1. The 86% of the clients revealed that SaaS has enabled them to achieve better outcomes than traditional desktop options
2. SaaS has contributed to a reduction of emails (48.6 %) and meetings (30%)
3. Increased customer satisfaction (25%)
4. The 94 % of the IT professionals surveyed reported important advantages from choosing SaaS.
According to Olson (2012),  there are 10 aspects that should be considered when choosing a cloud provider for SaaS:

Figure 32 SaaS aspects to consider (Oracle, 2012)

[bookmark: _Toc39702629]7.2 Implementation  
According to Butterfield et al (2016, p. 310),  the success of any SaaS solutions is based on the suitable decisions taken by the stakeholder during the different phases of an application life cycle.
The application life cycle must be assessed and planned properly when an organization moves to the cloud to avoid any future problems, and cloud implementation frameworks are used to manage the various IT and business elements of the cloud transition.
The TOE framework is one of the most adopted assessment frameworks where TOE stands for its three areas of focus: Technological, Organizational, and Environmental.

Figure 33 TOE Framework (Source: Author,2020)
Butterfield et al. (2016, p. 315) also state that TOE framework has been primarily conceived form an IT perspective, not assessing the company’s business needs, therefore the introduction of a business-focused framework, such as Cloud Lifecycle Model (CLM), is necessary in conjugation.
	Cloud lifecycle model is divided into four stages:

1. Architect: The cloud project is analysed and planned, and the implementation strategy and business design are defined.

2. Engage: A service provider is engaged to start a negotiation of the service.

3. Operate: Implementation and day-to-day management of the solution.

4. Refresh: Open-ended review of the service

(Conway and Curry, 2012, p. 198)

	[image: ]
Figure 34 Cloud Lifecycle (Conway and Curry, 2012)


The adoption of the TOE and CLM also brings the advantage to determine the readiness of the company towards cloud computing and the manageability of future changes. Figure 35 shows a practical approach for the SaaS implementation.

[image: ]
Figure 35 Practical approach to SaaS (Pal, 2015)
[bookmark: _Toc39702630]8  Security concerns 
	
One of the biggest concerns associated with cloud computing is security. 
Indeed, once data is moved onto the cloud it is not anymore stored on personal devices but “somewhere” on the cloud. McAfee (2019) also conducted a study on billions of anonymized cloud events across many enterprises, to identify the nature of the data being moved onto the cloud. The findings show a high percentage of confidential and private data that could seriously affect a business or a person if disclosed.

Different cloud service models imply a different level of responsibility between the cloud provider the consumer.
	
Figure 36 Data in the Cloud (Surce: McAfee,2019 )

	


Figure 37 Shared responsibility Cloud (O’ Hara and Malisow, 2017)
	According to O’Hara and Malisow (2017, p.88), cloud customers and providers are concerned about two different problems: Customers are concerned about data in the risk of a data breach, failure or lack of availability and providers are concerned about the security and efficiency of the datacenter.

When choosing a cloud provider, these two perspectives often lead to an adversarial negotiation between the two parts where customers look for maximal control over their data, and providers look to limit their access.


	Although the different shared responsibility between the provider and client, with the introduction of Cloud computing there are several risks and threat that must be taken into consideration for security.





Risks




Figure 38 Cloud Risks (Source: Dekker and Liveri, 2015)

Figure 39 Cloud Threats (Source: O’ Hara and Malisow, 2017, pp 102-104)

[bookmark: _Toc39702631]8.1 Risk management framework
O’Hara and Malisow (2017, p. 291) state that risks are managed in organisations using risk management frameworks, organized structures of activities to address and mitigate risks, such as the ISO 31000:2009 shown in the image below.
[image: ]
Figure 40 ISO 31000 (Source: Lachapelle and Hundozi ,2015)
This framework uses a specific methodology that brings different benefits.
	Methodology:
1. Establishing context: Risk management must be placed in an operational and strategic context
2. Risks Identification: All possible risks that could be related to the organization are scrupulously individuated
3. Risks analysis and Evaluation: Risks criticality and likelihood to occur are measured and classified
4. Risks Treatment: Risk treatments are defined in the base of the results of the risk assessment conducted by an internal and external stakeholder 
5. Monitoring and reviewing:  Results are monitored and reviewed periodically.

	Benefits:
1. Higher probability to achieve targets
2. Improved security 
3. Improved governance
4. Improved stakeholder confidence and trust
5. Better compliance with regulations
6. awareness of the need to identify and treats risks in the organization



[bookmark: _Toc39702632]9 Migration process 
[bookmark: _Toc39702633]9.1 Definition
Once all different aspects regarding the Cloud have been analysed, migration is the final step that will allow the company to move to the cloud.  According to Docter and Fuchs (2020, p. 151), migration is a difficult process to accomplish even for small companies that might have fewer requirements. 
To perform a successful migration, an organization should follow some vital steps:
1. Classification of the data, applications, processes, or workloads that are going to be migrated based on size and complexity.
2. Definition of a systematic order among the items to migrate
3. Definition of the processes and roles between the internal staff and Cloud provider
4. Allocation of specific staff to the migration process
5. Creation of a plan including the migration road map and schedules
6. Definition of Key Performance Indicators (KPI) for the migration plan and the schedules
7. Creation of a pre-migration and post-migration security plan 
8. Communication of the migration plan to stakeholders
9. Organization of check-ins schedules with the team that will perform the migration
10. Migration testing 
[bookmark: _Toc39702634]9.2 Methods
Migration can be accomplished through different methods:
1.   Lift and Shift. This method requires few or no adjustments at all to the existent apps. It is used to move data and applications from one host to another one on the cloud allowing the company to reduce costs immediately. 
On the other hand, because of its simplicity, applications moved onto the cloud might not be ready to properly function in the Cloud and for this reason another Lift-and-shift based process, called re-platforming, is used by organizations to perform a migration planning a future upgrade of the application. Another similar process is re-factoring, where the application is moved onto the cloud and after it is re-programmed.
2.    Rip and Replace. The “Rip and Replace” method consists of redesigning the application completely from the beginning using only cloud components. By doing so, the application can take full advantage of the cloud representing a higher cost saving but also a slower and riskier process than Lift-and-Shift.  This method is highly suggested in the event of old application migration.
3.  Re-purchase. Involves abandoning the old traditional license model to move to a SaaS model. 
 

Figure 41 Comparison of Migration strategies (Docter and Fuchs 2020).)
[bookmark: _Toc39702635]10 Conclusion
As analysed in chapter 1, Cloud is relatively a new concept that has already revolutionized the Internet but it promises a long and interesting future rich of innovation especially considering the new upcoming technologies such as the fifth-generation technology (5G) and quantum computers.
Henceforth Cloud computing has become a necessary step for businesses to stay competitive in a more technologic and connected world that is continuously evolving.  
The analysis and solutions presented to the London Bikes LTD represent a solid starting point for the company to take this technology onboard and build new business strategies to benefit of the monetary, organisational, and operational advantages.
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Elasticity


Services can grow or shrink according to the client’s need. This characteristic is possible thanks to the "virtualization" that uses a technique called resource pooling to organize resources.


Self Service


Scalability


The ability for the user to use more or fewer resources depending on the need.


Resources are regularly available 24/7/365 without requiring any interaction from the provider. Self-service is recognized to be one of best cloud characteristic from the user’ standpoint.






Broad network access


Characteristics that allow clients to access resources by using different types of devices such as laptops, tablets and different OS such as Windows,  Linux, Android.


Pay-as-you-go


Availability


Resources are accessible and responsive anytime according to the client’s need. Cloud providers indeed, aim to offer uninterrupted services.


Customers are charged only what what they use, indeed cloud providers determine customer's consume and invoice them only for the services used, opposite than a traditional model where customers pays the same amount of money regardless the consume.





The ability for the user to access the requested data, anytime and anywhere is called ubiquitous access. 


Beginning Phase


Intermediate Phase


 Access to capital and skills.


Scalability  management control during growth.


Optimisation and innovation once the goal is achieved.


Final phase



SaaS Aspects


1. Proven successful similar deployments.


2. Trial period offered.


3. Contract flexibility and cost protection.


4. Service-Level agreement and proves of solid of service-level performance.


5. Transparency of all the operations.


6.  Uniform Multitenancy.


7. Exhaustive Disaster recovery plan.


8. Security standards and compliance requirements.


9. Ability to adjust the solution to own needs.


10. Robust integration.



T


The technological area analyses the impact the cloud can have on the company focusing on different factors such as:  compatibility, complexity, uncertainty, trialability and advantages of the adoption.


O


The organisational area analyses the company in terms of size,  previous IT experience, level of innovation and top management support.


E


The environmental area analyses the ecosystem around the company focusing on the market scope, belonging industry, pressure from competitors and suppliers computing support.



Software security


Risks associated to software vulnerabilities such as SQL injection. These type vulnerabilities are critical as they could allow hackers to attack multiple customers at once.


Network attacks


Cloud services are managed and used via internet connection, therefore they are vulnerable to network attacks such as DOS, Man-in-the-middle attack, eavesdropping.


Social engineering attacks


Management interface


Social engineering is the art of deceive people and n cloud computing, most of the administrative process happens online, creating a  high risk of attackers pretending to be the cloud provider.


Cloud services give  customers the opportunity to manage their services through a simple management interface that can be vulnerable to attackers.



Device Theft


Ubiquitous access is one of the main advantages of Cloud but a lost or stolen device could mean a potential data breach. BYOD policy in some SME, makes the risk higher.


Physical hazards


Natural disasters such as earthquake, fire, floods can affect unexpectedly the organization. A business continuity strategy must be created by SME. 


Overloads


Customers use the same physical infrastructure that is logically separated but increased usage or peaks can bring interferences among customers.


Unexpected cost


Pay as you go is another advantage of the Cloud, but there is the risk of unexpected events that can enormously increase the costs such as popularity or a DOS attack.



Vendor Lock in


Situation where it is hard for a customer to migrate to another provider in cases such as legal conflicts, outages especially before the end of the contract.


Legal outages


Situation where the cloud provider for some reasons stops providing its services, creating uncertainty on the availability of the stored data.


Jurisdictional issues


Cloud providers often use datacenter that are physically located in other countries under different laws for data security and privacy.


Insider threats


Personnel working for the cloud provider that maliciously or negligently have a negative impact on the customer’ security



Cloud Threats


Malware
Category of malicious software that can cause different problems.
Effective solutions are: network and host-based antimalware apps, regular updates, patches and checks on virtual machines and the use of network monitoring for suspicious activity.


Man-in-the middle attack
Type of attack that allows the attacker to eavesdrop the traffic between the receiver and the sender.
Data encryption is the most effective method to secure data at rest and data in transit including authentication activity.


Social engineering
It is the art of deceiving people, where attackers pretend to be authorised to gain information or access
Staff training is the key solution to Social engineering attacks.


Denial of Service
Type of attack that aims to make a service unavailable by overloading a resource with many simultaneous requests
The mitigation is possible using special designed network equipment and cloud-based protection service


GLOBAL CLOUD MARKET REVENUE FORECAST

Billion $	
2017	2018	2019	2020	2021	153.5	184.4	221.1	260.2	302.5	


Monthly Estimation  cloud spending 

$ Million 	
Facebook	Twitter	Baidoo	Twitch	Pinterest	BBC	Rakuten	Booking H.	59	24	20	16	6	6	3	3	


Customer Analysis for organization type

Tiny (Less than 10 employees)	
Amazon	Azure	Google Cloud	0.56999999999999995	0.36	0.74	SME (10-100 employees)	
Amazon	Azure	Google Cloud	0.28000000000000003	0.28999999999999998	0.18	Mid-Market (100-1000 employees)	
Amazon	Azure	Google Cloud	0.1	0.2	0.2	Enterprise (1000+ employees)	
Amazon	Azure	Google Cloud	0.05	0.15	0.02	376,041 Customers                                             42,819 customers                                          61,528 customers




Average Monthly Spend on Cloud Products

Series 1	
$100k + /month	$100k - $20k + /month	$20k - $5k /month	$5k - 1k /month	1536	5419	8935	10242	Monthly spend


Total buyers



SME Cloud strategy

94% of Respondents using Cloud	
Public Cloud Only	Hybrid Cloud	Private Cloud Only	No cloud	0.22	0.69	0.03	0.06	

SME Workloads in Cloud

SMB Workloads in Cloud	



Non-Cloud	Private Cloud	Public Cloud	0.22	0.35	0.43	

Reasons for cloud adoptions

Series 1	
Mobility/remote working	Reduced operating costs	Collaboration	Lower maintenance	Access to technical expertise	Scalability	Not tied in long term contracts	0.47	0.38	0.36	0.32	0.27	0.25	0.16	


26% Faster Growth

Growth	1st Qtr	2nd Qtr	0.26	0.74	
21% More Profitable

Growth	1st Qtr	2nd Qtr	0.21	0.79	
26% of SMEs scale and grow

Growth	1st Qtr	2nd Qtr	0.8	0.2	
Enables 77% of SMEs to access new markets

Growth	1st Qtr	2nd Qtr	0.77	0.23	
Enables 2/3 of SMEs to beat competitors

Growth	1st Qtr	2nd Qtr	0.66600000000000004	0.33	
Enables 3/4 of SMEs to beat competitors

Growth	1st Qtr	2nd Qtr	0.75	0.25	
Backup Rapidness Comparison

Data Backup	Full	Incremental	Differential	10	0.5	5	Restore Procedure	Full	Incremental	Differential	0.5	10	5	



SME Saas adoptation Forecast

Series 1	
2016	2017	2018	2019	2020	2021	2022	2023	0.39	0.44	0.51	0.57999999999999996	0.75	0.77	0.8	0.86	


 data in the cloud

Sensitive	
[CATEGORY NAME] [VALUE]

[CATEGORY NAME] [VALUE]

[CATEGORY NAME] [VALUE]

[CATEGORY NAME] [VALUE]

[CATEGORY NAME] [VALUE]

Confidential	Email	Password Protected	PII	Payment 	PHI	0.27	0.2	0.17	0.16	0.12	0.09	
Comparison of Migration Strategies

Time 	&	 Cost	Lift and Shift	Repurchase	Replatform	Refactor	Rip and Replace	3	4	5	7	8	Opportunity to optimize	Lift and Shift	Repurchase	Replatform	Refactor	Rip and Replace	1	1	3	7	8	
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Service
Elastic Compute

Service Description
Provides virtual servers that can run different operating systems.

cloud (EC2)

Simple Storage. Provides storage capacity.

Service (3).

Elastic Block Store | Provides block-based storage volumes that can be accessed by
(EBS), servers.

Elastic File System | Provides storage service that allows files to be stored for easy
(EFS) access by instances.

Virtual Private cloud | Provides a virtual isolated network within the cloud for a tenant
(vPC)

Direct connected

Provides a dedicated network connection between the premises of
a corporation and the cloud to achieve a more reliable network
experience

Elastic load Provides the distribution of incoming application traffic amang
balancing virtual servers, improving reliability.
Route 53 Provides the deployment of a scalable Domain Name System

service within the cloud.
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