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[bookmark: _Toc160759798][bookmark: _Hlk160544864]Introduction
In this assessment two organisations have been selected which are Microsoft and Amazon.  The assessment will provide a brief introduction of both organisation and their products and business activities are discussed very thoroughly. Then there the TOWS metrics analysis has been discussed very deeply in which threats, opportunities, strengths and weaknesses of both organisations are discussed. Furthermore, there is a critical evaluation of the organisation from each aspect as it's based on past literature and research and finding out the information. Nevertheless, the Knowledge Management System value chain and other Information Technology Systems which directly interact with knowledge management systems and its business perspectives are being discussed. Lastly few recommendations are provided for both companies for their betterment and prosperity so that they can make more revenue and profits and serve better services to their clients and customers, lastly, there is a conclusion in which overall the report work has been discussed very briefly.
[bookmark: _Toc160759799]Organisational Background (Amazon & Microsoft)
Amazon is one of the most famous companies that utilise digital presence, online retailer and internet service provider with having diversified product range. Amazon has a competitive advantage over their rivals such as Walmart, due to online presence and market share. Furthermore, globally shipping their products it's a massive success (Garnelo et al., 2020). The activities which Amazon provides are frequent live sessions, events, upcoming live and having discussions with customers, prime video and maintaining channel homepages (Martin and Tapp, 2019). The business plan of Amazon includes a bookselling platform, third-party services, Amazon Web services, Amazon Prime, wholesale food and grocery items, and amazon bedrock. Now recently amazon has introduced organic grocery chains for their health-conscious customers (Umar, 2022). 
Microsoft was established in 1975 by Bill Gates and Paul Allen. The main goal of designing Microsoft was to help in completing the task on computer and this increase the productivity and reliability of work (Wang et al., 2020). Business transformation of Microsoft was from MS Office such as MS. Word, MS Excel and PowerPoint presentation PPT was introduced. having customer flexibility and customer concern related to office work they introduce Ms Teams, Power B I, Microsoft Azure, Xbox, Micro surface, Bing, Windows, Microsoft Antivirus, Internet Explorer, Paint, yammer, Microsoft Access, Microsoft Project Outlook, Microsoft 365, Microsoft Stream, games, PC accessories, Security, Skype, One drive, OneNote, Syntax, Microsoft Edge and so on (Martín-Martín et al., 2021). 
Microsoft applications provide services like software and tools which aid in performing daily tasks which are associated with their daily performance, so using such software and tools increases employees' productivity and progress in office work According to Ilag et al., (2022). Nevertheless, Microsoft dynamics 365 can make the business stay secure and have data protection for all the privacy concerns as Microsoft 365 reduces the risk of data breaches. Furthermore, nowadays every individual needs flexibility in their work so Microsoft Azure's cloud-based platform can instantly operation functions and provide access to a large range of computing resources this reduces cost and accelerates improvement in working flexibly (Russinovich et al., 2019). 
Nevertheless, both organisations provide tremendous advantages and facilities towards their customer and constantly improve their business strategies and goals to improve their services as well as to create a great impact world-wide. Amazon Web service and Microsoft Azure both have competitively the same features which are competitiveness among them. Such as computing the data, performance delivering the content, data security and reliability as Amazon and Microsoft both work together to provide Web services nationwide (Culpepper et al., 2020).
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[bookmark: _Toc160759800]TOWS Analysis 
Amazon 
	TOWS
	Strengths (Internal)
1. Diverse Product Range
2. Global Presence
3. Digital Presence
	Weakness (Internal)
1. Dependence on Online Presence
2. Supply Chain Vulnerability

	Opportunities (External)
1. Big Data Analytics
2. AI and Automation
	· Amazon has huge market shar of the online shopping market and a lot of loyal customers. 
· Its complex network of delivery centres allows for lightning-fast shipping (Althafairi et al., 2019).
· Amazon is less dependent on any one part of the economy because it has expanded into new areas and found new ways to make money, like cloud computing (AWS), streaming video (Prime Video), and healthcare.
· Because it invests in automation, machine learning, and data analytics, Amazon can run its business efficiently, give customers personalised suggestions (Hahn et al., 2018).
· Potential for Growth in developing Markets: Because more people in developing countries can connect to the internet, Amazon could see a lot of growth there. 
· As part of a digital strategy, strategically opening more shops may improve the customer experience, work well with an online platform, and add product categories that are better for dealing in person (Wells et al., 2020). 
· By adding more features and reaching more people, AWS may be able to solidify its place as a top cloud provider, bringing in a lot of money and building long-lasting relationships. 
	· While Amazon has a large collection, it relies heavily on private sellers. 
· Labour fights and complaints about work hours can make employees unhappy, which could lead to them leaving the company.  
· There are not as many actual stores for Amazon as there are for regular stores. 
· If they offer cheap prices and free shipping, it might be hard to make a profit when prices are going up and there is more competition. 
· Potential for Growth in developing Markets. 
· Building more real shops may help an online presence, meet the needs of product groups that are easier to deal with in person, and make shopping better for everyone. 
· By using a lot of customer data and artificial intelligence, we can make focused ads more effective, make shopping more personal, and make better product suggestions. 
· By adding more features and reaching more people, AWS may be able to solidify its place as a top cloud provider, bringing in a lot of money and building long-lasting relationships.

	Threats (External)
1. Increasing Competition
2. Regulatory Challenges
	· Amazon is the most popular place to shop online and has a big part of the business. 
· It’s complicated network of delivery centres makes shipping lightning fast, which makes customers happier and improves their experience. 
· Amazon does more than just sell things online. It also provides cloud computing (AWS), video streaming (Prime Video), and even healthcare services. 
· By spreading out their assets, businesses can become less reliant on a single market. 
· The battle is getting tougher as more stores move their operations online and as new e-commerce platforms pop up that pose a threat to Amazon's dominance. 
· People tend to spend less when things are tough, so an economic slump could hurt Amazon's sales and growth. 
· Negative reviews about company labour issues and bad working conditions can affect consumer mind-set. 
	· AI application in ecommerce is uncertain.
· Labor conflicts and unhappy workers because of negative opinions about the company's strict work environment. 
· As costs go up and competition grows, companies that offer free shipping and low prices may find it hard to make ends meet. 
· Easy barrier to entry in ecommerce segment. 
· Economic downturn post and during covid. 
· The company's image could be hurt by negative media coverage of Amazon's work environment and work attitude. 
· This would make it harder for the company to hire and keep customers and employees. 






Microsoft
	TOWS
	Strengths (Internal)
1. Diverse Product Portfolio
2. Established Market Presence
3. Innovation Culture
	Weakness (Internal)
1. Complexity of Products
2. Dependency on Software Industry

	Opportunities (External)
1. Cloud Computing
2. Integration of AI
	· People like and trust Microsoft because it has built a strong reputation as a reliable, high-quality brand.
· Products, like Windows and Office, have been around for a long time, are used by many families and businesses, and continue to make money for the company (Winston¸2016).
· Microsoft's moves into games (with Xbox), cloud computing (with Azure), and hardware (with Surface products) have helped it make money from a wider range of sources and become less dependent on any one industry.
· Strong financial position allows better investment opportunities (LeBlanc et al., 2015).
· By making its Azure platform better and getting a bigger part of the market, Microsoft has a great chance to compete with Amazon (Eckstein and Schultz, 2018).
· Use of Chaptgpt and early adoption in AI can boost company’s USP.
	· The personal computer market is still very big, but it's going down, which could affect sales of Windows and Office, two of Microsoft's most important software products. 
· Microsoft may be seen as slow to adopt new technology and offer cutting-edge features compared to some of its rivals. This could slow down growth in some industries (Winston¸2016).
· Microsoft's smart phones and operating systems aren't as popular as Apple and Google's, even though the company tries hard. 
· Microsoft's new source of income: the fast growth of cloud computing Microsoft can really gain from the fast growth of the cloud computing market by making its Azure platform better and asking higher than its competitors. 
· By adding AI to its current goods, Microsoft can stay on the cutting edge of technology by making them more productive, coming up with new ideas, and giving users a better experience (LeBlanc et al., 2015). 
· By promoting the Xbox name and services, Microsoft might be able to take advantage of the growing game market to get a bigger part of it and make more money. 
· Through smart purchases and strategic agreements, Microsoft may be able to get access to new technologies, grow its customer base, and improve the products it already sells (Anderson et al., 2020). 

	Threats (External)
1. Competition in Cloud Services
2. Security Concerns
	· The well-known Microsoft software products, like Windows and Office, have been around for a long time, are used by many families and businesses, and continue to make money for the company. 
· Microsoft's moves into games (with Xbox), cloud computing (with Azure), and hardware (with Surface products) have helped it make money from a wider range of sources and become less dependent on any one industry. 
· Microsoft's strong finances allow the business to make smart purchases, put money into research and development, and handle economic downturns (Anderson et al., 2020). 
· Microsoft has to change its goods to keep up with its customers' changing tastes. More and more, they are using mobile and cloud-based options. 
· Cyberattacks are common the company has to keep spending money on security measures and risk-reduction programs. 
· Due to Microsoft's size and power, competition and data privacy rules may be used against the company. 
	· Putting too much faith in personal computers could hurt Microsoft, since Windows and Office sales depend on the PC market going down. 
· Microsoft market share and customer base is lower than Google and Apple when it comes to phones and software. 
· Companies like Google, Apple, and Amazon are becoming more of a threat to Microsoft's power in a number of areas. 
· Users are changing what they want. As more people choose mobile and cloud-based options. 
· Microsoft may have to follow competition and data privacy rules because of how big and powerful it is. 



[bookmark: _Toc160759801]Critical evaluation of both organisations’ Knowledge Management systems
A knowledge management system (KMS) is a part of the IT system that is used to store and recover information. This system is also adapted to enhance collaboration, understanding, and orientation of the processes (Gao, 2018). This system can be used within the premises of an organisation or can be used as a sum core for the benefit of their customers or users. This system is crucial for the upbringing success of a business and helps in improving the efficiency and productivity of a business. Knowledge management refers to a business process which is used for the capturing, processing, storing, sharing, and managing, of an organisation's common knowledge such as; explicit (knowledge that is clear and concise, the information is easily documented, shared, and removed), implicit (information that is understood but is not clearly defined, and is difficult to be accessed), and tacit (knowledge that is attained from personal experiences and is difficult to circulate) (Mahdi, 2019). The key components of the KM system include people, process, content/IT, and strategies. A Knowledge Management Value Chain (KMVC) is a representation that helps businesses manage and organise their processes to enhance their efficiency in assembling their knowledge (Lim, 2017). KMVC comprises analytical tasks that help the knowledge workers in creating a competitive environment enabling distinguishing features for their employees. Its example includes the components used for research and development projects. KMVC ideology depends upon providing a framework for analysis and actions required for building up a company's performance. The value chain is described as a working model that helps in the gradual transformation of a product or service which begins from an idea towards reality (Akram, 2018). It also helps businesses to improve their efficiency so that they are capable of producing products at lower costs. KMS helps individuals do their jobs efficiently by giving them access towards information and resources. KM processes are promoted by strong KM culture and consolidated KM capacity, some of the systems that support KM are enlisted as; AI knowledge management (AI tools that help the knowledge workers to have access to knowledge which will be beneficial in making decisions), Content Management (the system requires collaboration, edition, review, and approval of articles for creating a field of study), Learning management systems (it helps businesses to build a strong infrastructure by managing knowledge by permitting them to generate specialised training and educational programs), Management systems (it helps in managing sustainable KM activities), Internal knowledge base (a system that helps in data processing, storing, and sharing of information much effectively with employees), and Analytics (strong communication and analysis within the premises, helps in to gather information regarding the employees, and to know which information would be helpful). 
Amazon Web Services (AWS) Key Management Services (KMS) assist in managing cryptographic keys (used for data encryption and protection in the cloud) (Huang, 2018). The system is designed in such a manner that is accessible in between the data encryption, security policies, and access logs (Amazon Web Services, 2024). Amazon KMS is aligned with Amazon Cloud Trail, helping their customers to monitor and inspect which key was used by whom, on which resources, etc. The system also empowers the enablers to utilise encryption facility by applying it towards their program code either in a direct manner or by amalgamating with Amazon web services encryption SDK. The KMS system of Amazon is designed in such a manner that helps in recapturing encrypted data from their services. The services are operated under government legislation which includes service operators. The services which are used under the license of the government are approved hardware security modules (HSMS) which confidentially protect the principles of the organisation. The keys are never transferred outside of web services as they are to be used within a specific region. The KMS helps in ensuring the durability of the system accounting for 99.99999%. The service proves to be accessible in a useless manner ensuring its availability in every region. The services highly rely upon Amazon KMS to encrypt and decrypt their customer's data and are backed up by an Amazon KMS service level agreement. Amazon has collaborated with many of the Amazon KMS systems (docs.aws.amazon.com, 2024). The services require to use of customer master keys (CMKs) from their account to manage and store data. The services are to be chosen by the user, each service makes sure to create and manage data on the user's behalf. The services include Amazon Cloud Trail, Amazon Sage Maker, Amazon Workplace, Amazon Kinesis Data Analytics, etc. Amazon has deployed KMS due to its scalability, security measurements, regional deployment, and combining with other AWS services (Amazon.com, 2022) (docs.aws.amazon.com, 2024). KMS system helped Amazon in achieving consolidated information about cryptographic keys and data protection. And it helped the organisation to encrypt and decrypt data and have control over the decryption keys. The systems revolve around the policies that are defined by the user. It manages and collaborates with other systems in a secure, reliable manner. The KMS system uses hardware security modules for the validation and protection of the KMS keys under the license of the FIPS140-2 Cryptographic Module Validation Program.  
Microsoft continues to be one of the largest retailers of computer software around the globe. It provides cloud computing services, video games, computer and gaming hardware, search and providing other online services. Its offices are operating in more than 60 countries (Dolata, 2017). It enables businesses and individual to determine their potential by creating technology that helps them to transform their working styles, recreation, and modification of communication patterns (dknappettmsft, 2024). Microsoft key management services (KMS) is an initiative service by allows organisations to activate their network systems without being interacted with other computer systems to relate to Microsoft for the activation of their product. KMS is the legal route towards the activation of Microsoft. It is used by volume licensed customers in schools, offices, or businesses.  The KMS gives access to their client's access to authenticate and manage their operating keys towards numerous operating systems and other cloud platforms. Authorised users are benefit by providing them access towards the global keys (Ren, 2017). The system operates successfully when there are minimum numbers of computers, known to be an activation threshold. The clients connected to the KMS system are known as KMS hosts, for connecting to the KMS server. The system then monitors the computers that require access and are requesting access for activation.  The KMS activation requires TCP/IP connectivity. KMS clients are equipped with a generic volume license key (GVLK), which enables the KMS to operate any edition of Windows within their servers. The KMS version of Microsoft is in diverse forms, some of which are as follows (Archiveddocs, 2024). 
	KMS host OS version
	KMS client
OS version to activate

	Windows Server 2019
	Windows Server 2022

	Windows Server 2016
	Windows Server 2022, 2019

	Windows Server 2012 R2
	Windows Server 2019, 2016, and 2010



Microsoft has deployed its KMS for the validation of its enterprise software. The KMS system is sued by clients for the activation of Windows in their working environment. KMS proves to be a delicate service for IT professionals in the activation of their local networks. KMS system focuses upon the availing solutions for windows and Office products. It elucidates the requirement required for individual computers to connect to Microsoft for their product activation. It provides several advantages in key managing infrastructure (KMI) AS; it combines with other services, is easy to use, highly reliable, and is a cost-effective procedure.       
[bookmark: _Toc160759802]Recommendations
Amazon
If Amazon wants to make its knowledge management system much stronger, it needs to use a plan that includes all these parts. Amazon might be able to make decisions based on facts if it spends a lot of money on cutting-edge data analytics tools that give it a full picture of market trends and customer behaviour. It is important to use this data-driven method to improve goods and services so that they better meet customers' changing needs (Altrad et al., 2021). Because Amazon depends so much on its digital infrastructure, it must take extra steps to keep user data safe and keep the platform from breaking down. Amazon might be able to protect private data and make the knowledge-sharing platform stronger by making its KMS more secure. That is for sure going to boost the confidence of users and affiliates. At these key times, Amazon needs to do certain things to keep its reputation as a trusted place to share information (Wadhwa et al., 2020). By getting the right training on how to use and add to the information management system, employees can actively help shape its growth. Not only do these programs improve customer service, but they also help businesses create an environment that supports sharing and learning. Amazon can get the most out of their workers' creative ideas and smart feedback by making sure they know how to use the knowledge management system. Using a variety of word types, from short, powerful comments to longer, more complicated ones, makes things more complicated (Wu and Gereffi, 2018). Making small changes to the text while keeping it easy to read can get a lot of different readers interested. 
Microsoft

A list of long-term suggestions could make Microsoft's Knowledge Management System work better and be more useful. Things that are too complicated make it hard to use and find information, so they need to be simplified right away. These problems could be fixed by making user displays and functions more efficient. This would make the system more complete and allow more people to use it.  Promoting cross-product connection is another important tactic. For instance, if Microsoft Office and Azure work together without any problems, it might make the process easier and faster so that they can share (Rangkuti and Harahap, 2020).  Microsoft could also set up specific idea sites and hold hackathons for the whole company to push people to come up with new ideas. By encouraging staff comments and praising great ideas, Microsoft may be able to improve the system and show its dedication to being a star in technology. To stay ahead in a business that is always changing, they need to be open to new ideas (Winston, 2016).  In the end, these strategy suggestions are mostly about how the two companies' Knowledge Management Systems are different. By focusing on data, security, hiring more people, and new ideas, it may be possible to create more successful, effective, and user-friendly systems that meet goals and changing user needs.
[bookmark: _Toc160759803]Conclusion 
The in-depth study of Amazon and Microsoft's knowledge management systems revealed significant growth prospects for ensuring the ongoing development and long-term viability of knowledge and talent. Amazon has strengthened its KMS infrastructure by getting workers more involved, making security rules stricter, and improving analytics. Because online shopping is always changing, these smart moves will make sure that Amazon stays on the cutting edge of data-driven decisions and customer satisfaction.  Some changes that were suggested for Microsoft were to make products easier to use, encourage connection between products, and boost innovation. Microsoft wants to encourage people to work together by making tools easier to use and making sure that all its products work well together. This is all done while improving the user experience. To keep up with how quickly technology is changing, Microsoft is actively encouraging creation through hackathons and ways for people to share their ideas. To stay competitive in the future, both companies need to be able to change and accept new ideas. Maintaining stability in a changing environment needs ongoing investments in new technologies, training for staff, and security. If Amazon and Microsoft's Knowledge Management Systems pay attention to these important areas, they will be ready to face new opportunities and challenges with confidence. For these companies to be able to handle the difficult times ahead, futureproofing needs to focus on putting thoughts into action, which means creating a culture that values new ideas and knowledge. 
(3813 words).
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