Data Protection Do’s and Don’ts
Do’s
(1)  When writing an email think about the content, is there any personal data or special category data within the text? Check the recipient of the email, is it a correct UWTSD or student email address. Remember, the vast majority of data breaches involve emails and attachments sent to the wrong individual.
(2)  Do you know how to recall an email in the event it is sent to the wrong recipient? check the “help” page on email or ask ITS colleagues if you are unsure. Always report a data breach to the DPO as quickly as possible.
(3)  Keep the amount of personal data stored on laptops and other portable devices to a minimum and ensure that it is well organised.
(4) Consider the lawful grounds for your processing activities, ask the DPO if you need advice on this.
(5) Collect and use the minimum amount of data necessary for your purposes. Ensuring data is disposed of in confidential waste facilities.
(6) Ensure confidentiality and security at all times in the handling and processing of personal data. 
(7) Ensure that you have informed the data subject of your reasons for collecting  their personal data and of their data protection rights by way of a privacy notice. Ask the DPO if you need advice on this.
(8) Consider the requirement for a data protection impact assessment where a project or research may present a high risk in relation to a data subject’s personal data
(9) Always anonymise personal data when possible and ensure it is only accessible on a  need to know basis.

Don’ts
(1) Never share passwords or leave them lying around for others to see. 
(2) Keep personal data for longer than is necessary for the purpose it was originally collected.
(3) Transfer data externally without an appropriate legal basis. Always ask the DPO for advice in relation to transferring data outside of the UK.
(4) Collect more data than is necessary for your purposes.

Data protection governs everything we do on a daily basis at the University and the attached list of Dos and Don’ts is a simple reminder of good practice. If you have any questions on data protection, please contact Paul Osborne at paul.osborne@uwtsd.ac.uk. Similarly, if your area requires bespoke data protection training, please contact Paul or Emma (foi@uwtsd.ac.uk) .

