Worksheet: VM Creation
In this worksheet, you will be creating a VM using the Azure CLI.
IMPORTANT: Where you see angle brackets < >, this represents a value that you must provide yourself. For example, <YOUR_RESOURCE_GP> requires you to enter an appropriate resource group name of your choice. Unless otherwise stated, these are the names that should be given to a resource or the name of an existing resource that you have already created.
Values not in brackets represent names of resources that you have already created or you should already know, so use the corresponding name for that resource. For example, YOUR_RESOURCE_GP means that you have already created a resource group and you should provide the name of this resource group here.
1. Only do this once……
If this if the first time you are using Azure, then setup your subscription details as the default so that you do not need to enter them whenever you wish to execute a command.
az account list -o table
az account set --subscription YOUR_SUBSCRIPTION_ID

Once you have set the default subscription, there is no need to repeat this process ever again!!
2. Resource Group
Before creating any resources, you must create a resource that can contain those resources. For student Azure accounts your location is “uksouth”. Choose an appropriate resource group name.
# create resource group
az group create --name <YOUR_RESOURCE_GP> --location YOUR_LOCATION

You can list resource groups:
# List all the resource groups 
az group list -o table 
az group list -o table --query "[?location=='ukwest'].name"

3. Identify the minimum size VM you can use and a suitable Ubuntu image
You only need the smallest VM since we are just playing around with creating VMs in this exercise, this will probably be “Standard_B1ls”. Also look for an Ubuntu image that you can use, starts with “Ubuntu” such as “Ubuntu2204”. Remember these names because we will use them later for UBUNTU_IMAGE  and VM_SIZE.
# List available VM sizes at given location
az vm list-sizes --location YOUR_LOCATION --output table|more  

# List the available images at the given location
az vm image list --query "[].{Alias:urnAlias,Version:version}" --output table

4. Create a VM
In the first example, we will create a VM without specifying a VM size and allow Azure to use a default size of its choice. This will probably not be the smallest size and you will probably want to choose a better size in a real-world scenario. Since we are using a Unix image, we will also want to generate SSH keys so that we can login to it using SSH. The image is “headless”, this means that is has no Windows interface since this would make the image bigger and more expensive. This typical of the cloud because we do not want to save money. However, this means that we must use the Bash command line or equivalent to execute commands via the operating systems CLI. A public and private key are created for us, but if we do this in the Azure CLI in the portal we do not need to worry about this. Notice, we specify the login name as “azureuser”.
# Create the VM with default size 
az vm create --resource-group YOUR_RESOURCE_GP --name <YOUR_VM> --image UBUNTU_IMAGE --admin-username azureuser --generate-ssh-keys


5. Display the VM details.
Often when we create resources we want to list the resources we have created and view the details of a specific resource. You an use “list” and “show” respectively to achieve this.
# List the VMs and then display the VM details
az vm list --resource-group <YOUR_RESOURCE_GP> -o table
az vm show --resource-group <YOUR_RESOURCE_GP> --name <YOUR_VM>--show-details 

We can also list the virtual networks:
# List the virtual networks, notice one has been created for us.
az network vnet list --resource-group YOUR_RESOURCE_GP --output table

Observation: a virtual network exists but we did not create it. Why was it created?
6. Create a second VM of a chosen size
We can create another VM in the same way but using the --size flag to specify the VM size we want (we previously identified the smallest).
# Create VM with specific size chosen from available sizes
az vm create --resource-group YOUR_RESOURCE_GP --name <YOUR_SECOND_VM> --size VM_SIZE --image UBUNTU_IMAGE --admin-username azureuser --generate-ssh-keys


7. Manage a VM
We can start and stop VMs. Interestingly, we do NOT use the “stop” command and instead we use the “deallocate” command. If we just stop it, then we stop the OS but the VM continues to use compute time so we must “deallocate it” instead.
# List the VMs, just show name and state
az vm list --resource-group YOUR_RESOURCE_GP --show-details --query "[].{Name:name,State:powerState}" --output table

# Deallocate and restart a VM
az vm deallocate --resource-group YOUR_RESOURCE_GP --name YOUR_VM
az vm list --resource-group YOUR_RESOURCE_GP --show-details --query "[].{Name:name,State:powerState}" --output table
az vm start --resource-group YOUR_RESOURCE_GP --name YOUR_VM
az vm list --resource-group YOUR_RESOURCE_GP --show-details --query "[].{Name:name,State:powerState}" --output table

8. SSH into a VM
Let’s connect to one of our VMs using SSH. I am assuming you created the VM in the web portal CLI so the SSH keys are managed for us. Once you connect to the VM, you can install the net-tools package and then execute the command ifconfig which will display the eth0 device and the private IP address of the VM.
# Get the public IP of a VM and SSH into it
az vm show --resource-group YOUR_RESOURCE_GP --name YOUR_VM --show-details --query publicIps

# SSH into VM using the public IP address
ssh azureuser@<PUBLIC_IP>
… > sudo apt install net-tools 
… > ifconfig  # display the private IP address
… > exit

Observation: this private IP address has been created for us but why?
9. FINISH: Delete Everything
The easy way to stop and delete everything we have created is to just delete the resource group that contains all these resources.
# Clean up
az group delete --name YOUR_RESOURCE_GP --yes

