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ESSAY 1
 EVALUATE THE EFFECTIVENESS OF CRIME PREVENTION STRATEGIES

In this essay, I will examine the effectiveness of different crime prevention strategies on acquisitive crime, focusing specifically on domestic burglaries.
There was a 75% reduction in the level of traditional crime and a 74% reduction in burglaries in the UK between 1995 and 2019. However, this period has also seen an emergence of new crime types and trends, such as cyber-enabled crime and fraud offences which have emerged through changing social trends, developments in technology (including social media) and environmental issues.
(Strategic Review of Policing, 2020).
The downward crime trend experienced in the UK has also been reflected in other regions such as North America, Europe and Australasia, where there have been 50% reductions in common crime types since the early 1990’s.  (Farrell, Tilley and Tseloni).

A report by Farrel, Tilley and Tseloni examined seventeen different hypothesis for the reduction in crime, which it describes as “the most important criminological phenomena of modern times”. Of the hypothesis examined, the security hypothesis which is underpinned by crime opportunity theories passed all of the evidence based tests. 

The report by Farrell, Tilley and Tseloni supports the use of the College of Policing suggestion of utilising ‘situational crime prevention’ as a means of tackling neighbourhood crime, such as making changes to the built environment or ‘target hardening’ specific locations, has the greatest impact on crime.
Interventions for situational crime prevention | College of Policing
The International Crime Victims Survey (2004 / 05) also documented similar downward trends for 10 common crime types across 30 different countries. The survey indicated that the ten countries with the highest levels of victimisation consisted of both affluent and less affluent countries. The survey also indicated that the majority of the countries with higher crime rates were highly urbanised, which supports the argument that the built environment has a greater impact on crime levels that other socio-economic factors, including the level of poverty in a country.

Furthermore, from examining burglaries and attempted burglaries between 1989 and 2005, the survey indicated that a larger proportion of burglaries failed and the offender was unable to gain entry in countries where burglar alarms and other precautionary measures were common.

While there is evidence to support the success of situational crime prevention or target hardening, other research indicates that other methods of crime-prevention, such as intelligence led policing, have also contributed towards the downward trend in crime.
Jerry H Ratcliffe (2003) notes that the earliest references to intelligence led policing originated in the UK in the early 1990’s. The principles of intelligence led policing include targeting hot spot areas, working with partnerships to achieve crime prevention and targeting the criminal and not the crime.

However, the research by (Farrell, Tilley and Tseloni) states that intelligence led policing has only had a limited impact on the reduction of crime and that the worldwide downward trend in crime had already started prior to the inception of intelligence led policing models.

The optimal forager theory was applied to the activities of burglars by Bowers and Johnson (2004).  

Optimal forager is based on the theory that burglars would target areas where high rewards were available (such as high value items), the chances of apprehension were low and minimal effort was required to commit the offence.

A predictive policing technique was developed, based on this theory, by Greater Manchester Police and the UCL Jill Dando Institute of Security and Crime Science and aimed to establish the likelihood of repeat crime in a particular area and to put preventative measures in place.

 This technique focussed on repeat victimisation, and near repeat victimisation.  Chainey (2012) stated that offenders tended to commit offences at or within close proximity of an original crime in a relatively short time after the original offence.

By focussing on repeat victimisation and near repeat victimisation in relation to burglaries in the Trafford area in 2010, Greater Manchester Police reported a 26.6% decrease in burglaries.

(Newbold, 2015) countered these results and stated that further analysis indicated that Greater Manchester Police also implemented situational crime prevention methods such as target hardening and cocooning during the same period and therefore, the results were not due to predictive policing alone. The report by Newbold also argues that crime from the Trafford area could have been displaced to other areas of Manchester, and a wider geographical scope of the analysis would have provided more accurate results.
‘Predictive Policing’, ‘Preventative Policing’ or ‘Intelligence Led Policing’. What is the future? (college.police.uk)

While the methods described above all share key elements in that they ultimately seek to predict where crime is most likely to happen and put measures in place to prevent or reduce its likelihood, historically, the UK public have demonstrated a strong preference for a highly visible police presence (Bradley, 1998) as a method of preventing and reducing crime.

Despite this preference, (Sherman and Eck, 2002; Weisburd and Eck, 2004) reported that reactive police patrols where officers patrol areas irrespective of the levels of crime in those areas have no impact on the reduction of crime.

However, hot-spot policing, where patrols are targeted can be effective at reducing crime in comparison to areas where targeted patrols do not take place (Braga and others, 2019). This research indicates that focussed patrols in high crime areas does not tend to result in the crime being displaced to other areas and that problem-solving, as opposed to increased patrols or enforcement, tends to have a larger impact on crime than in hot-spot areas.

Other research supports this assertion by indicating that the effects of crime reduction through targeted patrols is only notable where a certain level of crime already exists and that the effect may be relatively short-lived (Ratcliffe, 2011).

**Fear of apprehension – enter a reference here**

While the overall reduction in crime since the 1990s cannot be attributed to one particular factor due to the wide span of the trend, it is clear that in respect of acquisitive crime (including burglary) a degree of focus and prevention around likely crime targets and those within a close geographical proximity is required to prompt further and more isolated downward trends.

There is little or no evidence presented which indicates that increased police presence or enforcement has any impact on crime rates in a particular area and this is highlighted in the reports by (Sherman and Eck, 2002; Weisburd and Eck, 2004). However, this does not mean that patrols and enforcement should be negated as relevant policing tactics, as the fear of apprehension can still be relevant amongst particular individuals who may tend to commit crime, as documented by **insert reference here**

While some evidence was presented in support of intelligence led Policing, such as the reports by Greater Manchester Police and the UCL Jill Dando Institute of Security and Crime Science which referenced the downward crime trend in Trafford, it must also be noted that this downward trend was part of a wide global trend which had already commenced by the time of the study. The Trafford results may have been more accurate had the tactic ben conducted in isolation and simultaneous research for the whole of Manchester taken place as suggested by (Newbold, 2015).

In conclusion, and based on the evidence presented by Farrel and others and International Crime Victims Survey (2004 / 05), the downward trend in crime since the 1990s is widespread, isolated further reductions can be attributed to what the College of Policing describe as situational crime prevention, such as target hardening and making changes to the built environment and therefore, this is the most effective means of preventing and reducing crime.


Intelligence-led policing (publicsafety.gc.ca)

ESSAY 2- DIGITAL POLICING

This essay will assess the role of specialist units in investigating cybercrime.
Digital Services divisions enable police forces to respond accordingly and serve the needs of a developing and changing world where most crimes have a digital footprint ( Digital Crime and Policing, 2022  ), providing citizens with the opportunity to engage online with police services. Furthermore……..empowering the private sector and the public to not only report crime but monitor communities and work together with police forces in order to safeguard. 

Cybercrime or digital crime can include cyber-enabled fraud, data theft, child sexual exploitation or purchasing of illegal drugs or firearms. (2018) Digital crime creates victims who need swift and appropriate support just as much as any other victims. Notions of “specialist” crime can be outdated in the context of dealing with victims of digital crime and (2018)…… argues that all officers must be equipped with the tools and knowledge to investigate and charge cyber offenders. 

A joint report prepared by the Council for Europe, the Global Project on Cybercrime and the European Union Cybercrime Taskforce presented a good practice study for specialised cybercrime units (2011). 2467_HTCU_study_V30_9Nov11a (coe.int)
The report defines cybercrime as being any offences against computer systems and offences by means of computer systems, which provides a broad and vast definition for identifying cybercrime. The report defines the primary role of specialist teams as investigating and prosecuting such offences and carrying out computer forensics in relation to devices.

This report was compiled in 2011 and there have been major technological advances since then which have allowed cyber related offences and offenders to develop. For example, the Office for National Statistics (ONS) found that fraud offences increased by 25% in the two year period ending in March 2022 and the proportion of those fraud offences that were cyber related increased from 53% to 61% in the same period, in part driven by the COVID pandemic. 
Furthermore, in the year ending September 2022, fraud accounted for an estimated 41% of all crime in England and Wales. 

The National Crime Agency (NCA) highlights the increasing growth in cyber criminality in the UK, including data breaches which result in personal information being obtained and used in ransomware and fraud related attacks. The Agency references the ‘Wannacry’ Ransomware attack which affected the NHS and many other organisations worldwide and the difficulty in attributing the offending to particular groups and individuals due to the blurring of the lines between state players and criminal groups, with motives ranging from financial reward to political reasons and peer kudos. 

The National Crime Agency carry out a role focussing on critical cyber incidents and longer term activities against criminals. They also aim to take preventative action to prevent younger generations from entering cybercrime.

Local police forces such as South Wales Police also have dedicated specialist departments with a role to play in investigating cybercrime. The South Wales Police policy in respect of Digital Forensics and Cybercrime Investigations highlights technical and specialist support that can be provided to investigators when dealing with such offences, such as support with interviews and guidance on retrieving evidence from digital devices. However, due to the widespread scale and definition of cybercrime offences, it is not possible for specialist team to progress every cybercrime investigation and therefore, many investigations are progressed by officers without specialist training who are not attached to specialist teams. Digital Forensics and Cyber Crime Investigations (police.int)

While this makes dedicated investigation teams for cyber related offences impractical, some offences which, by their nature, are predominantly cyber-enabled do have dedicated investigation teams. An example of this is the inception of Police Online Investigation Teams (POLIT) across many UK Police forces, including South Wales Police. Such teams have the stand-alone capability to develop intelligence in relation to people making and sharing indecent images of children, carrying out enforcement action through to conviction and conducting examinations of electronic devices.
**reference here about growth of online Paedophilia**

The development away from traditional forms of currency towards cryptocurrencies such as Bitcoin and Ethereum has also presented emerging trends in respect of cybercrime. Interpol have identified a form of cybercrime called Cryptojacking where an offender will unknowlingly use a victim’s computer to generate cryptocurrency. While the risk to the victim is low, as only the power of their computer is lost, this represents a lucrative opportunity for cybercriminals and IT performance related costs for businesses. Cryptojacking (interpol.int)

 The UK government recognises the scale and impact of these emerging crime types and has set out its Economic Crime Plan 2 to be delivered between 2023 and 2026 in which it aims to recover an extra £1 billion in criminal assets over the next decade. Economic Crime Plan 2 2023-26 (publishing.service.gov.uk)
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ESSAY 3 – INFORMATION AND INTELLIGENCE 

This essay will evaluate methods used to communicate information and intelligence within a policing environment, as well as critically assessing whether current methods are effective and how they could be improved. 

Information is raw data that can be developed to guide police action (Cope, 2004) and can be obtained from reading, records, interviews, people (Cain,1936) or contextual knowledge which is gathered by police officers at crime scenes (Cope, 2004). The difference between intelligence and information is key to what is collected, recorded, analysed and shared within police and with partner agencies (Stanier and Nunan 2018). 
Intelligence is a form of data which has been given some form of relevance based through analysis based on patterns, linking criminal activities, or building suspect profiles (Cope, 2004); intelligence drives actions (Grieve, 2004), informs actions, decisions and strategies in policing (The Police Journal, Volume 82, 2009) therefore creating the opportunity to rationalize policing. (Manning, 2001a)
**Mention in here that intelligence is the sanitised and processed product. Information is the raw data**

 Analysing data provides the benefit of reviewing a variety of information sources as police intelligence depends on a multitude and variety of information sources (Gottschalk, 2009). However, the process of data analysis also highlights the risk of quality and accuracy as the research and analysis process must be reliable and able to be demonstrated and generalized. (Cope, 2004)

There are number of different methods used to communicate information, intelligence and data in a policing context.

The Intelligence Triage Model is a structured process meant to capture, store and categorize information set out in three stages. The first stage is the receiving and recording information which is a collective process between various police officers, staff and other sources. Response police officers hold considerable control over the intelligence generating process and are an important source of primary contextual information. However, police officers reportedly have limited knowledge and understanding of data analysis  (Cope, 2004) as an innovative tool in current complex policing hence why specialised intelligence officers roles have been developed (Flynn, 2000) in South Wales Police and nationwide.

The second stage is the initial triage, submission and risk assessment. Modern reactive policing relies on knowledge (Gill, 2000) however not all information can be used hence why this is filtered and analysed. This is where concerns are highlighted about identification of crime, prioritizing and action to reduce risks (Fletcher, 2000) 
The third stage is the action to be taken once information is received and reviewed by the Intelligence Directorate or the BCU Intelligence Hub. This stage also includes outcome recording and rationale once the intelligence has been acted upon.

Organised crime group mapping allows for intelligence to be shared locally, regionally and nationally and all partners involved in the sharing of information should have information haring agreements and memorandums of understanding. Information can also be shared outside the UK if there is a statutory duty to share or a proven business purpose. This form of intelligence management can be used to identify, manage and risk assess organised criminals and allows for the sharing of information between statutory partners (Intelligence report, College of policing, 2016)

The National Intelligence Model (NCIS, 2000) sets out an operational structure for organising information and intelligence and is a useful tool for intelligence based policing. The management of police information (MoPI) code of practice which sets out significant principles for the correct management of information. This was implemented as a result of the Bichard enquiry conducted in January 2004 following the conviction of Ian Huntley who had been known to the social services and the police but vital information was missed due to shortcomings in handling, recording and sharing information, such as arrests in different force areas which were recorded on local systems but not on national systems as Huntley was not convicted of the offences. This in turn led to the inception of the Police National Database, which allows for the sharing of information and intelligence not resulting in convictions, between different Police forces.
**Reference needed here. Should be plenty for the Bichard enquiry**

Criminal Procedures and Investigations Act (CPIA) 1996
Within South Wales Police, intelligence reports can be input directly on to a system called Niche submitted for immediate sanitisation to the local LIO via a workflow to allow for a faster process to display and use the intelligence. (Intelligence submission user guide – 2017)

The South Wales Police policy relating to Internet Intelligence and Investigation documents the guidance in respect of conducting online investigations, including through open sources which are publicly available on the internet, such as social media profiles. While this is a viable form of intelligence gathering, the policy puts safeguarding measures in place to ensure that any such activity is lawful and proportionate, and does not meet the realms of surveillance without the correct level of authority. The policy sets out requirements such as ensuring that staff are appropriately trained, that an online footprint does not identify the organisation and that the correct recording is in place for such activity.

Social media is an open source of collecting intelligence. According to Akghar et.al, social media can be a useful strategy within law enforcement as it relates to community policing and cultural intelligence (2019). Social media can be a sensible and appropriate source of intelligence and a rich source of data when it is processed and analysed through suitable processes in order to become working intelligence. Social media also enables civilians to access police information and can help prevent crime by encouraging engagement. 

However, the use of social media also presents difficulties and challenges within Policing. For example, in 2012, the Metropolitan Police Service posted CCTV , videos and photographs on Flickr and Twitter in an attempt to identify and bring to justice offenders involved in the London riots. The force also appealed to members of the public to send in their own footage and as a result, images were retweeted more than 85,000 times and viewed more than 4.3 million times highlighting the role social media could have in gathering police intelligence which then must be managed correctly and according to legislation ( The Police Foundation 2014)

Covert human intelligence sources (CHIS) gather sensitive intelligence from other people, provide inside access into criminals and organised groups , revealing unique information essential to reduce and prevent crime (Nunan et.al., 2020) and significant in police decision making process (Moffett, 2021) . 

Furthermore, in 2021, the UK Home Office outlined the efficacy of covert human intelligence sources to UK law enforcement and national security and have been used in a variety of ways from disrupting terrorist slots to safeguarding people and provide vital information in seizure of firearms and weapons (Home Office, 2021). According to the National Police Chiefs’ Council, “informant” or covert human intelligence sources are a cost-effective mean for gathering intelligence (BBC News, 2017) however police also rely heavily on unpaid informers; this poses complex dilemmas such as different situations for each source, different psychological and physical environment as well as different motivation to name a few ( (Billingsley, 2001; Miller, 2011). 

8. Undercover officers

9. Private sector reporting

10. Members of the public

11. Technical interception of communication can help tackle urgent safeguarding needs– POLIT- covert tactics to identify offenders and covert operations investigate serious sexual offences by perpetrators online. Use external referrals to from private sector including CEOP. 

The above outline shows some methods to be more useful than others however, what is clearly emerging is the need to continue to use intelligence that is accurate and up to date in order to enable evidence based policing .
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ESSAY 4 - WHAT IMPACT CAN PERSONAL BIAS HAVE ON INVESTIGATIONS AND HOW EFFECTIVE ARE THE MEASURES IN PLACE TO PREVENT THIS?
This essay will analyse what effect personal bias can have on investigations and how effective any existing implemented measures are to prevent this.  
Unconscious biases are views and opinions that we are unaware of, automatically activated with a potential effect on daily behaviours and decision making at a personal and professional level. Personal unconscious bias is influenced by background, experiences, culture, and context (Cornish et.al, 2018)
Police officers could experience bias and prejudice based on aspects of their identity such as religion, gender, age, disability and sexual orientation (Souhami, 2014), and held biases could affect investigations such as the situation of the Stephen Lawrence murder. The Macpherson Inquiry (1999) reported that failure for the correct investigation into the murder was due to institutional racism. Limitations of this enquiry have highlighted that the concept of institutional racism doesn’t consider experiences of bias and prejudice of all police officers; instead, to understand experiences of bias within police forces it suggests that intersectionality to be used as a multidisciplinary approach for analysing individual experiences of identity oppression. (Zempi , 2000). All officers have unconscious biases to certain group and communities in the society and the unconscious bias can also be affected by past experiences with conflicting suggesting that using background, previous experiences and formed beliefs can help police investigations with quick reactions from officers, automatic responses and confidence in skills (Kahneman, 2003). On the contrary, a police officer’s held beliefs could act as a barrier to neutral and non-judgemental thinking and could lead to biased behaviour (Olson, 2013). Bias can lead to unfair treatment of people or inaccurate interpretation of events and information. 

According to the National IOM Police Training Manual, being aware of and understanding one own’s influences and biases can support an officer make informed decisions and use reflective practice to challenge own assumptions and social and cultural biases. 
One of the measures implemented against biases is the Independent Advisory Group (IAG) within South Wales Police. The IAG represents all 9 protected characteristics, as set out in the EQUALITY ACT 2010, in personal and professional capacities and it aims to help the organisation challenge conventional thinking within the Police force. This is effective as it can show feedback to police service from the perspective of members of the public, community and can help find solutions to problems. The IAG was set up to help build trust, confidence and encourage the support of the community following the Stephen Lawrence Inquiry report published in 1999. 

According to the NPCC Wellbeing of investigators Toolkit, the role of an investigator can have an impact on health and wellbeing. Cartwright and Roach (2022)   review the existence of different types of impact on investigator’s wellbeing and focus on general investigative work, child sexual abuse investigations and crime scene investigations. Their research argues for the importance of social support to minimise the risk of negative wellbeing effects and confirm importance of training which focuses on building investigator resilience. (Cartwright and Roach, 2022)

Personal bias can affect stop and search powers; this has been addressed via the Joint Equality Plan which holds South Wales Police accountable to specific duties as set out by the Equality Act (Joint Education Act).  This appears to be an effective measure implemented to prevent personal bias.

The Equality, Diversity and Inclusion (EDI) group sets out yearly dates of significance across South Wales Police, reflecting the National Police Chief’s Council (NPCC) strategy and aims to address equality, diversity and inclusion matters across communities, the workforce and partner agencies. Raising personal and professional awareness and knowledge of the workforce and educating the workforce – for example Eid Mubarak awareness video shared on intranet – does matter ( Bittner, 1970 ) and could help tackle bias and prejudice and have a direct effect on investigations. 
Improving community relations, awareness and education of police officers has helped drive new strategies and regulations which have developed more complex investigations which take into consideration situation, circumstances, connexion, and relevant/ protected characteristics rather than attribute deviant behaviour to the offender only.  Offenders and victims are looked at holistically and impartially which informs third party partnership working and different outcomes such as restorative justice. Education, raising awareness and community working can be drivers to understand the dynamic of communities, understand that sometimes aberrant behaviour is “cultural rather than individual phenomenon” ( National Institute of Mental Health, 2015   ) but more importantly that police officers don’t just enforce the law but can use a degree of freedom in law enforcement. 
A reducing measure introduced is the Code of Ethics which can help regulate behaviours on and off duty. This has in turn encouraged opportunities for coaching and mentoring of police officers and staff. 
Another bias reducing measure introduced in South Wales Police is Perform – reflective practice and address unconscious bias as part of professional development. 
The impact of bias in the workplace, together with prejudice and discrimination can create a hostile working environment which will in turn affect the well-being of individuals hence why employees could become demotivated and loose enthusiasm for their work. – occupational burnout/exhaustion – research (Cartwright and Roach, 2020).
Unconscious bias training – fairer and more inclusive workplace, including helping individuals become more aware of an individual’s own implicit biases and to reduce the impact of those biases on interaction with others, work, investigations.
Link & Phelan (2001) discuss the health and wellbeing effects of prejudice on the lives of affected groups and individuals; this can also create a ripple effect into the workplace for serving police officers and create a worrying and unreceptive environment. 
	In conclusion, understanding issues involved in certain behaviours, actions and bias and education can positively affect officer behaviour, wellbeing and therefore investigations. The decision making, freedom and power of an officer and investigator could sometimes be affected by biases hence why counteracting measures need to be implemented. Biases are different from person to person and can change therefore a system balancing various preventative and limiting measures would be most effective.
Word count 991

Notes*
Valuing difference and inclusion and understanding the importance in a policing context 
Conducting investigations – evolve professional strategies to deal with the impact of personal attitudes and values on the investigation process
Diversity Training 
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