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Abstract
SteelForm Manufacturing Ltd (SFM) has embraced Internet of Things (IoT) sensors, automated production equipment, and cloud-based systems to boost efficiency. However, this has come with recent incidents including malware infections, targeted phishing on procurement staff, and unauthorized attempts to access the production network. In this report, I present a comprehensive cybersecurity and data governance strategy tailored for SFM. It is organized around key areas including identifying threats, establishing policies, implementing mitigations, setting up monitoring and response protocols, and delivering effective staff training. The proposed solution draws on the NIST Cybersecurity Framework [5] and ISO/IEC 27001 [4] to align policy with recognised international practice, and applies the CIA triad (confidentiality, integrity, availability) to judge the adequacy of each control. The report concludes that SFM's greatest exposure lies at the intersection of its IT and operational technology (OT) environments [2], and that network segmentation, staff awareness and a tested incident response plan together offer the most realistic path to a more resilient security posture.
[bookmark: _Toc237428253]1. Introduction
Industry 4.0 has given manufacturers such as SFM real operational benefits: IoT-enabled sensors provide real-time visibility of the production line, automated machinery reduces manual error, and cloud-based production management systems allow remote coordination across sites. However, these technologies also widen the attack surface, connecting equipment that was never designed with modern security controls in mind to networks that are, directly or indirectly, reachable from the internet. Manufacturing has been the most heavily targeted sector for ransomware for several consecutive years, with attacks against the sector rising sharply and average ransom demands more than doubling in recent reporting periods [1]. SFM's recent experience of malware infections, phishing against procurement, and unauthorised access attempts is therefore consistent with a well-documented, sector-wide trend rather than an isolated event. This report identifies SFM's principal internal and external threats, proposes a set of security policies aligned with recognised standards, details specific mitigation measures, outlines a monitoring and incident response plan, and describes a staff training programme, in order to strengthen the company's overall security posture.
[bookmark: _Toc237428254]2. Identification of Threats
Threats to SFM fall into two broad categories. External threats originate outside the organisation and exploit either technical vulnerabilities or human trust; internal threats arise from SFM's own staff, contractors or misconfigured systems. Table 1 summarises the principal threats identified for SFM, drawing on the scenario detail provided and on current sector-wide threat intelligence.




	Threat
	Type
	Likely impact on SFM

	Ransomware via phishing or exposed remote access
	External
	Production halt, data encryption, extortion demand; manufacturing is the most-targeted sector globally for ransomware [1].

	Phishing / business email compromise targeting procurement
	External
	Fraudulent payments, credential theft, initial foothold for wider compromise, matching SFM's reported incidents.

	Exploitation of legacy, unpatched OT devices (PLCs, SCADA)
	External
	Loss of production control; many manufacturers still run OT with known vulnerabilities [2].

	Third-party / supply-chain compromise
	External
	Attackers pivot in through a vendor or supplier with weaker security, a growing share of manufacturing breaches [3].

	Industrial espionage targeting engineering designs
	External
	Loss of competitive advantage in the automotive/aerospace component market.

	Insider negligence (weak passwords, USB use, misconfiguration)
	Internal
	Unintentional exposure of production or customer data.

	Insider misuse or disgruntled employee
	Internal
	Deliberate data theft or sabotage, harder to detect than external attacks.

	Shadow IT / unauthorised IoT devices on the network
	Internal
	Expands the attack surface without security team visibility.


Table 1. Principal internal and external threats facing SFM.
The most significant single risk is the convergence of IT and OT: because SFM's cloud-based production management system connects to shop-floor equipment, a compromise that begins as a conventional IT incident, such as a phishing email opened by a procurement employee, can cascade into a production-halting OT incident. Industrial cybersecurity researchers have documented this exact pattern repeatedly across the sector, noting that organisations frequently underestimate how far a ransomware infection can reach into OT once it is inside the IT network [2].
[bookmark: _Toc237428255]3. Security Policies
SFM's policies should be built around two complementary frameworks rather than invented from scratch. The NIST Cybersecurity Framework (CSF) 2.0 organises cybersecurity activity into six functions: Govern, Identify, Protect, Detect, Respond and Recover, providing an accessible structure that senior management, including the Board, can use to track investment and progress without needing deep technical detail [5]. ISO/IEC 27001:2022 complements this with a certifiable Information Security Management System (ISMS) and a menu of 93 Annex A controls, grouped into organisational, people, physical and technological themes, from which SFM can select those relevant to its risk profile and document exclusions in a Statement of Applicability [4]. Table 2 sets out the core policy areas recommended for SFM and how each maps to these standards.
	Policy area
	Core requirement
	Standard alignment

	Access control
	Role-based access, least privilege, mandatory MFA for remote and privileged access
	ISO 27001 Annex A (Access control); NIST CSF Protect [4][5]

	Asset & risk management
	Maintain an inventory of IT and OT assets; risk-assess new IoT devices before connection
	ISO 27001 Annex A (Asset management); NIST CSF Identify [4][5]

	Network segmentation
	Separate IT, DMZ and OT/plant-floor networks with an industrial firewall or data diode
	NIST CSF Protect; IEC 62443 zoning principles

	Data protection
	Classify data by sensitivity; encrypt data in transit and at rest; apply GDPR-equivalent handling to any personal data
	GDPR Art. 32; ISO 27001 Annex A (Cryptography) [4]

	Incident response
	Maintain a documented, tested incident response plan with defined severity levels and escalation paths
	NIST CSF Respond/Recover [5]

	Third-party/supplier security
	Security clauses and minimum control requirements in supplier contracts; periodic vendor review
	ISO 27001 Annex A (Supplier relationships) [4]

	Security awareness
	Mandatory induction and refresher training, phishing simulations, role-based modules
	ISO 27001 Annex A (People controls) [4]


Table 2. Recommended security policy areas and their standards alignment.
Each policy should be assessed for its effect on the CIA triad. For example, mandatory multi-factor authentication primarily protects confidentiality and integrity by preventing unauthorised account use, while offline backups protect availability by ensuring production data can be restored even if primary systems are encrypted by ransomware. Where SFM processes personal data, for example employee records or customer contact details tied to component orders, policies must also satisfy GDPR's requirement for “appropriate technical and organisational measures” to secure that data, which in practice is largely delivered by the same ISO 27001 controls used for general information security.
[bookmark: _Toc237428256]4. Mitigation Measures
Mitigation measures translate policy into concrete technical and procedural controls. Table 3 links each priority threat identified in Section 2 to a specific, realistically implementable measure for a medium-sized manufacturer such as SFM.
	Threat addressed
	Mitigation measure
	Implementation note

	Phishing / BEC targeting procurement
	Email filtering with sandboxing, DMARC/SPF/DKIM enforcement, mandatory MFA on finance systems
	Reduces the initial-access vector reported in SFM's recent incidents; low cost, fast to deploy.

	Ransomware
	Endpoint detection and response (EDR), offline/immutable backups tested quarterly, network segmentation
	Organisations with tested backups recover without paying and avoid the high re-attack rate linked to ransom payment [1].

	Legacy/unpatched OT devices
	Virtual patching via industrial firewall where devices cannot be updated directly; scheduled maintenance windows for firmware updates
	Avoids unplanned production downtime while reducing exposure window.

	Unauthorised network access
	Network access control (NAC), segmented VLANs for IoT sensors, disabling unused ports
	Limits lateral movement if one device is compromised.

	Supply-chain compromise
	Vendor risk assessment before onboarding, contractual security requirements, restricted supplier network access
	Addresses the growing share of manufacturing breaches linked to third parties [3].

	Insider risk
	Least-privilege access reviews, activity logging on sensitive systems, clear acceptable-use policy
	Balances trust with accountability without treating staff as suspects by default.


Table 3. Mitigation measures mapped to priority threats.


Network segmentation deserves particular emphasis given SFM's IT/OT convergence risk. Figure 1 illustrates a recommended architecture in which the corporate IT network, a demilitarised zone (DMZ) for internet-facing services, and the OT/plant-floor network are separated by an industrial firewall or data diode, broadly following the layered zoning principle used in the Purdue reference model for industrial control systems. This ensures that a compromise of, for example, a procurement employee's laptop on the IT network cannot directly reach PLCs or SCADA systems on the plant floor.
[image: ]
Figure 1. Recommended IT/OT network segmentation for SFM.
[bookmark: _Toc237428257]5. Monitoring and Response
Continuous monitoring is what allows SFM to move from a reactive to a proactive security posture. A Security Information and Event Management (SIEM) system should aggregate logs from IT systems, while dedicated OT network sensors provide visibility into the plant-floor segment without disrupting sensitive control traffic. Figure 2 sets out the proposed incident response workflow, from initial detection through triage, containment, eradication, recovery and post-incident review, aligned with the Detect, Respond and Recover functions of the NIST CSF [5].
[image: ]
Figure 2. Security monitoring and incident response workflow for SFM.
Two design choices in this workflow reflect SFM's manufacturing context specifically. First, containment for OT incidents is defined as failing equipment to a safe state rather than an abrupt shutdown, reflecting the physical safety consequences that do not apply to a pure IT incident. Second, severity classification explicitly separates IT-only incidents from those touching OT, since an OT-affecting incident escalates directly to the Board given its potential production and safety impact, consistent with the scenario's description of Board-level concern about downtime.
[bookmark: _Toc237428258]6. Training and Awareness
Because phishing against procurement staff has already been observed at SFM, staff training is not optional groundwork but a direct response to a demonstrated weakness. The training programme should include a mandatory induction module covering acceptable use, password hygiene and how to report suspected phishing; quarterly simulated phishing exercises with individual feedback rather than public blame, so staff learn without being discouraged from reporting mistakes; role-based modules, so procurement and finance staff receive deeper training on invoice fraud and business email compromise while shop-floor staff receive training focused on safe use of IoT devices and USB media; and a short annual refresher for all staff, tied to policy updates. Embedding security awareness as an ISO 27001 people control, rather than a one-off event, is what keeps the programme active as staff, threats and technology change [4].
[bookmark: _Toc237428259]7. Conclusion
SFM's exposure is best understood as the product of a widening attack surface, created by IoT adoption and cloud connectivity, meeting a workforce and control environment that has not yet caught up with the associated risks. The measures proposed in this report, threat-led policy aligned with NIST CSF and ISO 27001 [4][5], targeted technical mitigations, IT/OT network segmentation, a monitoring and incident response plan tailored to manufacturing's safety and downtime concerns, and a training programme that directly addresses the phishing risk already observed, together give SFM a realistic and proportionate path toward a stronger security posture. None of these measures is effective in isolation; their value lies in being implemented and reviewed as a coherent, governed programme rather than as a set of standalone purchases.
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The following pages reproduce, in full, the slides from the accompanying 10-minute board presentation summarising this report's findings and recommendations.
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