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Abstract
This report contains a brief introduction to the background information, and aims and objectives for the project. Namely, to conduct analysis of various MFT solutions against DHCW requirements to ascertain whether the current MOVEit Transfer system is still the best solution for the Secure File Sharing Portal (SFSP). This is followed an introduction to the methodology for the literature review followed by a summary of the papers found for each research question. The report then contains a discussion of the research methodology, including the research approach and philosophy chosen.  Next, each MFT solution is analysed against each requirement and given a score. These scores are then collated and assessed to find the most suitable solution for DHCW. After this, the project is evaluated against the initial aims and objectives and the limitations of the project are discussed. Next, there is a brief summary of the project followed by a list of further work which may be conducted. Finally, there is a reflection on the skills and knowledge gained during the course of the project.
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[bookmark: _Toc109935960]Introduction 
[bookmark: _Toc109935961]Background Rational
NHS Wales is made up of the more than 10 separate legal organisations with more than 100,000 staff. The seven Local Health Boards provide direct delivery of all healthcare services within a geographical area (hospitals, dental, optical, pharmacy, mental health etc.), see figure 1 for their boundaries. There are also three NHS Trusts which have an all-Wales focus. The Welsh Ambulance Services Trust (WAST) provides emergency services such as ambulances, Velindre NHS Trust (VUNHST) provides specialist cancer care services and Public Health Wales (PHW) provide national public health functions such as smoking secession and weight loss services[1]. There are also other specialised organisations called Special Health Authorities such as Digital Health and Care Wales which design, build, and maintain national ICT services for the other organisations in NHS Wales[2].
[image: Map of Wales showing the seven health board areas]
[bookmark: _Toc109772267]Figure 1 - NHS Wales local health board boundaries[3]

One of those national services is the Secure File Sharing Portal (SFSP), which is a Managed File Transfer (MFT) service that is used across NHS Wales and administrated centrally by the DHCW cyber security team. The SFSP is a managed service which is provided by DHCW to other organisations in NHS Wales through Service Level Agreements (SLAs). DHCW currently utilise the MOVEit Transfer product supplied by Progress for the SFSP service, however this product has some limitations and drawbacks. The licence for MOVEit is renewed annually and as such there is a need to investigate whether MOVEit is still the best product for fulfilling the DHCW requirements and budgetary constraints.
NHS Wales processes a huge amount of both Personally Identifiable Information (PII) and Business Sensitive Information (BSI) and has requirements for both internal file transfers between staff and correspondence outside of NHS Wales. For instance, a significant use case for the service are General Data Protection Regulation (GDPR) Subject Access Requests from members of the public. This requires many large files to be sent securely to the member of the public. These external users may not necessarily have the advanced technical knowledge required to access more complex solutions such as File Transfer Protocol (FTP) servers.
[bookmark: _Toc109935962]Aim
The aim of this project is to critically analyse MFT solutions currently available on the market against DHCW requirements, to produce an options appraisal and recommendation, then implement a PoC for the recommended product.
[bookmark: _Toc109935963]Objectives
· Gain an understanding of typical features of MFT solutions by conducting market analysis.
· Produce a critical literature review of existing research to demonstrate an overview of the current knowledge. 
· Utilise knowledge gained from the literature review to create a comprehensive set of requirements for the DHCW SFSP service.
· Compare current commercial MFT solutions against the set of requirements to select the most suitable product for DHCW. 
· Implement a PoC of the selected product.
· Analyse the PoC against the recommendations to ensure that it fulfils the requirements.




[bookmark: _Toc109935964]Literature Review
[bookmark: _Toc109935965]Introduction
We used the Systematic Literature Review (SLR) guidelines described by Kitchenham to develop our SLR protocol[4]. Whilst this protocol was designed for use in software engineering research, it can be applied to this project due to the commonalities between fields. The SLR protocol describes the research questions, strategy for searching for related studies, selection of studies for inclusion in the SLR, analysis of the selected studies, and data synthesis, as will be discussed in the following subsections. 
[bookmark: _Toc109935966]Research questions 
The research questions were derived from the project objectives. They are as follows:
RQ1: What are the common features of current commercial MFT solutions? 
RQ2: What are the current methods of ranking solutions based on multiple criteria?
RQ3: What are the current best practices for public sector tenders/procurement?

The first question is aimed at discovering whether the DHCW requirements are reasonable given the current market offerings or if they will need adjustment. The second ensures that the comparison between MFT solutions will use a method which is best suited at giving a fair analysis of the products. Finally, the investigation into procurement methods will give an understanding of practical applications of ranking methods which may differ from the academic/theoretical methods of the previous question.

[bookmark: _Toc109935967]Search strategy
This section details the process for creating search terms, the strategy used when searching, the databases which were searched, and the documentation of the search. 
[bookmark: _Toc109935968]Search terms and strategy 
The search for RQ1 was carried out mainly with combinations of the search terms “Managed File Transfer” and secondary terms such as “comparison”, “features”, or “analysis”.
The initial search for methods of ranking proved difficult, as the correct search terms weren’t being used. Once the keyword “multi-criteria decision-making (MCDM)” was discovered it revealed a range of useful literature. Searches combined this keyword with “methods”, and “applications”. 
 
[bookmark: _Toc109935969]Databases 
A list of potential databases was created from University of Wales Trinity St. David’s (UWTSD) library’s website of suggested databases for applied computing research. The following databases were selected: 
ACM Digital Library 
ProQuest Central 
Academic Search Premier (EBSCOhost)
IEEE Xplore 
ScienceDirect
Springer Journals 
EThOS

The search was limited to only literature which had the full text available online. When possible, papers and books were filtered by subject to computing (or similar) and those that hadn’t been peer-reviewed were excluded. The search was conducted between February and April 2022. 
[bookmark: _Toc109935970]Study selection 
This section describes the process and documentation used for selecting studies relevant to the four research questions. 
[bookmark: _Toc109935971]Study selection process 
After the initial database search, literature was selected for review using a three-step process: 
1. Selecting studies based upon their title
2. Filtering the list from step 1 after reading the abstract
3. Further filtering of the list from step 2 after reading the paper in full 

Step 1 resulted in ~1,000 distinct papers from the database search, ~250 were then selected based on their title for the next stage. Of these, ~50 papers had abstracts which were relevant and warranted further reading. The final selected studies consisted of 17 papers. 
Inclusion and exclusion criteria were focused on identifying papers that report ranking methods which had been used in practice. Methods which had been used to compare software products were of specific interest. The inclusion and exclusion criteria helped refine the search to better meet the project objectives. 
Studies which met the inclusion criteria were passed to the next stage of the selection process: 
Full and short peer-reviewed papers
Objective comparisons of MFT solutions

Studies which met the exclusion criteria were rejected at each stage of the selection process: 
Promotional whitepapers produced by organisations selling MFT solutions
Papers unrelated to MFT, MCDM or tender/procurement methods
Theoretical papers about methods with no practical application

For the first two steps, if there was doubt then a paper was included. In the first stage of selection, the criteria were defined such that any titles that contained the words “multi criteria decision making”, “fuzzy comparison”, “tender methodology” or any variation thereof were selected for inclusion in the next stage of the study, unless they were outside the scope of the research (e.g., some papers were related to artificial intelligence). 
In Stage 2, each abstract was read while considering the inclusion and exclusion criteria. The reason for inclusion or exclusion was documented. 

[bookmark: _Toc109935972]Study selection documentation 
Before each stage, any duplicate papers identified were removed. The study data were stored in Mendeley, with the studies were listed in separate folders for each stage of the selection process. This allowed for the metadata for each paper to be easily retained during the selection process, and for papers previously excluded to be referred to if needed. 
Additionally, for Stages 2 and 3, the reason for inclusion and exclusion. After a stage was complete, the selected papers were moved to a subfolder, as this allowed for papers to be easily distinguished by the stage they were eliminated.

[bookmark: _Toc109935973]Selection verification 
As this project is individual, the paper selection was unable to be verified using the Cohen Kappa agreement statistic laid out in Kitchenham’s SLR procedure[4]. The papers were however assessed for ‘quality’ using the study design hierarchy in [4] which is based on the original CRD Hierarchy of evidence[5] and Australian NHMRC Study design hierarchies[6].

[bookmark: _Toc109935974]Summary of Literature
[bookmark: _Toc109935975]Features of MFT solutions
The following section details the common features of MFT solutions described in the selected studies as related to RQ1, where the literature diverges, and the most agreed upon feature sets.
Khanna explains how appropriate MFT solutions can resolve these problems with MFT allowing the central management of both ad-hoc and automated transfers with partners and customers. This central management allows for integration into current systems, such Data Loss Prevention (DLP) services or business processes. MFT also allows for centralised log collection and audit trails, which is vital for highly regulated and sensitive sectors such as health[7].
In an article for volume 30 of Document News[8], the main feature set of MFTs are described as high speed, compliance with regulatory certifications, and supporting large files.
A whitepaper released by Axway[9] defines MFT as a service which automatically meets an organisations security, compliance, and performance requirements whilst sending and receiving sensitive data or files such as personal information or proprietary business data. It emphasises that MFT solutions should enable users, businesses, and applications to send files automatically and on an ad-hoc basis both externally and internally. Axway say MFT solutions should support encryption both in transit and at rest and may support data compression for increased transfer speeds. Axway suggest a requirement for a modern MFT solution is to be able to support the centralised management of large amounts of data as data volumes increase. This lines up with the shortcomings of the current DHCW solution where ultra-high resolution medical imaging scans are required to be transferred and can often cause timeouts or file corruption due to network interruptions.
Axway define “7 key characteristics of a best-in-class MFT solution”[9] which group the necessary features into classes:
· Scalability – This is critical as file transfers increase for organisations in the wake of COVID-19 and the rise of working from home
· Intelligence – MFT solutions should be able to recognize patterns to predict and notify an administrator immediately as soon as something out of the ordinary happens. This ties in with DLP functionality to prevent data loss through behavioural analysis.
· Integrations – MFT solutions must include complete business-level REST APIs so administrators and business user capabilities can be easily integrated programmatically into third-party or custom applications.
· Self-service – An MFT solution with self-service capabilities not only relieves the burden on IT, but also empowers business users. Managers may wish to enrol users onto the MFT service without needing to wait for IT to provide access.
· Resiliency – MFT solutions must be capable of running in a geographically resilient manner, to ensure business continuity in the event of a service degrading fault. 
· Adaptability – MFT solutions should be able to initiate and receive file transfers regardless of sender, recipient, protocol, format, or schema, and should be able to support both on-premise and cloud functionality.
· Manageability – As the MFT solution expands and becomes more complex, it must also be able to be effectively managed by a small number of administrators. If this is not possible it largely negates the centralised and controlled benefits of MFT systems.
These 7 characteristics are a useful tool to understand the general feature set of MFT solutions. However, some aren’t as applicable to the specific circumstances of the DHCW requirements. For instance, self-service with regards to user password resets and other low level administration tasks are permitted but to maintain compliance with IG policies, users must request access to the service through IT first.
The literature related to MFT solutions detail the importance of fulfilling the requirements for not just ad-hoc person-to-person communication, but also automated person-to-system and system-to-person communication. This is because if the MFT solution does not have this functionality, users can and will find other ways of completing these tasks without ICT oversight which can cause significant cyber security and information governance risks to an organisation. This is a phenomenon known as ‘shadow IT’, and one of the most prevalent forms of shadow IT are cloud file sharing services such as Google G-suite or Dropbox[10]. One of the other major commonalities in the literature is the importance of the centralised audit trail for the purposes of IG, DLP, Non-Repudiation, and incident response.

[bookmark: _Toc109935976]Multi-Criteria Decision-Making
The following section details the available methodologies for ranking solutions based on multiple criteria described in the selected studies as related to RQ2.
The discipline of MCDM attempts to find an answer to both find the best alternative and rank each alternative, given a set of alternatives and a set of decision criteria. There are two main classifications of MCDM problems, this is defined by whether there is a set of finite pre-determined alternatives as in the case of this project, or whether the decision space is continuous such as in the case of mathematical multiple objective functions or financial risk verses reward calculations. This is outlined in the introduction of Evangelos Triantaphyllou’s book ‘Multi-criteria Decision Making Methods: A Comparative Study’[11]. 
The first two chapters also provide a description of what are described as some of the most currently popular MCDM techniques[12]:
· Weighted sum model (WSM)
· Weighted product model (WPM)
· Analytic hierarchy process (AHP) with some of its variants
· ELimination Et Choix Traduisant la REalité (ELimination and Choice Expressing Reality [translated from French]) (ELECTRE)
· Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS)

The first step of any MCDM method is to define the set of alternatives, the set of criteria and the evaluation of each alternative for each criterion. Triantaphyllou emphasises that this is not an easy proposition and likens it to more of an art than a science. The issue of how to objectively measure criterion is analysed in detail in the third chapter. For instance, it may not be possible to objectively judge the aesthetics of various cars, but it is easier to compare one car to another in a pairwise fashion.
The number of times an alternative A is more important than an alternative B under a criterion X is another important issue, which is described in the fourth chapter. Following on from the initial introduction, in the following two sections methods of estimating the similarity among any pair of entities and the relative weights of elements in a pairwise comparison are described in detail.
The seventh chapter deals with the reduction of the problem of pairwise comparisons via a duality approach when the number of alternatives is larger than the number of decision criteria plus one. The eighth chapter presents a sensitivity analysis for MCDM problems. A special emphasis is put on the sensitivity analysis of the weights of the decision criteria and on the performance measures of the alternatives in a deterministic MCDM environment. The decision maker can take better decisions if they are able to anticipate how critical each criterion is. In other words, it is important to understand how sensitive the actual ranking of the alternatives is to changes in the current weights of the decision criteria.
An evaluation of the Analytic Hierarchy Process (AHP), the revised AHP, the Weighted Product Model (WPM), and Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS) methods in terms of two evaluative criteria are described in the ninth chapter. An additional evaluation is presented in the tenth chapter for the AHP and the revised AHP methods. The same topic is studied in the following chapter, which presents some new ranking abnormalities when the AHP and some of its variants are used.
The final two chapters are dedicated to exploring fuzzy data and fuzzy data sets. It also includes an explanation of the use of MCDM to resolve problems involving fuzzy data, and how the MCDM methods previously described in the book can be applied.

[bookmark: _Toc109935977]Public Sector Tender Methodologies
The following section details the available methodologies for public sector tenders/procurement described in the selected studies as related to RQ3.
The DHCW Commercial Services Procurement Working Instruction discusses the need for an “option 0” when planning a procurement exercise. This means that there must always be an assessment of whether the procurement is required at all, or whether the current solution is still fit for purpose[13]. For this reason, the current DHCW MFT solution MOVEit Transfer will be included in the analysis for this project.
Another requirement for public sector tenders is the avoidance of partiality and the appearance of partiality. This requirement is laid out in detail in section 9 of the DHCW Standards of Behaviour Policy[14]. This means that even if there is no bias in the product selection process, if it could appear from the outside that there was bias then the rules have been broken. One of the major ways this impartiality is enforced is the banning of free trials of products as these can be seen as inducements. It is for this reason that the proof-of-concept implementation must be a scaled back but still paid for implementation of the winning MFT solution.
The reason the implementation of the winning MFT solution has to be scaled back is because when the total cost of a project is under £5,000 for a calendar year, the full tender process isn’t needed and organisations can just directly purchase a product through a process called a Single Tender Action[15].
During a full tender process, products will be assessed against a set of requirements laid out in the ‘Appendix A: Invitation to Tender’ document, this will give the ‘qualitative’ score for the application. The product is also assessed on the cost. This weighting can be decided by the organisation doing the tender but is usually 50:50. The formula for calculating the “Commercial Scoring Model” score is below[16]:

Inviting suppliers to tender quotes for MFT solutions is out of scope for this project, so price will not be evaluated. It is understood that this can and would skew results compared to a full tender process[16].
As can be seen in section 8.5 of the Invitation to Tender document, Software Tender application requirements are scored out of ten with the following guidance[16]: 
· 10 – Fully meets the requirement and adds additional value
· 7 – Fulfils the requirements completely
· 5 – doesn’t fully meet the requirement but is acceptable
· 3 – doesn’t meet the requirement to an acceptable level
· 1 – Either doesn’t have the feature/system that’s required or is “wholly inadequate”
This scoring system will be used for the analysis phase of this project in order to more align it to any future procurement exercises.


[bookmark: _Toc109935978]Research Methodology
[bookmark: _Toc109935979]Introduction
This section of the report describes the research methodology required to address the project aim and objectives. This includes a discussion of the philosophical background of the chosen research methods as well as the approach taken during the research. This will then lead onto the next section of the report which details the data collection methods chosen, the rationale for these choices, and the results obtained from the data collected.

[bookmark: _Toc92138067][bookmark: _Toc92138063][bookmark: _Toc109935980]Research Philosophy
Researchers can be grouped based on philosophical frameworks used in their research. These frameworks can be identified by the assumptions made about what we can and cannot know, and the ways in which theories and findings are used. Each framework also makes assumptions about whether qualitative or quantitative methods are most appropriate in various situations[17].
The research philosophy chosen was ‘Interpretivism’ which is described by Denscombe in their research guide as an alternative to positivism[18] and by Dudovskiy as involving researchers “interpret[ing] elements of the study” and therefore integrating human interest into the research[19]. This was chosen due to fact that how well each MFT solution fulfils the DHCW requirements for the service will be assessed singularly by the author and as such will be subject to their inherent biases and interpretations. 
This is not to say that quantitative requirements for the service were ignored, but to acknowledge that it is extremely difficult to separate the opinions of the assessor from the assessment when dealing with subjective or qualitative requirements. 

[bookmark: _Toc109935981]Research Approach
There are three main research approaches, each with their own logical reasoning and strengths and weaknesses. These approaches are deductive, inductive, and abductive. 

[bookmark: _Toc92138064][bookmark: _Toc109935982]Deductive research
Deductive research is concerned with the development of a hypothesis based on an existing theory, then designing strategies of research to test the hypothesis[20]. A deductive approach may seek to test if a known general theory or pattern may be applied to a specific case given specific variables, in other words it is aimed at drawing conclusions from general propositions[21]. This general research flow can be seen in the diagram below:
[image: ]
[bookmark: _Toc92138088][bookmark: _Toc109772268]Figure 2 - Deductive research
This approach brings certain advantages:
May help measure concepts quantitatively
May help explain the causal relationships between theories and variables

An example of a deductive approach to research could be the following (hypothetical) scenario:
Theory 		– My friend is bad a paying people back after borrowing money.
Hypothesis 	– The next time they ask to borrow money, they will be late with paying it back.
Observations 	– The friend does not pay the money back on time.
Confirmation 	– The specific hypothesis is confirmed, which reinforces the more general theory.

[bookmark: _Toc92138065][bookmark: _Toc109935983]Inductive research
Inductive research is essentially the opposite and is aimed at describing the observations gained from research and searching for a pattern or explanation for the observations[22]. This approach is often referred to as a “bottom-up” approach to knowing something[23]. This is due to the researcher using direct observations to form patterns that develop into theories[24] as shown in the diagram below: 


[bookmark: _Toc92138089][bookmark: _Toc109772269][image: ]
Figure 3 - Inductive research
This approach brings certain advantages:
Does not necessitate having a fixed hypothesis or theory before commencing research
Allows a researcher to alter the direction of a study once the research has begun

An example of an inductive approach to research could be the following (hypothetical) scenario:
Observations 	– My friend borrowed £100 from John last year and has only paid back half. 
I leant £300 to my friend in June after he promised to return it by September, but I’ve not been paid back
Patterns 	– The friend has repeatedly failed to pay myself and others back.
Theory 		– My friend is bad a paying people back after borrowing money.

[bookmark: _Toc92138066][bookmark: _Toc109935984]Abductive research
Abductive research can be seen as a compromise of the two previous approaches. Where deductive research requires an existing theory with which to test a specific hypothesis against, and inductive research may not result in a theory despite observations, abductive research may take incomplete observations and produce predictions of likely results. 
Each of the three research approaches have specific biases towards certain data collection and analysis methods. These biases are either towards quantitative methods and measurable statistics, towards qualitative methods and subjective or narrative based data, or a mix of both. 

To fulfil the aim of this project and compare MFT solutions against DHCW requirements, an inductive research approach with both qualitative and quantitative methods of data collection was chosen. This is because the research aim of finding the most suitable MFT solution for DHCW requires a bottom-up approach that will draw conclusions based on observations.

[bookmark: _Toc109935985]MDCM Methodology
As described in chapter 2 of Triantaphyllou’s book[25], there are three main steps in any MCDM technique:
1) Decide the criteria and alternatives (in this case the criteria are the DHCW requirements, and the alternatives are the MFT solutions)
2) Give each criteria a numerical value for its relative importance.
3) Give each alternative a numerical value for each criterion, then use those numerical values to determine the ranking of each alternative.

[bookmark: _Toc109935986]Deciding the criteria
In prior work, a requirements elicitation project was undertaken for the DHCW MFT solution[26]. This project used four techniques to compile a list of functional and non-functional requirements. The techniques were, analysing the original tender documentation for the current DHCW MFT solution, analysing the current DHCW MFT solution itself, conducting a structured interview with the business owner for the DHCW MFT solution, and a stakeholder survey for DHCW users.

[bookmark: _Toc109935987]Deciding the alternatives
During the literature review phase of the project several MFT solutions were discussed. The first alternative is the current solution MOVEit Transfer. This is due to public sector tenders always requiring ‘option zero’ which is retaining the current solution with no changes. The remaining five solutions were chosen based on leading product comparison reviews such as the G2 Grid® for Managed File Transfer products which lists MOVEit Transfer, GoAnywhere, JSCAPE, and Axway as market leaders for MFT[27]. The Peerspot MFT buyers guide was also used which highlights GoAnywhere, Globalscape, and IBM Stirling as strong contenders in the market[28].
[image: Chart
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[bookmark: _Toc109772270]Figure 4 - G2 Grid® for MFT[27]
Another major criterion for selection was the availability of documentation for the product. If a product required a purchase/licence before the documentation is available, then it was discarded as analysis was impossible within the scope of the project. This was the case for IBM Sterling, Send Anywhere, and Attachmate FileXpress. 

[bookmark: _Toc109935988]Relative importance of criteria
The prior research work categorised the requirements into high, medium, and low priorities, which roughly translate to ‘must have’, ‘should have’, and ‘may have’ functionalities. However, for the full MCDM process to be completed each requirement will need to be given a numerical importance value relative to all the other requirements. 
As discussed in the literature review, there are many methods of weighting criteria which can be broken down into three main categories: 
· Point allocation method
· Direct rating method
· Pairwise comparisons
Due to the number of criteria involved in this MCDM process, both point allocation and pairwise comparisons were not suitable. As such a direct rating method was used where each criterion was given a weight out of 100 ‘points. The aim for the weighting was that the ‘high’ criteria would be between 100 and 60, the ‘medium’ between 60 and 40, and the ‘low’ between 40 and 0, with some overlap. 
Unfortunately there is no way of entirely removing the subjective nature of criterion weighting, however Triantaphyllou suggests a method where a ‘panel of experts’ each weight the criteria based on their subjective opinion, and then the average of those weights is used to approximate the objective truth[25]. In this case the panel was the author and the Service Owner for the current DHCW MFT solution. The individual weights are listed below, along with the average which was used in the final analysis.
This weighting process helped clarify the importance of some criteria. For instance, the prior work had raised PCI DSS compliance as a medium priority, but during the weighting process it was discussed and as the current use case does not involve the use of financial information it was deemed this requirement was no longer necessary. Another criterion which changed during the process was that ‘Robust auditing/accounting of all user interactions’ and ‘Anti-tampering capabilities on logs’ were separated out into two different requirements. This proved useful as there were some solutions which had excellent logging but no protection capabilities for the logs themselves. This can be seen in chapter 4 of this report. Finally, there were criteria which when weighted were found to be in the wrong category, such as ‘Configurable rules engine and/or automated file workflow’ moving up from low to medium priority.

[image: ]
[bookmark: _Toc109772274]Table 1 - Criterion weighting table



[bookmark: _Toc109935989]Analysis
[bookmark: _Toc109935990]Introduction
This chapter will detail the analysis completed assessing each MFT solution against the requirements which were selected and weighted in the previous chapter. This analysis was completed using online documentation, datasheets, and administrative guides available for each solution. This documentation was assessed to determine how well each solution met each criteria. The full table of results can be found in appendix A, and the final preference scores which were gleaned from the process can be found in section 4.8.4.

[bookmark: _Toc109935991]MOVEit Transfer
[bookmark: _Toc109935992]High Priority
MOVEit Transfer has multiple methods of implementing high availability (HA), with both active-active HA through the ‘Web Farms’ functionality. Active-passive HA is also available through the ‘MOVEit Transfer Failover’ function, this acts as a redundant system with complete replication of files and database for failover to secondary node. It offers increased system availability, but not increased capacity[29]. As such this product scored the full 10 for this criterion.
MOVEit Transfer has secure messaging and ad-hoc file sharing functionality through it’s ‘packages’ function. A drawback of this feature is that recipients receive a regular email notification which prompts them to log into the system to access the package, and there is currently no functionality to allow users to access the files without first logging into the web interface. As such this product received a 7 for this criterion.
MOVEit Transfer has secure folder sharing functionality through its integrated folder directory. These can be shared with users or groups, and specific permissions can be delegated, for instance giving users write access to upload files but not view files already in the folder. This increases the versatility of the function. Unfortunately, the folders can’t be used by guests and the delegated administration of the folders is limited. As such this product scored a 5.
MOVEit Transfer supports both encryption in transit and at rest. Its encryption in transit supports SSL 3.0, and TLS v1.0, 1.1, and 1.2 but unfortunately not 1.3. This only allows TLS1.2 to be used whilst still conforming to NCSC recommended best practice[30]. Its cryptographic libraries for at rest encryption comply with the US federal standard for encryption, FIPS 140-2 validated 256-bit AES. The product also secures deleted files by overwriting them with random bytes to avoid deleted files from remaining on disk[31]. As such this product received a 7 for this criterion. 
MOVEit Transfer supports file non-repudiation of files and messages through a combination of authentication and integrity checking through hash values. This allows people to prove that certain people transmitted and/or received specific files. Cyclic Redundancy Check (CRC) functionality is unfortunately not available and therefore the criterion is scored 3.
MOVEit Transfer supports customisable password policies but only to a limited degree, with minimum lengths available and complexity options available. However, it is not possible to implement a banned password list without also enabling character type requirements, which goes against NCSC password guidance[32]. As such this criterion was scored as 5.
DLP and/or virus detection/prevention is available in MOVEit Transfer however it is limited to one of three vendors, TrendMicro IWSVA, Symantec DLP suite, or McAfee Web Gateway 7. This severely limits the functionality of the DLP integration[33]. As such it scored 3.
MOVEit Transfer has both SFTP and FTPS servers included as standard, however it does not have corresponding FTP clients, so third-party tools will be required to access the function. As such the criterion is scored 5.
X509 client certificates are supported by MOVEit Transfer and authenticates certificates either through root CA certs stored in the Microsoft Trusted Root Certificate Store, or through self-signed certs with user thumbprints. This criterion scored 7.
MOVEit Transfer has remote web administration through the same portal as regular users. This allows for all administrative duties to be completed except for those limited to SysAdmin permissions such as rotating encryption keys. This criterion scored 7.
Delegation of administration permissions in MOVEit Transfer is available but limited in some respects. Users can become ‘GroupAdmins’ which gives them limited administrative access to users within that group, but folder administrative permissions are handled separately leading to instances where an admin may be able to edit a folder but not any of the users who have access to it. This can be ameliorated using template users, but this requires vigilance in maintaining the template with new folder and group permissions. This criterion scored 5.
MOVEit Transfer allows for auditing/accounting of all user interactions, including file upload/download and logins. These logs are protected by anti-tampering capabilities through a “strict chain of cryptographic hashes locked to the specific content and order of log entries”[34].
MOVEit Transfer provides delivery receipts to users when the recipient downloads files sent via packages, but does not support read receipts when the package is first read. As such the criterion is scored 5.
MOVEit Transfer supports a functionally unlimited number of total users as the licencing for the product is per web node, and the number of concurrent users is limited by the performance of the web node servers the application is installed on. As such the product scored 7.
[bookmark: _Toc109935993]Medium Priority
MOVEit Transfer supports IP lockouts however this functionality is limited as the system cannot determine the client IP address if the system is set up with a load balancer, in this case all users will appear to the system as the load balancer. This can be rectified in certain circumstances using third party tools and so scores 5. Due to this drawback the anti-Distributed Denial of Service (DDOS) functionality is equally limited.
MOVEit does support AS1/2/3, however this is a separate licence under the MOVEit Automation licence which comes at additional cost. Due to this the score for this criterion is 3.
As stated above MOVEit Transfer conforms to FIPS 140-2 using validated 256-bit AES encryption. As such it scored 7.
MOVEit Transfer can either function with an ‘all in one’ setup where the file storage and database are contained on the web server, or the functions can be split out to multiple redundant servers. Due to this the product scored 7.
MOVEit Transfer can search for users by username or files by path or file name. As it doesn’t have the ability to search on more specific metadata for users or files, so it was given the score of 5.
MOVEit Transfer does support Role-based access control (RBAC) through the Active Directory (AD) authentication integration, meaning users who are in certain AD groups are given access to MOVEit Transfer. This feature is limited though as MOVEit is unable to parse paged AD data so cannot support AD groups with more than 1500 members. Whilst this doesn’t limit the functionality of the integration it does increase administrative overhead creating multiple AD groups, so the product scored 5.
MOVEit Transfer does not support a configurable rules engine and/or automated file workflow without additional licences for the MOVEit Automation product which comes with additional cost. As such it scored a 3.
MOVEit Transfer will only display functions that the user has been given access to, for instance if a user does not have access to any folders the folder structure will not display on the web interface. This was scored as a 5.
[bookmark: _Toc109935994]Low Priority
MOVEit Transfer can support Single sign-on (SSO) for either Security Assertion Markup Language (SAML) 2.0, or Windows Server Active Directory Federation Services (ADFS), this is supported on all clients for the service including the outlook integration. This scored a 10.
MOVEit Transfer does not support compression for transfers and as such scored 1.
MOVEit Transfer supports PGP along with other secure protocols and as such scored 5.
MOVEit Transfer does not support Auto resume failed transfers and as such scored 1.
As stated above, MOVEit Transfer can support a functionally unlimited number of total users as the licencing for the product is per web node. The product was therefore given a score of 10.
MOVEit Transfer does not support web page translation and as such scored 1.
MOVEit Transfer does not support having multiple sets of technical support contact information so doesn’t allow for users to be directed to their local administrators. As such the product scored 1.
[bookmark: _Toc109935995]GoAnywhere MFT
[bookmark: _Toc109935996]High Priority
GoAnywhere supports HA through it’s ‘clustering’ functionality, it supports both HA and load balancing in the application servers, and also HA in the file and database servers[35], [36]. As such it scored a 10.
GoAnywhere supports secure messaging through the ‘secure mail’ functionality. This function can be used to send files via email securely via outlook or a web client with no file size limitations. It does require a separate licence however, so this scores a 5[37], [38]. GoAnywhere also has a Secure Folders module, with it, users can access files and folders through a web client. Unfortunately this is also a separate module so this scores a 7[37], [39].
GoAnywhere supports encryption at rest through AES-256 and in transit through an array of methods such as TLS, PGP, and SMIME[40], [41]. This scores a 10.
GoAnywhere doesn’t support CRC, but does have integrity checks for successful file transfers which ensure files aren’t modified or corrupted in transit[42]. This scores a 1.
GoAnywhere supports fully customisable password policies, with options for password length, complexity, history, and expiration[43]. This scores a 7.
ICAP and DLP solutions are able to be integrated into GoAnywhere to prevent viruses and malware from entering the organization blocking sensitive information to be sent to unauthorized parties[44]. This scores a 7. 
As discussed above, GoAnywhere supports FTP clients (SFTP & FTPS) with in-built agents for file automation[45]. This scores a 10.
GoAnywhere supports X509 client certificate authentication for FTPS, HTTPS, and TLS clients connecting to the service[46], [47]. This scores a 7.
GoAnywhere supports remote web administration with delegation of administration permissions through RBAC[42], [44]. This scores a 7. 
GoAnywhere records audit logs of all user interactions and admin changes. These logs are protected by tamper-evident logging[48]. This scores a 7.
The GoAnywhere outlook plugin supports read receipts for files sent, though the web interface does not[49]. This scores a 3.
GoAnywhere can support 1,000 concurrent users with the recommended specifications for the application server[50]. This scores a 7.
GoAnywhere can support 15,000 total users, but this is licenced per user so expansion would require additional funding[37]. This scores a 3.

[bookmark: _Toc109935997]Medium Priority
GoAnywhere supports IP blacklisting and Anti-DDOS functionality[44]. This scores a 7.
GoAnywhere doesn’t support AS1 but does support AS2, AS3, and AS4 messaging[51], [52]. This scored a 5.
GoAnywhere MFT has a FIPS 140-2 compliant mode which when enabled, utilises unmodified and is FIPS 140-2 compliant certified RSA security modules. These modules use AES-256 and Triple DES encryption ciphers[40], [53]. This scored a 7.
GoAnywhere supports SAN storage servers as well as UNC paths and mounted NFS drives[44], it scores a 7.
GoAnywhere has only basic search features so scores a 3.
As part of GoAnywhere’s PCI-DSS compliance, it has full Role-based administration and RBAC[54]. This scores a 7.
GoAnywhere has a ‘workflows’ feature which allows tasks, decisions, and loops executed in order. The tasks can include things such as retrieving data from a database server, converting the data into an Excel format, then encrypting the document, and finally push the encrypted document to an SFTP server. These workflows can also be automated, executing whenever a file monitor detects new, modified, or deleted files in targeted folders[37], [55]. Workflows can also be called from the command line, scripts, or via API. This scored a 10.
GoAnywhere displays only folders and workspaces that the user has access to, this scores a 3.
[bookmark: _Toc109935998]Low Priority
GoAnywhere does not support SSO, or automatic transfer compression so scores a 1.
GoAnywhere supports both Open PGP and GnuPGP. These industry standards allow encryption and decryption of files using private and public keys to safeguard the privacy and integrity of your data[37], [46]. This scores a 7.
GoAnywhere does not support auto-resuming failed transfers, so scores a 1.
GoAnywhere can support 40,000 total users, but this is licenced per user so expansion would require additional funding. This scores a 1.
GoAnywhere does not support automatic web page translation or support directing users specifically to their relevant administrator in the service.

[bookmark: _Toc109935999]Globalscape Enhanced File Transfer
[bookmark: _Toc109936000]High Priority
Globalscape provides active-active deployment options for HA and load balancing. It does not have built in active-passive options for resiliency but does provide compatibility with most major load balancers. Globalscape is also a member of the F5 Technology Alliance Program[50], [56]. This provides interoperability between F5 BIG IP Local Traffic Manager and Globalscape. Unfortunately, this is an additional module and not included in the base product, as such it scores a 5.
Globalscape supports ad-hoc file sharing and secure shared folders through it’s ‘Web Transfer Client’, but doesn’t support secure messaging. As such it scored a 5.
Globalscape supports encryption at rest and in transit through SFTP, FTPS, and HTTPS[57]–[59]. This scores a 7.
Globalscape supports file non-repudiation through its authentication modules and its ability to validate transfer success through automatic data integrity checksums[60]. This scores a 10.
Globalscape allows for customisable password policies to match industry best practices[61]. This scores a 7.
Globalscape has inbuilt DLP features which are powered by Clearswift. It supports “document sanitization” which strips out hidden sensitive data from documents such as properties and change histories. It also supports data redaction which overwrites sensitive information with X’s but allows the redacted document through to prevent business disruption. Finally there is anti-steganography technology which prevents files or other data from being hidden within another file[62]–[64]. This scores a 10. 
The MFT threat prevention bundle for Globalscape also allows for real time virus prevention with the Clearswift Secure ICAP Gateway[63], [64]. This scores a 7.
Globalscape supports both SFTP & FTPS clients using encryption algorithms such as AES and Triple DES[65], [66]. This scores a 5.
Globalscape supports X509 client certificates to authenticate users[59]. This scores a 5.
Globalscape supports remote web administration and delegation of those administration permissions[59], this scores a 7.
The ‘Auditing and Reporting Module’ for Globalscape allows administrators to know when and what changes were made to EFT and who made them. It doesn’t have any anti-tampering capabilities on logs however so scores a 5.
Globalscape supports read receipts through its outlook integration[60]. This scores a 5.
Globalscape is licenced via number of concurrent users so whilst the product can support 1,000 users, this will cost additional licences so scores 3. The product has no effective total users limit and as such scores a 7.
[bookmark: _Toc109936001]Medium Priority
Globalscape doesn’t support IP blacklisting or DDOS protection functionality so this scores a 1.
Globalscape supports AS2 messages through the automation module[62]
The compliance module of Globalscape supports both PCI-DSS and FIPS-142 compliance[62], [67]. This scores a 7.
Globalscape supports separate storage and database servers[56]. This scores a 7.
Globalscape has robust search features in the Auditing and Reporting Module, this scores a 7.
Globalscape does allow for custom administration user and permissions but doesn’t support Role-based administration or RBAC. This scores a 3. 
Globalscape has built in automation and integration workflows without the need for code, scripting, or batch files[68]. It also has an Advanced Workflow Engine which is a configurable rules engine with more than 200 automation actions. This scores a 10.
Globalscape doesn’t support customised views based on user access so this scores a 1.

[bookmark: _Toc109936002]Low Priority
Globalscape supports SSO through its advanced authentication modes module[62], [69]. This scores a 5.
The web transfer client module supports automatic transfer compression for more efficient transfers[60]. This scores a 7.
Globalscape has a OpenPGP module which supports the OpenPGP standard. The keys are stored in a separate partition of the file system in a keyring file. Private keys protected by a passphrase and encrypted based on chosen system cipher[62], [70]–[72]. This scores a 7.
As stated above, Globalscape doesn’t have any practical limitations on total users so this scores a 10.
The Globalscape WTC supports auto resuming failed transfers[73], this scores a 7.
Globalscape doesn’t support web page translation or the ability to direct users specifically to their relevant administrator in the service, this scores a 1. 

[bookmark: _Toc109936003]Axway MFT
[bookmark: _Toc109936004]High Priority
Axway MFT supports HA through multi-node (active/active) clustering to enable scalability of file transfer capabilities for sustaining private cloud initiatives[74]. This scores a 7.
Axway supports secure messaging through a “full email-style message compose, inbox, and outbox view” for ad-hoc transactions and an HTML5-based end user client for file transfers[75]. This scores a 7.
Axway secures data at all stages of the transfer through encryption at rest and in transit. The service supports TLS Elliptic Curve, AES-256, SHA-256/384 cipher suites[76]. This scores a 7.
Axway has built in cryptographic file non-repudiation functionality through user authentication, file integrity checking and centralised audit trails[77]. This scores a 7.
Axway allows administrators to customise user password policies granularly with separate settings for total, alpha, numeric and special character minimums, password history and min password age. This scores a 10.
Axway supports Internet Content Adaptation Protocol (ICAP) integration allowing for DLP and anti-malware functionality. This does require a separate external DLP/AV engine however so scores a 7.
Axway supports both SFTP and FTPS FTP clients through the ‘FTP Server’ and ‘SSH Server’ functions. This scores a 7.
Axway SecureTransport supports the PGP and X509 certificates for use across the system for user authentication[78]. This scores a 7.
Axway supports remote web administration and delegating those admin permissions, with 15 granular permission levels available[79]. This allows for situations like the below example where there is a global admin who delegates access to a regional admin who in turn delegates to local admins. This scores a 7.
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[bookmark: _Toc109772271]Figure 5 - Axway delegated administration example[79]
Axway supports auditing of all user interactions and allows administrators to consolidate real-time file transfer information to gain insight into business processes and protect against accidental data loss[76], [80]. This scores a 7.
Axway unfortunately does not have any anti-tampering capabilities on logs so scores a 1.
Axway supports read receipts through end-to-end acknowledgment of transfers. This scores a 7.
Axway SecureTransport licenced per ‘active’ user with each license considered in use for 60 days after the initial login. As such, whilst the product can support 1,000 concurrent users, and 15,000 total users, DHCW would be required to purchase significantly more licences to ensure all unique users in a rolling 60-day period would be able to use the service. This scores a 3.
[bookmark: _Toc109936005]Medium Priority
Unfortunately Axway does not support IP blacklisting, and the only DDOS functionality available in the product is bandwidth limitations, though this is aimed more at business resource management than defending against malicious actors[81]. This scores a 1.
Axway supports AS2 but not AS1 or AS3[82], [83]. This scores a 5. The AS2 server functionality (as does the rest of the product) complies with FIPS 140-2 cryptographic standards through the use of the certified Bouncy Castle FIPS Java API cryptographic library[84]. This scores a 7.
Axway supports Transfer CFT “farms” to allow for storage redundancy[77]. This scores a 5.
Axway has basic audit log search features, with the ability to export results[85]. This scores a 5.
As discussed above, Axway supports highly granular administrative controls which can be based on role[79]. This scores a 7.
Axway allows for file transfers to be triggered using a REST API framework from applications, job schedulers, and folder monitoring[77]. This scores 5.
Axway doesn’t support changing displayed information based on the current user's access. This scores a 1.

[bookmark: _Toc109936006]Low Priority
Axway supports both SAML 2.0 and Kerberos 5 SSO standards[86]. This scores a 10.
Regular ad-hoc transfers are not compressed in transit. However, through the ‘advanced routing’ function of Axway, automation flows can be configured to compress files before transfer using ZIP, GZip and JAR algorithms and various levels of compression[87], [88]. This scores a 5 as it requires the additional ‘advanced routing’ licence to function.
Axway supports PGP encryption and can handle the generation and storage of keys through the ‘Administration Tool’. This scores a 7.
Axway supports resuming failed transfers in order to guarantee reliability[77]. This scores a 7.
As stated above, Axway is licenced via the number of ‘active’ users. As such, whilst the product is technically capable of supporting 40,000 total users, DHCW would be required to purchase significantly more licences to ensure all unique users in a rolling 60-day period would be able to use the service. This scores a 3.
Axway does support web page translation to Welsh, however this is a manual process of editing HTML templates and creating a locale[89]. This scores a 3.
Axway does not have the ability to direct users specifically to their local administrator. This scores a 1.

[bookmark: _Toc109936007]SolarWinds Serv-U MFT Server
[bookmark: _Toc109936008]High Priority
SolarWinds Serv-U can be deployed as a web farm of application servers to provide HA through it’s ‘horizontal scaling’ functionality. This scores a 10.
Serv-U does not support secure messaging or ad-hoc file sharing, only providing shared folders for users to upload and download files from[90]. This scores a 1.
Serv-U supports a FIPS 140-2 mode which enforces strict encryption specifications both in transit and at rest. This scores a 7.
Serv-U supports file non-repudiation through its included Voyager FTP client which will perform integrity checking on each packet using the MAC selected by the server and the client from the list. This scores a 5.
Serv-U has slightly customisable password policies where admins are able to “place restrictions on the length and complexity of passwords”[91]. This scores a 5.
Serv-U does not have any in-built DLP or ICAP anti-malware functionality and does not support 3rd party DLP ICAP anti-malware integration. This scores a 1.
Serv-U supports both SFTP & FTPS, through third party clients, and also through the included Voyager FTP client[92]. This scores a 10.
Serv-U does not support X509 certificates, though the Voyager FTP client does support client certificates for use with other non-Serv-U FTP servers[93]. This scores a 3.
Administrative tasks for Serv-U can be completed remotely through the ‘Serv-U Management Console’[94]. This scores a 7.
There are three levels of administration permissions in Serv-U: Group, Domain, and System administrators. The domain and group access levels allow for administration permissions to be delegated based on role[91]. This scores a 7.
Serv-U allows for auditing of all user interactions through log files which can be configured to be retained based on file size or age of log. What is recorded in the log can also be configured[95]. This scores a 7.
Serv-U does not have any anti-tampering or tamper-evident capabilities on logs. This scores a 1.
Serv-U has 13 default email notifications, but also can create custom “email notifications, balloon tip alerts or posts to the Windows Event Log or Microsoft Message Queue” that are triggered by specific events. These notifications can use system variables to give information specific to the event[96]. This scores a 10.
Serv-U has no licencing or technical limit to the number of concurrent or total users allowed on the system, other than the practical limitations of the number of users each node is able to serve at once[97]. This will allow for 1,000 users with two nodes. This scores a 7. 
[bookmark: _Toc109936009]Medium Priority
Serv-U supports automatic IP blacklisting for high volume malicious traffic to prevent DDOS attacks. This is customisable through the anti-hammering settings to block “users who connect more than 'x' times within 'y' seconds for 'z' minutes”[98]. This scores a 10.
Serv-U does not support AS1, AS2, or AS3. This scores a 1.
Serv-U supports a FIPS 140-2 mode which enforces strict encryption specifications, ciphers which are not FIPS compliant are not accepted[99]. This scores a 7.
Serv-U supports remote database and storage servers, including NAS, SAN, and UNC paths[100]. This allows for the system to be more robust and fault tolerant. This scores a 7.
Serv-U has basic log functionality which allows administrators to filter on various criteria and export it[95], [101]. This scores a 5.
Serv-U has basic RBAC and Role Based Administration through the groups and group administrator functions[91], [94]. This scores a 5.
Serv-U very limited automation functionality through its ‘events’ feature. This allows for file events to trigger one of the following actions:
· email notification
· balloon tip alert
· Windows Event Log
· Microsoft Message Queue 
Due to its limitations, it scores a 3.
Serv-U does not support customising displayed information based on the current user's access. This scores a 1.

[bookmark: _Toc109936010]Low Priority
Serv-U doesn’t support SSO, so scores a 1.
The Serv-U Voyager FTP client enables transfer compression by default in both FTPS and SFTP modes[102], [103]. Unfortunately, the web client does not support compression so this scores a 5. 
Serv-U does not support PGP encryption keys, or auto resume failed transfers. These both score a 1.
Serv-U has no licencing or technical limit to the number of total users allowed on the system, so will allow for 40,000 total users[97]. This scores a 10.
Serv-U does allow for manual web page translation through HTTP template editing but does not allow for locales, so switching between English and Welsh sites would not be possible. This scores a 1.
Serv-U does not have the ability to direct users specifically to their local group administrator in the service. This scores a 1.

[bookmark: _Toc109936011]JSCAPE MFT Server
[bookmark: _Toc109936012]High Priority
JSCAPE supports either active-active or active-passive HA clusters of two or more nodes[104]. This scores a 7. 
In JSCAPE, files can be shared using three methods: email, internal, and copy link. ‘Email’ will allow users to send a custom email through the service which will contain a message and a link to the shared files. ‘Internal’ will just add the shared files to the ‘shared with you’ section in JSCAPE for the recipient. ‘Copy link’ creates an anonymous link to download the file, this option does not require authentication[104]. This scores a 10.
JSCAPE allows for personal folders to be set up and then shared with other users, but not a true shared folder structure[104]. This scores a 5.
JSCAPE supports the automatic PGP encryption of all files on upload, and encryption in transit through protocols such as FTPS, SFTP and HTTPS[104]. This scores a 7.
JSCAPE has file non-repudiation through post file transfer checksum verification that verifies the integrity of files transferred[104], but does not have CRC functionality. This scores a 5.
JSCAPE supports fully customisable password policies, allowing for policies which match NCSC best practice. This scores a 7.
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[bookmark: _Toc109772272]Figure 6 - JSCAPE Password Policy[104]
JSCAPE supports DLP either through the built-in DLP processor or an external DLP provider via an ICAP server[104]. This scores a 10. The product also supports malware detection through the same ICAP integration function. This scores a 7.
JSCAPE supports multiple different protocols for file transfer, including both SFTP & FTPS clients[104]. This scores a 7.
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[bookmark: _Toc109772273]Figure 7 - JSCAPE FTP clients[104]
JSCAPE doesn’t support X509 or other client certificates, so scores a 1.
JSCAPE has a ‘manager service’ web interface which allows administrators to manage users and settings for the service[105]. It also has ‘administrative tags’ which allow administrative permissions to be restricted and delegated down, for instance only giving a local admin access to manage users tagged with ‘Cardiff & Vale’[106]. This scores a 7.
JSCAPE MFT server logs all user activity, and can be configured to send those logs to a log file, a separate JDBC database, or the system database. However, the separate JDBC database must be created manually so if the administrator wishes to store the logs on a remote database this work must be undertaken[107]. This scores a 5. It unfortunately does not have any anti-tampering capabilities on the logs, so this scores a 1.
JSCAPE doesn’t support read receipts for ad-hoc transfers, only notification emails to the recipient. This scores a 1.
JSCAPE will allow for more than 1,000 concurrent users and 15,000 total users[104], so this scores a 7.
[bookmark: _Toc109936013]Medium Priority
JSCAPE has IP blacklisting functionality to prevent DDOS attacks by setting concurrent connection limits per IP address and disabling access after a specified number of failed logins[108]. This scores a 7.
JSCAPE supports AS2 messages but not AS1 or AS3[109], this scores a 5.
JSCAPE has a FIPS compliance mode which when enabled uses only certified FIPS 140-2 compliant encryption ciphers[110]. This scores a 7.
JSCAPE allows for database servers to be remote from the application servers, and for virtual paths to be used for storage directories[111], [112]. This means additional redundancy, and higher up-times for the service. This scores a 5.
JSCAPE allows administrators to search through user logs using any combination of the following criteria[113], this scores a 7:
· Date range
· Application Instance ID
· Session ID
· Client IP
· Client port
· Server IP
· Server port
· Username
· Client request
· Client message
· Server status
· Message direction

As stated above, JSCAPE supports the creation of custom roles for administrators and limiting access based on those roles[105], [114]. This scores a 10.
JSCAPE has a custom scripting language which allows for administrators to create their own file automations. JSCAPE also has the ‘trigger’ feature which allows for actions to be automated when certain file events are seen in the service[115]–[117]. This scores a 7.
JSCAPE supports displaying only information the current user has access to. This scores a 7.

[bookmark: _Toc109936014]Low Priority
JSCAPE provides support for web based SSO using SAML, OpenID and OpenID Connect compliant identity providers, but does not support SAML 2.0 or Kerberos 5 [118]. This scores a 5.
As part of the trigger functionality described above, one of the use cases is to automate compression and de-compression of transferred files[116]. This scores a 7.
JSCAPE provides full PGP Support including the creation and management of PGP keys[119], [120]. This scores a 7.
JSCAPE does not support automatically resuming failed transfers, so this scores a 1.
JSCAPE will allow for 40,000 total users so this scores a 7[104].
JSCAPE has no ability to translate web pages to Welsh or to direct users directly to their local administrator. This scores a 1.

[bookmark: _Toc109936015]Results
After the analysis has been completed and each MFT solution (alternative) has been scored against each criterion, the results were collated into the table shown in appendix A. 
Before analysing each solution to produce a final recommendation, it is useful to analyse each criterion across the solutions. For instance, the ‘high availability’ requirement scored highly with all MFT solutions, suggesting this functionality is definitional to MFT solutions. Alternatively, the ‘web page translation’ requirement scored 1 for every solution. Whilst this was a low priority, it may suggest that this is an unreasonable requirement to expect solutions to meet and may be removed prior to a full tender taking place. 

[bookmark: _Toc109936016]Criteria score normalisation
For further analysis of the alternative scoring to take place, first the alternative scores must be normalised to a value between 0 and 1. In this case as all scores are out of 10 and are all ‘beneficial’ criteria so the formula is as follows:

Where i is the alternative and j is the criterion
The formula for normalising the criterion weight is as follows, this means that each weight is divided by the sum of all the weights:

The results of these calculations can be seen in the table below.
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[bookmark: _Toc109772275]Table 2 - Normalised alternative scoring

[bookmark: _Toc109936017]Weighted Sum Model (WSM)
The next step in the process is to calculate the WSM preference scores for each solution. The formula for this calculation is below, this means that each score is multiplied by the normalised weight, then added together: 

Where i is the alternative and j is the criterion
The results of this calculation can be seen in the table below.
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[bookmark: _Toc109772276]Table 3 - WSM preference scores
The table shows that GoAnywhere has the highest WSM preference score, with Serv-U having the lowest.

[bookmark: _Toc109936018]Weighted Product Model (WPM)
The next step in the process is to calculate the WPM preference scores for each solution. The formula for this calculation is below, this means that each score is raised to the power of the normalised weight, then multiplied together: 

Where i is the alternative and j is the criterion
The results of this calculation can be seen in the table below.
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[bookmark: _Toc109772277]Table 4 - WPM preference scores
In this case, GoAnywhere has the highest WPM preference score, but Axway and Globalscape have exchanged 4th and 5th place.

[bookmark: _Weighted_Aggregated_Sum][bookmark: _Toc109936019]Weighted Aggregated Sum Product Assessment (WASPAS)

Finally, the WASPAS preference score is calculated. This is simply an average of the previous WSM and WPM preference scores, to gain the benefits of both scoring models. As can be seen in the table below, the MFT solution with the highest final preference score, and therefore fulfils the DHCW requirements most completely, is GoAnywhere MFT. 
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[bookmark: _Toc109772278]Table 5 - WASPAS preference scores
The final ranking is:
1st - GoAnywhere MFT
2nd - JSCAPE MFT Server
3rd - MOVEit Transfer
4th - Axway MFT
5th - Globalscape MFT
6th - SolarWinds Serv-U MFT



[bookmark: _Toc109936020]Evaluation
[bookmark: _Toc109936021]Introduction
This chapter will detail the extent to which the project aims and objectives were fulfilled, whether the conclusions of the data analysis were within expectations, and the limitations of the project. 

[bookmark: _Toc109936022]Aims & Objectives
The aim of this project was to critically analyse MFT solutions currently available on the market against DHCW requirements, to produce an options appraisal and recommendation, then implement a PoC for the recommended product. Much of this aim was completed successfully, however due to underlying DHCW constraints the proof of concept was not able to be completed within the timescales of the project. 
All but two objectives were completed successfully during this project, with the exception being the final two objectives related to the implementation and assessment of the PoC. This was caused by DHCW resourcing constraints outside the control of the author. Whilst the MFT solution with the highest preference score (GoAnywhere MFT) was purchased in a limited form to complete the PoC, a server was not able to be provisioned and as such the PoC could not be implemented.

[bookmark: _Toc109936023]Expectations
Overall, the conclusions of the project were within expectations as GoAnywhere scored consistently high across all high and medium requirements. It is also expected that MOVEit received a middling score as one of the four sources of the requirements was analysing features MOVEit had, but potentially didn’t fulfil completely.

[bookmark: _Toc109936024]Project Limitations
If the project was to be undertaken again, it would be useful to undertake a complete review of the DHCW requirements, rather than editing the requirements list from the previous research project. This is because whilst the current list of requirements is useful, there are some features of the current MOVEit service which aren’t represented such as the Outlook integration. This is a critical function for primary care staff who use the service, and the inclusion of this in the requirements may have changed the final results as JSCAPE in 2nd doesn’t have this function.
The second way the project could have been improved is to ensure the pre-requisite work has been completed for the PoC before the project is started. This would ensure that resource limitations are less likely to affect the project implementation.


[bookmark: _Toc109936025]Conclusions & Recommendations
This chapter will discuss the work carried out throughout the project and any further work which may be carried out in the future in continuation of this project.

[bookmark: _Toc109936026]Project Summary
The first step of the project was to conduct a critical literature review of common features of commercial MFT solutions, methods of assessing products based on multiple criteria, public sector tender methodologies, and common proof of concept assessment criteria. This research helped solidify a requirements list based on previous work, uncovered the field of MCDM, and the ranking methodology of WASPAS, and ensured that MOVEit was included as an option 0 in the comparison. This fulfilled the first three project objectives.
Next was the analysis stage, where each MFT solution was judged based on their publicly accessible documentation how well the product fulfilled the DHCW criteria. These scores were then analysed using the WASPAS methodology to conclude with the final preference score and ranking for each solution, with GoAnywhere being first. This fulfilled the fourth project objective.
Finally, the project initially was intended to include an implementation of the winning solution. However, due to DHCW resourcing constraints outside the control of the author, the PoC could not be implemented. This means that the final two project objectives were unfortunately not completed.

[bookmark: _Toc109936027]Further work
The most obvious avenue for further work raised by this project is to implement the PoC and to assess whether GoAnywhere MFT fulfils the DHCW requirements in practice as well as it claims to in its product documentation. This would allow DHCW to determine whether further market analysis should be undertaken, or if the requirements should be changed before the full tender process is undertaken. 
Should this proof of concept prove successful, the next step would be to conduct a full invitation to tender for the MFT solution. This would allow all vendors to offer their product against the requirements set in the tender, not just the six chosen in this project. Should an MFT solution other than the current MOVEit Transfer product be successful in this tender process, there would need to be a period of and slowly onboarding new organisations to the new system one by one, before fully transitioning to the new product. This would be to minimise disruption to users.


[bookmark: _Toc109936028]Reflection
Throughout the project many skills were put into practice and improved:
· Time management – With such a significant project, time management was critical to its success
· Research skills – The skills gained such as study selection will be vital for any research projects going forward
· MCDM methodologies – These skills will be useful going forward for any complex analytical tasks
· Public sector tender methods – The knowledge gained regarding tender processes will be extremely useful 
· Critical document analysis – The skills gained from analysis the MFT documentation will be applicable to many tasks where specific information is required from potentially biased documents
· Brevity – Word count prioritisation is a highly transferrable skill to other tasks of any scope
· 
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Priority Criteria

Author 

Weight

Service 

Owner 

Weight

Average 

Weight

High High availability 85 95 90

High Secure messaging and ad-hoc file sharing 80 80 80

High Secure shared folders 95 85 90

High Encryption at rest 95 95 95

High Encryption in transit 95 95 95

High File non-repudiation and/or Cyclic Redundancy Check (CRC) 75 80 77.5

High Customisable password policies 75 85 80

High Data Loss Prevention 60 80 70

High Virus detection/prevention 80 90 85

High FTP clients (SFTP & FTPS) 80 90 85

High X509 certificates 70 70 70

High Remote web administration 60 70 65

High Delegation of administration permissions 70 75 72.5

High Robust auditing/accounting of all user interactions  90 90 90

High Anti-tampering capabilities on logs. 70 80 75

High Received and/or read receipts 65 55 60

High 1,000 concurrent users (with ability to expand capacity) 90 70 80

High 15,000 total users (with ability to expand capacity) 70 80 75

Medium IP blacklisting 50 50 50

Medium Anti-Distributed Denial of Service (DDOS) functionality 50 50 50

Medium AS1/2/3 support 30 50 40

Medium FIPS compliance 35 45 40

Medium SAN storage 60 55 57.5

Medium Robust search features 60 60 60

Medium Role-based administration 60 60 60

Medium Role-based access control (RBAC). 60 65 62.5

Medium Configurable rules engine and/or automated file workflow 55 65 60

Medium Customised display information based on the user's access 30 50 40

Low Single sign-on (SSO) 25 15 20

Low Transfer compression 25 25 25

Low PGP Support 25 25 25

Low Auto-resume failed transfers 25 30 27.5

Low Support 40,000 total users (with ability to expand capacity) 25 35 30

Low Web page translation (specifically to Welsh) 15 15 15

Low Local administrator help link in service 5 15 10
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MOVEit 

Transfer

GoAnywhere 

MFT

Axway MFT

Globalscape 

MFT

JSCAPE MFT 

Server

SolarWinds 

Serv-U

High

High availability 1 1 0.7 0.5 0.7 1 0.04270

High

Secure messaging and ad-hoc file sharing 0.7 0.5 0.5 0.5 1 0.1 0.03796

High

Secure shared folders 0.7 0.7 0.7 0.7 0.5 0.7 0.04270

High

Encryption at rest 0.7 1 0.5 0.7 0.7 0.7 0.04508

High

Encryption in transit 0.7 1 0.3 0.7 0.7 0.7 0.04508

High

File non-repudiation and/or Cyclic Redundancy Check (CRC) 0.5 0.1 0.1 0.7 0.5 0.5 0.03677

High

Customisable password policies 0.5 0.7 0.7 0.7 0.7 0.5 0.03796

High

Data Loss Prevention 0.3 0.7 1 1 1 0.1 0.03321

High

Virus detection/prevention 0.5 0.7 0.7 0.7 0.7 0.1 0.04033

High

FTP clients (SFTP & FTPS) 0.5 1 0.7 0.5 0.7 1 0.04033

High

X509 certificates 0.7 0.7 0.7 0.5 0.1 0.3 0.03321

High

Remote web administration 0.7 0.7 0.7 0.7 0.7 0.7 0.03084

High

Delegation of administration permissions 0.5 0.5 0.7 0.7 0.7 0.7 0.03440

High

Robust auditing/accounting of all user interactions  0.7 0.7 0.7 0.7 0.5 0.7 0.04270

High

Anti-tampering capabilities on logs. 0.7 0.7 0.1 0.5 0.1 0.1 0.03559

High

Received and/or read receipts 0.5 0.3 0.7 0.5 0.1 1 0.02847

High

1,000 concurrent users (with ability to expand capacity) 0.7 0.7 1 0.3 0.7 0.7 0.03796

High

15,000 total users (with ability to expand capacity) 1 0.3 0.7 0.7 0.7 0.7 0.03559

Medium

IP blacklisting 0.5 0.7 0.1 0.1 0.7 1 0.02372

Medium

Anti-Distributed Denial of Service (DDOS) functionality 0.3 1 0.1 0.1 0.7 1 0.02372

Medium

AS1/2/3 support 0.3 0.5 0.5 0.5 0.5 0.1 0.01898

Medium

FIPS compliance 0.7 0.7 0.7 0.7 0.7 0.7 0.01898

Medium

SAN storage 0.7 0.7 0.5 0.1 0.5 0.7 0.02728

Medium

Robust search features 0.5 0.3 0.5 0.7 0.7 0.5 0.02847

Medium

Role-based administration 0.3 0.5 0.7 0.3 1 0.5 0.02847

Medium

Role-based access control (RBAC). 0.5 0.7 0.7 0.3 1 0.5 0.02966

Medium

Configurable rules engine and/or automated file workflow 0.3 1 1 1 0.7 0.3 0.02847

Medium

Customised display information based on the user's access 0.5 0.3 0.1 0.1 0.7 0.1 0.01898

Low

Single sign-on (SSO) 1 0.1 1 0.5 0.5 0.1 0.00949

Low

Transfer compression 0.1 0.1 0.5 0.7 0.7 0.1 0.01186

Low

PGP Support 0.5 0.7 0.7 0.7 0.7 0.1 0.01186

Low

Auto-resume failed transfers 0.1 0.1 0.7 0.7 0.1 0.1 0.01305

Low

Support 40,000 total users (with ability to expand capacity) 1 0.1 0.3 1 0.7 1 0.01423

Low

Web page translation (specifically to Welsh) 0.1 0.1 0.1 0.1 0.1 0.1 0.00712

Low

Local administrator help link in service 0.1 0.5 0.1 0.1 0.1 0.1 0.00474

Priority Criteria

Alternatives

Criterion 

Weight
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MOVEit 

Transfer

GoAnywhere 

MFT

Axway MFT

Globalscape 

MFT

JSCAPE MFT 

Server

SolarWinds  Serv-U MFT

High

High availability 0.427 0.427 0.299 0.214 0.299 0.427

High

Secure messaging and ad-hoc file sharing 0.266 0.190 0.190 0.190 0.380 0.038

High

Secure shared folders 0.299 0.299 0.299 0.299 0.214 0.299

High

Encryption at rest 0.316 0.451 0.225 0.316 0.316 0.316

High

Encryption in transit 0.316 0.451 0.135 0.316 0.316 0.316

High

File non-repudiation and/or Cyclic Redundancy Check (CRC) 0.184 0.037 0.037 0.257 0.184 0.184

High

Customisable password policies 0.190 0.266 0.266 0.266 0.266 0.190

High

Data Loss Prevention 0.100 0.233 0.332 0.332 0.332 0.033

High

Virus detection/prevention 0.202 0.282 0.282 0.282 0.282 0.040

High

FTP clients (SFTP & FTPS) 0.202 0.403 0.282 0.202 0.282 0.403

High

X509 certificates 0.233 0.233 0.233 0.166 0.033 0.100

High

Remote web administration 0.216 0.216 0.216 0.216 0.216 0.216

High

Delegation of administration permissions 0.172 0.172 0.241 0.241 0.241 0.241

High

Robust auditing/accounting of all user interactions  0.299 0.299 0.299 0.299 0.214 0.299

High

Anti-tampering capabilities on logs. 0.249 0.249 0.036 0.178 0.036 0.036

High

Received and/or read receipts 0.142 0.085 0.199 0.142 0.028 0.285

High

1,000 concurrent users (with ability to expand capacity) 0.266 0.266 0.380 0.114 0.266 0.266

High

15,000 total users (with ability to expand capacity) 0.356 0.107 0.249 0.249 0.249 0.249

Medium

IP blacklisting 0.119 0.166 0.024 0.024 0.166 0.237

Medium

Anti-Distributed Denial of Service (DDOS) functionality 0.071 0.237 0.024 0.024 0.166 0.237

Medium

AS1/2/3 support 0.057 0.095 0.095 0.095 0.095 0.019

Medium

FIPS compliance 0.133 0.133 0.133 0.133 0.133 0.133

Medium

SAN storage 0.191 0.191 0.136 0.027 0.136 0.191

Medium

Robust search features 0.142 0.085 0.142 0.199 0.199 0.142

Medium

Role-based administration 0.085 0.142 0.199 0.085 0.285 0.142

Medium

Role-based access control (RBAC). 0.148 0.208 0.208 0.089 0.297 0.148

Medium

Configurable rules engine and/or automated file workflow 0.085 0.285 0.285 0.285 0.199 0.085

Medium

Customised display information based on the user's access 0.095 0.057 0.019 0.019 0.133 0.019

Low

Single sign-on (SSO) 0.095 0.009 0.095 0.047 0.047 0.009

Low

Transfer compression 0.012 0.012 0.059 0.083 0.083 0.012

Low

PGP Support 0.059 0.083 0.083 0.083 0.083 0.012

Low

Auto-resume failed transfers 0.013 0.013 0.091 0.091 0.013 0.013

Low

Support 40,000 total users (with ability to expand capacity) 0.142 0.014 0.043 0.142 0.100 0.142

Low

Web page translation (specifically to Welsh) 0.007 0.007 0.007 0.007 0.007 0.007

Low

Local administrator help link in service 0.005 0.024 0.005 0.005 0.005 0.005

5.892 6.426 5.847 5.716 6.299 5.491

Priority Criteria

Alternatives

Weighted Sum Model Preference Score
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MOVEit 

Transfer

GoAnywhere 

MFT

Axway MFT

Globalscape 

MFT

JSCAPE MFT 

Server

SolarWinds  Serv-U MFT

High

High availability 1.103 1.103 1.087 1.071 1.087 1.103

High

Secure messaging and ad-hoc file sharing 1.077 1.063 1.063 1.063 1.091 1.000

High

Secure shared folders 1.087 1.087 1.087 1.087 1.071 1.087

High

Encryption at rest 1.092 1.109 1.075 1.092 1.092 1.092

High

Encryption in transit 1.092 1.109 1.051 1.092 1.092 1.092

High

File non-repudiation and/or Cyclic Redundancy Check (CRC) 1.061 1.000 1.000 1.074 1.061 1.061

High

Customisable password policies 1.063 1.077 1.077 1.077 1.077 1.063

High

Data Loss Prevention 1.037 1.067 1.079 1.079 1.079 1.000

High

Virus detection/prevention 1.067 1.082 1.082 1.082 1.082 1.000

High

FTP clients (SFTP & FTPS) 1.067 1.097 1.082 1.067 1.082 1.097

High

X509 certificates 1.067 1.067 1.067 1.055 1.000 1.037

High

Remote web administration 1.062 1.062 1.062 1.062 1.062 1.062

High

Delegation of administration permissions 1.057 1.057 1.069 1.069 1.069 1.069

High

Robust auditing/accounting of all user interactions  1.087 1.087 1.087 1.087 1.071 1.087

High

Anti-tampering capabilities on logs. 1.072 1.072 1.000 1.059 1.000 1.000

High

Received and/or read receipts 1.047 1.032 1.057 1.047 1.000 1.068

High

1,000 concurrent users (with ability to expand capacity) 1.077 1.077 1.091 1.043 1.077 1.077

High

15,000 total users (with ability to expand capacity) 1.085 1.040 1.072 1.072 1.072 1.072

Medium

IP blacklisting 1.039 1.047 1.000 1.000 1.047 1.056

Medium

Anti-Distributed Denial of Service (DDOS) functionality 1.026 1.056 1.000 1.000 1.047 1.056

Medium

AS1/2/3 support 1.021 1.031 1.031 1.031 1.031 1.000

Medium

FIPS compliance 1.038 1.038 1.038 1.038 1.038 1.038

Medium

SAN storage 1.055 1.055 1.045 1.000 1.045 1.055

Medium

Robust search features 1.047 1.032 1.047 1.057 1.057 1.047

Medium

Role-based administration 1.032 1.047 1.057 1.032 1.068 1.047

Medium

Role-based access control (RBAC). 1.049 1.059 1.059 1.033 1.071 1.049

Medium

Configurable rules engine and/or automated file workflow 1.032 1.068 1.068 1.068 1.057 1.032

Medium

Customised display information based on the user's access 1.031 1.021 1.000 1.000 1.038 1.000

Low

Single sign-on (SSO) 1.022 1.000 1.022 1.015 1.015 1.000

Low

Transfer compression 1.000 1.000 1.019 1.023 1.023 1.000

Low

PGP Support 1.019 1.023 1.023 1.023 1.023 1.000

Low

Auto-resume failed transfers 1.000 1.000 1.026 1.026 1.000 1.000

Low

Support 40,000 total users (with ability to expand capacity) 1.033 1.000 1.016 1.033 1.028 1.033

Low

Web page translation (specifically to Welsh) 1.000 1.000 1.000 1.000 1.000 1.000

Low

Local administrator help link in service 1.000 1.008 1.000 1.000 1.000 1.000

5.402 5.528 4.876 4.968 5.443 4.170

Priority Criteria

Alternatives

Weighted Product Model Preference Score
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MOVEit 

Transfer

GoAnywhere 

MFT

Axway MFT

Globalscape 

MFT
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Weighted Sum Model (WSM) 5.892 6.426 5.847 5.716 6.299 5.491

Weighted Product Model (WPM) 5.402 5.528 4.876 4.968 5.443 4.170

Weighted Aggregated Sum Product Assessment (WASPAS) (50:50 ratio) 5.647 5.977 5.362 5.342 5.871 4.831

Preference Score

Alternatives
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MOVEit 

Transfer

GoAnywhere 

MFT

Axway MFT

Globalscape 

MFT

JSCAPE MFT 

Server

SolarWinds 

Serv-U

High

High availability 10 10 7 5 7 10 90

High

Secure messaging and ad-hoc file sharing 7 5 5 5 10 1 80

High

Secure shared folders 7 7 7 7 5 7 90

High

Encryption at rest 7 10 5 7 7 7 95

High

Encryption in transit 7 10 3 7 7 7 95

High

File non-repudiation and/or Cyclic Redundancy Check (CRC) 5 1 1 7 5 5 77.5

High

Customisable password policies 5 7 7 7 7 5 80

High

Data Loss Prevention 3 7 10 10 10 1 70

High

Virus detection/prevention 5 7 7 7 7 1 85

High

FTP clients (SFTP & FTPS) 5 10 7 5 7 10 85

High

X509 certificates 7 7 7 5 1 3 70

High

Remote web administration 7 7 7 7 7 7 65

High

Delegation of administration permissions 5 5 7 7 7 7 72.5

High

Robust auditing/accounting of all user interactions  7 7 7 7 5 7 90

High

Anti-tampering capabilities on logs. 7 7 1 5 1 1 75

High

Received and/or read receipts 5 3 7 5 1 10 60

High

1,000 concurrent users (with ability to expand capacity) 7 7 10 3 7 7 80

High

15,000 total users (with ability to expand capacity) 10 3 7 7 7 7 75

Medium

IP blacklisting 5 7 1 1 7 10 50

Medium

Anti-Distributed Denial of Service (DDOS) functionality 3 10 1 1 7 10 50

Medium

AS1/2/3 support 3 5 5 5 5 1 40

Medium

FIPS compliance 7 7 7 7 7 7 40

Medium

SAN storage 7 7 5 1 5 7 57.5

Medium

Robust search features 5 3 5 7 7 5 60

Medium

Role-based administration 3 5 7 3 10 5 60

Medium

Role-based access control (RBAC). 5 7 7 3 10 5 62.5

Medium

Configurable rules engine and/or automated file workflow 3 10 10 10 7 3 60

Medium

Customised display information based on the user's access 5 3 1 1 7 1 40

Low

Single sign-on (SSO) 10 1 10 5 5 1 20

Low

Transfer compression 1 1 5 7 7 1 25

Low

PGP Support 5 7 7 7 7 1 25

Low

Auto-resume failed transfers 1 1 7 7 1 1 27.5

Low

Support 40,000 total users (with ability to expand capacity) 10 1 3 10 7 10 30

Low

Web page translation (specifically to Welsh) 1 1 1 1 1 1 15

Low

Local administrator help link in service 1 5 1 1 1 1 10

Criterion 

Weight

Criteria Priority

Alternatives
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