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                                               Task 1: Research Report
1.1 Research on Hypervisors

    Hypervisors are the main technology behind virtualisation because they make it possible to run several operating systems on one physical machine at the same time. This is extremely useful in modern IT environments, especially when organisations want to reduce hardware costs and manage their systems more efficiently. There are two main types of hypervisors: Type 1 (bare-metal) and Type 2 (hosted), and they differ quite a lot in how they are structured, how well they perform, and how suitable they are for enterprise networks.
    Type 1 hypervisors—such as VMware ESXi, Microsoft Hyper-V Server, and Proxmox VE—run directly on the hardware without needing a normal operating system underneath. Because there are fewer layers, these hypervisors usually offer better performance, lower latency, and more reliable resource usage. They are designed with enterprise features like clustering, high availability, snapshot management, virtual switches, and detailed resource scheduling. These capabilities are important when running key services such as Windows Server 2022, AD DS, Debian servers, DHCP, and routing. In environments where uptime and stability matter, Type 1 hypervisors are generally the preferred option.
    Type 2 hypervisors, like VirtualBox, VMware Workstation, or GNOME Boxes, sit on top of a host operating system. This means there is more overhead, which can slow performance and introduce extra security considerations. They are still helpful for testing, academic work, and small labs because they are simple to use and do not require special hardware. However, their limitations become obvious in enterprise situations.
    In the case of the NOSS2026 scenario, the network needs to support two physical locations (Swansea and London), future expansion, and mixed operating systems. Type 2 hypervisors would struggle to provide the necessary stability and scalability. For these reasons, a Type 1 hypervisor is the better and more realistic choice for deploying the full virtualised topology.

Hypervisor Architecture Diagram :

TYPE 1 (Bare Metal)                        TYPE 2 (Hosted)
----------------------------------         -------------------------------------
|  Hardware (CPU, RAM, NICs)  |            |  Hardware                         |
----------------------------------         -------------------------------------
|      Hypervisor Layer        |           |  Host Operating System            |
----------------------------------         -------------------------------------
| Windows Server | Debian VM   |           |  Hypervisor App (VMware/VirtualBox)|
----------------------------------         -------------------------------------
                                        | Windows VM | Debian VM |
                                        -------------------------------------


Considering the module scenario (SWANSEA.ACCA domain, Windows Server 2022 DC, Debian relay server, 
future certificate services), the stability, isolation, and hardware‑level control of Type 1 hypervisors make them the 
superior choice for this virtual enterprise deployment.

1.2 Research on IP Addressing

    IP addressing provides the basic method that allows devices to identify each other and communicate across different networks. Every device on a network needs an IP address so data can be sent to the correct destination. Although IPv4 has been around for decades, it is still widely used because it is simple to understand, easy to configure, and supported by almost all existing networking devices. IPv6 was introduced to solve the problem of limited IPv4 addresses, offering a much larger address space and a more structured, hierarchical format. This not only reduces address exhaustion but also improves routing efficiency, especially in large-scale networks. At the centre of how IP communication works is the idea of delivering packets from one device to another using routers, routing tables, and subnet boundaries that help network equipment understand where the data should go.
    Subnetting is an important technique that breaks a network into smaller and more manageable segments. This improves performance by reducing broadcast traffic and also enhances security because different groups of devices can be isolated from each other. Variable Length Subnet Masking (VLSM) takes this a step further by allowing each subnet to be designed according to the exact number of hosts needed. This prevents wasting IP addresses and makes the addressing plan more efficient. For the Swansea network topology, this is essential because different parts of the network—such as the server subnet, client subnet, and the WAN link between Windows Server and the Debian machine—require different address sizes based on how many devices will be connected.
Switches and routers both play key roles in keeping the network functioning properly. A switch operates at Layer 2 of the OSI model and forwards frames based on MAC addresses. This keeps local traffic fast and efficient inside a single network. Routers, however, work at Layer 3 and are responsible for directing packets between different networks using IP addresses. They use routing tables to decide the best path for packets to travel. When switches and routers work together with a well-designed IP addressing scheme, the result is a reliable, scalable, and organised enterprise network where data flows smoothly between devices and services.
    In the context of NOSS2026, a strong IP addressing structure is especially important because the organisation operates across two locations and relies on both Windows and Linux systems. A clear addressing plan helps avoid conflicts, improves troubleshooting, and ensures future services—such as DNS, AD DS, or VPN connections—can be added without major redesign. Good IP design also supports easier documentation and more predictable network behaviour, which is essential for long-term maintenance and expansion.
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IP Transmission Diagram

VLSM Addressing Table
	Network Segment
	Required Hosts
	Allocated Subnet
	Usable Range

	Server LAN
	10 hosts
	192.168.10.0/28
	192.168.10.1 – 192.168.10.14

	Client LAN
	40 hosts
	192.168.20.0/26
	192.168.20.1 – 192.168.20.62

	WAN Link
	2 hosts
	20.0.0.0/30
	20.0.0.1 – 20.0.0.2



This VLSM plan minimizes IP waste while allowing future sub‑expansion—an essential requirement for Coursework 2, 
which introduces DNS, AD DS, and Certificate Services.

1.3 Research on Routing

     Routing is the process that manages how data travels between different networks. It ensures that packets can move from one subnet or LAN to another by selecting the most appropriate path. There are two main types of routing used in networking: static routing and dynamic routing. Static routing relies on routes that are manually configured by the administrator. Because the paths are manually defined, static routing is predictable and easy to understand, but it also means that any changes in the network require the routes to be updated manually. On the other hand, dynamic routinguses protocols such as OSPF or RIP to exchange routing information between routers automatically. This allows the network to adapt to changes like link failures without administrator intervention, which is ideal for large or constantly changing environments.
      In the context of the Coursework 1 topology, static routing makes the most sense because the network is small, simple, and not expected to change frequently. The design includes only one Debian DHCP relay server and a Windows Server providing directory services. In a setup like this, dynamic routing would add unnecessary complexity without offering any real benefits. Static routes keep the configuration straightforward and give the administrator full control over how traffic moves between the internal networks.
     For larger environments—like a real multi-site deployment involving Swansea and London under NOSS2026—dynamic routing might eventually be more appropriate. When networks grow in size or complexity, dynamic routing helps maintain stability and ensures reliable communication between sites. This will become more relevant in Coursework 2 as additional services, networks, and connections are introduced. However, for the current stage of the project, static routing aligns perfectly with the requirements for clarity, security, and ease of troubleshooting.


1.4 Research on Network Services

    Enterprise networks often rely on multiple integrated services working together to support operations. Each service plays a key role in maintaining security, usability, and administrative control. For example, VPNs allow secure remote access by encrypting communication between external users or remote sites and the internal network. This is especially important for organisations operating across different locations, such as Swansea and London.
   DHCP simplifies network management by automatically assigning IP addresses to devices. This reduces configuration errors and ensures consistent IP allocation across both client and server networks. Active Directory Domain Services (AD DS) is another critical component, as it centralises authentication, user management, and policy enforcement. AD DS essentially acts as the backbone of identity and access control within the Windows ecosystem.
     Certificate Authorities (CA) support encryption and authentication by issuing digital certificates. These certificates are required for secure services like VPNs, LDAPS, HTTPS, and other PKI-based technologies. Implementing a CA also prepares the organisation for more advanced security features that may be needed later in the network's development.
    Together, these services enhance the network’s overall reliability and help maintain a secure, scalable environment. Their introduction in later coursework highlights why strong planning in Coursework 1 is essential—the foundational network design must be capable of supporting enterprise-level services without requiring major changes later on.

                                      Task 2: Technical Documentation
2.1 Hypervisor Choice

    For this deployment, I chose to use VirtualBox, which is a Type 2 hypervisor, mainly because it is accessible, easy to install, and does not require any specialised hardware. As a student, this is especially useful because it allows me to build and test the entire network topology on a standard laptop or desktop without needing enterprise-grade equipment. VirtualBox supports both Linux and Windows operating systems, which fits perfectly with the requirements of this coursework, since the design includes a Windows Server 2022 machine and a Debian server acting as a DHCP relay. The flexibility of VirtualBox makes it straightforward to create multiple virtual machines, configure virtual networks, and simulate the topology provided in the assessment brief.
    Even though Type 2 hypervisors generally do not offer the same performance or advanced features as Type 1 hypervisors, VirtualBox still provides everything necessary for building a functional virtual lab. It includes support for bridged and NAT networking, virtual switches, snapshots, and resource management. These features make it suitable for learning environments and smaller-scale deployments like this one. The ability to take snapshots is especially helpful because it allows me to roll back to previous states when testing configurations, which reduces the risk of losing progress due to mistakes.
    Since the aim of Coursework 1 is to understand the fundamentals of deploying servers, configuring addressing, and testing connectivity, VirtualBox provides more than enough functionality to achieve these goals. It is also very stable when running multiple VMs at once, as long as the host machine has enough RAM and CPU resources. Another reason VirtualBox works well for this coursework is that it has a simple and user-friendly interface, making it easy to set up the Debian server, Windows clients, and the domain controller without needing advanced knowledge of virtualisation platforms.
    Although a Type 1 hypervisor like Proxmox or Hyper-V would be more suitable in a real enterprise scenario, using VirtualBox for this academic environment still allows me to demonstrate the correct configurations and concepts. It enables the entire network to be built, tested, and documented in a controlled environment, which is the main requirement for Coursework 1. In later stages, especially in Coursework 2, the same virtual machines can be reused to configure services such as DNS, AD DS, and Certificate Services, meaning VirtualBox remains a practical and convenient choice for ongoing learning.

Topology Diagram

                 +-------------------+
                 |   Windows Server  |
                 |  192.168.1.10     |
                 +---------+---------+
                           |
                           | 192.168.1.0/24
                           |
               +-----------+-----------+
               |       Switch          |
               +-----------+-----------+
                           |
                           | 192.168.2.0/24
                           |
                 +---------+---------+
                 |   Debian Server   |
                 | DHCP Relay + CLI  |
                 +-------------------+

2.2 Download and Setup


1. Download  VirtualBox from official sources.
2. Install VirtualBox on bare‑metal hardware.
3. Create virtual machines for:
   • Windows Server 2022  
[image: A screenshot of a computer

Description automatically generated]
   
2.3 IP Addressing Configuration

    Using the earlier VLSM table, the addressing plan was applied as follows:
• Windows Server 2022: 192.168.10.2/28 (Gateway: 192.168.10.1)  
• Debian Server: Dual‑homed with WAN (20.0.0.2/30) and LAN (192.168.20.2/26)  
• Clients: DHCP‑assigned addresses from 192.168.20.0/26  
This scheme improves scalability and minimizes wasted space.

2.4 Testing and Troubleshooting

    Connectivity tests verified proper IP assignment, routing behaviour, and DNS resolution.  
Issues encountered included firewall blocking ICMP, incorrect static routing, and DHCP relay misconfiguration. 
Each issue was resolved by adjusting firewall rules, revising route tables, and correcting DHCP forwarding settings.

                                                      Task 3: Reflection 
Technical Reflection

    Working through this project helped me understand how different parts of a network come together in a practical setup. At the start, I thought configuring IP addresses and routing would be straightforward, but I quickly realised how easy it is for one small mistake to break the whole connection. For example, I accidentally assigned the wrong subnet mask to one of the interfaces, which stopped the Windows Server and Debian relay from communicating. Troubleshooting this taught me to double-check my VLSM plan and verify every setting instead of rushing ahead.
     Another challenge was getting the DHCP relay to work. The clients were not receiving IP addresses, and at first I thought the issue was on the Windows Server, but after using commands like ip a, journalctl, and systemctl status, I found the relay was bound to the wrong interface. Fixing this instantly solved the problem. I also struggled with routing, especially understanding how packets were supposed to move between different networks, but using tools like ping and traceroute helped me track where the traffic was being dropped. Overall, this task taught me the importance of testing each configuration step and not assuming something works just because it “should.”

Personal Reflection

On a personal level, this coursework improved my confidence in setting up virtual machines and managing network services. Using VirtualBox with multiple VMs taught me patience and better organisation because things can quickly get confusing if you don’t keep track of what you’ve changed. I also realised how important documentation is, especially when troubleshooting. This experience has made me feel more prepared for Coursework 2 and more comfortable working with real network environments.
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