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Wi-Fi is developed on IEEE 802.11 standards and is widely used in wireless communication. It
provides wireless access to application and data throughout a radio network.
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Task 1: WiFi Packet Sniffing Using AirPcap with Wirehsrk

The AirPcap adapter is a USB device that, when used in tangent with the AirPcap drivers and
WinPap libraries, allows a pen tester to monitor 802.11b/g traffic in monitor mode.

Lab Scenario

Wireless networks can be open to active or passive attacks. These attacks include
DoS, MITM, spoofing, jamming, war drving, network hijacking, packet sniffing,
and many more. Passive attacks that take place on wireless networks are common
and are difficult to detect since the attacker usually just collects information. Active
attacks happen when a hacker has gathered information about the network after a
successful passive attack. Sniffing is the act of monitoring the network traffic using
legitimate network analysis tools. Hackers can use monitoring tools, including
AiroPeek, Ethereal, TCPDump, or Wireshark, to monitor the wireless networks.
These tools allow hackers to find an unprotected network that they can hack. Your
wireless network can be protected against this type of attack by using strong
encryption and authentication methods.

In this lab, we discuss Wireshatk, a tool that can sniff s network using a wireless
adapter. Because you are the ethical hacker and penetration tester of an organization,
you need to check the wireless security, exploit the flaws in WEP, and evaluate
weaknesses present in the WEP of your organizaton.

Lab Objectives
The objective of this lab is to help students learn and understand how to:
e Discover WEP packets

Pre- Activity exercise
To carry out the lab, you need:

e Toinstall AirPcap adapter drivers located in the Shared OneDrive. Enable Open
Source Tools and double click setup_airpcap_4 1 1.exe to install

e When you are installing the AirPcap adapter drivers, if any installation error occurs,
install the AirPcap adapter drivers in compatible mode (right-click AirPcap adapter
driver exe file, select properties - compatibility, check Run this program in
compatibility mode for, and select Windows 7)
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e Wireshark should already running on all machine but you may need to download
and install in the virtual machine. (All labs are recommended to use the VM
environment and there may be ITS restrictions using the normal lab PCs)

e An access point configured with WEP on the host machine

e This lab requires AirPcap adapter installed on your machine. If you don’t have this
adapter, it is recommended not to proceed.

e A standard AirPcap adapter with its drivers installed on your host machine.
e Administrative privileges to run AirPcap and other tools.
e A client connected to a wireless access point

Overview of WEP (Wired Equivalent Privacy)

Several serious weaknesses in the protocol have been identified by cryptanalysts with the result
that, today, a WEP connection can be easily cracked. Once entered into a network, a skilled
hacker can modify software, network settings, and other security setting.

WEP is a deprecated security algorithm for IEEE 802.11 wireless networks.

Activity:
Note: Screenshot may varies from the one in this lab.
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Diovwriload AirPeap drivers from the site and follow the steps to mstall AirPeap
drivers.,

1. Plug in the AirPcap device in a USB port and wait for the hardware
installation to complete.

2. launch the AirPecap Control Panel application from the Apps screen.
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FIGURE 1.1: L
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3. The AirPcap Control Panel window appears, as shown in the screenshot:

Seltings | Keys

Interface

| AirPcap USE vareless capture adapter nr, 00

v| [ BlnkLed |

hModet AirfPcap Mx

B azic Configuration

Channel | 2437 MHz [BG B] v

Eension Crama

Capiure Type | 20211 + Radio v|

Transzmit yes

hMeda: 80211 a/bla/n

[+ Include B02.11 FCS in Frames

FCS Filter |MFlame-,g o

FReset Configuration |

FIGURE 1.2 AirPeap Carmral Pasel windos

4. In the Basic Configuration section, select a suitable channel from the
Channel drop-down list, and set a frequency vou want to capture from the

Capture Type drop-down list

Settings | Keys |

Interface

|=ﬁ.i|Pi:ap- ISE wireless capluie adapler ri. 00 ” | |

Blirk. Led

Maodel AiPcap M=

Basic Configusation

Trarsmil: pes

Channel | 2412 MHz [BG 1] w

——

Captwe Type | 80211 + RBadio W

Media: 802.11 a/biafn

[2hinchude 202,11 FCS in Frames

FCS Filter | &)l Frames

| Reset Configuration|

FIGLURE 1.3 Canfiruring AirPeap Cartral Parel
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5. (lick the Keys tah. Ensure that the Enable WEP Decryption check box is
selected. This enables the WEP decryption algorithm, You can Add New
Key, Remove Key, Edit Key, arid Move Key UP or Down.

6. After configuring settings and keys, click OK.

| Settings Keps

“WIEF Configuration

[l Enable WEF Decmnbon|

Feps

FIGURE 1.4: Configuring AirPeap Contral Panel

[aunich Wireshark Network Analyzer from the Apps screen. The
Wireshark main window appears, as shown in the following screenshot

Edt View Go Captere  fArabeze  Shetistics Telephorlx Tools  Intermal: Halp
EExXl a++a3 T2 EHE acean FgORx I

m&prﬂsm_ Clear Apply  Save

The World's Most Popular Network Protocol Analyzer

_ T
Wl RES HA RK Werzan 1.10 M B 5 am Srunk=1.10]
T RS IS

Interface List =, Open Website

ﬁ Lown ik o Lhva gaprdure mdsiriasin Opan @ preventy caphueed Wadk thg prescl
jcounts nooming paecost)

Dpen Recent # User's Gi
ChUserst Administrebor Desidtop’.cap.peap [rot fownd| Thea Liae s Gussh

" Start

Chisen ore i rro mlilesi 82 Saphuse fram San Sharl

CHlsers' ddministretori Desktopcap. praprg [not found] s i

| vEthemiet (Reahek PCle GBE Fernily Controller - i ~ ecurity
; Sample Captures .

& | Ethernet !_ ﬁ P m W s

EF‘ Lozl &res Conrection e
. L]

e e ]

gy Capture Options

fewrt § cazture with dataied cptiom

FAGURE 1.5 Wireshark MNetwoadk Anaheer main windos
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8. Configure AirPeap as an interface to Wireshark, To do this, select Capture
= Interfaces....

Eile Edit Wiew Go | Captum | Analyee  Statisics  Telepheny Tecli  [ternals  Help

0O @ i W 0O Interfaces... “"*'|ﬂi”~§'i&a@.t‘-|u
gt i Jilpr\es:'rnn.- Clear Apply Seve
SRert Cird+E
il st Popular Network Protocol Analyzer
Bestart Dew BAZE2 from Srunk-1.100
Capture Filers..

Refrash Interf, -
B T Oniine
Interface List ) Open . Website
- s - L) =TEEEIa e
=} Liww kot 2aptue imtecticas Gpan @ Ereeoutly ceptared fe ‘attha =2 ventuta

josumty mesming Fackeh) - -

FIGURE 1.6 Wireshark Metwade Adaler with istecface aptan

9. The Wireshark: Capture Interfaces window appears. By default, the
AirPeap adapter is not in running mode. Select the Airpcap USB wireless
capture adapter nr. 00 check box, and click Start.

Packets Packetsd's
i"i"’ SirP cap UAE wireless capbure adapter nr. 30 e 1084

N 5!_' wEteemet (Restbeir PCle GEE ..y Controller - Virtuel Switch) Miorosoft Corporation Fedfe 8 05H 60 04 £ b B A5c
O] @ Ethernet Reahtek PCle GBE Family Controller none

_bop ]

FIG:URE 1.7: Wireshark: Capture Interface

10. The Wireshark capture window appears and starts capturing wireless
packets using the AirPeap Adapter, as shown in the following screenshot:

¥iew Go Caplwe Anakyze Stalitics Teiphory Took [nleeals  Hep
ERXS A+e+aTL (HE aaan dBEBRE B

Exprevion..-
-t Destisamizn Frobzced  Length il 1 -

a4, GEETEND SamsungE_5T: ¥h:9C  Broadcast BOZ. 11 146 Probe Request, SkHe=l, FH=O, Flags=, ... 0009
4. BOEATEO0 MaTgear _80 ab: is BroadCasT A0Z. 11 180 neacon frame, SN=184%, FM=0, Flagse=.......
4. GAETOEDD SamsungC_57:5¥b:9Cc  Eroadcast BOZ. 11 146 Probe Request, Sk=Z, Fe=0, Flagse ax
a4, 5145700 Metgear B0 ab; e SamsungE_5T7:5b:3c  BOZ. 11 325 Praobe Response, SH=T18, FH=0, Flags=,..
4. 651 700 MaTgeas _S0!ak!3e (RAGT. 11 40 Ackinoe]edgenant, Flage=
4. B5Z1&T0 Samsurgl_5T:5b:9c  Eroadcast BZ.11 14& PFrobe Request, Ske=3, Fli=d, i'la.gs-
4, 65490000 Metgear B0 ab: 3e SamsurgE_ 57 Sbidc  BOZ. 11 323 probe Response, SM=7LT, FH=0, Flags=
4,697 52000 MeTgear _80:ab: 38 samsungE_S7:Ehidc  BOZ. 11 #15 prabe ReSponse, SN=TLT, FH=0,
4. FO0100 0y MeTgear _B0:ab:3e SamsungEL_57:-Sh-Sc  BOZ.11 325 Probe Response, SH=TLT, FH=0,

TOZOLO00 Metgear B0 ab; 3s SamsurngE_$7:-¥b:3c  BOZ.11 32% Probe Response, SM=717,

FAOIEA00 MeTgear 80 ab: 3¢ BroadasT BOZ. 11 190 peacon Trame, SM=1846, FM=0, Flags=.,.

T 3636100 Metgear _B0; ab; 3 SamsungE_S7:%b:3c  BOZ.11 32% Probe Response,. SH= 18, Fl=d,
T IEQERN0 MeTgRar _80 ab: 3e SAMEUNGE_S57:Shi9c A0, 11 325 probe Response,. SM=T1E, Fa=0,
4. FAL7T5 300 MaTgear _B0:ab:ia EamsungC_57:-5h:-@c  BHOZ.11 325 Probe Response, SN=TlE, Fy=0,
4, 72433700 Metgear B0;ab;: e SamsungE_%7:%bh:3c  BOZ.11 32% Probe Response,. SH=718, Fli=0,

L A 04 BT VA0 nae e S s e e Bk 44 A W ma e Be s e 4 BET ewr i

4,
d,
4.73360000 SamsungE_57:¥0:9C  Eroadcast BOZ. 1L 146 Probe Regquest, Sk=4, FE=0, Flags=.....
a.
.

B Frame 1: 190 bytes on wire (1520 birs), 190 bytes caprwraed (1520 bits) on interface O
W Radiotap Header w3, Length 26
F IEEE B02.11 peacon frame, F1ags: ....u0.0a

W TECE AT 19 wdralocc 1 am sznasosser Froasa

FIGURE 1.8 Wireshark Netwark Amheer window with packets captured
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11, You will be able m view the source and destination of the packets
captured by Wireshark.

File  Edit Veew Go  Capture Analyze Statedics Telephnm}: Tock |nfemals Help
cedm s BEEXR e aT i EEcaen @aBm %
Figer: E.:preﬁn:m... Clear  Apply  Save

wil CATsek: FC5 Filbers: [ Al Frames jl:lu-.-e: E Winglires Settinegs... I:lt{q,-_pl:-nn Kays...

[N Tirre oo e Lrasteniation Protecal lerl.g'ﬂ'. Irifio

LEAEL 199 DEEdbl|Netgear_&diad:so Broaocast B4, 11 b Beacon Trame, SW=l448, FH-
22722 199. 102564 |Netgear_G3:e9:70 Lenovolo_F3:82:7d |§02.11 4 33 Probe Response, SW=15%49, F
22713 199.1103539Netgear _80:ab: 3a Broadcast B02.11 190 Beacon frame, Sk=3164, FH-
22724 199.110964|5amsungE_5az4azba| [ wetgear_80;ab: 3e (HE02.11 46 Power -Save poll, Flags=...
2371% 199.111362 SamsumgE_Sai4aiba (802.11 40 Acknowledgenent, Flags=...
22726 199.116635|Netgear_aa: 241 cC Broadcast B02.11 135 Beacon frame, Sh=3024, FH-
227ET 199.1348196|5hanghai_1b:7e:a4|| Sroadcast B02.11 1L0Z Beacon frame, SW=127, FH=(
22728 199.135097|5hanghai_1b:7e:a5|| Groadcast B02.11 96 Beacon frame, SH=128, FH=(
23719 199.136984|5hanghai_1b:7e:aé|| Broadcast B02.11 96 Beacon frame, SN=129, FH=(
22730 199.137743|Shanghai_1b:7e:a7|| Broadcast B02.11 96 Beacon frame, SW=130, FH=(

23738 199, 1907 DENetgear _G3:293:70 Broadoast G0z.11 306 Beacon frame, SK=1930, FH-
23733 199, 2127 33|Netgear _80:ab: 3a Broadcast 802.11 190 Beacon frame, SK=316%, FH-
22734 199, 21 3086|SansungE_Saz4azha| [ vetgear_80:ab: 3e (HE02.11 46 Power -Save poll, Flags=...
22735 199, 213489 SamsungE_Sa:4a:ba {(802.11 40 Acknowledgenent, Flags=. ..

22737 199. 219206 I B02.11 135 Beacon frame, Sk-3013, FA-

IET39 199, 235476 Shanqha'l_lh Tazad Broa.c!-cast B02.11 107 Beacon frame, Sh=131, FH=(
3 ] »
& Frame 1: 102 bytes on wire (816 bits), 102 bytes caprured (816 bits} an tinterface 0
# Radiotap Header w0, Length 26

L] & 18 00 00 00 ba T4 L R ] sesa@ens saTdaueas
Qa0 ad 00 L7 aa 00 14 8) o ff
0020 O 25 Se 1k Te ad 00 ik Te
0030 22 13 22 00 00 a4
L S 65 6 01 04 42 84 8b a1 0
=

A - AT el EE T s ST

g LI5S wireless caplure adaptes ne, 005 <6 Peckets: 22739 - Doplaped 22739 (1M P‘mllltiD:flul

FIGURE 1.%: Wireshark Netwatk Anahaer window with BI2.11 chanme] caprured packets

12, After capturing enough number of packets, stop Wireshark by clicking the

B icon in the Wireshark toolbar.

File Ede Yiew G0 Copbure Anahae Hatstics Teephomy Tools |niemals  Help
o dEls EREXx2 A+ aTL([EE QA @60 ® x| H
'—lﬁrprnli:n.. Clear  Apphy  Sorew
[12,71 Channet Channe (et jl':.:- Firter: | A0 Fravmess |D-'Mer ||| Wineless Settings. Decryption Keys...
Time 5:u|:_- Durination Pretzesl Length Infe i
69 4. 060057800 SamsungE_37:5b:9c EBroadcast E0Z.11 140 Probe Reguest, Skel; FH=0; Flags=
T4, GOEETAO0 werpaar _Gl:alk: e B padCasn E02.11 190 Be&Con Frame, SMelfd5, FMsD, Flagis.
FL 484870800 Sawsunge_57:5b:19¢  Erpoadcasc E02.11 146 probg 2aQuasT, SN=F, EN=0, Flagss=.._
72 4.85145700 kecgear _B0:ab:3e SamsungE_57:5b:%c  BOZ.11 2% Probe Responze, SK=T1lE, Fd=0, Flagse
71 A G51T0EGD Hergear _B0:abk:3e (REN2, 11 Al Bckngmladgenent, Flagis.,......C
74 4.50216700 Sansunge_57:5b: 3¢ Erosdcasc EO0Z.11 146 #robe Roguast, SH=3, FN=0, :'I:.gs-
T3 4.48290100 h.'ttl;tar_ﬂl}:ah:BE SamsungE 3T shisc  E02.11 325 Prodoe Response, Sk=TlT, Fi=0, F'Ia.-g:--
FE A, GO7 FR00) Ker gear _Bilbcab: e samsunge_ 37509 &02.11 ¥25 Probe Eesporse, SMsF1T, FMs0, Flagss
77 4. T00LOLO0 ReTgear _Bl:ab:3a LarGunge_57 C E0Z.11 325 Probe Responsa, SN=FlT, EN=O0,
= SamsungE_ 37 :5bi%c 502,11 325 Probe Response, Skerl7,
Fe o4, T1I0FGE00 e pear _Bl:ak: e B pAdC s 802,11 190 Eeafon frame, SM=1846, FM=D, Flagss.
BO 4. 73350100 Samsunge_57:5b:0c  Ercadcasc £02.11 146 Probe BaguasT, SN=d, EN=0, Flags=...
HL 4. 73836100 Metgear B0zab:3e ZamsungE ¥ £02.11 I2% Probe Response, SK=TlE, FH=0, F]ﬂ.-g:--. T
A2 4. TIEN6900 werpear Gl ak: e SATEUnGE_F &02,11 ¥25 Probe Eesponse, Swe71lE, FMe=0, Flagse,,..R.
]

= Frame T7: 325 byres on wire (2600 bits), 325 bytes captwred (2600 bivs) on interTace O
= madioTap Header w0, Length 2

IEEE 202.11 Probe Response, Flags: ....R...C

IEEE 802,11 wireless Law management frame

raseBies rmareann

Td (=13

[=1] valiavea vaPriaa
] I (P S
-1 PR - M P
KROL WiF fasvanss
..5-...'..2'0"1

saPuaiea vaanaua

 RRESEER
ZREREE
ERSENLEE

.
i

FGURE 1.10: Stop Wireshark packet capture
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13, Go to File in the menu bar, and select Save.

y Teak )

Talpid

bk Help

Impost fromm Hex Dumg.

CreleD

Chedn Ciele '

beaTa [EE ean EER K 2

| Expremsin.. Clear Apphy Save

Frames

J[Irmer

S

i+ | Broadcast

Sve Ag..
File Set

Export Spacifind Packets_.
Export Packest Dxsectiong
Expart T ected Packet Byies..
Expart 551 Sexiien Keys-..
Export Objects

Shifts

= Frame 770 325 byres on wire (2600 bics), 323 byres captured (2600 Bics) on fncerface O

= 2adiotap Headar v, LengTh 26

Cirl+5

L 4

Braadoast
Broadcast
SamsungE_3715bo9c

wergear _E0:ab:Fe (RAOZ.11

Braadcast

SamsungE. 37 1 5ba9c
SARSLEIE_S7 1 Sl O
ST LNGE_57 3

nraadoast
Braadcast
SamsungE_ 57 1 5baac
SamsiegE_57 :Shk:dc
m

= IEEE 502.11 Frobe Response, Flags: ....R...f
= TEEE #02.11 wireless LAM mansjement Frafe

r& PIERTERTE

[

G ad
S

re
a
[

F

a0
2

E Wireless Settings.,  [ecryption Keys..

Peotocal  Leegth  Iefe i
BOZ.11 Probe Request, Skel, Fhed, Flags=........
802,11 Beacan frame, SH=1B825, FN=0, Flagi=
aop.14 Probe ReqUesT, Ske2, Fa=d, Elags=.
BOZ.11 Frobe Response, SM=FLG, FR=0, Flags=
ackrow]ledgement, Flagss, ,.,....C
Probe RequesT, Ske3, Fe=d, Elags=........4
Frobe Response, SM=7FLl7, FH=0, Flags=......
Prglse REsponse, SHe717, FHed, Flags
5 Probs
Frak:

B0z_11
BOZ.11

146 praobe Request, Sked, Fhed, Elags=........
32% Frobe Response, SHe?LE, FH=O, Flags=......
325 probe Response, SH=PlE, FR=0, Flagse,...R.*
»

802.11

FIGURE 1.11: Save the captured packers

14, Enter the File name, and click Save.

'vl < 5 Sl

Mame

-t

'"j-.. aircack-ng

Date modified
17292014 4:40 PM

Type
File folder

Recent places

Librraries
This PC

%

Metwork

<

File name:

Save as type:

I' acket capture I 'v|

[ save |

['i"h'ﬂiwh"--- - peapng (" pcapng;” poapng gz” v ]

[] Compress with gzip
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15, You can access the saved packet capture file anytime, and by issuing
packet filtering commands in the Filter field, vou can narrow down the
packet search in an attempt to find packets containing sensible
information.

16. In real time, attackers enforce packet capture and packet filtering
wmchniques to capture packets containing passwords (only for websites
mplemented on HTTP channel), perform attacks such as session
hijacking, and so on.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.
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Task 2: Cracking a WEP Network with Aircrack-ng for Windows

Aircrack-ng is an 802,11 WEP and WPA-PSK feys—cracking program that
recovers Keys once enough data packets have been captured. It implements the
standard FMS attack along with some gptimizations like KoreK attacks, and the
all-new PTW attack, thus wm%m g this attack much faster than those wiing other
WEP cra c"r*r@l}.!;é‘f’ foolr.

Lab Scenario

Network administrators can take steps to help protect their wireless network from
outside threats and atsacks. Most hackers will r:-::-q‘ details of any leops or explois
online, and if they f‘qd a security hole, attackers will descend in droves to test your
\A.IE.ERR ."'1!3"'-.\.(}1':\ '\.\.'.'.'_'1 1

WEP is used for wireless networks; always change your 551D from the default,
before you actually connect the wireless router for the access point. If an 551D
broadcast s not disabled on an access point, the use of a DHCP server w
automatically assien [P address to wireless clients should not be used, because war-
driving tools can easily detect your internal IP addressing if the 551D -:.r:mrjr_aq*q are
enabled and the DHCP is bei ng used.

As an ethical hacker and penetration tester of an orpanization, yvour IT director will
assipn you the task of *eq*'qq wireless security, exploiting the flaws in WEP, and

cracking the keys present in your organization’s WEP. In this lab, we discuss how
WPA keys are cracked usi ngr standard attacks such as KoreK and PTW.

Lab Objectives
The objective of this lab is to protect wireless network from attackers.

In this lab, you will learn how to:

e Crack WEP using various tools

e Capture network traffic

e Analyze and detect wireless traffic

Pre- Activity exercise

To carry out the lab, you need:

MovieScope website configured during the lab setup

GoodShopping website configured during the lab setup

Windows host machine

Windows Server2008 or Windows 7 or Windows 10an Attacker Machine
Windows Server2008 or Windows 7 or Windows 10 as a Victim Machine
Microsoft SQL server 2012 or later

A web browser with an Internet connection

Dr Carlene Campbell
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Overview

A “wireless network” is any type of computer telecommunications network, the
interconnections between the nodes of which are made without the use of
wires, Wireless telecommunications networks are generally implemented with
some type of remote information transmission system that uses electromagnetic
waves, such as radio waves, for the carrier, and this implementation usually
takes place at the physical level, or layer, of the network.

Activity:

1. Launch airodump-ng (a subset of aircrack-ng suite) GUI from the shared oneDrive by7

double-clicking airodump-ng-airpcap.exe.
2. If the Open-File Security Warning pop-up appears, click run.

Dr Carlene Campbell
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3. The airodump-ng GUI appears, as shown in the following screenshot:

adrodump-ng B.9.2 — {0 2006 Thomas " Otweppe
Driginal work: Christophe Dewines

uzage : airodunp-ng <nic index?® <niec type? dchanneldzsd> {output prefix? [dvs only Flagl

KEnown metwork adaptes:
1 AirPcap USHE wirelesz capture adapter ne. HH

Hetwork interface index number =3

FIGURE 3.1: Airodurrp-rg selecting adapter window

4. Type the Airpcap adapter index number 0 and select channel number 0.
Then press Enter.

5. Channel 0 refers to all the 2.4 GHz channels. In this lab, we are
configuring airodump-ng to caprure 2.4 GHz channels.

airodunp—ng B.F.2 — (C>» ZBHE Thomas df Mtreppe
Driginal work: Christophe Devine

uzage: airodwnp—ng <{nide dndex? <ndec type?r <channelds?? foutput prefix: [ivs only Flagld

Hnown network adapters:
1 AirPcap USE wireless capture adapter nx. @80
Hetwork interface index nunber —}-

Channel{a»: @ = I1|:| nrl 2 “4Ghz channelz, -1 = hop on SGhe channel
9.4, 1@, 5, 11, 6, 1%, 36, 4

igA, 1Ad, imk,. 112, 1i6. 128,

132 :;ﬁ 148, 147. 45%3. 157, 161. 184, 188,

192, 196.

Enotez if wou spuc:l.l:'y the game subtput prefiz, airodump will rezums
the capture session by appending data to the existing captures File)

Output Filenmame prefix -2

FIGURE 3.2 Adradunyp-rgr selecting sdaqrer windons
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6. It will prompt vou for a file name. Specify the name as capture and
press Enter.

7. Tyvpe y in Only write WEP IVs. Press Enter.

airedunp-ng H. %2 — (C> ZEHE Thomas Jd'dtreppe
Original work: Christophe Devine

usage > airodumpng fnic index? {nic typed {channel{z>> {output prefix¥* [ivs only Flag
Enoun network adapters:

1 AdirPcap UEHR wiregless capture adapter nr. 88

Hetuork interface index numher -> @

Channel{s»: B = hop on 2.4Ghz nhnnnnls, =1 = hop om 5Ghz channel;
1. 7. 13, 2, B, 3_ 14, 9. 4, 18, 5, 11, &, 12, 36, 48,
44, 48, 52, Gh. BB, 64, 18R, 1A4. 1B, 112, 116, 12@,

124, 128, 132. 136, 148, 14%. 153. 157. 161. 184. 188.
192, 196, 288 —-> @

Cnote: if you specify the same output prefix, airodunp will Fesune
the capture session by appending data to the existing captuee Filed

~>[capture |

¢{note: to save space and only store the captured WEP Iz, press
The resulting capture File will only he uzeful For WEF cracking

Only wpite WEF Uz Cusnd ':’E

Duetput Filename prefis

8  Alrodump-ng hﬁgins to capture the wireless traffic, as shown in the
following screenshot.

9. Allow airodump-ng to capture a larpe number of packets (abowve 2,000,000,

HESID PUR Heacons # Data CH HE EMC ESSID =
'F'EEE“IEZEE“IEEW:_ﬁE —%g 17 7 1 48 WEP Quarantine
A HLE —31 & 11 Lgeanr
ACTEATDETCITFRTHZ b7 I L7 ! 5% WIH [ [T
RERID STATION PR Packets ESRID
PH:54:2E=4E:PA:A8 SE:55:CA:ED:52:6F —48 9  Quarantine
H = = H = = H H = H =5 47
AR: @ :SBAE:24:00 GR:PF:MM:67:DR:FLh -6b 1 H:tg:ar -
H - H H - - H H H = EL — i F4
4E:E@:DEzCD:FF:82 #4:4B:Fh:BEz=nB:FB -83 1 Bumchumns
AEE@E:DEzCD:FF:82 84:4B:FS:0E=C8:D% -78 22  Bumchumns
AC:EA:DE:=CI: FF-EZ BEzED:EP:3Z2:0RE:DF ~73 5 Bumchums
AC:EA:DE:CD:FP: SE:IC:C:34:B8: R -TB 4 Bumclums
AG:EA:DE:CD:FF: az #4:4B:Fh:BE:DB:FF -77% 31 Bumchums
4C:6@:DEzCD:FF:82 #4:=7A: BB Cyz3D:@5% -7 11 Bumchums
dC:e@:DE=CD:FF-82 Be 7B 1 Bumchums
AC:GA:DE:=CD:FF:AZ d4:4B: F51HE'I7II.B3 =82 14 Bumchums
AC:EA:DE:CD:FP:AZ DA:ZZ:BE:B?:PE: 8% -76 16 Bumchums
AG:6A:DE:CD:FF:@2Z BEB:LE:TB:CG:F1:1D -78 54 Bumchums
4C:6@:DEzCD:FF:82 48:5A:Bb=85%:63:71 -7¥ 41  Bumchums
AC:e@:DE=CD:FF:82Z FBz1C:z13:13:-E&:-3A -6% #8 Bumchuns
AC:5A:DE:=CD:FP:AZ dAB:EL:5A:AB:=CD:6E -83 %4 Bumchums
ACIEA:DE:CD:FP:AZ 54:35:3A:C4:np8:93 -67 51 Bumchums
AG:EA:DE:CD:FF:AZ 54:35:30:C4:n8:EF 679 25 Bumchums
4Ci6@:DEzCD:FF:82 84:4B:FH%:BE:C7:8F -83 1 Bumchums
4CiG@A:DE=CD:FF:A2 C4:z43:8F:3F:z%3:18 -71 46  Bumchums
L
£ ] 3

Dr Carlene Campbell

FIGURE 3.4: Adrodump-cr capture window
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10. Because airodump-ng requires a lot of time to capture enough number
of packets and IVs, we are providing a sample capture file that contains
the required number of packets and I'Vs in order to save time. Close the
apture window by pressing Ctrl+C.

L1, Navigate to D:CEH-Tools\CEHvY Meodule 14 Hacking Wireless
Networks\WEP-WPA Cracking Tools\Aircrack-ng'bin and double-click
Aircrack-ng GUl.exe 0 launch Airerack-ng. Then click Choose....

Arcrackg || Amdumpng | Mirdecapng | WZCook [ Abow |
Flanizme(z) [

Encryplion (@) WEP Key size bts [ ] Usewordlst | | Uss FTW atiack
1 WPA

I:l Advanced options

FIGURE 3.5 Aircrack-ryr rrain window

12, The Open window appears; navigate to DACEH-Tools\CEHvY Module 14
Hacking Wireless NetworksWEP-WPA Cracking Tools\Aircrack-ng,
select wepeapture.cap, and click Open.

Mote: This is a different file from the one vou recorded; this file
contains pre-captured IVS keys.

- T I oo WEP-WPA ... » Aircrack-ng » b C.-l | Search Aircrack-ng

Organize « Mew folder

-

Mame Date modified
1 This PC

il Deskiop

| Documents

. bin F20,2074 B01 PM File falder
. lib F202074 555 PM File falder

. man s 30 5 Fil= folder
& Dowmloads Fea

& Music =
= Pictwres
H Videos

. packages G 1 %55F Fule folder
. scnpts 5 X File folder
. STC 2002014 355 PM File folder
test 20,2014 355 PM File folder

G182014 409 PM Wireshark

[

I

I

|

i

[

By Local Disk () |-.‘|_
== Local Disk (Ix)
= Local Disk (E:)
" iv| <] |

File parme: |wr.-p|;.ptur:_up w | | Caphture files (*.cap, ".pcap, “.iv v |

[Copen I+] [ conca |

FIGURE 3.4: Selecting the pre~captured file
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13, After selecting the file, click Launch.

Arcrackng | Arodumpng | Ardecapng | W2Cosk | About

Fiename{z} |"3:‘.CEH-T|:--:-3"EE:—M"EI Module 14 Hacking Wireless Metworks"\WEP-WFPA Cracking T|:-| Choags...

Encryption (&) WEP Key sa 128 w| bes [ Usewordiz [ Use PTW attack

2 WRA

Advanced optians

FIGURE 3.7: Adrerack-rgr unch

14, Adrerack-ng begins to decode the capture file, as shown in the following
screenshor:

9 Hodule 14 Hacking Wireless Hetwnrkz“WEP-WPA Cracking
apture .cap

ing Wi

of f this

ing=pathnam

B ypit

HE-lY hH-AE = He Layear WEPF <1iw3d4.74 LI

zimg Fivst noty az target.

14 Hacking Wireless MHetwork WEP-UWFA Cracking

FIGLURE 3.8 Aircrack-nyr decrypting the key
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15. On successfully decoding the file, it displays the kev shown in the

ﬁ:-'_'_w-.\':_:‘lg sereenshot:

Administrator, CAYWIndows)System 32\cmd.exe

Mirmo

[BH:PE:HA] Tested 481

9 Hodule 14 Hacking Wivels ] 4 timg ToolssAi

FIGURE 3.%: airerack-mg with WEP crack
Lo, An atracker uses this key to connect to the access point and then enters
the respective network. Once he/she enters the network, he/she can
use scanning tools to scan for open devices, perform vulnerability

Lab Analysis

Document the BSSID of the wmrpet wireless network, connected clients, and
recovered WEP key. Analyze vanous Airecrack-ng attacks and their respectve data
packet generation rate,

Dr Carlene Campbell
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