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Wi-Fi is developed on IEEE 802.11 standards and is widely used in wireless communication.  It 

provides wireless access to application and data throughout a radio network. 
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Task 1: WiFi Packet Sniffing Using AirPcap with Wirehsrk 

 

The AirPcap adapter is a USB device that, when used in tangent with the AirPcap drivers and 

WinPap libraries, allows a pen tester to monitor 802.11b/g traffic in monitor mode. 

 

Lab Scenario 

 

 

Lab Objectives 

The objective of this lab is to help students learn and understand how to: 

 Discover WEP packets 

 

Pre- Activity exercise 

To carry out the lab, you need: 

 To install AirPcap adapter drivers located in the Shared OneDrive. Enable Open 

Source Tools and double click setup_airpcap_4_1_1.exe to install 

 When you are installing the AirPcap adapter drivers, if any installation error occurs, 

install the AirPcap adapter drivers in compatible mode (right-click AirPcap adapter 

driver exe file, select properties  compatibility, check Run this program in 

compatibility mode for, and select Windows 7) 
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 Wireshark should already running on all machine but you may need to download 

and install in the virtual machine.  (All labs are recommended to use the VM 

environment and there may be ITS restrictions using the normal lab PCs) 

 An access point configured with WEP on the host machine 

 This lab requires AirPcap adapter installed on your machine.  If you don’t have this 

adapter, it is recommended not to proceed. 

 A standard AirPcap adapter with its drivers installed on your host machine. 

 Administrative privileges to run AirPcap and other tools. 

 A client connected to a wireless access point 

 

 

Overview of WEP (Wired Equivalent Privacy) 

 

Several serious weaknesses in the protocol have been identified by cryptanalysts with the result 

that, today, a WEP connection can be easily cracked.  Once entered into a network, a skilled 

hacker can modify software, network settings, and other security setting. 

WEP is a deprecated security algorithm for IEEE 802.11 wireless networks. 

 

Activity: 

Note: Screenshot may varies from the one in this lab. 
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Task 2: Cracking a WEP Network with Aircrack-ng for Windows 

 

Lab Scenario 

 

 

Lab Objectives 

The objective of this lab is to protect wireless network from attackers. 

In this lab, you will learn how to: 

 Crack WEP using various tools 

 Capture network traffic 

 Analyze and detect wireless traffic 

 

Pre- Activity exercise 

To carry out the lab, you need: 

 MovieScope website configured during the lab setup 

 GoodShopping website configured during the lab setup 

 Windows host machine 

 Windows Server2008 or Windows 7 or Windows 10an Attacker Machine 

 Windows Server2008 or Windows 7 or Windows 10 as a Victim Machine 

 Microsoft SQL server 2012 or later 

 A web browser with an Internet connection 
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Overview 

 
 

Activity: 

1. Launch airodump-ng (a subset of aircrack-ng suite) GUI from the shared oneDrive by7 

double-clicking airodump-ng-airpcap.exe. 

2. If the Open-File Security Warning pop-up appears, click run. 
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