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As defined in section 2 of the Act (Criminal Procedure and Investigations Act 1996 Code of Practice), all of the investigators are responsible for carrying out their respected duties that they are assigned with under this code, especially for recording information and preserving records of information. Julian et al (2012) states that the first attending officer (FOA) will need experience and skill in decision making to ensure that the crime scene is not contaminated. Many forensic experts say that getting it right the first time and the ability to solve the case lies upon how the FOA conducts the crime scene. In accordance with the College of Policing (2020) the First Attending Officer will have numerous responsibilities to carry out. First and foremost the officer will need to ensure that the scene is safe for both himself and civilians and deal with any emergences that may arise. The term ‘golden hour’ is used among police forces describing the time frame immediately after a crime has been committed, it is vital that an officer attends the scene as quickly as possible, to prevent the loss or contamination of important evidence. The sooner the officer attends the scene the more chance of evidence being saved. The officer will also make sure that any witnesses and suspects are both detained, and to even conduct an interview and make arrests, this is significant because the suspect may try to destroy or tamper with evidence leading to contamination, resulting in the evidence becoming invalid, as in accordance with Fraser et al (2009). In order for the crime scene to be secure, access to the crime scene will be controlled, records will be kept of everyone that is present at the crime scene, fingerprint samples will be taken and there will be guidance will be provided in the packaging of the recovered exhibit, to prevent cross contamination. The boundary of the crime scene will be made, eradicating any possible cross contamination from members of the public. The floor is one of the most important aspects of the crime scene in terms of gathering evidence  The barrier will control who enters and exits the crime scene, and a leg is kept to keep a record of who enters and exits. In some instances the evidence may be exposed to the weather and a tent will be used to protect the evidence. People who enter the crime scene will be wearing the correct personal protective equipment (PPE) which consists of overalls, gloves, shoes and a face mask. The PPE will be collected and analysed to ensure no valuable evidence is lost. It is important that the FOA doesn’t disturb too much at the crime scene if possible when assessing the situation. The FOA will also take notes of the surroundings, and the condition of the scene. Notes will be taken of specific times that occurred at the scene such as arrival time and even note small factors such as if a window was open or closed. Recording the time is a very significant responsibility upon the first attending officer, this will give the case a chronological order and will be vital in checking a suspects alibi.  Fisher and Fisher (2012) stated that the FOA will not touch or disturb anything where possible as this will contaminate the crime scene and  could possibly lead to evidence being made invalid, no one will be allowed to initially enter or exit the crime scene besides the first attending officer himself. If the FOA was to move something, it will be noted and the object will be outlined and marked. As stated by Goray et al (2012) Locard described that every contact will leave a trace . The FOA will acknowledge how and if any emergency services had altered the scene, but this would only happen if necessary. As stated by the Forensic Science Regulator on their paper of The Control and Avoidance of Contamination in Crime Scene Examination involving DNA Evidence Recovery (2015) the FOA will not be equipped with PPE and may have just basic forensic training, and their main priority will be to deal with the situation in hand, rather than avoiding contamination. If contamination is suspected the FOA will need to provide a sample that will be profiled and compared by the process of elimination. The paper describes contamination as the insertion of DNA, to an exhibit during or after the point of when the process of forensics starts. There are two distinct phases of the incident investigation with the first being where investigators are locating or recovering exhibits and the second being when the exhibit is analysed and processed at the forensic laboratory. 

Balk (2015) suggests that the most important traces are from biological origins, from this a DNA profile can be produced. Cross contamination can lead to incorrectly exonerating individuals and would make an exhibit invalid in a court proceeding. Goray et al (2010) expresses that in terms of forensic science, contamination is seen as any deposited material that is not relevant to the crime that is under investigation. In the case of Knox v Italy (2019) the original trials back in 2007 against Amanda Knox for allegedly murdering her roommate, Meredith Kercher. There was DNA evidence that proved another individual was present at the scene. Blood and fingerprint evidence was ignored and instead focused on cells found on the blade of the kitchen knife. Knox’s DNA was present on the knife handle, and Kercher’s DNA was present on the blade, which was enough evidence in resulting of Knox being charged of the murder. Experts argued that Kercher’s DNA was present on the blade due to cross contamination during the process of handling the evidence, as stated by Hogenboom (2014). There is also more evidence of a lack of crime scene containment as it was noted that numerous people had entered and left the room where the murder had happened whilst not wearing personal protective equipment (PPE). This will directly result in cross contamination. It Is also reported that the acquired laboratory procedures were not followed as some evidence were handed back and forth between investigators which could result in cross contamination. This is an example of why the FOA has a significant role to play in preserving evidence and preventing cross contamination. Knox was acquitted of the murder in 2015. As according to the Forensic Science Regulator Guidance on their second issue on The Control and Avoidance of Contamination in Scene Examination involving DNA Evidence Recovery (2020) that in regards to forensic science, incident investigation are put into two phases, the first being the scene investigation where exhibits are located, recorded, recovered, packaged stored and transported. The second phase being analytical where the exhibit is processed within a forensic laboratory. It is possible for contamination to occur in any of the stated phases, there are several potential routes for DNA contamination to happen such as from personnel to the exhibit and from any contaminated consumables such as any PPE to the exhibit to name two. Contamination can happen directly, as a primary transfer from dandruff from the FOA for example. It can also occur indirectly known as a second transfer, an example of this would be from a piece of contaminated equipment such as step plates or cameras that have not been fully sanitised properly. A crime scene is defined as a physical scene that has the potential to provide any evidence to an investigator. For example it could include a person’s body, a building, a vehicle. What can constitute as evidence? Forensic investigators have the resources to identify traces and to analyse them to provide a detailed description of what happened, evidence present at crime scenes can range from biological samples like DNA, from any blood or saliva for example, or fingerprints. Fibres may also be present from pieces of clothing, or it could be solid evidence such as receipts or statements that links the individual to the crime scene. The recovery, transport and storage of evidence from a crime scene is significantly important. The exhibits are obtained by highly trained staff who will conduct examinations and analysis. The staff will be equipped with the adequate equipment and PPE to eradicate any cross contamination. The storage facilities used will be of the highest calibre, where the evidence is stored before further analysis, and will be cleaned thoroughly. The evidence will be transported where there is no room for contamination, there will be a system in place that provides tracking on who placed them in  storage, who removed them from storage and who has received the evidence that will be ready for analysis (United Nations Office on Drugs and Crime, 2008). 

Recovered evidence will need to be handled as little as possible and packages as soon as it can be (European Network of Forensic Science, 2012). It is essential that reference materials are kept away from any surfaces, items or pieces of clothing, where there is a possibility that it might be important to establish contact. The recovery of exhibits and sampling will be specific to the case and there will be a reference made to the standard operational procedure (SOP) to make sure that the correct samples are taken is true of the material available. There should be some points that are considered when forensic evidence is  being recovered, the identification of the right samples to take and to make sure that they are representative, the least amount of material needed to gather meaningful results, the amount of separate control samples that are needed, guidance on ways of sampling that will assist in the prevention or eradication of cross contamination and lastly, preserving material for analysis that may be required by the prosecution or the defence. Any material that is seized from a crime scene for recovery, it is necessary that it is protected from any interference to prevent the possibility of contamination. Health and safety must also be taken into consideration. Containment is usually achieved the appropriate use of packaging material. To minimise the percentage of contamination occurring, containers will be sealed to prevent the tampering of evidence, to prevent to the loss of any evidence, that there is protection for the containers whilst they are being transported and stored, to prevent any damage or contamination from occurring and that the evidence is checked at all stages of the transfer, through the process of custody, to make it certain that their integrity has not been compromised. All items that are seized for analysis should be packaged and sealed accordingly as soon as possible, with the use of bags or containers that are of the correct size, to prevent the packaging and evidence being damaged or broken. The evidence should be sealed so that all gaps are covered and are secure, for example folded bags should be sealed with adhesive tape, to prevent contamination. When the packages are sealed, they are not to be reopened unless it is in  a quality controlled, supervised environment, which a forensic laboratory provides. For legal reasons and in order for the chain of custody to be maintained, it is necessary for it to be documented who has handled the piece of evidence and what they assessed. A description on bow evidence is recovered from a crime scene should be documented and labelled at the time it was seized. The examination needs to be fully documented, which will include written notes or voice recorded notes and also taking photographs or sketches. Labels will be assigned to watch package that contains any evidence that is seized from the crime scene. A contemporaneous log is be attained from the time the evidence is seized from the crime scene and the exact location where it was seized from is be thoroughly descried. 

It is significant that transport arrangements are to be documented such as local postal restrictions, regulations that limit the movement of any materials that may be dangerous and the need for a license when importing and exporting any materials such as drugs across national borders. The type of transport that is used, is to be chosen to make sure that the integrity and physical state of the preservation of the evidence is maintained. Mechanism that maintain the records of all personnel involved in the transportation of the evidence should also be covered which will then complete the chain of custody. Once the crime scene is examined and there is a large number of forensic exhibits present, the crime scene manager will gather the evidence and identify the necessary examination that need to be completed. A record of the decisions made that were discussed between he senior investigator, scientific support co-Ordinator, exhibits officer, forensic scientist and crime scene manager. Items that have been acquired from the crime scene that will need further forensic analysis will be identified and a plan will be developed for each. Before any examinations take place, some key matters should be taken into consideration such as which pieces of evidence have the capability to provide the forensic scientists with the most information in regards to solving the case and the health and safety or security precautions that follow to name some examples. In order to reduce the percentage of contamination from occurring, all pieces of evidence that relate to an individual or scene are to be examined before continuing with any other individuals or scenes. the findings are normally presented in the a written form first of all and could come in the form of a report or a written statement from a witness. Oral evidence may also be needed. 

In the terms of digital forensics, it is the process of gather and analysing evidence that s digital in investigations. Digital evidence can vary from child sexual exploitation to the location of a mobile phone (Parliamentary Office of Science & Technoology, Houses of Parliament, 2016). Submitted evidence is subject to the Criminal Procedure Rules 2015, whilst there being best practice guidelines in place for law enforcement. Included in there is that, data should not be changed due to an investigation taking place and that records should be obtained of all the processes that are applied to the data. The Forensic Science Regulator (FSR) are responsible for safeguarding the quality of the services provided in the British Criminal Justice System. Continuing with digital forensics, the actual process is split into three parts with the first being the recovery of the data. The data is recovered by making a copy of hard disk, downloading data from electronic equipment such as a phone or laptop, data will then be processed to allow the examiner to analyse the data and recover the files. The second part is interpretation, where the data is analysed which usually involves synthesising the evidence from multiple different sources. The last part is the presentation of it, the results from the analysis will be communicated into the investigation team which could be as a written report which also may lead to being presented in court if needed. Data that is found on a device can be searched only if said device has been lawfully seized (Police and Criminal Evidence Act, 1984). With a warrant, law enforcement are able to intercept the content of communication for the more complex and serious investigations. It is also possible to gather information about any communication from the providers. These particular powers are governed by the Regulation and Investigatory Powers Act 200 and the Data Retention and Investigatory Powers Act 2014. An example of when digital evidence has been successful was a counter terrorism operation called Rhyme. It was conducted in 2006 where a man named Dhiren Barot was convicted of conspiracy to murder as he had planned terrorist attacks on British and American soil. Investigators from the Metropolitan Police had examined a total of 274 computers and 1,785 external storage devices. It was known as the largest counter terrorist investigation in the U.K. Majority of the data from the computers and storage devices had been deleted but due to the ever growing technology, examiners were able to forensically recover the data that was linked to the planning of the proposed terrorist attacks. Another example was the conviction of a clergyman named Dominic Stone in October, 2011. He had downloaded hundreds of images of child sexual abuse. He had stated that someone else could have downloaded them, but due to thorough digital forensic techniques, it concluded that the computer was being used for church work while the images were being downloaded. These convictions were only possible due to police officers and forensic examiners following strict protocol by abiding by the relevant Acts and Legislations and also following strict guidance that almost eradicates the possibility of cross contamination from occurring.
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