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[bookmark: _Toc233924076]1. Research 

1.1. [bookmark: _Toc233924077]Hypervisors & Critical Evaluation:
When researching hypervisors, I learned that Type 1 and Type 2 hypervisors both have strengths, and the best choice depends on the situation rather than one being always better. Studies explain that Type 1 hypervisors run directly on the hardware, which usually gives better performance, stronger isolation, and improved security [1], [2]. This is why large organisations often choose Type 1 hypervisors for data centres or environments where reliability is essential. They are designed for long‑term stability and can handle heavy workloads without relying on a host operating system. This makes them suitable for enterprise environments where uptime and security are priorities.
However, research also shows that Type 2 hypervisors are still widely used in education, training labs, and smaller organisations because they are easier to install and do not require specialist hardware [3]. They run on top of a normal operating system, which makes them more flexible for students and home users. Type 2 hypervisors also support a wide range of operating systems, including Windows Server and Linux distributions like Debian, which is useful when learning about mixed environments. They are also easier to troubleshoot because the host OS provides familiar tools and settings.
When I compare this to my own project, the practical side becomes more important. My topology only needs a few virtual machines, and I am working on a university lab computer. A Type 1 hypervisor would require dedicated hardware and a more complex setup, which doesn’t fit the scale of this assignment. Type 2 hypervisors, like VirtualBox, are simple to use and let me run both Windows Server 2022 and Debian without compatibility issues. Reflecting on this, the research helped me understand that the “best” hypervisor depends on context, and Type 2 is the most realistic choice for my topology.
[bookmark: _Toc233924078] 1.2.  IP Addressing:
During our group activity, I learned how devices use IP addresses to identify each other and send data across a network. Before this, I mainly saw IP addresses as just numbers, but the activity helped me understand how important they are for routing and communication. Research shows that good IP addressing is essential as networks grow, and IPv6 is becoming more relevant because it supports far more devices and offers long‑term sustainability [4]. Even though we used IPv4 in this assignment, learning about IPv6 helped me understand why subnetting is still important and why networks need structured addressing.
Subnetting and VLSM were the parts I found most useful. Subnetting allows a larger network to be divided into smaller sections, which reduces broadcast traffic and prevents IP address waste. Research also recommends VLSM because it lets administrators allocate address space more efficiently by giving each subnet the exact number of addresses it needs [4]. This made more sense when we applied it to the Birmingham and London topology, where each subnet had a specific purpose and needed a suitable range of addresses.
Understanding IP addressing also helped me see how routers and switches work together. Routers use IP addresses to move data between subnets, while switches handle communication inside each subnet. Without correct addressing, neither device would know where to send packets. Reflecting on this, the theory became clearer once I applied it in practice. The activity showed me that IP addressing is not just a technical requirement but a key part of designing a network that works reliably. It also helped me understand how addressing affects routing, troubleshooting, and overall network performance.

[bookmark: _Toc233924079]1.3.  Routing:
When researching routing, I learned that it is less about memorising protocols and more about choosing the right method for the size and purpose of a network. Modern research explains that dynamic routing protocols such as OSPF and RIP are designed for larger or constantly changing networks because they automatically update routes and adapt when links fail [5]. This makes them useful in enterprise environments where reliability and scalability are essential. Dynamic routing also reduces manual configuration, which is helpful in networks with many routers or frequent changes.
However, dynamic routing also introduces extra overhead and complexity, which is not always necessary in smaller, predictable topologies. These protocols require more processing power and regular communication between routers, which can be unnecessary for simple networks. Reflecting on this in the context of my own network design, static routing makes far more sense. Our topology is small, with only a few subnets and a clear path between the Birmingham and London networks. Studies show that static routing is more suitable for small, predictable networks like this one [5]. Static routes are easier to configure, easier to troubleshoot, and avoid the extra processing that dynamic protocols would introduce.
The role of the Debian server acting as a DHCP relay also influenced my thinking. Because the relay needs a stable and predictable path to the Windows Server providing DHCP, static routing ensures that traffic always follows the correct route without relying on protocol updates or neighbour discovery. This made the network more reliable and easier to manage. Overall, researching routing helped me understand why different protocols exist and how they apply to real networks. It also showed me that simple solutions like static routing can be the best choice when the network is small and the paths are clear.

[bookmark: _Toc233924080]1.4. Network Services:
When researching network services, I realised how much they shape the way modern organisations manage security, identity, and communication. Services like Active Directory Domain Services (AD DS) allow administrators to manage users, devices, and permissions from one central place [6]. This makes it easier to control access, apply policies, and keep systems secure. Research shows that AD DS is widely used in businesses because it provides a structured way to manage identity and authentication. It also supports group policies, which help enforce security rules across many devices.
VPNs are also becoming more important, especially with hybrid working. Research highlights that VPNs and Certificate Authorities (CA) are essential for secure remote access and trusted communication [6]. VPNs create encrypted tunnels that protect data when employees connect from home or public networks. Certificate Authorities help verify identity and ensure that devices and users are trusted before they access sensitive resources. This prevents unauthorised access and protects confidential information.
DHCP is another key service because it automatically assigns IP addresses to devices. This reduces configuration errors and saves time, especially in larger networks. In my topology, DHCP made it easier to manage addressing without manually configuring every device. It also helped ensure consistency across the network.
Reflecting on all of this, I can see how these services would scale up in a real organisation. Even though my topology is small, the same principles apply: secure access, reliable addressing, centralised identity, and trusted communication. Research helped me understand how these services work together to support a modern network and why they are important for both security and efficiency.

[bookmark: _Toc233924081]2. Technical Documentation

[bookmark: _Toc233924082]2.1 Hypervisor Choice & Justification
For this assignment, I used VirtualBox as the hypervisor for creating and managing all virtual machines. Even though Type 1 hypervisors are normally preferred in enterprise environments because of their performance and security benefits, they require dedicated hardware and a more complex setup. Since I am working on a university lab computer, a Type 2 hypervisor is much more practical. VirtualBox is lightweight, easy to install, and supports both Windows Server 2022 and Debian, which are the two operating systems required for this topology.
Another reason for choosing VirtualBox is that it allows quick reconfiguration. During the practical work, I needed to adjust network adapters, restart VMs, and test different IP settings. A Type 1 hypervisor would have made this process slower and more restrictive. VirtualBox also provides clear access to adapter settings, which helped when setting up the internal networks for Birmingham and London.
Overall, VirtualBox fits the scale of this assignment. It provides enough functionality to build the required topology without needing specialist hardware. It also supports snapshots, which made it easier to recover from mistakes during testing.
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[bookmark: _Toc233818910]Figure 1 VirtualBox Manager after created Windows Server, Windows Client, Debian Server and Debian Client.

[bookmark: _Toc233924083]2.2 Downloading ISOs and Preparing the Environment: 

For this part of the assignment, I downloaded all four operating system ISO files needed to build the virtual machines: Windows Server 2022, Windows 11 Client, Debian Server, and Debian Client. I used the official vendor sources for each download to make sure the files were safe, up to date, and suitable for installation inside VirtualBox. Keeping all downloads from trusted sources also reduces the risk of corrupted files, which is important when setting up a lab environment.
I downloaded Windows Server 2022 first, followed by the Windows Client ISO. After that, I downloaded the Debian Server and Debian Client ISOs. Once all four files were downloaded, I placed them into a single folder so they were easy to locate during the VM creation process. This helped keep everything organised and made the setup smoother when selecting the installation media inside VirtualBox.
After downloading the ISOs, I opened VirtualBox to prepare the environment. This included checking that VirtualBox detected the ISO files. Preparing everything in advance made the deployment stage easier because I didn’t have to search for files or change settings later on.
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[bookmark: _Toc233818911]Figure 2 Windows Server Download Page
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[bookmark: _Toc233818912]Figure 3 Windows Client Download Page
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[bookmark: _Toc233818913] Figure 4 Debian Server Download Page
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[bookmark: _Toc233818914]                                                                   Figure 5 Debian Client Download Page
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[bookmark: _Toc233818915]Figure 6 Downloaded ISO installation files on Jozef Drive(D:) used for creating Windows Server2022, Windows11 Client, Debian Server and Debian client virtual machines

[bookmark: _Toc233924084]2.3 Deployment of Virtual Machines

[bookmark: _Toc233924085]B-DC server
To begin the deployment stage, I created the virtual machines needed for the  Birmingham and London topology. I started with the B‑DC server, which runs Windows Server 2022. In VirtualBox, I created a new VM and assigned it enough RAM, CPU cores, and storage to run the server smoothly. Before installing the operating system, I configured the network adapters. The B‑DC machine uses three adapters, each linked to a different part of the network design. Setting these correctly was important because they control how the server communicates with the other subnets.
[image: ]
[bookmark: _Toc233818916]Figure 7 B-DC System Memory allocation settings configured ( screenshot captured later because the original screenshot did not include a timestamp)
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[bookmark: _Toc233818917]                                                                                     Figure 8  B-DC Adapter 1 settings
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[bookmark: _Toc233818918]Figure 9  B-DC Adapter 2 settings
[image: ]
[bookmark: _Toc233818919]Figure 10   B-DC Adapter 3 settings

Once the adapters were configured, I attached the Windows Server 2022 ISO and started the installation. The setup process included selecting the installation type, choosing the disk, and waiting for the operating system to complete its installation. After the first restart, I logged in using the password provided in the assignment brief NotebooK@123. This confirmed that the server had installed correctly.
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[bookmark: _Toc233818920] Figure 11 Windows Server Operating System Setup

[image: ]
[bookmark: _Toc233818921]Figure 12 Windows Server setup screen 2
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[bookmark: _Toc233818922]Figure 13 Selecting Operating system to install
[image: ]
[bookmark: _Toc233818923]Figure 14 Installing Microsoft Server Operating System
[image: ]
[bookmark: _Toc233818924]Figure 15 Customize Settings For Windows Operating System

After installation, I reached the Windows login screen and then opened Server Manager, which confirmed that the system was ready for further configuration.
[image: ]
[bookmark: _Toc233818925]Figure 16 Windows Login screen showing the password entry step using the assigned topology password NotebooK@123
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[bookmark: _Toc233818926]Figure 17 B-DC Server Manager Dashboard
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[bookmark: _Toc233818927]Figure 18 Advance Network Settings - Change Adapter Options
[image: ]
[bookmark: _Toc233818928]Figure 19 Ethernet 2 Properties IPv4 settings

At this stage, I updated the network settings for Adapter 2 and Adapter 3, while leaving Adapter 1 unchanged. I right‑clicked on Ethernet 2, opened Properties, and selected Internet Protocol Version 4 (TCP/IPv4). From there, I manually entered the IP address 172.16.1.1 and set the subnet mask to 255.255.255.0. This ensured the server was placed in the correct subnet for the Birmingham network.
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[bookmark: _Toc233818929]Figure 20 Ethernet 2 Settings
I repeated the same process for Ethernet 3. I opened the IPv4 settings and manually entered the IP address 10.10.0.1 with the subnet mask 255.255.255.248. After checking the values were correct, I pressed OK to apply the changes.
[image: ]
[bookmark: _Toc233818930]Figure 21 Ethernet 3 settings

[bookmark: _Toc233924086]Windows Client S1

After deploying the B‑DC server, I moved on to creating the Client S1 virtual machine, which runs Windows 11. I created a new VM in VirtualBox and assigned it enough RAM, CPU, and storage to run the operating system smoothly. Before starting the installation, I checked the network adapter settings to make sure the client was connected to the correct part of the topology. This ensures that the machine can later communicate with the B‑DC server during IP configuration and connectivity testing.
[image: ]
[bookmark: _Toc233818931]Figure 22 Client S1 System Memory allocation settings in VirtualBox (screenshot captured later because the original configuration image did not include a timestamp)
[image: ]
[bookmark: _Toc233818932]Figure 23 Windows Client S1 network adapter settings in VirtualBox (screenshot captured later because the original configuration image did not include a timestamp) 
Once the VM was configured, I attached the Windows 11 ISO and began the installation. The setup process included selecting the region, choosing the installation type, and waiting for Windows to copy files and complete the installation. After the first restart, the system displayed the Windows 11 setup screens where I created the local user account and completed the initial configuration.

[image: ]
[bookmark: _Toc233818933]Figure 24 Client S1 Windows 11 installation 

[image: ]
[bookmark: _Toc233818934]Figure 25 Client S1 Windows installation progress
[image: ]
[bookmark: _Toc233818935]Figure 26 Client S1 TCP/IPv4 settings
For the Client S1 machine, I manually entered the IP address 172.16.1.10, set the subnet mask to 255.255.255.0, and used 172.16.1.1 as the default gateway. These settings place the client in the correct Birmingham subnet and allow it to communicate with the B‑DC server.

[bookmark: _Toc233924087]Debian Server Deployment

After setting up the Windows machines, I moved on to deploying the Debian Server. I created a new virtual machine in VirtualBox and selected Linux as the type and Debian (64‑bit) as the version. I then assigned the required RAM, CPU, and storage so the server could run smoothly during later configuration tasks. Before starting the installation, I checked the network adapter settings to make sure the Debian Server was connected to the correct part of the topology.
[image: ]
[bookmark: _Toc233818936]Figure 27 Debian Server System Memory allocation settings in VirtualBox (screenshot captured later because the original configuration image did not include a timestamp)
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[bookmark: _Toc233818937]Figure 28 Debian Server Adapter 1 network settings in VirtualBox (screenshot captured later because the original configuration image did not include a timestamp)

[image: ]
[bookmark: _Toc233818938]Figure 29 Debian Server Adapter 2 network settings in VirtualBox (screenshot captured later because the original configuration image did not include a timestamp)
[image: ]
[bookmark: _Toc233818939]Figure 30 Debian Server Adapter 3 network settings in VirtualBox (screenshot captured later because the original configuration image did not include a timestamp)

	

Once the VM was configured, I attached the Debian Server ISO and began the installation. The installer guided me through the setup process, including selecting the language, setting the hostname, choosing the disk layout, and installing the base system. The installation then continued automatically while the required packages were copied and configured.

[image: ]
[bookmark: _Toc233818940]Figure 31 Debian Server network configuration step during installation showing available Intel 82540EM Gigabit Ethernet Controllers

[image: ]
[bookmark: _Toc233818941]Figure 32 Debian Server installation step for setting up the root password using the topology‑assigned credential NotebooK@123
 

[image: ]
[bookmark: _Toc233818942]Figure 33 Debian Server installation step for disk partitioning showing primary and logical partitions configuration

[image: ]
[bookmark: _Toc233818943]Figure 34 Debian Server installation step for software selection showing chosen Debian desktop environment and standard system utilities
[image: ]
[bookmark: _Toc233818944]Figure 35 Debian Server installation step for GRUB boot loader configuration showing the selected boot device /dev/sda (ata‑VBOX_HARDDISK)

After the installation completed, the system restarted and displayed the login prompt. I logged in using the credentials created during setup, confirming that the Debian Server was installed successfully and ready for IP configuration in the next task.

[image: ]
[bookmark: _Toc233818945]Figure 36 Debian Server post‑installation login screen displaying the terminal prompt lcd login:

[bookmark: _Toc233924088]Debian Client Deployment

After deploying the Debian Server, I created the Debian Client virtual machine. I set up a new VM in VirtualBox and selected Linux as the type and Debian (64‑bit) as the version. I then assigned the required amount of RAM, CPU, and storage so the client could run smoothly during testing. Before starting the installation, I checked the network adapter settings to ensure the Debian Client was connected to the correct part of the topology. This is important because the client will later be used for IP configuration and connectivity testing between the Linux and Windows machines.

[image: ]
[bookmark: _Toc233818946]Figure 37 Debian Client System Memory allocation settings in VirtualBox (screenshot captured later)
[image: ]
[bookmark: _Toc233818947]Figure 38 Debian Client Adapter 1 network settings in VirtualBox (screenshot captured later
When starting the installation, the first screen displayed the language selection menu. I chose English as the installation language to keep consistency with the other machines and make configuration easier later.
[image: ]
[bookmark: _Toc233818948]Figure 39 Selecting English as the installation language for Debian Client
Next, the boot menu appeared. I selected Live system (amd64) to start the installation process. This option loads the Debian installer and prepares the system for setup.
[image: ]
[bookmark: _Toc233818949]Figure 40  Debian Client boot menu
During installation, Debian detected multiple network interfaces. I selected the correct one (enp0s3) to act as the primary network adapter for the client machine. This ensures proper communication with the server later during IP configuration and testing.
[image: ]
[bookmark: _Toc233818950]Figure 41 Selecting the primary network interface (enp0s3)
I then set up the root password to allow administrative access. I used a secure password (NotebooK@123) and confirmed it to make sure it was entered correctly.
[image: ]
[bookmark: _Toc233818951]Figure 42 Setting up the root password for Debian Client
After that, I configured the disk partitions using guided partitioning. I created one primary partition for the root directory and one logical partition for swap space. This setup helps the system manage memory efficiently.
[image: ]
[bookmark: _Toc233818952]Figure 43 Partitioning the Debian Client disk
Next, I selected the software packages to install. I chose the Debian desktop environment with GNOME and standard system utilities. This provides a graphical interface and basic tools needed for everyday use and administration.
[image: ]
[bookmark: _Toc233818953]Figure 44 Selecting GNOME and standard system utilities
The installer then asked where to install the GRUB boot loader. I selected the main virtual hard disk (/dev/sda) so the system could boot correctly after installation.
[image: ]
[bookmark: _Toc233818954]Figure 45 Installing the GRUB boot loader
Once the installation completed, the system restarted and displayed the login prompt. I logged in as root to confirm that the Debian Client was installed successfully and ready for IP configuration in the next task.
[image: ]
[bookmark: _Toc233818955]Figure 46 Debian Client login screen
Finally, I verified the installation by logging in successfully and checking the Debian version information. The terminal displayed the system details, confirming that the client was fully functional.

[image: ]
[bookmark: _Toc233818956]Figure 47 Successful root login

[bookmark: _Toc233924089]2.4 IP Addressing Configuration

In this part of the task, I configured the IP addresses for all four machines in my network: the Windows Server (B‑DC), Windows Client (S1), Debian Server, and Debian Client. The goal was to assign each device a static IP address that matches the network design and allows communication between the different subnets.
I started with the Windows Server (B‑DC) because it acts as the main point of control for the Birmingham subnet and the point‑to‑point link. The server has two network adapters, so I configured each one separately. The first adapter was assigned to the Birmingham subnet with the IP address 172.16.1.1 and a subnet mask of 255.255.255.0. This allows the server to communicate with devices inside the Birmingham network. The second adapter was configured for the point‑to‑point link using the IP address 10.10.0.1 with a subnet mask of 255.255.255.248. This link connects directly to the Debian Server, so no default gateway was required on this interface.
Next, I configured the Debian Server, which sits on the other end of the point‑to‑point link. I edited the network configuration file to assign the IP address 10.10.0.2 with the same subnet mask of 255.255.255.248. This places the Debian Server in the same small subnet as the Windows Server’s WAN adapter, allowing direct communication between the two machines. After saving the configuration, I restarted the networking service and verified that the IP address had been applied correctly.
I then moved on to the Debian Client, which is part of the Birmingham subnet. I assigned it the IP address 172.16.1.10 with a subnet mask of 255.255.255.0 and set the default gateway to 172.16.1.254. This gateway address represents the router for the Birmingham network. Configuring the Debian Client in this way ensures that it can communicate with both local devices and other networks through the gateway.
Finally, I configured the Windows Client (S1) with a static IP address so it could communicate on the Birmingham subnet. I opened the Network and Sharing Center and manually set the IPv4 address to 172.16.1.10, with the subnet mask 255.255.255.0 and the default gateway 172.16.1.1. After applying the settings, I verified the configuration by using the ping command to test connectivity with another device on the 172.16.1.0/24 network. The successful ping confirmed that the Windows Client was correctly configured.
Once all four machines had their static IP addresses assigned, I verified that each device was placed in the correct subnet and that the addressing matched the network topology. This completed the IP configuration stage and prepared the network for connectivity testing in the next part of the task.

[image: ]
[bookmark: _Toc233818957]Figure 48 B-DC Network Connections window
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[bookmark: _Toc233818958]Figure 49 IPv4 Properties for Ethernet 2
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[bookmark: _Toc233818959]Figure 50 IPv4 Properties for Ethernet 3
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[bookmark: _Toc233818960]Figure 51 B-DC Command prompt ipconfig /all
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[bookmark: _Toc233818961]Figure 52 Debian Server static IP configuration in /etc/network/interfaces

[image: ]
[bookmark: _Toc233818962]Figure 53 Verifying the applied static IP address on the Debian Server using the ip addr command

[image: ]
[bookmark: _Toc233818963]Figure 54 Windows Client network configuration showing manual IPv4 settings (IP address 172.16.1.10, subnet mask 255.255.255.0, default gateway 172.16.1.1) 


[image: ]
[bookmark: _Toc233818964]Figure 55 Windows Client Command Prompt displaying network connectivity test results using the ping command to verify communication with IP addresses 172.16.1.10 and 172.16.1.1

[bookmark: _Toc233924090]2.5 Test & Troubleshoot

[bookmark: _Toc233924091]Successful Connectivity Within the Same Network
To begin the testing phase, I verified that devices within the same subnet were able to communicate successfully. This confirmed that the basic IP configuration and local network setup were correct. On the B‑DC machine, I performed a ping test to the Windows Client (S1) using the IP address 172.16.1.10. The ping replies were successful and showed consistent response times, demonstrating that both devices were correctly configured and able to communicate without any issues. This confirmed that the 172.16.1.0/24 network segment was functioning as expected. Also bellow I demonstrating ping test of Debian client to Debian server.
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[bookmark: _Toc233818965]Figure 56 Windows Server Command Prompt displaying network connectivity test results using the ping command to verify communication with IP addresses 172.16.1.10 and 172.16.1.1 
[image: ]
[bookmark: _Toc233818966]Figure 57 Debian Client terminal displaying network connectivity test results using the ping command to verify communication with IP address 172.16.2.1


[bookmark: _Toc233924092]Unsuccessful Connectivity Across Different Networks (Before Routing)
Before any troubleshooting was carried out, I tested communication between the Windows Client (S1) and the B‑DC server to confirm that connectivity was not yet functioning correctly. From the Windows Client, I attempted to ping the B‑DC using the IP address 172.16.1.1, but the test failed and returned “Request timed out” for all packets. This showed that the client was unable to reach the server at this stage. The failed ping result demonstrated that the network was not fully operational and that further configuration and troubleshooting were required to restore connectivity.
[image: ]
[bookmark: _Toc233818967]Figure 58 Windows Client ping test showing Request timed out


[bookmark: _Toc233924093]Interface Configuration Verification
To verify that all devices were configured correctly, I checked the network interface settings on both Linux and Windows systems. This step ensured that each machine had the correct IP address, subnet mask, and interface configuration before continuing with further connectivity tests.
[image: ]
[bookmark: _Toc233818968]Figure 59 Windows Client IPv4 configuration showing manually assigned IP address (172.16.1.10), subnet mask (255.255.255.0), and default gateway (172.16.1.1), used to verify correct interface setup before routing.
On the Debian Server, I reviewed the /etc/network/interfaces file. The configuration showed multiple adapters, including enp0s8 and enp0s9, each set to start automatically using the auto directive. The enp0s8 interface was configured with a static IP address of 172.16.2.1/24, and enp0s9 was configured with 10.0.0.2/29. This confirmed that the server was correctly set up for both internal networks. I also used the ip addr command to verify that these addresses were active on the respective interfaces.
On the Windows Server, I used the ip congig /all command to check the network configuration. This displayed the server’s IPv4 address, subnet mask, and other interface details, confirming that the Windows machine was also correctly configured.
[image: ]
[bookmark: _Toc233818969]Figure 60 Windows Server IP configuration displayed using ipconfig /all

[image: ]
[bookmark: _Toc233818970]Figure 61 Debian Server /etc/network/interfaces configuration

[bookmark: _Toc233924094]Troubleshooting Steps
During the troubleshooting process, I focused on identifying why some devices were unable to communicate across the network. I began by checking the routing configuration on the Debian Server, which was responsible for forwarding traffic between the internal networks. Using the ip route command, I confirmed that the correct routes were present and that each network was associated with the correct interface. This helped verify that the Linux routing table was set up properly.
Next, I checked the Windows Server routing configuration. Using Command Prompt, I added a persistent route to ensure that the Windows machine could reach the 172.16.2.0/24 network via the Debian Server’s internal interface.

[image: ]
[bookmark: _Toc233818971]Figure 62 Windows Server Routing and Remote Access Setup Wizard showing NAT and LAN routing options selected
[image: ]
[bookmark: _Toc233818972]Figure 63 Windows Server Routing and Remote Access console confirming successful configuration

[image: ]
[bookmark: _Toc233818973]Figure 64 Windows Server Network Connections window showing Birmingham LAN and WAN adapters configured for internal and external routing

[image: ]
[bookmark: _Toc233818974]Figure 65 Windows Server Network Address Translation (NAT) Properties window showing Enable NAT on this interface
[image: ]
[bookmark: _Toc233818975]Figure 66 Windows Server Routing and Remote Access console displaying configured NAT interfaces (WAN, NAT, Birmingham LAN) under IPv4 
 The route print output confirmed that the new route was successfully added and active. This step was important because without the route, Windows would not know how to reach the other subnet.
After updating the routing on both systems, I performed connectivity tests again. From the Debian Client, I ran a continuous ping to the Debian Server’s IP address (172.16.2.1). The results showed 0% packet loss and stable response times, confirming that communication between the networks had been restored. This demonstrated that the routing adjustments successfully resolved the connectivity issues.


[image: ]
[bookmark: _Toc233818976]Figure 67 Debian Server routing table displayed using ip route

[image: ]
[bookmark: _Toc233818977]Figure 68 Windows Server routing configuration

[image: ]
[bookmark: _Toc233818978]Figure 69 Successful ping test from Debian Client to Debian Server 172.16.2.1


[bookmark: _Toc233924095]3. Reflection and Evaluation

[bookmark: _Toc233924096]3.1 Technical Reflection
During the network setup, I encountered issues where devices on different subnets could not communicate. I started troubleshooting by running ping tests from the Windows Client, which showed “Request timed out”, confirming a connectivity failure. Screenshot: Windows Client ping test showing “Request timed out” when attempting to reach 172.16.1.1, indicating unsuccessful connectivity before troubleshooting.
I then checked the Debian Server using ip addr and ip route to verify the interface configuration and routing table. The server had the correct IP addresses and routes, so the issue was likely on the Windows Server side. Screenshot: Debian Server terminal showing interface configuration and routing table using ip addr and ip route, used to diagnose connectivity issues between networks before troubleshooting.
Next, I confirmed the Windows Server network setup with ipconfig /all, ensuring the correct IPv4 address, subnet mask and default gateway were applied. Screenshot: Windows Server network configuration displayed using ipconfig /all , showing the IPv4 address, subnet mask and default gateway used to verify correct interface setup during troubleshooting.
Finally, I tested connectivity again from the Windows Server, and the ping results showed successful replies from 172.16.1.1 and 172.16.1.10, proving the issue was resolved. Screenshot: Windows Server ping test showing successful replies from 172.16.1.1 and 172.16.1.10 after troubleshooting, confirming restored connectivity between networks.
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[bookmark: _Toc233818979]Figure 70 Windows Client ping test showing Request timed out

[image: ]
[bookmark: _Toc233818980]Figure 71 Debian Server terminal interface configuration and routing table using ip addr and ip route

[image: ]
[bookmark: _Toc233818981]Figure 72 Windows server network configuration using ipconfig /all

[image: ]
[bookmark: _Toc233818982]Figure 73 Windows server ping test showing successful replies from 172.16.1.1 and 172.16.1.10




[bookmark: _Toc233924097]3.2 Personal Reflection

This task helped me improve my confidence in diagnosing network issues and understanding routing between subnets. I learned to troubleshoot step‑by‑step instead of guessing, and I became more organised when capturing evidence and documenting changes. Overall, the project strengthened my practical networking skills and prepared me for future cybersecurity work.
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