


[bookmark: _Toc189069382]Abstract
This project investigates the effectiveness of the Firewalls and Access Control Lists ACLs in securing network infrastructures using Packet Tracer as the primary simulation tool. The study analyses various Firewall configurations and ACL implementations to evaluate their impact on network security and performance. By conducting controlled experiments, this research aims to provide network administrators with practical insights to optimise their security configurations.
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[bookmark: _Toc189069383][bookmark: _Toc196816183]Chapter 1

1.1 [bookmark: _Toc189069384][bookmark: _Toc196816184]Introduction 

The increasing reliance on interconnected systems has heightened the need for robust network security mechanisms. Firewall and Access Control List play a critical role in protecting network infrastructures by regulating traffic flow and preventing unauthorized access. This study focuses on comparing Firewall and ACLs to determine their efficiency in mitigating cyber threats and optimizing network performance.
Firewalls serve as a first line of defence, monitoring and filtering network traffic based on predefined security rules. Meanwhile, ACLs enforce access policies at the router level by specifying which users or devices are permitted to access particular network resources. Both technologies are essential, yet they exhibit significant in configuration, performance and scalability.
This research will use Cisco Packet Tracer to simulate network environments, implement Firewall and ACL policies and measure their impact under different security scenarios. The results will provide practical recommendations for network administrators on the optimal deployment of these security mechanisms.
 
1.2 [bookmark: _Toc189069385][bookmark: _Toc196816185]AIM

The aim of this project is to evaluate and compare the security effectiveness and performance impact of Firewall and ACLs within simulated network environments using Cisco Packet Tracer.
1.3 [bookmark: _Toc189069386][bookmark: _Toc196816186]Objectives

1. Conduct a literature review on Firewall and ACLs to understand their configurations and security challenges.

2. Implement Firewall rules and ACL configurations within Cisco Packet Tracer. 

3. Simulate various network attacks to evaluate the security effectiveness of Firewalls and ACLs.

4. Analyse key performance metrics, including latency, packet loss, and throughput under different security settings.

5. Provide recommendations for optimising Firewall and ACL deployments in enterprise network. 


1.4 [bookmark: _Toc189069387][bookmark: _Toc196816187]Structure of the project.

Chapter 1 introduces the topic, defines the research aim, objectives and provides an overview of the report.
Chapter 2 reviews existing literature on firewalls and ACLs, highlighting key concepts and previous research findings.
Chapter 3 outlines the research methodology, detailing the experimental setup, data collection methods and analytical approach.
Subsequent chapters will present findings chapter 4 discussion and evaluation chapter 5 and conclusions and recommendations chapter 6.











[bookmark: _Toc189069388][bookmark: _Toc196816188] Chapter 2 Research and Review of Literature 

[bookmark: _Toc189069389][bookmark: _Toc196816189]2.1 Introduction 

This chapter presents a comprehensive review of literature on Firewall of literature on Firewall and ACLs configurations, security best practices and performance considerations. By analysing research papers and industry reports, this section builds a theoretical foundation for the experimental phase of this study. 

[bookmark: _Toc189069390][bookmark: _Toc196816190]2.2 Methodology 

The literature review follows a structured methodology, focusing on peer reviewed journal article, conference papers, and technical reports. The main themes include Firewall misconfigurations, ACL effectiveness and performance trade-offs.

[bookmark: _Toc189069391][bookmark: _Toc196816191]2.3 Review of Key Works

[bookmark: _Toc189069392][bookmark: _Toc196816192]Firewall Misconfigurations 

[1] Daniele Bringhenti’s research highlights the risks associated with improperly configured firewalls. “Misconfigured firewall is often the root cause of security breaches, emphasizing the need for regular rule audits and policy updates.” This aligns with the need to evaluate Firewalls rules Cisco Packet Tracer to prevent vulnerabilities.
[bookmark: _Toc196816193]ACL Configuration

[2] Yamini Kannan explores ACL configurations in preventing unauthorized access. “Properly defined ACL rules can significantly reduce exposure to threats, provided they are periodically reviewed and optimized.” This study applies ACL policies in Packet Tracer to analyse their effectiveness in real-world scenarios. 


[bookmark: _Toc189069394][bookmark: _Toc196816194]Dynamic Firewall and Performance 

[3] Michael Alicea’s findings suggest that complex rule sets in dynamic Firewalls can introduce latency and processing overhead. “Firewalls rule conflicts can degrade network performance, requiring careful optimization to balance security and efficiency.” This research tests Firewall configurations in Packet Tracer to measure performance impact.

[bookmark: _Toc189069395][bookmark: _Toc196816195]2.4 Application of tables and Figures  

To enhance the clarity and accessibility of the research findings, tables and figures will be extensively used to represent key configuration, security policies and performance outcomes. Table will summarise Firewall rule sets, ACL policies, and their respective impacts on security effectiveness. Additionally, network topologies, attack simulations and performance trends will be illustrated using figures to provide a visual representation of experimental results.
The importance of structured data representation in security analysis has been highlighted in several studies. [4] Daniele Bringhenti emphasizes that “structured data representation is essential for identifying misconfiguration and optimizing security policies.” Reinforcing the need for detailed table to compare different Firewall and ACL settings.
[5] Yamini Kannan notes that “graphical representations of ACL implementations improve comprehension of security enforcement strategies.” Indicating that figures can aid in visualising packet flow restrictions and access control mechanisms. [6] Furthermore, Michael Alicea highlights that “visualizing performance trends allows for better analysis of security trade-offs in firewall configuration.” Supporting the use of performance graphs to analyse latency, throughput and processing overhead.
By integrating these structured data representations, this study ensure that the experimental findings are presented in a way that is both analytical and accessible for network administrators and cybersecurity professionals. The use of tables and figures will enable better comparisons between different security configurations, leading to more effective policy recommendations. 
[bookmark: _Toc189069396][bookmark: _Toc196816196]2.5 Quotations 

[7] “Yamini Kannan’s research underscores the criticality of proper rule definitions to prevent unauthorised access and enhance security.”



[bookmark: _Toc189069397][bookmark: _Toc196816197]2.6 Conclusion 

This chapter has provided a comprehensive review of Firewall and ACL configurations, highlighting best practices and potential security pitfalls. The next chapter will detail the methodology used to test Firewalls and ACLs within Cisco Packet Tracer. 

[bookmark: _Toc189069398][bookmark: _Toc196816198]Chapter 3 – Research Methodology 

[bookmark: _Toc189069399][bookmark: _Toc196816199]3.1 Introduction 

 This chapter outlines the research methodology used to evaluated and compare Firewall and ACL effectiveness within simulated network environments using Cisco Packet Tracer. It provides a structured approach to the research design, philosophy, methodologies and data collection techniques.
The aim of this chapter is to justify the chosen research design in relation to the objectives outlined in chapter 1. This research follows a quantitative experimental approach to ensure measurable and reproducible results. The study design has been adapted throughout the research process to accommodate new insights and enhance the accuracy of findings.  

[bookmark: _Toc189069400][bookmark: _Toc196816200]3.2 Research Overview 

This research adopts a structured methodology to achieve the aim and objectives outlined in the previous chapters. [8] As noted by Daniele Bringhenti “Firewall misconfigurations remain a significant risk, requiring systematic evaluation to prevent security breaches.” Therefore, this study follows a controlled experimental setup to assess Firewall and ACL configurations in network security.
The research process consists of four key phases:
1. Designing network topology: Configuring routers, switches and endpoints in Cisco Packet Tracer.

2. Implementing security rules: Defining Firewall rules and ACL policies.

3. Simulating cyber threats: Evaluating the effectiveness of security configurations against attack scenarios.

4. Measuring performance metrics: Analysing network performance in terms of latency, throughput and security efficiency.


[bookmark: _Toc189069401][bookmark: _Toc196816201]3.2.1 Research Process

A structured research process ensures a systematic approach to data collection and analysis. The experimental study is conducted within a controlled simulation environment to test different Firewall and ACL configurations.

[bookmark: _Toc189069402][bookmark: _Toc196816202]3.2.2 Research Philosophy

This research follows an objective post-positivism approach, as it aims to measure the security effectiveness of Firewalls and ACLs through empirical data. [9] According to Yamini Kannan “properly defined ACL rules significantly reduce exposure to threats, provided they are periodically reviewed and optimized.” By following a structured experimental design, this research ensures that security policies are tested under realistic conditions.

[bookmark: _Toc189069403][bookmark: _Toc196816203]3.2.3 Research Methodologies

This study employs a quantitative experimental approach to assess Firewall and ACL performance. The methodology consists of:

1. Literature Review: Reviewing prior research of Firewall misconfigurations, ACL security policies and performance trade-offs.

2. Network Simulation: Implementing Firewall and ACL configurations in Cisco Packet Tracer to evaluate security effectiveness.

3. Performance Analysis: Measuring latency, packet loss, and throughput to determine the impact of security settings.

[10] Michael Alicea notes, “Firewall rule conflicts can degrade network performance, requiring careful optimization to balance security and efficiency.” This research aligns with Michael Alicea’s findings by testing different rule configurations and their effect on network performance.

[bookmark: _Toc189069404][bookmark: _Toc196816204]3.2.4 Philosophies 

The philosophical foundation of this research is grounded in post-positivism which supports an objective and empirical approach to evaluating security configurations. The study relies on observable and measurable data obtained from network simulations to assess the effectiveness of Firewall and ACL implementations.
Post-positivism recognises what while absolute objectivity is challenging to achieve, empirical data collection and structured analysis minimise biases in research outcomes. This perspective aligns with the experimental nature of this study, where Firewall and ACL performance is tested through controlled simulations and results are analysed using statistical methods.
 [11] Yamini Kannan asserts, “A structured empirical approach ensures that security evaluations remain objective, mitigating the influence external biases.” By adopting this philosophy, the study ensures that security effectiveness is measured based on quantifiable metrics such as latency, throughput and access control efficiency. 
Furthermore, deductive reasoning is employed to test predefined hypotheses about Firewall and ACL configurations. The research follows a structured methodology, beginning with theoretical frameworks and progressing toward empirical through network simulations.
This philosophical stance supports the study’s goal of providing actionable insights for optimising network security by evaluating Firewall and ACL policies in a reproducible and systematic manner. 

[bookmark: _Toc189069405][bookmark: _Toc196816205]3.2.5 Approach

A mono-method experimental approach is adopted for this study. Cisco Packet Tracer is used to create a controlled environment where Firewall and ACL policies are tested under simulated attack scenarios. This allows for direct comparison of their effectiveness and performance impact.





[bookmark: _Toc189069406][bookmark: _Toc196816206]3.2.6 Strategies

To achieve the research objectives, a detailed strategy is implemented:
1. Researching Firewall and ACL policies: Analysing best practices and security considerations.

2. Studying misconfigurations and security risk: Reviewing common vulnerabilities in Firewall and ACL implementations.

3. Simulating security attacks: Testing Firewall and ACL configuration against unauthorised access attempts and network threats.

4. Evaluating performance trade-offs: Measuring network performance under different security policies.

[11] Daniele Bringhenti emphasizes that “structured data representation is essential for identifying misconfigurations and optimizing security policies.” This study ensures that Firewall and ACL configurations are systematically analysed using tables and to improve clarity.  

[bookmark: _Toc189069407][bookmark: _Toc196816207]3.2.7 Choices 

This study focuses on analysing Firewall and ACL configurations using Cisco Packet Tracer. The experiment involves: 
1. Implementing different Firewall rule sets.

2. Configuring ACLs to restrict unauthorised access.

3. Simulating cyber threats such as port scanning and brute-force attacks.

4. Measuring the security effectiveness and performance impact.

[12] Yamini Kannan states, “Graphical representations of ACL implementations improve comprehension of security enforcement strategies.” Therefore, network diagrams and performance graphs will be incorporated to illustrate experimental findings effectively. 

[bookmark: _Toc189069408][bookmark: _Toc196816208]3.2.8 Time Horizons

A longitudinal approach is adopted to track security performance over multiple test scenarios. The analysis involves monitoring security effectiveness and performance changes as configurations are adjusted. 
[bookmark: _Toc189069409][bookmark: _Toc196816209]3.2.9 Techniques and Procedures

The following experimental techniques and procedures are applied:
1. Firewall and ACL configuration: Implementing security policies within and simulated network environment.

2. Attack simulation: Conducting penetration testing to evaluated security effectiveness.

3. Performance measurement: Analysing network latency, packet loss and throughput.

4. Data representation: Using tables and figures to summarise findings for easier interpretation.

[13] Michael Alicea highlights, “Visualizing performance trends allows for better analysis of security trade-offs in firewall configurations.” This research ensures that performance metrics are presented using structured data visualisation techniques.  
[bookmark: _Toc189069410][bookmark: _Toc196816210]3.3 Conclusion

This chapter has outlined the research methodology used to evaluate Firewall and ACL effectiveness within Cisco Packet Tracer. A structured experimental approach was adopted to ensure objective and reproducible results.
Key aspects covered in this chapter include:
1. Research philosophy based on post-positivism objectivity.

2. Quantitative experimental methodology using Cisco Packet Tracer.

3. Structured research process, including network design, security implementation, attack simulation and performance measurement.

4. Data visualisation techniques, such as tables and figures to improve result interpretation.

The next chapter will present the experimental results and analysis derived from Firewall and ACL evaluations.

[bookmark: _Toc196816211]Chapter 4 – Design & Implementation 

[bookmark: _Toc196816212]4.1 Introduction

This chapter outlines the design and implementation of the network security configurations using Cisco Packet Tracer. The focus is on setting up Firewall rules and Access Control Lists to evaluate their effectiveness in mitigating cyber threats. The chapter details the problem formulation, network design and step-by-step implementation of security policies.

[bookmark: _Toc196816213]4.2 Problem Formulation 

Network security threats such as unauthorised access, malware infiltration and data breaches pose significant risks to enterprise environments. Firewall and ACLs serve as fundamental security mechanisms to mitigate these threats by regulating network traffic. This study aims to implements Firewall and ACL configurations in a simulated network environment using Cisco Packet Tracer and evaluate their impact on security and performance.

Approach to Solving the Problem:

1. Network simulation: Creating a network topology in Cisco Packet Tracer with routers, switches and endpoint devices.

2. Firewall configuration: Implementing Firewall rules to filter traffic and prevent unauthorised access.

3. ACL implementation: Defining ACL rules at the router level to restrict access to sensitive network resources.

4. Traffic simulation: Generating simulated attacks and measuring security effectiveness.

5. Performance analysis: Evaluating network latency, packet loss and throughput under different security settings.


Tools Used: 
· Cisco Packet Tracer

· Hardware simulated: Routers, switches and PCs 

(The following bock diagram illustrates the approach:)
[image: ]










[bookmark: _Toc196816214]4.3 Design 

The design of the simulated network follows best practices identified in the literature review.  [15] Daniele Bringhenti states, “Firewall misconfigurations are a major cause of security vulnerabilities, emphasizing the need for structured rule implementation.” Based on this insight, the network is designed to include:
1. Router-Based Firewall:

· Configured to allow legitimate traffic and block malicious connections.

· Implements packet filtering based on source/destination IPs and ports.




2. Access Control Lists (ACL):

· Used to restrict access to sensitive devices within the network.

· Applied at different points in the network to enhance security.

3. Network Segmentation:

· Dividing the network into secure zones using VLANs.

· Ensuring different security policies apply to different network segments.

[bookmark: _Toc196816215]Network Diagram Overview

(Network topology diagram showing Firewall and ACL placements.)
[image: ]








[16] Yamini Kannan notes, “Properly defined ACL rules significantly reduce exposure to threats, provided they are periodically reviewed and optimized.” This principle is applied in the design to enhance security effectiveness. 
[bookmark: _Toc196816216]4.4 Implementation 

The implementation involves setting up the simulated network and applying Firewall and ACL configurations. The following steps outline the configuration process:
Step 1: Configuring the network topology
· Create the network in Cisco Packet Tracer with routers, switches and endpoint devices.

· Assign IP addresses to all devices to establish connectivity.


· Configure VLANs for network segmentation.

Step 2: Implementing Firewall rules
· Access the router CLI and enter configuration mode.

· Define security policies to filter incoming and outgoing traffic.

· Apply Firewall rules to block unauthorised access attempts.

· Save and test the configuration using Packet Tracer’s simulation tools.

(Screen short of Firewall configuration in Cisco Packet Tracer)

[image: ]



[image: ]

Step 3: Implementing ACLs
· Define standard and extended ACLs to control traffic flow.

· Apply ACLs to router interfaces to enforce security policies.

· Test ACL effectiveness by simulating network access attempts.

[image: ](Screenshot of ACL configuration in Cisco Packet Tracer) 




Step 4: Traffic simulation and testing
· Generate simulated attack such as unauthorized access attempts.

· Monitor Firewall and ACL responses to determine security effectiveness.

· Analyse performance metrics including network latency and throughput.

[17] Michael Alicea states, “Visualising performance trends allows for better analysis of security trade-offs in firewall configurations.” This study uses tables and graphs to illustrate performance changes under different security settings.

[bookmark: _Toc196816217]4.5 Conclusion 

This chapter presented the design and implementation of Firewall and ACL configurations using Cisco Packet Tracer. Key aspects covered include:
· Problem formulation and approach to solve network security threats.

· Network design based on best practices from the literature.

· Step-by-step implementation of Firewall and ACLs in a simulated environment.

· Traffic simulation and security evaluation to measure effectiveness.

The next chapter will analyse the experimental results and discuss findings based in security and performance metrics.


[bookmark: _Toc196816218]Chapter 5 - Testing and Evaluation 
[bookmark: _Toc196816219]5.1 Introduction

This chapter focuses on the testing and evaluation of the Firewall Access Control Lists configurations implemented in chapter 4. Using Cisco Packet Tracer, several network scenarios were simulated to assess the effectiveness of the security mechanisms against unauthorised access cyber threats. This section outlines the testing process, provides screen shorts for key stages of the experiment, and evaluates the performance and security outcomes based on the configuration setup.

[bookmark: _Toc196816220]5.2 Experiment Setup 

The testing was carried out in the same Cisco Packet Tracer environment developed in the implementation phase. The network consists of two subnets:
1. 192.168.10.0/24 (trusted zone)

2. 192.168.20.0/24 (untrusted zone)

Firewall rules and Router ACLs were applied to prevent devices in the untrusted zone from accessing the trusted zone, while allowing traffic within the same subnet.

[bookmark: _Toc196816221]5.3 Firewall and ACL testing process 

[bookmark: _Toc196816222]5.3.1 ACL configuration Test

The ACL applied on Router R1 was designed to:

1. Allow internal communication within the trusted subnet. (192.168.10.x) 

2. Deny access form the untrusted subnet (192.168.20.x) to specific trusted devices. 

Figure 5.1 below shows the ACL configuration on Router R1:

[image: ]
As shown in the configuration:
· Devices PC1, PC2, PC3 and PC4 are allowed to communicate within the trusted subnet.

· Devices PC5 and PC6 are the untrusted subnet are restricted from accessing 192.168.10.X.

[bookmark: _Toc196816223]5.3.2 Communication Test – Trusted Zone

Ping tests were conducted between PC1 (192.168.10.10) and PC2 (192.168.10.11).
[image: ]
[image: ]
Result:
Successful communication - indicating that internal traffic is permitted as intended.

[bookmark: _Toc196816224]5.3.3 Communication Test – Untrusted to Trusted Zone 

Ping tests were conducted from PC5 (192.168.20.11) to PC2 (192.168.10.11).

Result:
Request timed out – ACL successfully blocks unauthorized access form untrusted to trusted zone.
[image: ]Figure 5.2 shows the simulated failed ping attempt:
  








[bookmark: _Toc196816225]5.4 Security Evaluation

[bookmark: _Toc196816226]Firewall rule validation 

Firewall filtering at the router was tested using simulation mode in Packet Tracer. Unauthorised packets were dropped at the interface level, confirming that the Firewall logic effectively prevents intrusion.

Evaluation:

· Packet logs show blocked packets from 192.168.20.11 to reach 192.168.10.11.

· Permitted traffic within 192.168.10.x successfully traverses the network.

· Broadcast and local DNS queries are unaffected, showing intelligent traffic filtering.

[18] This is in line with Daniele Bringhenti’s findings “That misconfigured firewalls are often the cause of security breaches.” Here rule implementation and structure have mitigated that risk.


[bookmark: _Toc196816227]ACL Performance Impact 

To ensure that ACLs do not negatively affect network performance:
· Latency and throughput were observed via test pings.

· Packet delivery success rates were noted

Observation:
Minimal performance degradation was detected, consistent with [19] Yamini Kannan’s point that “optimized ACLs reduce risk without compromising performance.”
[bookmark: _Toc196816228]5.5 Result Evaluation and Related Work Comparison

Outcome Summary

	Test Scenario
	Expected Result
	Actual Result

	PC1 to PC2 
	Success
	 Success

	PC5 to PC1
	Blocked
	Blocked

	PC6 to PC3
	Blocked
	Blocked

	Internal subnet 
(192.168.10.x)
	Full Access
	Full Access



This matches findings from [20] Micheal Alicea, who noted that “firewall rule conflicts can degrade performance.” The experiment confirmed that when rules are structed correctly, performance remains stable and security is upheld. 





[bookmark: _Toc196816229]5.6 Conclusion

This chapter presented a comprehensive test of Firewall and ACL configurations within a Cisco Packet Tracer simulation. The results validate the effectiveness of layered security strategies in preventing unauthorised access while maintaining internal network communication.
Key take ways:
· ACL effectively enforced segmentation between trusted and untrusted zones.

· Firewall rules functioned as expected with no major conflicts or misconfigurations.

· The experimental result aligned well with referenced works and literature review insights.

The next chapter will conclude the project summarising findings and offering recommendations for future research or enhancements.


[bookmark: _Toc196816230]Chapter 6 – Conclusions and Recommendations

[bookmark: _Toc196816231]6.1 Summary

This project sets out to explore and implement a secure network design using Firewall and router Access Control Lists to segment traffic between trusted and untrusted zones. The core aim was to protect internal network resources form unauthorised access using practical tools and configurations. Cisco Packet Tracer was used to simulate the setup and behaviour of the network. Key stages of the project included requirements gathering, design of the network topology, Firewall and ACL configuration and rigorous testing of the implemented controls.
Throughout the report, each chapter built upon the previous starting with theoretical foundation of network security, moving through the practical configuration of security controls and ending with a full test and evaluation of the system’s performance. 

[bookmark: _Toc196816232]6.2 Conclusion 

This research successfully demonstrated the implementation and testing of Firewall and ACL mechanisms within a segmented network environment. The main outputs included:
· Design and configuration of a network topology that clearly distinguished between trusted (192.168.10.0/24 and 192.168.20.10/24) and untrusted (192.168.20.0/24) zones.

· Development of Firewall rules and ACL on a Cisco router to enforce network policies and limit cross subnet communication.

· Testing and validation through ICMP (ping) and simulation analysis to confirm that the Firewall blocked unauthorized traffic while allowing permitted communication.

· Performance evaluation to ensure that security controls did not significantly degrade network performance.

The results confirmed that:
· The Firewall and ACL setup effectively enforced network segmentation.

· Unauthorised access was successfully blocked as per design.

· Internal communication remained stable and uninterrupted.

· Traffic filtering was selective and intelligent, aligning with real-world best practices.

This reflects the importance of correct rule implementation, supporting findings in related research that Firewall misconfiguration is often the root cause of breaches.

[bookmark: _Toc196816233]6.3 Recommendations for Further Research 

While this project achieved its objective several areas offer opportunities for further explorations:
1. Dynamic Firewall Management: Future work could include the implementation of dynamic ACLs or context-aware Firewall that adjusts rules based on real-time network behaviour and threat intelligence.

2. Intrusion Detection and Prevention System: Integrating IDS/IPS with Firewall could provide more comprehensive threat mitigation by identifying and responding to suspicious traffic patterns.

3. IPv6 Security Policies: As network gradually migrate to IPv6, additional research could focus on ACL and Firewall rule configurations specific to IPv6 addressing and protocols.

4. Cloud based and Hybrid Network Security: Investigating how Firewall rules and ACLs are managed in cloud infrastructure environments such as AWS, Azure or hybrid deployments.

5. Automation and Monitoring Tools: Employing scripts, AI-driven monitoring or network orchestration tools to automatically detect misconfiguration and optimise Firewall rules over time.

In conclusion, network segmentation and access control using Firewall and ACLs remain fundamental to cybersecurity. However, evolving threats demand ongoing research ongoing research into smarter, adaptive and integrated security approaches.


[bookmark: _Toc196816234]Chapter 7- Reflections

[bookmark: _Toc196816235]7.1 Aim of the research

The aim of the research was to design, implement and evaluate a secure network using Firewalls and Access Control Lists to control traffic flow and enforce segmentation between trusted and untrusted zones within a simulated environment. The project focused on protecting network resources from unauthorised access and assessing the performance and reliability of these security mechanisms.

[bookmark: _Toc196816236]7.2 Achievement of objectives

Throughout the course of this project, the objective outlined in the early chapters used as guiding milestones. Below is a detailed reflection on the extent to which each objective was achieved:

Objective 1: Establish understanding of network security principles and Firewall/ACL theory. 
Achieved in Chapter 2: Literature review.
This objective was fully achieved through a thorough review of related works, academic literature and real-world studies. Key concepts such as network segmentation, packet filtering and ACL structuring were clearly established and referenced with credible sources.

Objective 2: Design a network topology that reflects segmentation between trusted and untrusted zones.
Achieved in Chapter 3 – System Design.
The network was designed subnets (192.168.10.0/24 as trusted and 192.168.20.0/24 as untrusted). The segmentation was visually represented and explained in the block diagram. The design process took into account realistic network structures, ensuring the topology would suit practical implementation.




Objective 3: Implement Firewall rules and ACLs to restrict unauthorised access between subnets. 
Achieved in Chapter 4 – Implementation.
ACLs were configured on a Cisco router control inter-subnet traffic. Ruled were applied correctly to enforce policy-based access. Devices in the untrusted subnet were blocked form initiating communication with trusted subnet hosts, while internal traffic remained unaffected.

Objective 4: Test and evaluate the configuration to ensure effectiveness and performance stability
Achieved in Chapter 5 – Testing and Evaluation. 
Multiple test cases using ICMP ping commands and simulation in Cisco Packet Tracer were performed. The results validated that the ACLs and Firewall rules worked as intended. Furthermore, latency checks showed minimal performance degradation.

Objective 5: Reflect in findings and suggest further research areas
Achieved in Chapter 6 – Conclusion and Recommendations.
Potential extensions were discussed, such as integrating IDS/ IPS, exploring dynamic ACLs, IPv6 configurations, and cloud security strategies. This reflection aligns with the original aim of not just solving a problem but also proposing scalable solutions. 

[bookmark: _Toc196816237]7.3 Personal Conduct and Progress

The project progressed steadily but not without challenges. Initially, grasping the detailed syntax of Cisco IOS for ACLs was time-consuming. Through consistent practice and referring to Cisco documentation and forums, this hurdle was overcome. Using simulation tools like Cisco Packet Tracer helped solidify understanding and build confidence.
One significant challenge was configuring the ACLs correctly to allow legitimate traffic while blocking malicious attempts. In the early stages, misconfigured rule accidentally blocked all traffic, including internal communication. This was resolved through trial-and-error testing and revision of the rule order – a valuable learning experience in understanding the importance of ACL sequence.
From a risk management perspective, several risks identified in the Risk Analysis were encountered: 

· Risk: Misconfiguration of ACLs or Firewall rules
Mitigation Strategy: Document each rule before implementation and test incrementally.
Outcome: This strategy proved effective in minimising major disruptions and helped in early detection of logic errors.

· Risk: Time management constraints
Mitigation Strategy: Create a weekly task list and maintain progress logs.
Outcome: While delays occurred during the testing phase, overall deadline were met due to the structured plan and adaptability in re-prioritising tasks. 

· Risk: Lack of real-time hardware access
Mitigation Strategy: Use simulation tools like Packet Tracer.
Outcome: Packet Tracer provided a stable and reliable environment to test all configurations and understand their implications. 

[bookmark: _Toc196816238]7.4 Reflection Summary

This research project has been a valuable experience both academically and personally. It deepened my understanding of network security controls and gave me hands-on practice with real world network tools. The iterative testing, problem solving under constraints and learning from mistakes formed the core of development.
I have gained critical thinking skills in cybersecurity implementation, improved my technical proficiency with Cisco Systems and developed a better understanding of the broader importance of precise rule application in security infrastructure.  




Chapter 8-Bibliography

[1] 	D. Bringhenti, “Autonomous Attack Mitigation Through Firewall Reconfiguration,” Wiley online Library, 20 October 2024. [Online]. Available: https://onlinelibrary.wiley.com/doi/10.1002/nem.2307. [Accessed 12/03/2025 March 2025].
[2] 	Y. Kannan, “Access control list (ACL) Compliance Verification and Alarm Systems: Strengthening Network Security,” Authorea, 10 March 2024. [Online]. Available: https://d197for5662m48.cloudfront.net/documents/publicationstatus/199481/preprint_pdf/dc0a655e6f1ef537b031067c61004d67.pdf. [Accessed 12/03/2025 March 2025].
[3] 	M. Alicea, “Misconfiguration in Firewalls and Network Access Controls: Literature Review,” MDPI, 9 October 2021. [Online]. Available: https://www.mdpi.com/1999-5903/13/11/283. [Accessed 12/03/2025 March 2025].
[4] 	D. Bringhenti, “Autonomous Attack Mitigation Through Firewall Reconfiguration,” Wiley Online Library, 20 October 2024. [Online]. Available: https://onlinelibrary.wiley.com/doi/10.1002/nem.2307. [Accessed 12/03/2025 March 2025].
[5] 	Y. Kannan, “Access control list (ACL) Compliance Verification and Alarm,” Authorea, 10 March 2024. [Online]. Available: https://d197for5662m48.cloudfront.net/documents/publicationstatus/199481/preprint_pdf/dc0a655e6f1ef537b031067c61004d67.pdf. [Accessed 12/03/2025 March 2025].
[6] 	M. Alicea, “Misconfiguration in Firewalls and Network Access Controls: Literature Review,” MDPI, 9 October 2021. [Online]. Available: https://www.mdpi.com/1999-5903/13/11/283. [Accessed 12/03/2025 March 2025].
[7] 	Y. Kannan, “Access control list (ACL) Compliance Verification and Alarm,” Authorea, 10 March 2024. [Online]. Available: https://d197for5662m48.cloudfront.net/documents/publicationstatus/199481/preprint_pdf/dc0a655e6f1ef537b031067c61004d67.pdf. [Accessed 13/03/2025 March 2025].
[8] 	D. Bringhenti, “Autonomous Attack Mitigation Through Firewall Reconfiguration,” Wiley Online Library, 20 October 2024. [Online]. Available: https://onlinelibrary.wiley.com/doi/10.1002/nem.2307. [Accessed 13/03/2025 March 2025].
[9] 	Y. Kannan, “Access control list (ACL) Compliance Verification and Alarm,” Authorea, 10 March 2024. [Online]. Available: https://d197for5662m48.cloudfront.net/documents/publicationstatus/199481/preprint_pdf/dc0a655e6f1ef537b031067c61004d67.pdf. [Accessed 15/03/2025 March 2025].
[10] 	M. Alicea, “Misconfiguration in Firewalls and Network Access Controls: Literature Review,” MDPI, 9 October 2021. [Online]. Available: https://www.mdpi.com/1999-5903/13/11/283. [Accessed 15/03/2025 March 2025].
[11] 	Y. Kannan, “Access control list (ACL) Compliance Verification and Alarm,” Authorea, 10 March 2024. [Online]. Available: https://d197for5662m48.cloudfront.net/documents/publicationstatus/199481/preprint_pdf/dc0a655e6f1ef537b031067c61004d67.pdf. [Accessed 15/03/2025 March 2025].
[12] 	D. Bringhenti, “Autonomous Attack Mitigation Through Firewall Reconfiguration,” Wiley Online Library, 20 October 2024. [Online]. Available: https://onlinelibrary.wiley.com/doi/10.1002/nem.2307. [Accessed 15/03/2025 March 2025].
[13] 	Y. Kannan, “Access control list (ACL) Compliance Verification and Alarm,” Authorea, 10 March 2024. [Online]. Available: https://d197for5662m48.cloudfront.net/documents/publicationstatus/199481/preprint_pdf/dc0a655e6f1ef537b031067c61004d67.pdf. [Accessed 16/03/2025 March 2025].
[14] 	M. Alicea, “Misconfiguration in Firewalls and Network Access Controls: Literature Review,” MDPI, 9 October 2021. [Online]. Available: https://www.mdpi.com/1999-5903/13/11/283. [Accessed 18/03/2025 March 2025].
[15] 	D. Bringhenti, “Autonomous Attack Mitigation Through Firewall Reconfiguration,” Wiley Online Library, 20 October 2024. [Online]. Available: https://onlinelibrary.wiley.com/doi/10.1002/nem.2307. [Accessed 27/03/2025 March 2025].
[16] 	Y. Kannan, “Access control list (ACL) Compliance Verification and Alarm Systems: Strengthening Network Security,” Authorea, 10 March 2024. [Online]. Available: https://d197for5662m48.cloudfront.net/documents/publicationstatus/199481/preprint_pdf/dc0a655e6f1ef537b031067c61004d67.pdf. [Accessed 27/03/2025 March 2025].
[17] 	M. Alicea, “Misconfiguration in Firewalls and Network Access Controls: Literature Review,” MDPI, 9 October 2021. [Online]. Available: https://www.mdpi.com/1999-5903/13/11/283. [Accessed 30/03/2025 March 2025].
[18] 	D. Bringhenti, “Autonomous Attack Mitigation Through Firewall Reconfiguration,” Wiley online library, 20 October 2024. [Online]. Available: https://onlinelibrary.wiley.com/doi/10.1002/nem.2307. [Accessed 09/04/2025 April 2025].
[19] 	Y. Kannan, “Access control list (ACL) Compliance Verification and Alarm,” Authorea, 10 March 2024. [Online]. Available: https://d197for5662m48.cloudfront.net/documents/publicationstatus/199481/preprint_pdf/dc0a655e6f1ef537b031067c61004d67.pdf. [Accessed 09/04/2025 April 2025].
[20] 	M. Alicea, “Misconfiguration in Firewalls and Network Access Controls: Literature Review,” MDPI, 9 October 2021. [Online]. Available: https://www.mdpi.com/1999-5903/13/11/283. [Accessed 09/04/2025 April 2025].





[bookmark: _Toc196816240]Appendices

[bookmark: _Toc196816241][image: ]Gantt Chart 1 

[bookmark: _Toc196816242][image: ]Gantt Chart 2


[bookmark: _Toc196816243]Ethics Form










image5.png
192.168.10.1 192.168.20.1

Fa0l0 Fa0/t
o 111

- o
interface Vianl
no ip address
snucdon
ip classless
Fa0/1 Fall4 ip flow-export version §
access-list 1 permit host 152.168.10.10
access-1ist 1 permit host 152,168.10.12
access-1ist 1 permit host 152,168.20.10
access-1ist 1 deny host 192.168.10.11
access-1ist 1 deny host 152.168.20.11
access-1ist 1 deny host 152,168,20.12
access-1ist 100 permit ip host 192.168.10.10 host
152.168.20.10
access-1ist 100 permit ip host 192.168.10.11 host
152.168.20.10
access-1ist 100 permit ip host 192.168.10.12 host
152.168.20.10
access-1ist 100 permit ip any host 152.168.10.1
Copy Paste
O Top





image6.png
|

Fa0/3 2960-24TT

PC2 192.168.10.11

PC3 192..168.10.12

192.168.10.1 192.168.20.1

Fa0i0 Fa0/t
< 1841 5

R1

¥ PC1192.168.10.10

Physical  Config _Deskiop  Programming Attributes

Cisco Pac
C:\>ping 1

.11 with 32 byt





image7.png
192168101 192.168.20.1 |
A “ -4
Fa0/0 Fa0/1 | e ‘
' | ‘ / < 141 X ~ | Fa0 et ]
| | o \ PC#192.168.20.10 |

Physical  Config _Deskiop  Programming Attributes

nmand Pre
Fa0/2

Fa0/ Faod /] Faui 2
Faoz N N Fa0
] e 4 y—
| 4 1 Fa0/3 2960-24TT zasnb\wFaw
| | poss SW2)
PCPT

| PC2192.168.10.11

\ PCPT |
PC3 192.168.10.12





image8.png
) 192168101 192.168.20.1

Fa0/0 Fa0/1
1841 5

¥ PC5 192.16820.11

Physical  Config _Deskiop  Programming Attributes

mmand Prompt

Fa0/ Fa0ld /

Fa0z_Sad

/

Fa0 —_— . )
| z. ) Fa0i3 )ﬁsn»f?w - ytes of data:
PCPT

| PC2192.168.10.11

\ PCPT |
PC3 192.168.10.12





image9.png
Task Name

Simulation setup and initial configuration
Performance testing and data collection
Data analysis and final report preparation

Presentation and Submission

27

2024-11 2024-12

2025-01

2025-02

2025-03 2025-04 2025-05
03 10 17 24 01 08 15 22 29 05 12 19 26 02 09 16 23 02 09 16 23 30 06 13 20 27 04

Powered by: onlinegant

itt.com




image10.png
Task Name

Simulation setup and initial configuration
Performance testing and data collection
Data analysis and final report preparation

Presentation and submission

27

2024-11 2024-12 2025-01 202502

03 10 17 24 01 08 15 22 29 05 12 19 26 02 09 16 23

Powered by: onlinegantt.com

2025-03

02 09 16 23

2025-04 2025-05

30 06 13 20 27 04




image11.emf
58091_Faiz_Khan_Ethi cs_Form_586420_305203480.docx


58091_Faiz_Khan_Ethics_Form_586420_305203480.docx
ETHICS FORM – SOAC STUDENTS ONLY



APPLICATION FOR ETHICAL APPROVAL



In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. 



The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.



The individual undertaking the research activity is known as the “principal researcher”.



This form must be completed and approved prior to undertaking any research activity. 



SECTION A: About You (Principal Researcher)

		1

		Full Name:

		Faiz Khan



		2

		Student Number:

		2221958





		3

		Email address:

		2221958@student.uwtsd.ac.uk



		4

		Programme of Study:

		Bachelor of Science Applied Computing 







SECTION B:  Internal and External Ethical Guidance Materials

		

		Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific dodes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.



		1

		UWTSD Research Ethics & Integrity Code of Practice

		☒

		2

		UWTSD Research Data Management Policy

		☒



		3

		British computing society 

		☒







SECTION C: Details of Research Activity

		1

		Indicative title:

		Test-bed security utilities Firewalls and ACLs



		2

		Proposed start date:

		27/09/2024

		Proposed end date:

		26/4/2025



		

		Introduction to the Research (maximum 300 words in each section)

Ensure that you write for a Non-Specialist Audience when outlining your response to the points below:

· Purpose of Research Activity

· Proposed Research Question or Hypothesis

· Aim of Research Activity

· Objectives of Research Activity

· How the research activity will be of use to your industrial partner/employer



		3

		Purpose of Research Activity



The purpose of this research activity is to assess and compare two common tools used in network security Firewalls and Access control lists. The Firewalls will act as a barrier to help stop unauthorized access to get in the networks, while Access control lists allow network administrators to check which devices or users can access certain parts of the network. Alongside using simulated network environments, this research will investigate the advantages of both devices under several conditions. The aim is to decide which devices works the best in different conditions, helping to improve overall network security.     



(this box should expand as you type)



		4

		Research Question or Hypothesis

 

This research will address the following queries like how do Firewalls and ACLs balance in terms of success and performance when protecting different network environments?” The hypothesis is that each device will execute differently based on certain conditions, like the size of network traffic and the complication of security needs. The Firewalls may provide a wide protection, while Access control lists might give more accurate control over access.



(this box should expand as you type)



		5

		Aim of Research Activity



The aim of this research activity is to understand the strengths and constraints of Firewalls and ACLs in many network scenarios. By a detailed investigation, the study looks to provide guidance on when each device should be used for optimal network security. This will assist establishment to choose the right device based on their individual security needs and network design.





(this box should expand as you type)



		6

		Objectives of Research Activity



· Create a Simulation environment: Setting up a virtual network to duplicate different types of real-world network environments.



· Implement and Testing Firewalls and ACLs: designing Firewalls and ACLs within the simulation environment and detect how they can handle different types of network traffic and possible security threats.



· Compare Performance Benchmarks: estimate and compare key performance signs like network speed, accuracy of threat detection and the resource usage of each Implement.



· Examine and clarify Findings: Recognize patterns in the data to control when firewalls or ACLs are more effective.



· Provide Recommendations: Developing an informational guide for establishment on the best frameworks for using firewalls, ACLs to Improve network security. 

(this box should expand as you type)



		

		Proposed data collection methods (maximum 600 words)

Provide a brief summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here, but should instead describe how you intend to collect the data necessary for you to complete your project.



		7

		 In this study the implements which will be used are Cisco Packet Tracer, or a virtual machine environment like VMware or Oracle VirtualBox. This network will recreate a typical real-world framework allowing for controlled tests without risking actual network security. In this study I will also be taking screen shorts of various task performed in the project. 

(this box should expand as you type)







SECTION D: Scope of Research Activity

		

		Will the research activity include:

		YES

		NO



		1

		Use of a questionnaire or similar research instrument?

		☐

		☒



		2

		Use of interviews?

		☐

		☒



		3

		Use of focus groups?

		☐

		☒



		4

		Use of participant diaries? 

		☐

		☒



		5

		Use of video or audio recording?

		☐

		☒



		6

		Use of computer-generated log files?

		☒

		☐



		7

		Participant observation with their knowledge?

		☐

		☒



		8

		Participant observation without their knowledge?

		☐

		☒



		9

		Access to personal or confidential information without the participants’ specific consent?

		☐

		☒



		10

		Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?

		☐

		☒



		11

		Performance of any acts which may cause embarrassment or affect self-esteem?

		☐

		☒



		12

		Investigation of participants involved in illegal activities?

		☐

		☒



		13

		Use of procedures that involve deception?

		☐

		☒



		14

		Administration of any substance, agent or placebo?

		☐

		☒



		15

		Working with live vertebrate animals?

		☐

		☒



		16

		Procedures that may have a negative impact on the environment?

		☐

		☒



		17

		Other primary data collection methods. Please indicate the type of data collection method(s) below.

		☐

		☒



		

		Details of any other primary data collection method:







(this box should expand as you type)

		

		







If you have ticked NO to every question then the research activity is (ethically) low risk and you may skip section E and continue to section F.



If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 



SECTION E: Intended Participants

		

		Who are the intended participants:

		

YES

		

NO



		1

		Students or staff at the University?

		☐

		☒



		2

		Adults (over the age of 18 and competent to give consent)?

		☐

		☒



		3

		Vulnerable adults?

		☐

		☒



		4

		Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)

		☐

		☒



		5

		Prisoners?

		☐

		☒



		6

		Young offenders?

		☐

		☒



		7

		Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?

		☐

		☒



		8

		People engaged in illegal activities?

		☐

		☒



		9

		Others. Please indicate the participants below, and specifically any group who may be unable to give consent.



		☐

		☒



		

		Details of any other participant groups:

Complete this only if your participants cannot give consent. This includes animals.



(this box should expand as you type)

		

		







		

		Participant numbers and source

Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 



		10

		How many participants are expected?



		Ballpark figures are fine, but make sure that you explain how you will identify and contact your participants.





(this box should expand as you type)



		11

		Who will the participants be?



		





(this box should expand as you type)



		12

		How will you identify the participants?

		





(this box should expand as you type)









		

		Information for participants:

		

YES

		NO

		

N/A



		13

		Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?

		☐

		☐

		☒



		14

		Will you tell participants that their participation is voluntary?

		☐

		☐

		☒



		15

		Will you obtain written consent for participation?

		☐

		☐

		☒



		16

		Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?

		☐

		☐

		☒



		17

		If the research is observational, will you ask participants for their consent to being observed?

		☐

		☐

		☒



		18

		Will you tell participants that they may withdraw from the research at any time and for any reason?

		☐

		☐

		☒



		19

		With questionnaires, will you give participants the option of omitting questions they do not want to answer?

		☐

		☐

		☒



		20

		Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?

		☐

		☐

		☒



		21

		Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?

		☐

		☐

		☒



		22

		If NO to any of above questions, please give an explanation 



		

		You should be able to tick YES for all of these questions. If not, then explain why not in this box.

The project is going to be a computer simulated on packet tracer or virtual machines like VMware or Oracle Box in the University. Python is the other software's which will be used to perform data and generate relative insights. The final software which will be used is PfSense for firewall performance.

(this box should expand as you type)







		

		Information for participants:

		

YES

		NO

		

N/A



		24

		Will participants be paid?

		☐

		☐

		☒



		25

		Is specialist electrical or other equipment to be used with participants?

		☐

		☐

		☒



		26

		Are there any financial or other interests to the investigator or University arising from this study?

		☐

		☒

		☐



		27

		Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?

		☐

		☐

		☒



		28

		If YES to any question, please provide full details 



		

		You should be able to tick NO for most of these questions. For any cases that you have ticked YES then provide details in this box. If you are using cameras/voice recorders to record interviews then please state that in this box.



(this box should expand as you type)







SECTION F: Anticipated Risks



		

		
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  



		1

		Risks to participants

For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants then enter N/A and go skip to question 3.



		

		Risk to participants:

There are always risks. Do not write N/A unless you have no participants.

 N/A there are no participants. 

(this box should expand as you type)

		How you will mitigate the risk to participants:







(this box should expand as you type)



		2

		If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities



		

		





(this box should expand as you type)



		3

		Risks to the investigator

For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest



		

		Risk to the investigator:

There are always risks. Do not write NA.

 The research will be performed in a computer lab environment.  



(this box should expand as you type)

		How you will mitigate the risk to the investigator:



The analyser will be fully trained in all the equipment used. There will also be a Lecturer on hand in case of any trouble.  





(this box should expand as you type)



		4

		University/Employer risks

For example: adverse publicity, financial loss, data protection



		

		Risk to the University or your Employer:

There are always risks. Do not write NA.

The risk to the University is that the analyser could damage equipment in the computer lab 

(this box should expand as you type)

		How you will mitigate the risk to the University or your Employer:

 By following the university research ethics and integrity regulations and all health and safety regulations. For a computer lab-based environment.  





(this box should expand as you type)



		5

		Environmental risks

For example: accidental spillage of pollutants, damage to local ecosystems



		

		Risk to the environment:

You may write NA if there are no research-related environmental risks. Driving to the university does not count as a risk.



(this box should expand as you type)

		How you will mitigate the risk to environment:

N/A







(this box should expand as you type)







SECTION G: Feedback, Consent and Confidentiality



If you have identified in section D that there are no participants then enter skip this section and continue to section H.



		1

		Feedback

What de-briefing and feedback will be provided to participants, how will this be done and when? 



		

		

N/A

(this box should expand as you type)



		2

		Informed consent

Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.



		

		N/A see section D

(this box should expand as you type)



		3

		Confidentiality / Anonymity

Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 



		

		N/A

(this box should expand as you type)







SECTION H: Data Protection and Storage



		

		Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?

		YES

		NO



		1

		“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.

		☐

		☐x



		

		If YES, provide a description of the data and explain why this data needs to be collected:



		2

		This includes audio/video data of participants, but can also include IP addresses and usernames. Names, addresses and emails also count, as do consent forms.



(this box should expand as you type)



		

		Does it involve special category data (as defined by the GDPR)?

		YES

		NO



		3

		“Special category data” means sensitive personal data consisting of information as to the data subjects’ –

(a) racial or ethnic origin,

(b) political opinions,

(c ) religious beliefs or other beliefs of a similar nature,

(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),

(e) physical or mental health or condition,

(f) sexual life,

(g) genetics,

(h) biometric data (as used for ID purposes),

		

☐

		

☐x



		

		If YES, provide a description of the special category data and explain why this data needs to be collected:



		4

		What counts as ‘sensitive’ will differ between cultures. Any information on behaviour that is not in accordance with cultural norms would count as sensitive personal data.







(this box should expand as you type)







		

		
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?

		YES

		NO



		5

		Manual files (i.e. in paper form)?

		☐

		☒



		6

		University computers?

		☒

		☐



		7

		Private company computers?

		☐

		☒



		8

		Home or other personal computers?

		☐

		☒



		9

		Laptop computers/ CDs/ Portable disk-drives/ memory sticks?

		☐

		☒



		10

		“Cloud” storage or websites?

		☐

		☒



		11

		Other – specify:



		☐

		☒



		12

		For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:



		

		If possible, save your data on computers that are secure and regularly backed up. Many cloud services only provide GDPR-compliant storage for business customers. An example of suitable text is given below.



All data will be kept in password protected cloud storage on the University Office 365 system which

will not be shared. 



(this box should expand as you type)







		

		Data Protection



		

		Will the research activity involve any of the following activities:

		YES

		NO



		13

		Electronic transfer of data in any form?

		☐

		☒



		14

		Sharing of data with others at the University outside of the immediate research team?

		☐

		☒



		15

		Sharing of data with other organisations beyond the University?

		☐

		☒



		16

		Export of data outside the UK or importing of data from outside the UK?

		☐

		☒



		17

		Use of personal addresses, postcodes, faxes, emails or telephone numbers?

		☐

		☒



		18

		Publication of data that might allow identification of individuals?

		☐

		☒



		19

		If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):



		

		This includes data such as drafts of your thesis as well as experimental or survey data. An example of suitable text is given below.



All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. 



(this box should expand as you type)



		20

		List all who will have access to the data generated by the research activity:



		

		Normally the principal researcher, possibly also the supervisor and, if the project has an industrial partner, a representative of that partner. Possibly also external examiner or second marker?



(this box should expand as you type)



		21

		List who will have control of, and act as custodian(s) for, data generated by the research activity:



		

		Usually the principal researcher.



(this box should expand as you type)



		22

		Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 



		

		All data will be encrypted and kept in password protected cloud storage on the University Office 365 system which will not be shared. 



(this box should expand as you type)



		22

		Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

		☒



		23

		Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding

		☒









SECTION I: Declaration

		

		The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.



In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the University’s website: https://www.uwtsd.ac.uk/media/uwtsd-website/content-assets/documents/research/REICoP-July-2022.pdf 



		1

		Signature of applicant:

		Faiz Khan

		Date:16/10/2024













FOR INTERNAL USE ONLY:

		

		Ethical approval given 



		1

		Signature of assessor:

		

		Date:





		2

		Name:

		



		3

		Role:

		Module Leader, Essential Research Methods (Bridging Course)







September 2023	8	Ethical Approval Form – SoAC Students Only


image1.jpeg
Firewall

Router ACL

Switch

End devices /PCs





image2.jpeg
Firewall

Router

Visaiparadigm

ACLs

VLAN

VLAN





image3.png
192.168.10.1 192.168.20.1
Fa0/0 Fa0/t

Fa0/1 Fa0/4





image4.png
192.168.10.1 192.168.20.1

Fa0/0 {_ Fa0rt
< 1841 %

¥ PC1192.168.10.10

\ PCPT |
PC3 192.168.10.12





