Group 1
Ransomware and recovery
You are the university’s security leadership team. Discuss your assigned challenge and prepare a 5-minute briefing to senior management. 12 minutes for discussion.
Shared scenario
A university relies on a cloud-based student portal for coursework submissions, results and student records. Assignment deadlines are approaching. The university has limited funding for security improvements, and senior management wants your team to identify its most serious risks and recommend what to do first.
Additional information
Ransomware has made the portal unavailable. Assignment deadlines are within 24 hours. Backups exist, but nobody has tested restoration.
Discussion questions
1. What are the five most serious organisational risks, and which should receive attention first?
2. What should the university do in the first hour, and who should lead the response?
3. Who should authorise deadline extensions, and how can students submit work while the portal is unavailable?
4. How would you check that the university can recover its data and resume essential services?
Your group briefing
Rank your top five organisational risks. Choose three immediate priorities. Recommend two governance improvements and two technical improvements, explaining who is responsible and which risks they address.
Finish with: “Our first priority is __________ because __________.”
Group notes
________________________________________________________________________
________________________________________________________________________


Group 2
AI impersonation and fraud
You are the university’s security leadership team. Discuss your assigned challenge and prepare a 5-minute briefing to senior management.  12 minutes for discussion.
Shared scenario
A university relies on a cloud-based student portal for coursework submissions, results and student records. Assignment deadlines are approaching. The university has limited funding for security improvements, and senior management wants your team to identify its most serious risks and recommend what to do first.
Additional information
A finance employee receives a convincing voice message apparently from a senior manager, requesting an urgent payment. Students also receive personalised phishing emails.
Discussion questions
1. What are the five most serious organisational risks arising from these attacks?
2. How should the employee verify the payment request before taking action?
3. Could AI help detect these attacks, and what limitations would you consider?
4. Who should be responsible for payment approval and staff preparation? How should the university respond if an employee follows a convincing fraudulent instruction?
Your group briefing
Rank your top five organisational risks. Choose three immediate priorities. Recommend two governance improvements and two technical improvements, explaining who is responsible and which risks they address.
Finish with: “Our first priority is __________ because __________.”
Group notes
________________________________________________________________________
________________________________________________________________________


Group 3
Access and insider risk
You are the university’s security leadership team. Discuss your assigned challenge and prepare a 5-minute briefing to senior management. :12 minutes for discussion.
Shared scenario
A university relies on a cloud-based student portal for coursework submissions, results and student records. Assignment deadlines are approaching. The university has limited funding for security improvements, and senior management wants your team to identify its most serious risks and recommend what to do first.
Additional information
A former employee’s account still works. Some staff share passwords, and one compromised account can access several university systems.
Discussion questions
1. What are the five most serious organisational risks created by these access arrangements?
2. Who should have access to which student records, and how should access be approved and reviewed?
3. What immediate action should the university take about former employees and shared accounts?
4. How could Zero Trust principles and monitoring unusual behaviour improve security? How would you manage inconvenience for staff and students?
Your group briefing
Rank your top five organisational risks. Choose three immediate priorities. Recommend two governance improvements and two technical improvements, explaining who is responsible and which risks they address.
Finish with: “Our first priority is __________ because __________.”
Group notes
________________________________________________________________________
________________________________________________________________________


Group 4
Cloud security responsibilities
You are the university’s security leadership team. Discuss your assigned challenge and prepare a 5-minute briefing to senior management. 12 minutes for discussion.
Shared scenario
A university relies on a cloud-based student portal for coursework submissions, results and student records. Assignment deadlines are approaching. The university has limited funding for security improvements, and senior management wants your team to identify its most serious risks and recommend what to do first.
Additional information
Student records are stored in a cloud service. A configuration error exposes files. University staff assumed the provider handled all security.
Discussion questions
1. What are the five most serious organisational risks associated with this exposure?
2. Which security responsibilities belong to the university, and which belong to the provider? What would you need to check?
3. Who should check configurations and respond when information is exposed?
4. What evidence should management request before approving a cloud service, and which technical improvements would reduce the risk?
Your group briefing
Rank your top five organisational risks. Choose three immediate priorities. Recommend two governance improvements and two technical improvements, explaining who is responsible and which risks they address.
Finish with: “Our first priority is __________ because __________.”
Group notes
________________________________________________________________________
________________________________________________________________________


Group 5
Future investment decisions
You are the university’s security leadership team. Discuss your assigned challenge and prepare a 5-minute briefing to senior management. 12 minutes for discussion.
Shared scenario
A university relies on a cloud-based student portal for coursework submissions, results and student records. Assignment deadlines are approaching. The university has limited funding for security improvements, and senior management wants your team to identify its most serious risks and recommend what to do first.
Additional information
Management wants to spend most of its security budget on an AI detection tool. Staff training and recovery testing have been postponed. Some research information must remain confidential for many years.
Discussion questions
1. What are the five most serious organisational risks in this situation?
2. Is the proposed spending justified? What evidence would help you make that decision?
3. Which risks require action now, and how should long-term quantum risks influence planning?
4. What investment would you recommend first? How would you explain your choice and the remaining risks to the university board?
Your group briefing
Rank your top five organisational risks. Choose three immediate priorities. Recommend two governance improvements and two technical improvements, explaining who is responsible and which risks they address.
Finish with: “Our first priority is __________ because __________.”
Group notes
________________________________________________________________________
________________________________________________________________________

