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[bookmark: _Toc182257292]Introduction
This document is my submission for the first assignment as given in L5 – Network Programmability (ACCB5029).  This document aims to convey the appropriate responses to the following tasks, as given:

[bookmark: _Toc182257293]Task 1: Report – Reflection Essay (1000 word limit)
1. Enrol onto the Cisco Certified DevNet Associate online course.
2. Complete Chapters 2, 3 and 4.
3. Write a reflective statement on your technical understanding of these chapters.

[bookmark: _Toc182257294]Task 2: Report – Reflection Essay on your In-Class Activities (1500 word limit)
1. Activity 1 – Provide an overview of DevNet, the resources available on the Cisco developer website, similar resources encountered, and your understanding of a ‘Sandbox’.
2. Activity 2 – 
a. Which methodology do you think is best in today’s Software Development Scenario Why?
b. What is the best Software Development approach do you think for working efficiently as a team? Why?
c. Working on Git (either local/distributed) and GitHub as a cloud hosted repository.  Do research on what other tools exist similar to GIT that work either as a local, centralises or distributed VCS (Version Control System).
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Here follows a summary of the technical concepts covered in the Cisco DevNet Associate course from Chapters 2, 3 and 4.

[bookmark: _Toc182257297]DevNet Associate Course Chapter 2

Chapter 2 centres around Cisco’s DevNet program resources, primarily on what’s provided via the Cisco Developer Website [1], which provides an extensive support network for developers working with Cisco APIs and technologies and makes available a wide range of resources, such as Learning Labs for hands-on exercises, video courses for guided learning and the DevNet Sandbox [2], a virtual environment for testing applications without impacting real-world systems. These resources aid developers building automation tools and custom applications that integrate with Cisco’s ecosystem.
DevNet events like Cisco Live (next event being held in Berlin in Nov 2024) and DevNet Express (Barcelona in January 2025) allow developers to meet face to face and collaborate on Cisco technologies and offers networking opportunities with experts and peers, enhancing both technical skills and professional connections. Additionally, DevNet Support and the various ‘Exchanges’ provide collaborative platforms where developers can share insights and solutions (e.g. code) with each other, creating a knowledge-sharing community.
All these resources are invaluable for IT professionals learning to or working on developing network management systems or IoT applications, especially where Cisco infrastructure is prevalent. However, challenges may include searching and sifting through Cisco’s extensive documentation or maintaining up-to-date knowledge as new tools and standards emerge. Furthermore, as Cisco technologies evolve and emerge, adapting your skills and knowledge for effective DevNet certification requires continuous learning and practice. The DevNet program and the Cisco Developer website thus act as a crucial support system for developers, particularly for those working with Cisco platforms and products, offering not only learning tools but also an environment for experimentation, collaboration and support.
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Chapter 3 focusses on software development and design, describing the Software Development Lifecycle (SDLC), Version Control Systems, Code Reviews and more.  The Software Development Life Cycle is simply a formalised and structured approach to software creation, involving six broad stages [3]: Requirements & Analysis, Design, Implementation, Testing, Deployment, and Maintenance.  Each stage builds on the previous, ensuring quality and functionality from concept to delivery.  The 3 popular development models described include Waterfall (sequential phases), Agile (iterative sprints), and Lean (focus on efficiency), each of which aims to address different needs, making each suitable depending on the software project or stakeholder goals.
‘Design Patterns’ are established solutions for common development challenges, categorized into Creational, Structural, and Behavioural patterns. The Observer behavioural pattern, for instance, allows objects to update automatically based on changes to another object, which is essential in event-driven applications.
Version Control Systems are vital in larger coding projects and/or teams, allowing the historical tracking of changes to a set of files.  Coming in 3 different flavours, Local (single workstation), Centralised (checkout system) and Distributed (pull and push changes), with Git being a very popular open-source implementation of a distributed VCS [4], and GitHub being a popular service implementing repository hosting and extra features such as Code Review and Bug Tracking.
Code Reviews are attempts to look over code via various methods (Formal, Change-based, Over-the-Shoulder or E-mail pass-around) and provide feedback for improvements or fixes to errors, aiming for ‘Clean Code’ – well formatted code with useful comments throughout, organised into re-usable blocks through functions and classes, using self-describing names for these and variables used.
The 3 most popular data formats for exchanging information with API’s are:
· XML, a structured generalised markup language that wraps data in pairs of semantic tags
· JSON, derived from how objects are used in JavaScript using key/value pairs
· YAML, built on JSON but aiming to be more human readable
Popular programming languages provide functions for both parsing (rebuilding structure) and serializing (deconstructing) these data formats for transmission to and from API’s [5].
These terms, technologies and skills are essential in present day software development which must produce reliable, adaptable, and maintainable software.  As technology evolves, so do best practices, necessitating continuous learning to keep up with industry standards.
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Chapter 4 introduces Application Programming Interfaces (APIs), describing several API design and architectural styles, the REST architectural style in detail and more. API’s enable interactions between software components, facilitating automation, data exchange, and feature integration. 
APIs are either designed synchronously (direct and immediate response) or asynchronously (requests queued for processing) [6]– 
· a Box Office serving each customer in turn on a first come, first served basis as a synchronous activity
· a Fast-food ‘order here, collect there when ready’ scenario, taking each customer order (request) on a first come, first serve basis but the food (result) coming back out when it’s ready as an asynchronous activity.
Whilst there are no de-facto IEEE or IETF ‘standards’ defining them, APIs generally conform to one of the various best practice accepted architectural styles, the examples described in this chapter being:
· Remote Procedure Call (RPC) is a request-response model that focuses on procedural calls between apps, often (but not always) between networked systems
· Simple Object Access Protocol (SOAP) is a messaging XML-based protocol used for cross-platform communication, designed to be as ‘system agnostic’ as possible
· Representational State Transfer (REST) is a client-server model that uses HTTP requests to perform actions on a server, making it ideal for web-based applications
REST API traffic is easily encrypted with modern day https configurations, and authentication (if required) is often implemented via methods like OAuth, a protocol combining both authentication and authorization to control access and secure sensitive data from security breaches.
API’s often implement ‘Rate Limits’ to exert control over their productivity, so not to exhaust the hardware or software resources they rely upon and potentially cause a ‘denial of service’ state to occur, and to provide fair service to all requestors.  Several algorithmic implementations are described – Leaky Bucket, Token Bucket, Fixed-window Counter and Sliding-window Counter [7].
Webhooks allow API servers to perform callbacks or notifications to requesting applications when an event has occurred, enabling real-time data activities.  To receive the notification, the application must be running and process incoming HTTP POST requests, and it must register a working URI (Uniform Resource Identifier) to itself when requesting service.
Challenges in API implementation include applying and responding to rate limits in an appropriate way for the service desired or resources available, and troubleshooting - understanding of HTTP status codes (for REST API’s) is essential for diagnosing and resolving issues.

[bookmark: _Toc182257300]Conclusion

Today, APIs are ubiquitous in enabling seamless software integration and can support complex system interactions to produce novel services and results.  Knowledge of the resources and skills in the fundamentals above are indispensable to developers.
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Provide an overview of DevNet, the resources available on the Cisco developer website, similar resources encountered, and your understanding of a ‘Sandbox’.
DevNet, a contraction of ‘Development’ and ‘Networking’, is the brand name for Cisco's learning and certification program designed for developers, IT professionals, and network engineers looking to learn skills relating to network-oriented application development or automation.  The supporting Cisco Developer website [1] freely offers the tools, resources, and community support necessary for developing for and utilizing Cisco platforms and products to their fullest and strongly emphasizes collaboration with those like-minded on networking, security, automation, and application development – all that is needed to use it to its fullest is a suitable device with a working internet connection and either a free-to-create ‘Cisco ID Account’ or a supported existing online identity (GitHub, Google or WebEx).  
The Cisco DevNet Associate certification track itself (or at least, the one we have access to as part of this module) is hosted via Cisco’s Networking Academy website [8].
The Cisco Developer website contains extensive documentation and tutorials on Cisco API’s (Application Programming Interfaces) and best practice guides, offers numerous SDK’s (Software Development Toolkits) and signposts to other utility software for use to assist those in writing and testing their code, alongside in-depth step-by-step tutorials (see ‘Labs’ mentioned later) and sample code that can be consumed and built upon.  Also, as mentioned during the in-class group discussion [9], there is great emphasis on collaboration through community-based forums [10] via asking and answering questions and sharing experiences or knowledge with others.  There are also plentiful webinars and events organised and signposted in the ‘Events’ area, to further encourage forming connections with those learning or working in similar fields.
In a similar vein, there is also the ‘Code Exchange’ [11] – a Cisco curated collection of publicly available code or tooling repositories that are hosted in GitHub [12] and considered to be of particular relevance to, appropriately licensed for use with, and with adequate technical documentation to support customers of, Cisco and their products and platforms.
Also available all entirely free of charge as far as I can tell, is a large range of structured learning ‘Tracks’, made up of separate ‘Modules’, which themselves also contain individual hands-on ‘Labs’ – see the following figure for a better illustrative perspective:
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Figure 1- Image from developer.cisco.com showing how Cisco Learning is structured.
Offered is a sweeping range of topics and skills, from “Introduction to Python” to “Cisco Firewall Policies and Automation”, and you can sometimes approach topics in smaller pieces through the Labs or Modules or embark on an entire learning Track.
Finally, there is also the ‘Sandbox’ area, headlined with “Run your code on live infrastructure” [2]. A ‘sandbox’ (originally a term relating to the children’s play item, sometimes also called a Sandpit) in context to application development is a ‘safe play area’ for testing code in an environment that is in no way relied upon, nor can it impact upon real, production workloads/networking.  Cisco advertise their Sandbox functionality with the following four main points:
1. Browser-based access – deploy and test your code from anywhere, any time
2. Choose your environment – virtual, simulated, or real hardware
3. Build as you learn – Play and test with Sandbox as part of your Learning Labs/Modules/Tracks
4. Always-on and reservable – select ready-to-go and pre-packaged Sandboxes
That last point was raised in the discussion during the in-class group activity [9] as someone highlighted that Sandboxes seemed to be offered in configurations ideal for certain scenarios or for specific Cisco product testing.
Whilst nothing specific was mentioned during the in-class group discussion, I have since learned of several similar resources to the Cisco Developer website offered by other large companies in the information technology sector:
· Microsoft Learn [13]
· The Microsoft Developer Network website which focussed specifically on application development and coding, much of which can apply to the aspiring DevNet developer, was integrated into the Microsoft Docs (alongside TechNet) site in 2020 [14], which itself was later made part of the Microsoft Learn site in 2022 [15].
· Offers extensive documentation on numerous Microsoft technologies, programming languages and API’s.
· Offers a wide range of free self-study Learning Courses, made up of Learning Paths, made up of Learning Modules.
· AWS for Developers [16]
· Extensive documentation and SDKs for building apps and infrastructure on the AWS (Amazon Web Services) cloud platform.  Development tools such as AWS CLI, APIs, and learning paths are also featured.
· IBM Developer [17]
· Tutorials, SDKs, and documentation for IBM platforms and open-source projects. It too offers a ‘Technology Sandbox’ environment for hands-on development/testing of code.
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Continuing from in-class tutorials and discussions:
· Which software development methodology is best in today’s software development scenario and why?
· Which software development methodology is most efficient for use in a team and why?
· Regarding Git and Github, what other tools exist for Local, Centralised and Distributed Version Control Systems?
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The Agile framework is my choice as the ‘best’ modern day approach to software development, as it is better suited to handle the fast-paced, iterative needs of modern software projects where the design requirements can and do change frequently, either due to evolving operational or competitive business needs or from regular customer feedback with changing requirements [18].  The Agile approach puts a strong emphasis on flexibility, continual customer collaboration, and responsiveness, which are crucial traits in fast-paced industries like technology, finance, and e-commerce, where for businesses to become or remain competitive requires continuous improvement and response to market, competitor or customer changes.  Developer teams working in small, iterative sprints under the Agile ethos release functional software incrementally and more often, quickly addressing any bugs identified or user feedback received and then immediately move on to the next sprint to develop features further or add entirely new ones.
Agile approaches are ideally suited for large, complex projects that span several disciplines and skill sets, and involve several stakeholders because of its intentioned flexibility and strong emphasis on collaboration.  Agile methods, such as Scrum or Kanban for example, divide more complex projects or application features into smaller, easier-to-manage elements, enabling for continuous delivery to the client and quicker, more visible incremental progress.  Feedback after each sprint cycle allow for fast modifications in the next sprint iteration, enhancing the overall quality of the final product and closely co-ordinating development with the customers’ demands or potentially changing requirements.  It’s worth noting however that highly regulated industry sectors or projects that specifically require only rigid sequential phases and total documentation may find Agile approaches difficult to implement; in these cases, a Waterfall strategy may be more appropriate. However, the adaptability, emphasis on teamwork, and customer-centred approach of the Agile methodology usually make it one of the best choices for today’s dynamic software development landscape.
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Which software development methodology is most efficient for use in a team and why?

“Scrum”, a framework within the Agile methodology, I would consider as one of the best approaches for team-based software development as it specifically mandates the use of small, self-organizing teams working in short and well-defined iterative sprints to rapidly accomplish specific development goals or project tasks [18] [19].  This approach is efficient for teams because it encourages continuous communication via daily stand-up meetings (the namesake “Scrums”) wherein each team member shares their current progress, identifies any obstacles blocking their progress and re-aligns themselves on any updates to the project plan or roadmap.
This regular communication ensures that everyone on the team stays focused on their own tasks, are aware of the current project roadmap, and enables the team to be able to quickly adapt to any problems that may arise.  The “Scrum Master”, a coach and facilitator who helps remove any obstacles hindering team progress, and the “Product Owner”, who oversees setting team goals, prioritising and assigning tasks ensuring that team members clearly understand their responsibilities, are just two examples of the roles that the Scrum framework defines.  This helps to bring a clarity of focus to the team that reduces confusion and enables the team to focus on delivering high-quality work.  
The iterative sprint cycles, ideally lasting between 1 to 4 weeks each, allow for continuous delivery of product updates to the customer, and after each sprint completes the team reviews its performance, output and customer feedback to identify any improvements for future development work.  It requires discipline and commitment from all team members, and it works to create a highly collaborative and focused team environment that maximizes productivity and efficiency, making the Scrum framework an ideal choice for many development teams.

[bookmark: _Toc182257306]Regarding Git and GitHub, what other tools exist for Local, Centralised, and Distributed Version Control Systems (VCS)?

RCS (Revision Control System) [20] is a well-known open-source local VCS software for Linux-based and BSD systems that allows users to keep track of changes in files locally by recording changes as file revisions, storing an entire copy of the most recent version of each file and storing previous versions of them as reverse difference files or deltas.  RCS is entirely command-line based.
Helix Core by Perforce [21] is a leading commercial centralised VCS that boasts of several well-known video game studios such as Ubisoft and EA Games being customers of theirs.  It lists several choices of client software to meet the needs of differing user types – Artists/Designers, Developers, CLI Experts.  It also lists a very large number of ‘integrations’ [22], seemingly baked in compatibility with various other vendors products or services, such as AWS, Jenkins, GitHub etc.
Subversion (SVN) [23] is another open-source example of a centralised VCS software package which has approx. annual releases of new versions, so appears to be actively maintained, and advertises LTS (Long-Term Support) releases with 4 years of support for security and data-loss bugs.  SVN works by ‘checking out’ an entire trunk or branch (they recommend against checking out an entire repository) which creates a local ‘working copy’ on your client.  You then modify local files yourself, fetch ‘updates’ for files made by others on the server copy to your local copy and update the server copy with your own local changes via a commit.
Mercurial [24] is an alternative distributed VCS (or ‘Source Control Management’) software package comparable to Git.  It too is open-source, free software and offers similar features allowing developers to work independently and then merge their changes into the main repository.  Primarily command-line driven, a Graphical User Interface (GUI) front-end extension is available called TortoiseHg [25].
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