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This Evidence analysis is composed of 3 cases : 
- The SamsungCollection
- The NokiaCollection
- The HuaweiCollection

Onedrive link : Final_report_Technical_Project_Paul_Mayer_2423001.zip

Each of the cases corresponding to a phone. The owner of each phone are :
- Emma Blake for the Huawei phone
- Joe Marsh for the Samsung phone
- Norman Smith for the Nokia phone

This analysis was done due to some suspicions about a Data theft. The goal is to confirm these suspicions and found evidences.
After an investigation on the three cases, we can make the following timeline on this affair.
On August 21, 2024, Emma Blake ( an employee of ABC technologies) contacted Joe Marsh on WhatsApp Business where she was looking to sell some confidential information of an AI based Neuro project from ABC technologies. Joe is willing to help Emma to found the perfect client for the transaction.

On August 31, 2024, Joe Marsh contacted an old colleague Norman Smith ( an employee of NeuroSync Innovations) to propose a deal about the intel from the AI project of ABC technologies. They planned to continue to talk after Norman give to Joe his phone number on September 2, 2024.

On September 4, 2024, Joe Marsh recontacted Norman Smith to make a phone call on WhatsApp Business. They tried calling each other around 8pm on the same day but at 8:15pm they made a call of 2min17.

On September 9, 2024, Joe Marsh contacted Emma Blake by Instagram to update her with the potential client : Norman Smith.

Between October 14 and 16, 2024, Joe Marsh and Norman Smith were planning to updating the future deal.
On November 11, 2024, Emma announced to joe Marsh, she was worried for the lack of response and started to look to a new client. 
Finally on January 31, 2025, Emma Blake and Joe Marsh communicated on WhatsApp Business about making the deal fast. Joe Marsh make the final conditions of the deal with  Norman Smith, from the 15 million from the start to the 5 million for a part of the data. 
The rest will be transfer later. An encrypted file “ Open.7z” was transferred from Joe to Norman with a backup plan ( Coordinates of San Francisco). Later Emma Blake and Norman Smith discussed of the transfer of data and the original deal made. 

To conclude, with the evidences we collected from the three cases, we have enough evidences to affirm that a malicious operation was done between Emma Blake, Norman Smith and Joe Marsh. Emma is the seller of the stolen data, Joe was the middleman between Emma and Norman. Norman Smith is the buyer of the stolen data. Emma sell data from an AI based Neuro Product from ABC Technologies to Norman who is working in NeuroSync Innovations ( NSI).
