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1. [bookmark: _Toc58499226]Introduction
This report investigates the viability of ‘Bring your own technology’ (BYOT) policy being utilised by the company, CoffeeCapulus, after the business received enquiries from employees and customers. CoffeeCapulus is concerned by potential extra risks brought on by BYOT devices and wishes to protect information/data and the intellectual property stored by the company. 

2. [bookmark: _Toc58499227]Vulnerabilities, Threats, & Attacks
CoffeeCapulus must ensure BYOT devices are secured from the number of threats and the vulnerabilities that cybercriminals can use to attack the business. 
Malware is designed to infect devices such as computers, smartphones, tablets, servers & databases, and comes in different forms as discussed by Joseph Regan AVG article “What Is Malware? How Malware Works & How to Remove It” [1]. A short description below of each type from Regan article:

· ‘Virus: Like their biological namesakes, viruses attach themselves to clean files and infect other clean files. They can spread uncontrollably, damaging a system’s core functionality, and deleting or corrupting files. They usually appear as an executable file (.exe).

· Trojans: This kind of malware disguises itself as legitimate software or is hidden in legitimate software that has been tampered with. It tends to act discreetly and create backdoors in your security to let other malware in.

· Spyware: No surprise here — spyware is malware designed to spy on you. It hides in the background and takes notes on what you do online, including your passwords, credit card numbers, surfing habits, and more.

· Worms: Worms infect entire networks of devices, either local or across the internet, by using network interfaces. It uses each consecutively infected machine to infect others.

· Ransomware: This kind of malware typically locks down your computer and your files and threatens to erase everything unless you pay a ransom.

· Adware: Though not always malicious in nature, aggressive advertising software can undermine your security just to serve you ads, which can give other malware an easy way in. 

· Botnets: Botnets are networks of infected computers that are made to work together under the control of an attacker.’

The UK’s National Cyber Security Centre (NCSC) article “10 steps to cyber security” [2] explains that employees working remotely from public spaces can be vulnerable to attacks which could affect CoffeeCapulus employees.
When working in public spaces or on public transport sensitive information or authentication credentials can exposed by people overlooking the employee. The loss or theft of a mobile device and of credentials such as username, password or token which are stored with the device can result in sensitive data being accessed. 
Cybercriminals can use different methods to attack CoffeeCapulus and gain access to the corporate network. A problem noted by Cynet, a cyber security company in its article “Network Attacks and Network Security Threats” [3] and Avast Knowledge article “What Is Server Security - and Why Should You Care?” [4]:
· ‘Man in the middle attack involves attackers intercepting traffic, either between your network and external sites or within your network. If communication protocols are not secured or attackers find a way to circumvent that security, they can steal data that is being transmitted, obtain user credentials, and hijack their sessions.

· Privilege escalation - Once attackers penetrate your network, they can use privilege escalation to expand their reach. Horizontal privilege escalation involves attackers gaining access to additional, adjacent systems, and vertical escalation means attackers gain a higher level of privileges for the same systems.

· Unauthorized access from attackers accessing a network without receiving permission. Among the causes of unauthorized access attacks are weak passwords, lacking protection against social engineering, previously compromised accounts, poor security controls and insider threats.

· Distributed Denial of Service (DDoS) attacks use botnets, large fleets of compromised devices, and use them to direct false traffic at your network or servers. DDoS can occur at the network level, for example by sending huge volumes of SYN/ACC packets which can overwhelm a server, or at the application level, for example by performing complex SQL queries that bring a database to its knees.

· Outdated software/operating systems - Cybercriminals are constantly identifying and exploiting weaknesses in software, which means that running an outdated version significantly increase risk of exposure.

· Unauthorised access to server rooms due to poorly implemented physical security.

· Open network ports or Misconfigured servers can be easily exploited.’

The risks discussed have an impact on the balance of security and access for CoffeeCapulus. Employees need to be able to work without being hindered by overarching access controls and secure configuration, however security of CoffeeCapulus’s data and intellectual property is paramount. 
Securing devices and servers, reducing the risk of BYOT devices, and having an Information Technology (IT) policy will mitigate the risk, but also allow users to have the required amount of access controls to complete work without being hindered. 

3. [bookmark: _Toc58499228]Securing Devices & Servers
CoffeeCapulus will need to secure devices and servers on the network to protect the organisation from threats and vulnerabilities. As BYOT policy is being discussed in the business, it is also essential to secure mobile devices from the extra risk.
The Avast Knowledge article “What Is Server Security - and Why Should You Care?” [4], explains that there are common methods to increasing the security of the server. These methods include using strong passwords for admin accounts and ensuring that communications to and from the server are encrypted. In addition, performing regular system backups and keeping server OS up to date and removing unnecessary third-party software.
Further methods that can be used are discussed on UK’s NCSC document “Common Cyber Attacks” found on guidance page “10 Steps to Cyber Security” [5]. NCSC explains these methods are effective and affordable essential security controls that can be implemented to reduce the exposure from cyber criminals to CoffeeCapulus devices and servers. These are:
· ‘Boundary firewalls and internet gateways - establish network perimeter defences, particularly web proxy, web filtering, content checking, and firewall policies to detect and block executable downloads, block access to known malicious domains and prevent users’ computers from communicating directly with the Internet.

· Malware protection - establish and maintain malware defences to detect and respond to known attack code.


· Patch management - patch known vulnerabilities with the latest version of the software, to prevent attacks which exploit software bugs.

· Whitelisting and execution control - prevent unknown software from being able to run or install itself, including AutoRun on USB and CD drives.

· Secure configuration - restrict the functionality of every device, operating system, and application to the minimum needed for business to function.

· Password policy - ensure that an appropriate password policy is in place and followed.

· User access control - include limiting normal users’ execution permissions and enforcing the principle of least privilege’.

· User training education and awareness - staff should understand their role in keeping your organisation secure and report any unusual activity. 










4. [bookmark: _Toc58499229]Network Design
[image: ]The diagram below is a design of a network infrastructure backbone and servers. Security procedures have been implemented to protect unauthorized access to the servers.  

The security procedures implemented on switches and router are:
· Passwords for console, virtual teletype (VTY) and privilege EXEC 
·  Service password-encryption enabled.
· 5-minute exec timeout on VTY 4, 15 and console, disconnecting inactive sessions
· 3 failed login attempts happen with 120 second, login is blocked for 30 seconds rule on router
· minimum password length of 6 characters
· Legal banner for warning of unauthorised use
· Wireless router is using a WPA2-PSK wireless access using AES encryption.
· The wireless router has a password for the configuration access
· SSH enabled with local admin and password setup with privilege 15 for encrypted remote session
· Also enabled Authentication, Authorization and Accounting (AAA) for SSH access to switch
· Enabled Spanning Tree Protocol (STP) to protect network from loops be formed. 
· Unused interfaces administratively closed.
· Enabled 802.1X security login for servers
· Network Time Protocol (NTP) login for server.
· File Transfer Protocol (FTP) login credentials.

5. [bookmark: _Toc58499230]Packet Filtering Firewall
A packet filtering firewall is one of the basic types of firewall implemented on CoffeeCapulus network. Filter firewall receives packets and evaluates them according to a set of rules, which are usually in a form of access control list and forward onto the destination or deny the packet, as discussed by Rupali P. Hinglaspure and Prof. B. R. Burghate research article “Analysis of Packet Filtering Technology in Computer Network Security” [6].
IBM’s Knowledge Center page on IP Packet Filter Firewall [7] which explains the packets are evaluated on the following information:
· ‘Source and destination IP addresses

· Protocol, such as Transmission Control Protocol (TCP), User Datagram Protocol (UDP), or Internet Control Message Protocol (ICMP)

· Source and destination ports, ICMP types, and codes

· Flags in the TCP header, such as whether the packet is a connect request

· Direction (inbound or outbound)

· Which physical interface the packet is traversing’

There are two typical types of packet filters, stateless & stateful packet filter firewall. A stateless will not remember any information about the packets that have passed the firewall, whereas stateful will remember previous packets allowed through. These are discussed by IBM.
The advantages are inexpensive, fast & efficient at filtering packets and low resources when operating, as explained Sofija Simic article “8 Types of Firewalls: Guide For IT Security Pros” [8].

There are a few disadvantages of a packet filter firewall. Most packet filtering firewalls can only filter on the network layer and not the application layer. It also does not check the packet payloads for threats and vulnerable to IP spoofing as discussed by Simic.

6. [bookmark: _Toc58499231]Physical Security
Physical security can protect CoffeeCapulus organisational assets such as employees, data, equipment, systems, facilities, and company assets as discussed in David Hutter paper “Physical Security and Why It Is Important” for SANS institute [9]. 
There are number of physical protections that can be implemented to protect CoffeeCapulus as explained by Hutter:
Smart cards to restrict unauthorised access to room like server rooms and auditing of physical access to restricted areas. Smart card can also be used as a badge to verify an employee or visitor.
Auditing of physical access to restricted areas so that employees that need access to restricted areas for a short period of time.
Securing devices especially mobile devices from being stolen. Encrypted the device will also reduce data breaches if a device is stolen and Mobile Device Management (MDM) software can wipe the internal storage of the device. 
CCTV cameras, guards on premise and intrusion detection alarms will reduce unauthorised access to sites. Spot checks can reduce internal threats like espionage or disgruntled employee selling company assets.
For further in depth reading into physical security and its importance, please see Hutter whitepaper [9].

7. [bookmark: _Toc58499232]Data Encryption
The UK’s Information Commissioner’s Office (ICO) [10] describes encryption as a mathematical function that encodes data so that only the authorised user can decrypt and access the data. By encrypting sensitive data, it stops unauthorised and unlawful access and demonstrates compliance with the security principle. Encryption protects data at rest and in transit. 
ICO explains that symmetric and asymmetric encryption is in widespread use. Symmetric uses the secret key cryptography to encrypt and decrypt the data. Asymmetric uses a public key cryptography to encrypt the data and then uses a private key to decrypt and access the data.
Avast secure server knowledge article [4], explains that using secure shell (SSH) for secure remote systems administration. Server security certificates such as secure socket layer (SSL) or transport layer security (TLS) for Web browser to server communications and virtual private network (VPN) for remote access.
These methods can utilise encryption to secure data in transit, especially when working remotely so protects against ‘man in the middle’ attacks. 
Sirius a company that provides technology-based business solution explains on Sirius Edge article “7 Key Elements of a Successful Encryption Strategy” [11], the different types of encryption methods to protect data at rest and in transit.
‘Data at rest
· Full Disk Encryption (FDE) for endpoint protection
· Full Disk Encryption with Pre-Boot Authentication (FDE w/ PBA) for endpoint protection
· Hardware Security Module (HSM) for key management lifecycle protection
· Encrypting File System (EFS) for storage protection
· Virtual Encryption for storage protection
· File and Folder Encryption (FFE) for unstructured data protection
· Database Encryption for structured data protection
Data in transit
· Wi-Fi Protected Access (WPA/WPA2) for wireless access’
CoffeeCapulus can implement several encryption methods to protect data in transit when staff are accessing information from a remote location. These methods can protect data at rest, when stored on the servers and employees’ mobile devices.

8. [bookmark: _Toc58499233]Information Security Strategy
Information security (IT) policy should be implemented at CoffeeCapulus to protect the business, and to provide guidance to employees in keeping company data secure and acceptable usage of device. It also ensures that CoffeeCapulus abides by Data Protection Act 2019 [12], which holds organisations, businesses, and government departments to account for customer and employee data stored.
An IT policy has been written on Appendix one with assistance from Sophos [13] and BYOD policy template [14].

9. [bookmark: _Toc58499234]Mitigation Strategy for Mobile Devices
As part of CoffeeCapulus BYOT implementation, it is vital to have a mitigation strategy in place for the mobile devices to be secured if they are lost, stolen, or misused.
Georg Disterer & Carsten Kleiner research article “BYOD Bring Your Own Device” by [15] explains that companies should have the ability to remotely wipe the device, especially when data is stored on the device. Devices connecting to the company network should have a VPN installed or another type of encrypted communication with restricted access between BYOT devices and servers. These devices with access to the network and applications should be administered centrally by the company.
A solution to this is Mobile Device Management (MDM) software would be mandatory installation on employee-owned devices. This will allow for monitoring of the device for OS updates and software patches, attempts of jailbreaking or policy violations. 
Restrictions of unknown or unapproved applications installation and enforcing the use of a virtual private network (VPN) when accessing corporate network. MDM software allows for unlocking, decrypted, and remote wiping of device storage as discussed by NCSC article “Mobile Device Guidance” [16].
Microsoft Intune is recommended for laptops which can utilise few of the below features quoted from Microsoft documentation [17]:
· ‘Microsoft inbox security technology
· BitLocker, Windows Defender SmartScreen, and DeviceGuard (virtual-based security), ExploitGuard, Defender, and Firewall
· Restricting remote access to devices
· Setting credential requirements for passwords and PINs
· Restricting use of legacy technology
· App deployment Intune - distribute and deploy apps to your devices and users automatically
· Windows Autopilot reset - Remove personal files, apps, and settings, and reapply the device’s original settings, all while maintaining its identity in Azure AD. Perfect for repurposing a device for the next user.
· User-driven mode - Make it easy for end users to set up new devices, without any IT involvement, using Windows Autopilot.’
For employee smartphones, MobileIron MDM is recommended for workplace usage and can utilise the below features [18]:
‘Device compliance and policy enforcement
· Enforce device passcodes settings.
· Protect data with device encryption and data loss prevention settings.
· Quarantine or selectively wipe business data from non-compliant devices.

Automated device setup
· Instantly connect over corporate Wi-Fi and VPN profiles.
· Secure access to business email with support for Exchange, POP, and IMAP.
· Deploy enterprise apps via an enterprise app store.

Mobile access control and secure connectivity
· Leverage existing identity stores such as Active Directory.
· Certificate­ based authentication prevents man­-in-the­-middle exploits.
· Per­-app VPN simplify secure access to business data.
· Non­-compliant devices can't access corporate resources.’

10. [bookmark: _Toc58499235]Data Retained on Mobile Devices
Employees should be limited to information that is needed for them to complete their work. 
For employees using sensitive or confidential data, the data should not be saved locally to the device but accessed from the corporate storage area network (SAN) when a VPN connection is used. This process should be part of the information security training. 

11. [bookmark: _Toc58499236]Conclusion
The report concludes that it is essential to implement mitigation strategies to protect CoffeeCapulus when introducing a BYOT policy. 
Securing the network infrastructure and using MDM software with data encryption can ensure safety of data at rest and in transit. If the device is lost, stolen or if an employee leaves the company, CoffeeCapulus can be secure in the ability to wipe any BYOT devices remotely to protect data, and remove the potential to exploit the device to gain access. 
CoffeeCapulus will also need to train employees in acceptable device usage and provide IT security policy to ensure employees know their responsibility in ensuring the security of company data and its intellectual property.
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[bookmark: _Toc58499239]13.1	Appendix one

Information Technology (IT) Security Policy		

1. Statement
CoffeeCapulus must protect restricted, confidential, or sensitive data from loss to avoid reputation damage and to avoid adversely impacting our customers. The protection of data in scope is a critical business requirement, yet flexibility to access data and work effectively is also critical.
It is not anticipated that this technology control can effectively deal with the malicious theft scenario, or that it will reliably detect all data. Its primary objective is user awareness and to avoid accidental loss scenarios. This policy outlines the requirements for data leakage prevention, a focus for the policy and a rationale.
2. Scope
This policy is for employee using a Bring your own technology (BYOT) or organisation device such as PC, laptops, tablets, and smartphone accessing CoffeeCapulus network. This covers all CoffeeCapulus data such as financial, employee or customer personal data, restricted & sensitive data, intellectual property, or any other data within the business.
3. Aim and Objectives
The aim of the policy is to provide guidance to employees on information security within the organisation and for remote staff using BYOT or organisation provide devices. The policy will outline the requirements for all employees at CoffeeCapulus so that need to be abided to ensure mitigate the risks. 
4. Employee Requirements
1. Complete security awareness training and agree to uphold the acceptable use policy.
2. Required not to reference the subject or content of sensitive or confidential data publicly, or via systems or communication channels not controlled by Public Relations department. For example, the use of external e-mail systems not hosted by to distribute data is not allowed.
3. To maintain information security, you need to ensure that all data is not left unattended at your workstation or in public spaces.
4. Device may be remotely wiped if the device is lost, terminated employment, IT detects a data or policy breach, a virus or similar threat to the security of the company’s data and technology infrastructure.
5. Unauthorised application is not allowed to be installed on the device Please see company’s list of approved applications.
6. Employee will need to use a secure password on all systems as per the password policy. These credentials must be unique and must not be used on other external systems or services.
7. The device will lock itself when idle for three minutes. After three failed login attempts, the device will be locked. Contacting service desk will be required to regain access to the device.
8. When accessing CoffeeCapulus network remotely, you will be required to use virtual private network (VPN) installed on the mobile devices by IT to access emails, applications, and storage area networks (SAN).
9. Visitors to must be always escorted by an authorised employee. If you are responsible for escorting visitors, you must restrict them appropriate areas.
10. Terminated employees will be required to return all records, in any format, containing personal information. This requirement should be part of the employee onboarding process with employees signing documentation to confirm they will do this.
11. You must immediately notify if a device is lost or stolen immediately. In the event that you find a system or process which you suspect is not compliant with this policy or the objective of information security you have a duty to inform line manager, so that they can take appropriate action.
12. If you have been assigned the ability to work remotely you must take extra precaution to ensure that data is appropriately handled. Seek guidance from if you are unsure as to your responsibilities.
13. Please ensure that assets holding data in scope are not left unduly exposed for unauthorised viewing.
14. Data that must be moved within is to be transferred only via business provided secure transfer mechanisms (e.g. encrypted USB keys, file shares, email etc). you will provide with systems or devices that fit this purpose. You must not use other mechanisms to handle in scope data. If you have a query regarding use of a transfer mechanism, or it does not meet your business purpose you must raise this with cyber security team.
15. Any information being transferred on a portable device (e.g. USB stick, laptop) must be encrypted in line with industry best practices and applicable law and regulations. If there is doubt regarding the requirements, seek guidance from cyber security team.
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