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[bookmark: _Toc145075728]Executive Summary
For business cloud computing has become a key enabler for rapid deployment of applications and services. However, public organisations tend to use traditional on-premises data centres for application hosting. This is due to the wide mix of applications and commercial frameworks.

This proposal is for the project to present a comprehensive guide to successfully migrating an on-premises application to a secure and sustainable cloud platform. 

The project will research and evaluate industry best practices for cloud computing and the advantages it brings for resilience and scalability. The project will be focused on one real use case as an exemplar and provide an evaluation and guidance of the migration journey.

This paper outlines the background to the intended use case, research areas, and research methodologies. An outline resource plan for the project is provided including highlighting any risks and issues that may arise.


[bookmark: _Toc145075729]Introduction
This paper contains a project proposal to examine the techniques and process to allow the “Migration of Legacy On-Premises Application to a Secure and Sustainable Cloud Platform Using Cloud Native Components”. This is within public healthcare IT context.

[bookmark: _Toc145075730]Project Limitations
It is important to note that the paper is not comparing traditional on-premises hosting and architecture with cloud. The decision to utilise cloud technologies is an organisational one that has been made and therefore this research will not be comparing traditional on-premises hosting with cloud. 

The current cloud provider is Google Cloud Platform (GCP), this project will touch upon generic approaches to cloud computing and application design, however it is required the final design will utilise GCP components.

[bookmark: _Toc145075731]Organisation
Digital Health and Care Wales (DHCW) is a national organisation that provides a range of IT services to health and social care. These services range from foundational infrastructure services such as service hosting, network provision, email, cyber security, application support and development through to application procurements and solution implementations. These services underpin the day-to-day running of the NHS in Wales. Further information about the organisation can be found here: About Digital Health and Care Wales - Digital Health and Care Wales (nhs.wales) 

DHCW also provides data services via its Information Services Department. As well as analytics and data visualisation, this department is responsible for the secure acquisition of data both from and to a range of health organisations and provides data validation and transformation tooling. The data gathered is vital for the measurement, forecasting and planning of clinical services.


[bookmark: _Toc145075732]Current Data Acquisition Solution
The main acquisition tooling used is an in-house bespoke 3 tier software (.net, SQL Server DB). The codebase and approach are based on legacy design patterns and deprecated software components, such as the .Net library version and Windows Server host. Due to these problems, the service is currently on the organisations corporate risk register[] – see Appendix A.
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[bookmark: _Toc145075779]Figure 1 – Corporate Risk Register Entry

As part of the general DHCW strategy, cloud first is the infrastructure approach for new service and application developments. This research will look at the capabilities of cloud service providers.

To put the legacy service on to a sustainable footing will require interpreting the existing solution, software design skills and cloud development skills. In addition, the nature of the data requires high levels of cyber and data security mechanisms and information governance controls.

It is important to emphasise this is a migration end-to-end of an existing production service and processes and not just the modernisation of the existing application in situ, so business change considerations will be required for end users.

This proposal is not about the data or data analysis, but about the technical migration and modernisation of a service to a cloud platform using cloud native tools. It is expected the processes and lessons learned can be used as a template for DHCW and other health organisations to migrate other production services.

[bookmark: _Toc145075733]Legacy Application Scope
Although the NHS in the UK is perceived as a single institution, it is key to understand that organisational structures such as health boards and primary care organisations are their own legal entities, and therefore, each organisation is responsible for adhering to industry compliance, laws and ethics. This responsibility means that the provision and governance of the digital services and data involves many parties and flows of data between institutions. In addition, each organisation has its own systems to capture data.

Figure 2 shows the seven Health Boards that use the legacy service to submit activity data to a central Information Services team within the DHCW. As well as providing a mechanism for secure access, the service also provides validation routines and feedback to the submitting organisation.

[image: ]

[bookmark: _Toc145075780]Figure 2 - NHS Wales Health Board Map
The scope of this project is to cover the same number of organisations and central DHCW support and informatics teams.



[bookmark: _Toc145075734]Existing Application Deployment
The UML deployment diagram in Figure 3 illustrates the current on-premise components for the existing solution using a traditional datacentre with two servers. Access to the application from health organisations is via the NHS private network (intranet).


[image: ]
[bookmark: _Toc145075781]Figure 3 – On-Premises Deployment Diagram

For simplicity, resilience of components is not shown in the diagram.


[bookmark: _Toc145075735]Existing Solution Application Overview
The use case diagram in Figure 4 is intended to communicate concepts only of the existing solution, it is not part of a formal use-case analysis. It shows the high-level use-cases and the interaction between the user and the application.

[image: ]
[bookmark: _Toc145075782]Figure 4 - High Level Use Cases
The diagram shows the end-user and the interactions with the application. The following section briefly expands each use case.

[bookmark: _Toc145075736]Use Case Overview

[bookmark: _Toc145075737]UC1.1 – Authenticate
The User opens a web browser, the application URL and is presented with 2 factor authentication with using a username and password.
[bookmark: _Toc145075738]UC1.2 – Choose Upload Type
The application allows the user to upload several file types each with different contents and structure. Selecting the file content type indicates to the application what type of validation routine needs to be executed once the file is uploaded.
[bookmark: _Toc145075739]UC1.3 – Upload CSV File
The user selects the submission file from their local file system and uploads. This executes the submission routine for the chosen submission type.
[bookmark: _Toc145075740]UC1.4 – Review Validation Output
The user will be provided with an echo of the submission with error codes appended to each record. The error codes allow the user to correct the file. Resubmission with corrections is simply a repeat of the process.
[bookmark: _Toc145075741]UC1.5 – Validate File Contents
The Application runs validation routines and business logic against the submitted file and cross checks with existing submitted data. The validation routines will differ dependent on the submission type or dataset chosen. 
[bookmark: _Toc145075742]UC1.6 – Write Validation Report
The validation report is a file that is an echo of the original submission with a validation code appended to the end of each record. The validation codes are used to by the user to apply appropriate corrections and then resubmit the file.
[bookmark: _Toc145075743]UC1.7 – Update Database
The Application will maintain the appropriate dataset within it’s database. Note, from this acquisition database, then data can then be used for analytical purposes.


[bookmark: _Toc145075744]Background to the Proposed Research

The background for the research will be categorised into several areas:

· Cloud Services as a secure hosting platform
· Software Development in the cloud utilising cloud native tools
· Design patterns in cloud architecture and cloud managed services

In addition, the following less technical research categories:

· Cloud Security policies and best practice
· Data Security policies and best practice
· Service Migration
· Business Change
· Data Visualisation

Any solution design must follow organisational policies on cyber security and information governance controls:

· Information Governance - Home (sharepoint.com)
· Quality Assurance & Regulatory Compliance - Integrated Management System - All Documents (sharepoint.com)


To develop an initial literature review plan Figure 5 shows a mindmap that starts with the central theme of the project and highlights key themes which will form the basis for the review plan.


[image: A diagram of a company
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[bookmark: _Toc145075783]Figure 5 - Literature Review Planning

The mind-map shows 4 key themes of Cloud Computing, Application Design, Data Pipelines, and Healthcare IT. 

Keywords from the mindmap were used to build 4 search strings in each theme, the aim is to find existing literature:

	Theme
	Search Terms / Keywords

	Cloud Computing
	Note: These keywords terms were taken from the publication “Cloud migration metamodel” [1].
Legacy, Cloud, Cloud Computing, Service Computing, Monolith application, On-premise application, Legacy application , Legacy program , Legacy code , Legacy system , Legacy component , Legacy software, Legacy information system, Pre-existing assets , Legacy architecture , Legacy asset, Methodology, Reference Model, Process Model, Migration, Cloud migration, Cloud adoption, Migration to Cloud, Legacy to Cloud migration , Legacy migration to Cloud

	Data pipeline
	Data Pipeline, ETL (Extract, Transform, Load), Data Integration, Data Workflow, Data Engineering, Data Ingestion, Data Transformation, Data Processing Pipeline, Batch Processing, Real-time Data Pipeline, Streaming Data, Data Pipeline Architecture
Data Pipeline Framework, Data Pipeline Tools, Data Pipeline Automation, Data Pipeline Orchestration, Data Pipeline Best Practices, Data Pipeline Use Cases, Big Data Pipeline, Cloud Data Pipeline, Data Pipeline Monitoring, Data Pipeline Optimization, Data Pipeline Scalability, Data Pipeline Security, Data Pipeline Challenges, Data Pipeline Performance, Data Pipeline Case Study,
Data Pipeline Tutorial, Data Pipeline Governance, Data Pipeline Metadata


	Application Design
	Application Design, Software Design, User Interface Design, User Experience (UX) Design, User-Centered Design, Interaction Design,
Information Architecture, Prototyping and Wireframing,
Design Patterns, Design Principles, Design Thinking, Responsive Design, Mobile App Design, Web App Design, Graphic Design,
UI/UX Best Practices, Design Tools (e.g., Sketch, Figma, Adobe XD),
Design Guidelines, Usability Testing, Accessibility Design, Design Iteration, Visual Design, Frontend Design, Backend Design,
Database Design, API Design, Microservices Design,
Scalable Design, Security by Design, Agile Design


	Healthcare IT
	IT Policies, Migration Planning, Training Strategies


[bookmark: _Toc144841000]Table 1 - Search Keywords

Generative AI was also used to build a draft list of keywords for search terms, in this case ChatGPT [2], an example can be seen in was used as can be seen in figure 6.
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[bookmark: _Toc145075784]Figure 6 - Generative AI Keyword Suggestions
The following sections in this document group together some of the initial key articles and papers found as a basis for the proposed research.

[bookmark: _Toc145075745]Cloud Computing
In the publication Definition of Cloud Computing for the Nation Institute of Standards and Technology (NIST), Peter Mell and Timothy Grance explain of cloud computing:

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This cloud model is composed of five essential characteristics, three service models, and four deployment models.” [3]

The same publication goes on to describe the models of Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). In addition, the four deployment models are defined as Private Cloud, Community Cloud, Public Cloud and Hybrid Cloud. 

In the IEEE conference paper “Cloud Computing: History and Overview”, Jayachander Surbiryala and Chunming Rong state that:

“Cloud computing is a model where services are added on the way to use the services over the Internet which are dynamically scaled. In the past, the cloud was often used to represent part of the Internet with some infrastructure.” [4]

They also note in the article that Salesforce [5] was one of the first companies to offer “cloud computing” [4] and the concept of scalable Software-as-a-Service for customer relationship management services in 1999 [5].


[bookmark: _Toc145075746]Cloud Migration
The IEEE conference paper Cloud Migration Metamodel: a framework for legacy to cloud migration [1] by Pooja Pamami, Aman Jain and Navneet Sharma provides an excellent basis to help research cloud migration topics explaining the research techniques they used. In addition, the metamodel developed will inform a structure around the migration process.

As the platform must be GCP – Google provide a number whitepapers [6] that provide best practices and guidance for consumers. As the supplier it will be critical to cross reference their advice with external sources. An example whitepaper: CIO’s Guide to Application Migration outlines some of the considerations such as “where to begin” and discusses which is the right migration path.

[bookmark: _Toc145075747]Resource Consumption
Analysis of how cloud resources are consumed will be part of the project case study - this will be key to the organisation understanding costs when hosting in the cloud.

[bookmark: _Toc145075748]Cyber Security
Cyber Security best practices are essential in all aspects of computing, but especially so for high profile health organisations wishing to use cloud technologies. The DHCW organisational policies will be studied to ensure compliance.




[bookmark: _Toc145075749]Application Design

[bookmark: _Toc145075750]Application Development in the Cloud
The aim of the project is to move to cloud computing, so a principle of the solution design will be using as many cloud components as possible, this means using cloud native tools rather than virtualisation (IaaS). This will involve application design following design patterns outlined by J Gilbert in the book Cloud Native Development Patterns and Best Practices, this includes such concepts as Continuous Integration and Serverless Framework [7].


[bookmark: _Toc145075751]Data Pipelines
A key aspect of the proposal is to replace the existing data flow technology between organisations. For the design of a new process, it will be essential to understand the best practices for data pipelines. As cloud technologies are continually evolving videos such as LinkedIn Learning’s Data Science on Google Cloud Platform: Building Data Pipelines by Kumaran Ponnambalam are invaluable. The video describes the Data Science Modules of acquisition, transport, storage, and processing [8].


[bookmark: _Toc145075752]Healthcare IT

[bookmark: _Toc145075753]Standards & Policies
As well as laws, ethics, organisational policies, the project solutions will need to comply with guidance published by UK government agencies such as A guide to good practice for digital and data-driven health technologies - GOV.UK (www.gov.uk) [9].

NHS Digital also publish Data Security and Information Governance guidance including the Data Security and Protection Toolkit [10].

The solution requirements and design will be assured against the principles set out in the corporate guidance.


[bookmark: _Toc145075754]Information Standards
The research will look at the NHS Wales information standards policies




[bookmark: _Toc145075755]Commercial aspects – Financial operations
As the digital services underpin the day-to-day running of the health service, sustainability is key from staying ahead of cyber-attacks and use of state-of-the-art tools.

[bookmark: _Toc145075756]Training – Capabilities and skills
Research into Googles Cloud Skills Boost programme will highlight specific learning pathways for the data pipeline support team.


[bookmark: _Toc145075757]Aims & Objectives

[bookmark: _Toc145075758]Project Aim
The main aim of the research project:
· To demonstrate the use of cloud computing and methodologies as a replacement way of working compared to traditional on-premises architecture.
[bookmark: _Toc145075759]Core Objectives
Core objectives:
· To carry out a critical review of the relevant literature relating to cloud development identifying 5 best practices for cloud DevOps teams 
· Perform a usability audit of the existing service including identifying outages over a 12month period.
· Design a secure and sustainable process for submitting data using cloud tooling.
· Build the data-pipelines and associated data validation tools for the data submission process.
· Evaluate and appraise the new solution and ways of working and compare with the existing legacy service.



[bookmark: _Toc145075760]Methodology

[bookmark: _Toc145075761]Research Methodology

[bookmark: _Toc145075762]Philosophy
A phenomenological approach will be used to capture the user requirements and experiences. The user data will be collected as part of surveys, user group meetings and interviews with domain experts in the current data acquisition team. The purpose of survey data will allow comparison of a before and after picture of the solution. The survey will not be overly complex and will simply cover such aspects as ease of use of user interface, how the process is understood. Open questions will also be asked to inform future requirements. 

The second approach will be a Positivist one, technical data will be in the form of process logs and service desk data e.g., does the new process reduce or increase the number of calls logged against the service. The use of cloud services also allows for the accurate costing of consumption – this will allow forecasting and ensuring design is optimised.
Top of Form
Bottom of Form

[bookmark: _Toc145075763]Approach
A mixed methods approach, deductive and inductive, will be used as there are two distinct areas; the development and technical elements of cloud components and architecture and then the user behavioural.

[bookmark: _Toc145075764]Strategies
Research strategies will include a literature review, case study and development techniques.

1.1.1.1 Literature Review
A literate Review is key to understanding how similar problems have been addressed and ensure a sound understanding of industry best practices in the areas to meet the proposal objectives.

The review will look at history and current trends and thinking to understanding how technologies have evolved. An aspect of the review will also include identifying future trends.

1.1.1.2 Case Study
A Case Study approach will be taken to further understand the detail of the problem. In the book Case Study Research: Principles and Practices, Gerring says of the case study approach:
  
“Sometimes, in-depth knowledge of an individual example is more helpful than fleeting knowledge about a large number of examples. We gain better understanding of the whole by focusing on a key part.” [11]

As this research and project is covering a well-defined specific corporate risk, the case study will be carried out to fully document and understand problem and focus on the particular use case.

To gather research evidence, such tools as User Experience Questionnaire UEQ and usability audits will be used. The use of surveys to identify end-user acceptance and build requirements.

1.1.1.3 Software Development
The use of cloud native tooling will allow rapid prototyping of software solutions at low to no cost. This will inform iterative designs – in addition to data pipelines it will also allow for Cyber and Data Security configuration and tooling to be examined to discover the best approach.

[bookmark: _Toc145075765]Risks & Limitations
Organisational priorities – research into the existing solution and building requirements and use cases will depend on the availability of users and subject matter experts who understand the existing domain. As the projects aim is to ultimately benefit the departments concerned, it is expected that resource would be made available. If assumptions must be made this will be stated clearly within the project.

Availability of subject matter experts – the research will depend upon the availability of key subject matter experts who are part of day-to-day operational support team. These same people will provide requirements for the solution and will also be required to validate and evaluate the effectiveness of the proposed solution.

Skills and capabilities – the use of cloud components will require a change of working. The existing traditional way of deploying software and only fixing when required no longer works as the cloud host will enforce updates and best practice. This means the support team will need the tools and capability to work in a more DevOps way.

Risk in that the approach won’t be accepted by end-users within the timescales of the project.

If the end users dislike the solution the fallback position will be to continue using the existing processes or begin another cycle of design and development.

[bookmark: _Toc145075766]Ethical Issues
Although the nature of the project is to support sensitive health data flows and data pipelines, the aim itself is to establish the secure technical architecture and not specific to a given dataset or data model, therefore the research and project is not required to examine or expose commercially sensitive or person identifiable information (PII).

Only synthetic data will be used during the prototyping, building, testing and demonstration of the solution capabilities. The move to a production platform, and therefore, exposure to sensitive data is outside of the scope of this proposal.

The main issue would be the failure of the end design to meet user expectations and the existing corporate risk won’t be closed, this would result in reputational harm for the organisation.


[bookmark: _Toc145075767]Validity, Reliability & Generalisability
4.1.6.1 Validity
The chosen research approach and the use of case study will allow the findings to be valid for additional similar projects the organisation.

4.1.6.2 Reliability
The reliability of the findings will be able to be stood up to scrutiny as the case study approach should be easily understood.

4.1.6.3 Generalisability
The outcome of the research will provide an evidenced based approach to migration of services to using cloud-based components for a health organisation. Although specific to a use-case, it is expected the results will be reused to inform further migrations of services.

[bookmark: _Toc145075768]Data Evaluation Methods
4.1.7.1 Data Collection
As there is a mixed method approach to the research, there will be two main categories of data collection – technical and user.

The research is also expected to capture data from the end-user via survey only. At least one user from each of the 7 health boards would be expected to respond on behalf of the health board.

4.1.7.2 Data Evaluation
The project is not experimental and therefore the evaluation will simply by one of whether the new process works and is it more efficient than the legacy process.

For feedback from end users the survey data will provide a straight before/after comparison. Although the feedback will be subjective, it is this user experience that will be key to how the solution is adopted. Natural Language Processing techniques will be considered to help highlight themes from surveys for textual data. The use of NLP though maybe restricted by the way the survey is constructed using scores and choice rather than free text.

Technical evaluation – Time Series Analysis will be used to visualise logs and detect trends or patterns in the log data. The outcome can be used to optimise how resources and components are used.

[bookmark: _Toc145075769]Development Methodology
[bookmark: _Toc145075770]Software Development Methodology
The development approach will be Feature-Driven Development (FDD). This is an agile software development methodology. It places an emphasis on breaking down the development process into discrete tasks. It was developed by Jeff DeLuca and Peter Coad in the mid-1990s and has since been used in various software development projects.
 
[bookmark: _Toc145075771]Resources and Planning
This section describes the proposed hardware and software tooling to be used.

[bookmark: _Toc145075772]Hardware Resources
For development environment and prototyping purposes existing organisation PCs will be used. Access to cloud services will be via the existing organisations internet connections and authentication mechanisms in line with organisation cyber security policies.

For staging of the solution before release to production and end-to-end testing, existing supported on-premises server hardware will be used to host synthetic data and execute code to publish data.

The cloud provider will be Google Cloud Platform (GCP), as stipulated by organisational policy.

[bookmark: _Toc145075773]Software Resources
What software will you be using? What versions? If you need to download specialised software from anywhere, where will it come from?

The basic literature review as outlined in the background it is expected that much of the solution will use cloud native components.

For development tasks, Visual Studio Code IDE will be used and latest google cloud libraries which can be found on respected repositories such as nuget and Maven.

GitHub or Azure DevOps will be used as the software version control repository.

For collecting research data evaluating the project simple survey / questionnaire software would be used as no commercial or person identifiable information would be required to be entered. Note it may also be possible to use internal forms software such as Microsoft Forms [12].


[bookmark: _Toc145075774]Information Resources
DHCWs Information Services team maintain the Data Standard Change Notice process, the data standards are agreed and assured by health organisations. Any solution must adhered to the standards:

“A Data Standards Change Notice (DSCN) is a mandate to NHS and partner organisations and system suppliers to ensure that they are able to support a new or changed data standard.” [13]

Each change notice describes the schema for records and record types and defines how updates and deletes work. The project scope will reuse the existing published standard and not enforce any new data models. 


[bookmark: _Toc145075775]Human Resources
The support team of the legacy application will need to input into the service as well as evaluate the proposed solution ensuring efficiency and benefits.

There will be two groups – end users (NHS employees), within health boards and the central support team. Research data collection will be tailored to the group. It is expected as a minimum only 1 domain expert (key user of existing application), from each of the 7 health boards will be required to input.

The central support team will be key in inputting in to designs and would be expected to be part of code reviews and solution validation on an adhoc basis.

[bookmark: _Toc145075776]Project Plan
Figure 7 shows the use of MS project to start putting together a draft project plan, as a basis for the plan the proposal objectives (highlighted in yellow).
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[bookmark: _Toc145075785]Figure 7 - Drafting a Plan
This plan will evolve as dates are made permeant.





[bookmark: _Toc145075777]Reflection
The project proposal fields bring together many of the elements of course study. This includes elements from information governance, cyber security, development and cloud computing. The section in the document Background to Proposed Research, outlines the provisional research material. This list highlights the broad range of skills required to meet the proposal requirement. 

It would be easy to read into this proposal that the work is about the data itself, it is key to note that this is about the secure transfer and sustainability of the pipeline so more generalisable than a specific use case. 

A key element of this work will be collaboration and communication as it requires input from work colleagues from within the organisation and more widely across NHS Wales. 

The proposal will have a real-world impact and as well as solving a specific corporate risk, the research and findings will inform or provide a basis for other such developments across NHS Wales.




End.
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Switching Service - Data Warehouse

IF the current automated switching service fails before new NDR platform s five THEN
data wil be need to be manually acquired into the 1SD Data Warehouse RESULTING IN an
increased resource requirement to maintain updates to multple reporting systems. The
lack of abilty to upgrade or to develop the Switching Service will also mean that ISD may
be unable to meet any new demands for Information.




