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1. Introduction

The aim of this documentation is to give an in-depth account of the design and development of a
webserver.

1.1 Description of a Webserver

A web server is responsible for storing the contents of a website e.g. text, images and video which
are encoded in HTML (Hypertext Markup Language), and also delivering this data to the client (in this
case the browser) which requested it. A web server can communicate with a web browser via the
HTTP (Hypertext Transfer Protocol) [2].

1.2 About HTTP
HTTP communications are carried out normally via TCP/IP connections with 80 being the default
port, however other ports can be utilised [3].

The protocol used in HTTP is the application-level protocol. The HTTP protocol implemented within
the webserver is known as HTTP/1.1 in line with RFC 2068 [4]. It provides a faster response and
allows for multiple transactions to be undertaken on a single connection as well as providing cache
support [5].

1.3 Socket Programming

For the implementation of TCP, socket programming is required. A socket allows for programmes to
access the network so messages can be sent and received among applications on various networked
machines [3].

The following process is followed in socket programming:

1) Creation of the socket [3]

2) Identification of socket

3) Waiting for incoming connection
4) Send and receive messages

5) Closing the socket [3].

1.4 HTTP Request/Response

Communication between the client and server is via requests and responses, as follows:

1) Client (browser) sends a HTTP request [6]

2) Request is received by the webserver

3) Request is processed by an application ran by the server
4) Server sends a HTTP response in return to the browser
5) Response is received by the browser [6].
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The steps can be seen in the sequence diagram in Figure 2.

Client Webserver

1: Makes a HTTP request

2 : sends HTTP response

Figure 2: HTTP sequence diagram

1.5 HTTP Methods

HTTP identifies a set of request methods used to indicate an action which is required to be carried
out. Within the webserver, the GET method is implemented to retrieve data (Figure 3) [7].

Figure 3: GET method implemented

The file is retrieved through ifstream (input file stream class). The document is parsed out.
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2. Design

This section will provide an insight into the design and development of the webserver.
2.1 Prototype Design & Development
The key design decisions implemented were:

1) How it will respond to requests a web browser will make
2) How multiple connections will be handled
3) How a HTML file will be transferred

2.2 Webserver Design

Check file

[Sund Error 404 HTTP Ruponu] [Sond 200 OK HTTP Ruponsa]

®

Figure 4: State Machine Diagram

Figure 4 displays a State Machine diagram of the webserver. The webserver checks the file and sends
either an error message, ifitis unable to read the file, or it will display the webpage content back to
the client.

2.3 Message Implementation

Table 1 shows the messages which will be implemented within the webserver:

Message Response(s) Notes

File good Successful response HTTP response 200
File not good Not found HTTP response 404
No file Not Implemented HTTP response 501

No messages received

Client Disconnect

Table 1: Messages
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2.4 Server Logic Implementation

Upon implementing the server logic, the following were considered:

If no messages are received the client is disconnected and the socket is closed and cleared (Figure 5).

{(newfd, &mas

Figure 5: Client disconnection

Error messages are implemented for creation of a socket, binding and listening so the user is
continuously notified about errors when connections are occurring (Figure 6).

printF(

Figure 6: Error message implementation
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As data is received the FD_CLR is implemented to clear the file descriptor within the set.
WSACleanup () terminates the ws2_32.dIl. The closesocket() function closes the socket identified
(Figure 7).

Figure 7: Closure of Winsock
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3. Adhering to Best Practice

This section demonstrates how the development of the webserver has adhered to best practice.

3.1 Design Decisions

Select() function was implemented to handle the multiple connections the webserver will receive.
Moreover, it can be implemented to identify the status of a socket(s) which are waiting to carry out
synchronous /0 [8].

3.1.1Select()
Within select there are the following functions: FD_ZERO which is utilised to clear the fd_set (Figure
8) and FD_SET which is implemented to add a descriptor to the fd_set (Figure 9).

Figure 8: Clearing of master and temp

Figure 9: adding listening socket

Figure 10 demonstrates how a copy of the master file was created where the copy will contain
sockets which are accepting the inbound connection requests/messages.

fd = read_fds.fd_array[i];

Figure 10: Setting up connections
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In the final implementation, the listening socket is removed from the file descriptor set and closed.
This is to prevent further connections. The socket number is retrieved and removed from the master

file list and closed (Figure 11).

Figure 11: Closure of Select()

3.1.2 Select Pros & Cons
The select function allows the file descriptors to be monitored which are waiting for an event. The
server socket(listening) notifies pending connections available which can be accepted(accept) [9].

Multithreading could have been implanted for the webserver. However, it can be difficult to debug,
is said not to be scalable for many clients and there is the possibility of deadlocks occurring. In this
case, select()is believed to be a more efficient way of handling multiple clients and is believed to be
better for functionality and performance [10] [11].

3.2 HTTP responses
Upon a HTTP request being received the server will respond with a HTTP response. There are 5
different classes: informational, successful, redirect, client and server errors [12].
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The webserver will have the following responses (Figures 12, 13 and 14) implemented:

1) The request has succeeded (200) displaying a successful response [13]

= |7
@ Test Web Browser X +

L C @ localhost8080Avebpagetesthtm & NF e

This is a webpage testing out the webserver

Figure 12: HTTP Response - Request Successful

2) Not Found (404) showing a client error [13]

@ localhost:B0B0 web.htrm x +

& C @ localhost:BOBOAweb.htm

404 Not Found

Figure 13: HTTP Response - Not Found

3) Not implemented (501) showing server errors [13]

@ localhost:8080/web,htm x +

« C @ localhost:B080Aveb.htrr

501 Not Implemented

Figure 14: HTTP Response - Not Implemented

10
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Figure 15 shows the format of a HTTP response.

Send HTTP Request - Write lines to socket

Method URL Protocol Version

v '
~ GET /index.html HTTP/1.1

Host: www.example.com
User-Agent: Mozilla/5.0
Header —  Accept: text/html, */*
Accept-Language: en-us
Accept-Charset: 150-8859-1,utf-8
. Connection: keep-alive

blank line

Figure 15: HTTP Response Format [3]
The below is an example of a minimal HTTP Header requiring 3 parts:

1) HTTP/1.1200 OK which indicates what HTTP version is being used and the Status code and
message [3]

2) Content-Type: text/plain which indicates if the text being sent is plain. Images can be utilised
as well

3) Content-Length: which indicates how many bytes is being sent by the server [3].

Figure 16 shows an example of the code implementation.

Figure 16: HTTP Response code implementation

11
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4. Conclusion

To conclude, the webserver can handle multiple connections and provide the appropriate HTTP
responses to any requests made by the browser. The webserver adheres to best practice in a
number of ways:

e Select() has been implemented to handle the multiple connections. As discussed, it is
believed to better performance wise and a more efficient way to handle multiple
connections (Figure 17)

@ Test'Web Browser X | @ TestWeb Browser X | @ Test'Web Browsser X @ TestWeb Browsser

C @ lcalhostBOBOAvebpagetest

This is a webpage testing out the webserver

Figure 17: Handling Multiple Connections

* Winsock has been implemented for socket programming and provides the user with error
messages in the creation of a socket, binding and listening

e Disconnections have been handled and as well as appropriate measures for closure of the
sockets and clean-up of Winsock

* The webserver responds to requests with 200, 404 and 501.

5. Future Implementations

The following are future implementations/recommendations for the webserver:

* Implementation of HTTP responses into a class

* Webserver able to handle different file formats such as jpegs, xml, txt, gif, pngand zip

e The code for the responses could be condensed down and an alternative way to be coded
researched

e 404 response could be placed intoits own handler

e Further HTTP responses could be implemented to respond to further HTTP requests made
such as 204 No Content, 301 Moved Permanently and 403 Forbidden.

12
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