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Abstract

Hyper-Fort, a consultancy company specialising in the energy sector are intent on providing their users; both employees and customers with access to their network while utilising their own devices. There are numerous attractive reasons to do so, such as an increase in employee productivity (CITATION) as well as cost-savings associated with not having to continuously radically overhaul hardware. While these benefits are extremely attractive to large businesses, such as Hyper-Fort, there are numerous risks associated with this type of project. Hyper-Fort’s intellectual properties are worth billions and the organisation hold client and customer data on their systems. Hyper-Fort has a legal obligation to ensure stored customer and employee data is secure. Such an organisation represents an attractive target for cyber-criminals and as such, Hyper-Fort is seeking expert consultation on how best to protect their intellectual properties and user data in order to mitigate the threat and reduce risk as much as possible. End-users may attempt to access Hyper-Fort's network utilising devices that are infected with malware or via networks that are unsecured. A robust strategy and series of policies must be implemented to minimise the risk of intrusion or data breaches while end-users make use of their own hardware on Hyper-Fort's network.

Introduction

According to a Cisco (2012) survey, 95% of all respondents claim their employers allow the use of employee-owned technology in one form or another [1]. While there are numerous associated benefits, BYOD does unquestionably present major cyber-security challenges [2]. Hyper-Fort utilises wireless networks to deliver I.T. services to its client and employee base; approximately ninety-five percent of the companies’ network is wireless based. Ensuring confidentiality is a major part of this challenge; data must be stored securely, and risk of data being accessed by unauthorised parties must be mitigated to the fullest extent possible. Hyper-Fort store customer and employee data as well as their own intellectual properties, worth billions; if not managed correctly, a potential consequence of a security breach is very significant. End users, both customers, and employees will not suspect any issues relating to the integrity of data or information accessed on Hyper-Fort's network. Modification of Hyper-Fort's intellectual properties, intentional or otherwise could have catastrophic implications for the business and must be avoided at all costs. Accessibility is a major part of this project, users have a right to expect access to the requisite resources from any location with any device at their own convenience.

Despite the inherent risk associated with BYOD, it is becoming increasingly prevalent; employees or clients are generally more satisfied with their own devices, more adept and skilled at utilising their own devices [3]. While there appear to be benefits for the user, there are also potential benefits for the organisation deploying a BYOD strategy. BYOD has associated productivity and cost-saving benefits in that costs for device acquisition and maintenance shift from employer to the employee; tech is usually more current and powerful [4].





Related Work

Approximately 80% of all employers allow their employees to bring their own devices into the workplace [5]. Benefits such as reduced cost [6] and increased productivity [7], have been reported in addition to employees are able to work from any place and at any time [8]; this allows employers to offer greater working flexibility and promote a healthy work-life balance while benefiting as an organisation [6] [7] [8].

Mobile device management and mobile application management are two of the primary security ‘models’ available to mitigate risk when operating a BYOD policy [9]. When utilised in conjunction with well-enforced security policies [10] this approach can be very effective [11]. The ultimate goal of any BYOD initiative is to acquire all associated benefits to the fullest extent while mitigating any additional risk as much as possible [12].

Assumptions

In the production of this report, the following assumptions have been made:

· Hyper-Fort does not require support to address hard-wired or physical connections to its network.
· Hyper-Fort already has a robust team managing its network security and their interests are exclusively in changes and considerations that must be made to roll out BYOD while mitigating associated risk as much as possible.
· Hyper-Fort currently manages a secure closed network that has no issues or vulnerability whatsoever prior to the roll-out of BYOD.
· Hyper-Fort can appropriately configure all servers within their network.
· Following the full implementation of BYOD and production of all policies, guidelines, standards, procedures and enrolment and delivery of a security awareness program, Hyper-Fort becomes self-sufficient in this regard and will not require ongoing support.

Problem Formulation

As Hyper-Forts intellectual properties are worth billions and the organisation has vast financial wealth and subsequently assets to protect, little consideration will be given to the financial aspects of achieving robust security and cyber-security plan. Smaller organisations may be forced to adopt alternative solutions such as cloud-based computing or indeed software as a service due to infrastructure and maintenance costs that are unachievable.

A comprehensive series of policies, procedures, processes must be designed and adhered to in conjunction with a security awareness program to provide assurance risk has been mitigated as much as possible. Consideration must be given to the connecting devices; we must assume that all types of devices built by all manufacturers running on all operating system variants will attempt to connect to Hyper-Forts network. There must also be planning to account for devices that are infected with malware, are not updated or maintained well (and thus vulnerable) and indeed cybercriminals attempting to extract information from or disrupt operations at Hyper-Fort. Malware that has infected a device connecting to the network poses a significant threat as this malware can migrate via the network into other hardware [13]. Data leakage is an additional concern, as, particularly over time, there is a potential increase in risk as more and more company data are present on users’ personal devices. Should these devices then exchange hands, for whatever reason, confidential information could end up in the wrong hands. 

Hyper-Fort has an ethical and legal responsibility to ensure privacy; customer data should not be accessed unless necessary and should be securely stored within the network.

The categorisation of end users will enable more effective planning in development and implementation; There will be I.T professionals administrating the technology from a central location, clients, numerous departments within Hyper-Forts workforce structure that require varying access and varying permissions to different resources maintained by Hyper-Fort amongst numerous others. 

Perhaps the most easily overlooked element of cyber-security is physical security. While it has been assumed that Hyper-Fort have a robust team and processes in place to manage what will have already been a key part of their security strategy, there should certainly be a review and potentially increased focus on physical security aspects of the business; the best cyber-security strategy ever devised would do little to prevent access to the network and sensitive information if no attention has been paid to physical security.

Users are and perhaps always will be the ‘weakest link’ in any robust cyber-security plan. It is paramount that users are educated at every stage possible to prevent inadvertent attempts to bypass security measures. 

Implementation

Mandatory training in the form of a robust security awareness programme must be implemented to ensure all administrative personnel and management figures have sufficient knowledge to complement their level of administrative access, rights and therefore responsibility. A lack of knowledge and understanding may result in, perhaps inadvertently, actions or events that subsequently compromise all aspects of cybersecurity. Appropriate and relevant User, Device Management, Security, Contextual, Governance, Privacy and Compliance policies must be created, written, published and publicised. Employees must have access to these policies and be encouraged to review them.

A comprehensive group policy structure must be created and maintained; customer service representatives employed by Hyper-Fort, for example, must be able to access customer records (once authenticated) and assist them directly. Separate departments may need to upload resources and materials, or indeed modify published materials stored on the network. An organisation the size of Hyper-Fort will fully need a dynamic and agile method of managing (and indeed creating additional) access profiles to mitigate risk.

Through utilisation of Mobile device management, mobile content management, and mobile application management will result in enhanced security, increased productivity and mitigated risk should a device become compromised. Mobile device management solutions, such as Cisco’s Meraki enable IT departments to effectively manage thousands of devices connected to a network from a centralised location. All devices and operating systems are supported; Cisco is a major Informatics organisation with an excellent reputation and developer support for this software is therefore likely to be excellent. Meraki enables IT to efficiently deploy software and applications remotely, troubleshoot devices remotely enabling effective support for users and restrict access dependant on the network, day and time to ensure maximum productivity and minimum distraction during operational hours. There are also added security benefits in that Meraki will trace connected devices last known locations so should any malicious attempt to compromise Hyper-Forts information take place, the culprit will be more easily traced. Automatic detection of device type and operating system enable more fluid and automated management of network connections. Network policies will vary by device type; Meraki can automatically apply these policies based on the connected device. Policies will dictate that should a device be misplaced, lost or stolen, the organisation has the right to remotely wipe the device, purging it of all business and personal data; Cisco Meraki supports this function. 

Mobile content management (MCM) solutions allow organisations such as Hyper-Fort to secure content rather than devices themselves [14], this approach differs from mobile device management (MDM) solutions such as Cisco’s Meraki and partitions content so that regardless of the status of the device (infected with malware, perhaps) there will be no adverse effect on the stored content, hardware storing it or indeed the network. Access to such content is determined by credentials; should an employee leave the organisation, for example, administrators can easily remove their access rights. There is an element of increased security in that sensitive information is encrypted via MCMs. MCM solutions also enable administrators to prevent access from unsecured or public networks. Open, public networks are notoriously insecure and users connecting to Hyper-Forts network via an open unsecured network such as public cloud networks would compromise data integrity and confidentiality of private information. Appropriately configured MCM solutions satisfy the absolute requirement for authentication, authorisation, and accounting if managed correctly.

Ensuring robust physical security must form part of the overarching cyber-security plan. Servers should be stored in a locked room where access without credentials is virtually impossible to achieve. A strong and sturdy door that cannot simply be broken down should be used and there should be no alternative entry points (such as windows) should be present. RFID cards and scanners could have been utilised to prevent unauthorised access to the server room although there are inherent deficiencies such as the possibility cards or tags to gain entry will be misplaced or stolen. Biometric solutions such as iris scanners or fingerprint readers in conjunction with the use of secure numerical passwords on a digital keypad would offer more robust security and as such should be utilised ahead of RFID technology. 

Educating users at every opportunity is a vital step that must be taken to ensure longevity and adherence to security measures and policies. While the user may feel obstacles are being put in their way and dissociate themselves from security protocol, there would likely be a positive reaction was the justification for the measures provided to them and explained.

Large organisations with significant financial resources such as Hyper-Fort often employ ‘ethical’ or ‘white-hat’ hackers to help develop and continuously improve security. These hackers actively seek means to compromise cyber-security and retrieve sensitive information. If able to detect any weakness, the organisation will be made aware by the employed ethical hackers and subsequently can address any security vulnerabilities; this is an effective component in any long-term cybersecurity plan and helps keep organisations one step ahead of would-be cybercriminals [15].


Results, Findings, and Discussion

Bring your own device proposes a very different challenge to the management of devices and content across a network; rather than focusing on strictly managing devices connected to a network and restricting access to the network itself, the focus must shift to securing content and devices remotely as network connections are becoming increasingly wireless. 

End-users will always be a potential threat to cyber-security, not necessarily due to malicious intentions but perhaps due to ignorance or carelessness. There is a major responsibility on organisations to educate and protect their end users as much as possible; while security or restrictions may frustrate or antagonise an end-user, there are generally extremely good reasons for restrictions to be placed on access. A better understanding of the risks and threats faced will stand any organisation, including Hyper-Fort in good stead and go one step further in the mitigation of risk.

Risk cannot be eradicated entirely and there is no replacement for vigilance. Mitigation, however, can be achieved through the effective utilisation of MDMs, MAMs, MCMs, policies, group policy configuration with appropriate access based on credentials provided to users, employment of ethical hackers, substantial physical security and education.

Security awareness programmes should form a mandatory part of employee's induction into Hyper-Fort employment; doing so will help instill a culture of vigilant, responsible employees and mitigate the risk one such user will intently or inadvertently cause irreparable harm to the organisation; re-training of all employees should also take place.

Sophisticated MDM software such as Cisco’s Meraki makes managing BYOD as painless as it can be and truly empower IT professionals to not only manage all devices connected to the network but also troubleshoot and provide traditional informatics support; IT support should not be lost or sacrificed simply because devices are not owned or maintained by the organisation; productivity will still suffer if this service is not provided. 

Conclusion

Risk mitigation can be achieved in the roll-out of BYOD at Hyper-Fort through a series of actions. Policies should be well written and produced in advance of any prospective roll-out, Hyper-Fort should then be certain all employees have access to all policies and have had every opportunity to examine and understand the content. Hyper-Forts financial status enables a cyber-security strategy that is not particularly limited by expenditure.

A long-term education strategy must be implemented, not just security awareness programmes for administrators and managers but also education targeted towards end-users. Effective education strategies promote understanding, acceptance and an acknowledgement of expectation and responsibility. A culture of respect towards cyber-security and associated policies and protocols is extremely healthy for Hyper-Fort and should be the primary focus of any education strategy deployed.

Mobile device management software, such as Cisco’s Meraki, empower IT professionals and enables effective, remote management and control of all devices connected to the organisational network. Compatibility with all device types and operating systems ensure high levels of accessibility while also providing a backup strategy for stolen or lost devices in that Meraki supports remote wiping of devices. Meraki can also prevent users from accessing the network from an unsecured, public or ‘open' network in locations such as coffee shops. Such locations are often used by would-be cybercriminals attempting to intercept personal or business information via the unsecured network; blocking access from such networks mitigates risk further.

Designing and managing a network effectively and taking steps to mitigate the risk of infiltration or infection with malware remain paramount to the successful implementation and ongoing management of not only BYOD within Hyper-Fort but also the operation of an uncompromised network in general. Restricting access to high-risk applications and websites is highly advisable.

This field is developing rapidly; Hyper-Fort should prepare for ongoing change by ensuring appropriate focus and resource is placed on managing BYOD for years to come, or indeed adapting to newer alternatives. Security concerns may appear over time as more sophisticated methods of infiltrating networks are discovered, it, therefore, must be understood that while the initial implementation may be achieved, there will be an indefinite period where maintenance, development, and vigilance are a constant requirement to ensure risk is mitigated to the fullest extent.
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Appendix A – Hyper-Fort Ltd Enterprise Network
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Appendix B – Data Flow Diagram for Implementation
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