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1. Introduction
Cybersecurity is important for modern manufacturing companies because many production processes now depend on connected computers, Internet of Things (IoT) devices, automated machinery and cloud systems. These technologies can improve efficiency, but they also create additional security risks. A successful cyberattack could cause data loss, production downtime, financial damage and damage to the company's reputation.
SteelForm Manufacturing Ltd (SFM) is a medium-sized company producing custom-engineered components for the automotive and aerospace industries. SFM has recently experienced malware infections, phishing emails aimed at procurement staff and unauthorised attempts to access its production network. The board is also concerned about industrial espionage, data breaches and production downtime.
This report identifies the main internal and external threats facing SFM and recommends security policies, mitigation measures, monitoring and incident response procedures, and staff training. The recommendations are based on recognised security guidance, including the NIST Cybersecurity Framework (CSF) 2.0 and ISO/IEC 27001:2022. NIST CSF 2.0 provides a flexible approach for organisations to manage cybersecurity risks, while ISO/IEC 27001 provides requirements for an Information Security Management System (ISMS). [1], [2]
2. Company Background
SFM uses several connected technologies, including IoT-enabled sensors, automated machinery and a cloud-based production management system. These systems allow the company to monitor production and improve efficiency.
However, connecting production technology to business networks and cloud services increases the potential attack surface. SFM must protect both its normal IT systems and its Operational Technology (OT), which directly interacts with physical machinery and production processes. NIST SP 800-82 Rev. 3 highlights that OT security must consider performance, reliability and safety as well as cybersecurity. [3]
The company's recent security incidents show that stronger controls are required. This is particularly important because SFM's automotive and aerospace customers may provide sensitive designs, technical information and other intellectual property.
3. Identification of Internal and External Threats
3.1 Internal Threats
Human error: is a significant risk. Employees may accidentally click malicious links, open infected attachments or send confidential information to the wrong person.
Weak passwords and poor access control: could allow employees or attackers using stolen credentials to access systems they do not need. Employees should only have access to information required for their role.
Insider threats: may involve employees or contractors deliberately stealing information or accidentally causing damage. This is a particular concern for sensitive engineering designs and customer information.
Unauthorised USB devices: could introduce malware into company computers or production systems.
3.2 External Threats
Phishing: is a major risk because attackers can use fake emails to steal passwords or install malware. Procurement staff may be attractive targets because they deal with suppliers, invoices and payments.
Malware and ransomware: could infect employee computers or production systems. Ransomware could make important files unavailable and cause production delays.
Industrial espionage: could involve attackers attempting to steal engineering designs, manufacturing processes or customer information.
IoT and OT attacks: could target weaknesses in connected sensors or automated machinery. A successful attack could affect production or the safety and reliability of equipment.
Cloud attacks: could occur if attackers obtain cloud credentials or exploit vulnerabilities. This could expose production or business information.
Threat Summary
	Threat

	Type

	Main Impact

	Human error

	Internal

	Malware or data loss


	Weak passwords

	Internal
	Unauthorised access

	Insider threat
	Internal
	Data or intellectual property theft

	USB devices
	Internal

	Malware


	Phishing

	External

	Stolen credentials


	Malware/ransomware
	External

	Downtime and data loss


	Industrial espionage

	External

	Loss of intellectual property


	IoT/OT attacks

	External

	Production disruption


	Cloud attacks

	External

	Data breach




4. Security Policies
SFM should introduce clear security policies covering employees, IT systems, production technology and company information.
4.1 Password and MFA Policy
Employees should use strong, unique passwords and must not share them. Multi-factor authentication (MFA) should be required for email, cloud services, remote access and administrator accounts. MFA provides additional protection if a password is stolen.
4.2 Access Control Policy
SFM should use the principle of least privilege, meaning employees only receive access needed for their job. Access should be reviewed regularly and removed when an employee changes role or leaves the company.
4.3 Email and Acceptable Use Policy
Employees must not open suspicious attachments, click unknown links or provide passwords through email. Suspicious messages should be reported to IT.
Employees should also avoid installing unauthorised software or connecting unknown USB devices to company systems.
4.4 IoT and Production Network Policy
All IoT devices and production equipment should be recorded in an asset register. Devices should use secure credentials and be updated where possible.
The production network should be separated from the office network using network segmentation. NIST recommends security controls for OT that take account of the special requirements of industrial environments. [3]
4.5 Data Governance Policy
SFM should classify information as:
Public = Information that can be shared publicly.
Internal = Information for SFM employees.
Confidential = Sensitive business information.
Highly Confidential = Engineering designs, intellectual property and sensitive customer information.
Sensitive information should be encrypted and only accessible to authorised employees. Each important data set should have an owner responsible for its protection.
4.6 Backup Policy
Important business and production data should be backed up regularly. Backups should be protected from the main network so ransomware cannot easily affect them. Backups should also be tested to make sure they can be successfully restored.
5. Mitigation Measures
SFM should use several layers of protection rather than relying on one security measure.
	Threat
	Mitigation
	Implementation

	Phishing
	Email filtering and MFA
	Filter suspicious messages and enable MFA

	Malware
	Endpoint protection
	Use centrally managed security software

	Ransomware
	Backups and segmentation
	Maintain protected backups and separate networks

	Insider threats
	Least privilege
	Limit access according to job roles

	IoT attacks
	Device management
	Record, update and isolate devices

	Cloud attacks
	MFA and monitoring
	Protect accounts and monitor activity

	Data theft
	Encryption
	Encrypt sensitive information

	USB threats
	Device controls
	Restrict unauthorised removable devices



Network Segmentation
Network segmentation should be a priority. SFM's office IT, production network and IoT/automated machinery should be separated. Firewalls should control communication between these areas.
For example:
Office IT → Firewall → Production Network → IoT and Automated Machinery
This can reduce the chance of malware moving from an employee computer into production systems. NIST SP 800-82 Rev. 3 provides specific guidance for protecting OT while maintaining its reliability and safety requirements. [3]
Endpoint and Patch Management
Company computers should use centrally managed endpoint protection and receive security updates. Updates to production equipment should be tested before installation because unexpected changes could affect manufacturing operations.
Cloud Security
The cloud production system should use MFA, strong access controls and activity logging. Unusual access should be investigated.
Data Protection
Engineering designs and customer information should be encrypted and access should be limited. This reduces the risk of industrial espionage and accidental disclosure.
6. Monitoring and Incident Response
SFM needs continuous monitoring to identify attacks quickly. Security logs should be collected from computers, network devices, cloud systems and important production systems.
The company should monitor:
· Failed login attempts.
· Unusual network activity.
· Malware detections.
· Unauthorised devices.
· Unusual cloud access.
· Changes to administrator accounts.
· Large or unusual data transfers.
A Security Information and Event Management (SIEM) system could collect and analyse these logs.
NIST CSF 2.0 includes Govern, Identify, Protect, Detect, Respond and Recover, providing a useful structure for managing cybersecurity risk. [1]
6.1 Incident Response Process
SFM should have a documented incident response plan based on recognised guidance. NIST SP 800-61 Rev. 3 recommends integrating incident response into wider cybersecurity risk management to improve preparation, detection, response and recovery. [4]
The process should be:
Security alert → Investigate → Genuine incident? → Contain → Remove threat → Recover → Review
If an alert is not genuine, it should be recorded and closed.
If it is genuine, the affected system should be identified and isolated where appropriate. Malware should be removed, compromised accounts secured and affected systems restored using clean backups.
Production systems require special care. Disconnecting machinery without considering safety and operational requirements could cause additional problems. Therefore, IT and production managers should work together during serious incidents.
After recovery, SFM should review the incident to identify what happened and how security can be improved. NIST's current incident-response guidance emphasises learning from incidents and improving future response activities. [4]
7. Training and Awareness
Employees are an important part of SFM's cybersecurity protection. Training should be provided when employees join the company and repeated regularly.
Training should cover:
· Password security and MFA.
· Phishing and suspicious emails.
· Safe use of USB devices.
· Handling confidential information.
· Reporting security incidents.
· Acceptable use of company systems.
Procurement staff should receive additional training because they have already been targeted by phishing attacks. They should learn how to identify fake supplier emails, invoice scams and unusual payment requests.
Production staff should receive training about IoT devices, removable media and the importance of not changing production systems without authorisation.
SFM could run controlled phishing simulations to test employee awareness. Training effectiveness could be measured by completion rates, phishing simulation results and the number of incidents reported by employees.
Employees should also have a simple way to report suspicious activity. Staff should be encouraged to report mistakes quickly because early reporting can reduce the damage caused by an attack.
8. Recommendations
SFM should prioritise the following actions:
1. Enable MFA for important accounts.
2. Separate production and office networks.
3. Improve network and cloud monitoring.
4. Maintain secure and tested backups.
5. Use least-privilege access.
6. Protect IoT and production equipment.
7. Introduce regular staff cybersecurity training.
8. Develop and test an incident response plan.
9. Encrypt sensitive engineering and customer information.
10. Review cybersecurity risks regularly at board level.
SFM should introduce these measures in stages, starting with the highest risks such as phishing, malware, ransomware and unauthorised access. The security programme should then be reviewed regularly and improved as new risks appear.
9. Conclusion
SFM faces significant cybersecurity risks because it uses connected manufacturing technologies, IoT devices and cloud systems while already experiencing malware, phishing and unauthorised access attempts.
The proposed solution combines policies, technical controls, monitoring, incident response and staff training. Network segmentation, MFA, least-privilege access, encryption, backups and monitoring can reduce the likelihood and impact of cyberattacks. Clear data governance can also help protect valuable engineering designs and customer information.
However, cybersecurity cannot depend only on technology. Employees need regular training and must understand their responsibilities. SFM should therefore take a risk-based approach and continually review its security controls.
Overall, adopting the proposed measures would improve SFM's ability to protect confidential information, maintain production availability and respond effectively to future cyber incidents.
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STAFF TRAINING

» New-starter cybersecurity training

* Regular refresher training

* Phishing awareness and simulations
« Extra training for procurement staff
» Safe USB and device use

« Simple incident reporting process

* Measure training results




image3.jpg
THE MAIN THREATS

« Internal: human error, weak passwords and insider threats
« External: phishing, malware and ransomware

« loT/OT attacks on connected machinery

« Cloud account compromise

« Industrial espionage and theft of intellectual property
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MONITORING & INCIDENT
RESPONSE

« Detect: identify suspicious activity

 Assess: confirm and understand the incident

« Contain: isolate affected systems

* Remove: eliminate malware or unauthorised access
* Recover: restore safe operation

* Review: learn and improve
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WHY SFM NEEDS STRONGER
SECURITY

« Smart manufacturing: loT sensors, automated machinery and cloud
systems

« Board concerns: espionage, data breaches and downtime

* Recent malware, phishing and unauthorised access attempts
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CYBERSECURITY AND DATA
GOVERNANCE

STEELFORM MANUFACTURING LTD
(SFM)

BOARD PRESENTATION - 10 MINUTES
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CONCLUSION

« SFM faces growing cyber risks as manufacturing becomes more
connected

« Security must cover IT, OT, loT, cloud systems and people
« A layered, risk-based approach is recommended
* MFA, segmentation, monitoring, backups and training are key priorities

» Cybersecurity should be continuously reviewed
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NETWORK PROTECTION

« Separate office IT from production OT

* Use firewalls between network areas

* Monitor connections to production systems
* Record and manage IoT devices

« Patch supported systems safely

« Test changes before applying them to production
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DATA GOVERNANCE

« Classify data: Public, Internal, Confidential, Highly Confidential
* Protect engineering designs and customer information

« Limit access to authorised staff

« Encrypt sensitive data

« Assign data owners

* Review access regularly
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WHAT SFM GAINS

» Reduced risk of data breaches

« Better protection of intellectual property
« Lower chance of production downtime

« Faster response to cyber incidents

« Improved staff awareness

« Better evidence of security governance

» Greater customer confidence
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SECURITY PRIORITIES
» Multi-factor authentication (MFA)

* Least-privilege access

» Network segmentation

« Email and phishing protection

« loT and production-device management

« Encryption and secure backups

* Regular security reviews
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RECOMMENDED ACTION PLAN

» Immediate: MFA, backups, access review and phishing protection
» Next: network segmentation and central monitoring

» Then: test incident response and recovery

» Ongoing: training, audits and risk reviews

« Board: review key cyber risks regularly




