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Introduction
The emergence and widespread adoption of cloud technology have got IT and business leaders asking essential questions like: How can we better understand cloud computing technology? What are the opportunities and risks associated with cloud computing technology? What can we do to benefit from these opportunities, stay ahead of the competition, and avoid costly investing? What measures do we take to survive the risks and thrive with cloud computing?
The feasibility of cloud computing infrastructure for businesses has been proven by the growth and maturity of the number of cloud services currently available. Even though some businesses have been reluctant to adopt these services, cloud computing technology has evolved to be an essential part of the IT strategy of an organization. Businesses need to start thinking of cloud services as a fundamental business strategy to survive in the fast-evolving global business environment. 
This means businesses must understand the characteristics of cloud computing technology, including the fundamental technology, the evolution of cloud technology, various deployment models for the cloud, the security challenges involved, and the measures for securing their cloud platforms, as included in this paper.
Concept of Cloud Computing
Cloud Computing has gained recognition as one of the most critical innovations in the information and communication technology field. The emergence of cloud computing brought about several benefits to information technology (IT), businesses, and society through its services [1]. The technology has been significant in its impact on its application in both the business and academic environments [2].
There have been several definitions for the concept of cloud computing, with most of these definitions focusing on the description of the technical characteristics and services drawn from cloud computing [2]. The most general definition is given by the National Institute of Standards and Technology (NIST), defining cloud computing as “a computing model which enables convenient, ubiquitous and on-demand access to a pool of shareable, distributed network of configurable computing resources, including servers, storage, applications, networks, and services; which can be rapidly provisioned and deployed with little effort and engagement with the service provider” [2, 3].
Other definitions describe cloud computing as a set of hardware, software, and applications provisioned to provide quality service to a user delivered through the Internet and as a model for deployment of IT-enabled by virtualization that makes it possible for a service provider to deploy related computing resources, including, applications, infrastructure, and data, over the Internet as distributed service [2]. 
The fundamental concept of cloud computing is that it is a computing model that enables users to access a convenient pool of networked computing resources composed of user applications, data storage, processing,  communication networks, servers, and associated services. This platform is effortlessly configurable and can be provisioned and deployed for use at the least effort for setup and management [2]. These services are accessed on-demand (as required), at low costs, and charged per use, meaning the user only pays for their resources [4]. 
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Figure 1: The Architecture of Cloud Computing [4]
In cloud computing, users can store and access data on the cloud from remote locations since the operations involving the cloud are carried out without the users knowing the infrastructure's location [5]. The concept of cloud computing is such that necessary computing resources are delivered from a location different from the one the user is computing [6]. Users need little effort in the deployment and management of the cloud platform. The users are free from the tasks and costs of resource management and maintenance of the platform. The cloud service provider is responsible for maintaining and managing the cloud infrastructure [2, 5]. 
Background of Cloud Computing
The emergence and evolution of the cloud computing paradigm can be attributed to the presence and continued development of various technologies, including the Internet, hardware technology, distributed computing, virtualization, and utility computing, among other technologies. The foundation of cloud computing was initiated by the conceptualization of the Internet back in the 1980s [1]. The presence and continuous advance of the Internet and internet-based technologies enabled the growth and availability of cloud computing by enabling access and availability of resources for users from any location and at any moment as necessary. Several cloud computing services are possible due to the massive penetration of the use of the Internet [6]. 
Virtualization is described as the “backbone of cloud computing.” Virtualization refers to a technique of computing that makes it possible to have multiple virtual computing environments running on one piece of hardware [4, 6]. This increases resource utilization capacity, ensuring that all hardware is used to the maximum capacity possible [4].
Cloud computing also came around as a concept of distributed computing since the technology borrows several techniques from these precedent technologies. Distributed computing comprises technologies such as grid-computation, utility computing, cluster computing, etc., which enable the execution of computational tasks by interconnected computers [7]. These technologies reduce task execution time and increase the availability of services. Cloud computing borrows the concept of distributed computing. The operation involves a set of computers connected by high-speed networks to appear as a single unit while executing tasks. Distributed computing enables computing resources at low costs [8]. 
System Management techniques such as data center automation, service-oriented architecture (SOA), and automatic computing make it possible to have scalability and scalability for multiple clients, which eases the task of cloud infrastructure management by automating resource management tasks deployment. These techniques include self-configuration, self-optimization, self-protection, and self-healing, which integrate autonomous capabilities into the platform [2]. This enhances efficiency in cloud management by reducing faults and maintaining updated technology [9]. 
Characteristics of Cloud Computing
The NIST definition of cloud computing gives five primary characteristics of cloud computing technology, which include the following:
i. On-Demand, Self-Service – this characteristic defines that the cloud service user (subscriber) can access computing resources, including storage and processing, as much as they require without interacting with the service provider [4]. Resources are dynamically provisioned and allocated unilaterally as consumers need [10]. 
ii. Broad Network Access outlines that the cloud platform resources can be accessed via the Internet or network using heterogeneous devices through a standardized channel. This means the computing facilities can be accessed on smartphones, desktop workstations, tablets, or laptops [2].
iii. Resource Pooling – means that the computing facilities and resources made available by the service provider are pooled together and are accessible by several users concurrently in a multi-tenant architecture [2]. Therefore, the service providers can optimize resource usage and availability while maintaining low costs of operations [10]. 
iv. Rapid Elasticity – cloud computing can provide scalability and flexibility in the allocation of computing resources. The design of cloud computing infrastructures is such that it can scale resources available to a consumer, either up or down, according to the dynamics of the business. If a consumer requires additional resources rapidly, they can be easily added, and they can be as easily scaled down to the initial resources as necessary [10].  
v. Measured Service – the cloud platform has automated systems for control and optimization of resource utilization by using a metering capability installed at an abstract level as appropriate to the Service. This includes systems such as the pay-as-you-go model, which monitors, controls, and reports resource usage. There is transparency for the user and the service provider on the amount of resource utilization [4]. 
Services of Cloud Computing
Cloud computing technology makes it possible to deliver IT computing resources to consumers. NIST recognizes three models for the delivery of cloud services. These include:
a) Software-as-a-Service (SaaS)
The SaaS model outlines that cloud service providers are responsible for running and maintaining operating systems, applications, and other software resources on the platform [11]. The software applications, such as SalesForce.com, NetSuite, OfficeLive, etc., are hosted by the service providers and can be accessed through a simple interface like a web application on a browser. This removes the user's task of installation and provision of resources [10]. 
b) Platform-as-a-Service (PaaS)
PaaS is a service model where the provider maintains programming tools, language libraries, and services that enable consumers to create and deploy applications on the cloud [11]. This scheme enables the consumer to deploy applications without concern for the underlying infrastructure, such as servers and databases. Through this scheme, users have a lower application development and deployment [12].
c) Infrastructure-as-a-Service (IaaS)
The IaaS scheme enables the consumer to access a virtual set of computing resources in one subscription package, including network, storage, processing, OS, and applications [10]. The users have access and control over the computing environment and infrastructure, in which they can install and run any software that they may need. The system can scale up or down dynamically to accommodate the services. The physical resources are designed as logical resources and made available through virtualization. This reduces the cost for consumers to acquire client computing facilities [11].
Deployment Models of Cloud Computing
The ability of cloud computing to deliver Services for hardware and software infrastructure is made capable by four models of deployment. These models are:
· Private Cloud
This is a deployment of cloud computing services for a specific organization. It is only accessible to users of the organization and not available for public users, and only permitted users can access the data and applications on the platform. The organization is responsible for managing and maintaining the cloud infrastructure [10].
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Figure 2: Private Cloud Computing Architecture [4]
· Public Cloud
The public cloud is a cloud deployment model where computing resources are made available to the public over the Internet, and resources, including infrastructure, are shared among several users. This model is based on the pay-per-use model of payment, where users only pay for the resources used in the agreed period. This model reduces the cost of hardware acquisition for institutions and increases availability and reliability. Google App Engine is an example of a public cloud. 
[image: What is Public Cloud? | 4 Different Types & Structure of Public Cloud]
Figure 3: Public Cloud Computing Service Providers [16]
· Community Cloud
Community clouds are a pool of cloud computing resources shared between two or more organizations with similar privacy, security, and regulations [12]. This means the cloud infrastructure is maintained and utilized by a group of organizations that have similar core business processes, projects, or demands for infrastructure [4]. The main objective is to reduce the costs of setting up and maintaining IT resources. An example is academic clouds and Google Gov Cloud. 
· Hybrid Cloud
A hybrid cloud is a cloud deployment model composed of two or more of the various individual cloud models. This model is based on the concept of Cloud Bursting, where a private cloud, public, and community cloud may be merged to provide essential services [11]. This model may be used by organizations of similar interests and can be managed internally or by a third-party [2]. 
[image: ]Figure 4: Hybrid Cloud Computing Deployment [4]
Cloud security and mitigation of security issues
There are several benefits drawn from the adoption of cloud computing technology. However, several concerns should be addressed in the application of cloud computing. Some of these issues include:
i. Data Security and Privacy: Security and Privacy of data are critical to data owners and should be considered in the design of cloud platforms. Several threats against user data, such as data theft, denial of service attacks, and service hijacking [1]. Cloud service providers are responsible for securing data stored in their cloud infrastructure, and users also have to deploy security measures on their access technologies [12]. 
ii. Regulations and Compliance: various regulations designed to protect user data may hinder the adoption of cloud computing where their requirements do not allow users' personal and sensitive information to be located outside their countries. The cloud service provider may have to locate their server in the country to provide Service, which may be costly [12]. Regulators should consider developing comprehensive controls for the purchase and usage of cloud services [13]. 
iii. Interoperability and Portability between Clouds: consumers lack the option to use multiple cloud vendors due to interoperability. This is due to the prevalence of each cloud vendor using their standards, making it challenging to move available services between cloud providers. Users also lack options for sourcing services from multiple vendors since there are limited service providers. 
It is recommended to develop multi-cloud managed services and open-source technologies to standardize portability and interoperability.  
iv. Service Availability and Performance: users need cloud services to be available and reliable to support their operations. This is a huge concern for users once their applications are migrated into the cloud, where underperforming Services may lead to a data disaster and damage the company. Users and cloud service providers need to maintain service-level agreements that guide service provision and outline the users and service provider [12].  
Virtualization concepts, including Hypervisor I & II
Virtualization refers to the abstraction of computing resources such that a single physical computing resource can function as multiple resources in a virtual environment. In this method, the computing environment executes multiple tasks on a single resource while keeping physical resources hidden from other systems, users, or applications [14]. Desktop virtualization is a mechanism of virtualizing the desktop system where an independent mirror is generated to provide services as a physical system. A virtualization environment comprises three major components; a Virtual Machine (VM), management tools, and a hypervisor [15].
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Figure 5: Virtualization Architecture [15]
Virtualization technology enables multiple cloud tenants to share physical resources with an integrated level of security and isolation. In addition, virtualization enables secure and transparent introspection of virtual machine activity and content, enabling additional control and monitoring [15].
Conclusion
Cloud is more versatile than traditional IT networks in many ways: it is easier to deploy, has more significant potential for collaboration, and is more scalable than traditional IT. Services are provided through a global telecommunications network, which has evolved into the Internet. Various articles describe cloud services as a transformative opportunity for organizations. This white paper provides an overview of what is helpful for organizations getting started with cloud computing.



Practical 
Development Architecture

The development architecture of the web application was designed to leverage Microsoft Azure services to provide a scalable, reliable, and secure platform for managing student admission, hostel services, and communication.


The architecture consists of four main components:

· Front-end: The front-end of the web application was developed using Bootstrap and React.js. The user interface was designed to be responsive and intuitive, with a consistent design language throughout the application. The front-end communicates with the back-end using RESTful API calls.

· Back-end: The back-end of the application was developed using Node.js and Express.js. The back-end includes various modules for managing user authentication, student admission, hostel services, and communication. The back-end also includes various middleware modules for logging, error handling, and security.

· Database: The database for the application was developed using Microsoft Azure SQL Database. The database stores various data related to student admission, hostel services, and communication. 

· Hosting: The web application is hosted on Microsoft Azure App Service. The App Service provides a scalable and reliable hosting platform for the application, with automatic scaling and load balancing options. The App Service also provides various security features, such as SSL certificates and firewall rules.







Design

Admin Login, Student Admission, Hostel Services, and Contact Us are the three main sections of the application. Each section is designed to be intuitive and simple to use, and the design language is consistent throughout the application.

· Admin Login

The admin login page is a crucial component of the student admission and hostel management system that allows authorized users to access and manage the application's backend. This page typically includes a login form that prompts the user to enter their username and password. Once the user provides their login credentials, the system verifies the information and grants access to the backend dashboard if the credentials are correct. The admin login page plays a crucial role in ensuring the security.
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· Student Enrollment

The application's student admission section is intended to simplify the application process for prospective students. The user interface is intended to be straightforward and simple, with clear instructions and guidance provided throughout the process. It can also include additional features such as student online fee statements, student report cards, student course enrollment etc.
[image: ]
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· Services for Hostels

The application's hostel services section is intended to simplify the management of hostel accommodations and related services.
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· Library services

The application also offers a seamless library service system that enables librarians to assign books to students in an efficient manner. Students can borrow books and return borrowed books with this system.
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· Contact Us

The contact us page is designed to facilitate communication between the institution and its stakeholders. The user interface is designed to be simple and intuitive, with a form that allows users to send messages directly to the institution. Overall, the design of the web application is focused on providing a simple, intuitive, and efficient platform for managing student admission, hostel services, library services, and communication. The design is consistent throughout the application, with a focus on clear communication and ease-of-use.
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