[image: University of Wales Hub: description, news and contact info]







Digital Forensic Analysis of M57.biz Workstation and USB Devices








NAME: RASITHABANU ABDHUL RAHIM
STUDENT NUMBER: 2415470
LECTURER NAME: Dr. Nitheesh Kaliyamurthy



Table of Contents
1. Introduction  	3
2. Purpose 	3
3. Scope	3
4. Key Findings	4
4.1 Illegal Digital Content on Workstation 	4
    4.2 Corporate Intellectual Property (IP) Theft	4
    4.3 Evidence of Coordinated Cover-Up Attempts	6
5. Conclusion	6
6. Recommendations	7





















1.Introduction 
In this part of the investigation, we examine both cases involving M57.biz together to identify any links or connections between them. The first case concerns illegal digital content that was found on a used workstation purchased on the secondary market, while the second case involves an insider stealing the company’s confidential patent research. To thoroughly analyse the evidence, we use advanced forensic tools such as FTK (Forensic Toolkit), Cellebrite UFED, and the Volatility Framework.
A major focus of this phase is on analysing volatile data, which refers to temporary information stored in a computer’s memory (RAM). This type of data is important because it includes running processes, active network connections, and unsaved information that can provide critical insights into what was happening on the computer before it was powered off. Examining volatile data helps us detect if someone tried to hide or erase their activities, giving us a better understanding of any attempts to cover tracks.
Additionally, this section involves validating the forensic tools used throughout the investigation to ensure their accuracy and reliability. By confirming that these tools produce trustworthy results, we can have confidence in the conclusions drawn from the evidence.
By carefully combining evidence from both cases, analysing temporary volatile data, and verifying the effectiveness of our forensic tools, this part of the investigation provides a clearer and more complete picture of the events that occurred at M57.biz. Ultimately, this supports efforts to protect the company’s assets and identify those responsible for the criminal activities.
2. Purpose
The main purpose of this report is to provide a detailed summary of digital forensic findings related to two major incidents that occurred within the company M57.biz. The first incident involves a workstation that was sold on the secondary market but still contained illegal content simulated cat videos and photos meant to represent inappropriate materials. The second incident is much more serious: the suspected theft and sale of confidential company research related to patents. These two issues appear to be connected through company employees and poor data security practices.
This report is based on the analysis of forensic evidence collected from disk images of M57.biz computers, Jo’s USB drive, employee emails, system files, and memory data. All the findings are presented in a clear and professional way and support both internal company review and potential law enforcement action.
3. Scope
The scope of this investigation covered the digital activity of M57.biz employees, focusing mainly on two employees: Jo, Terry and Charlie. 
The forensic examination aimed to identify
· Who was responsible for the content found on the workstation sold on the second-hand market?
· Whether there was any attempt to delete or hide files.
· If company intellectual property (IP) was stolen or leaked.
· Which devices were used to store or transfer sensitive or illegal files.
· Whether any individuals tried to profit from stolen company research.
Data sources included
· Jo workstation (jo-2009-12-11-002.E01) 
· Jo USB (jo-favorites-usb-2009-12-11. E01)
· Terry workstation (terry-2009-12-11-002.E01)
· Terry USB (terry-work-usb-2009-12-11. E01)
· Charlie workstation (charlie-2009-12-11. E01)
· Charlie USB (charlie-work-usb-2009-12-11. E01)
4. Key Findings
4.1 Illegal Digital Content on Workstation
We confirmed that the workstation named M57-JO was assigned to Jo, an M57.biz employee. System records show that Jo’s user profile was used actively until just before the computer was sold. The operating system (Windows XP) still contained registry data, browsing history, and personal media files saved under the folder Documents and Settings/Jo.
Important evidence includes
A cat video (TiggerTheCat.m4v) and a JPEG photo (DSC00010.JPG) were found on Jo’s USB device, stored in personal folders and not deleted, indicating the USB was actively used by Jo. File metadata confirmed the USB was in use in late November 2009, just weeks before the workstation was sold. The drive contained organized folders, such as a /Videos directory, showing it was used for both personal and work-related purposes. Additionally, NTUSER.DAT logs revealed that Jo’s last login time matched the timestamps on the accessed files and the final system shutdown on December 11, 2009.
Further findings reveal
Antivirus logs (AVGIDSAgent.log) show that the system was active up until December 11, 2009, confirming it was still in use before being sold. No wiping or secure deletion software was found, indicating that Jo did not properly clean the system before disposal. Forensic analysis with Autopsy recovered several deleted files, including one named hr_patent52.JPG located in the $OrphanFiles directory. This demonstrates that files were deleted shortly before the device was sold, but the system was not fully cleaned or reformatted. As a result, many files both personal and potentially illegal remained accessible.
Jo was the main user of the workstation, and personal files were found on both the system and her USB drive. The device was not properly wiped before being sold, and deleted files were still recoverable. This shows Jo failed to securely remove sensitive content, posing a risk to company data and violating proper disposal procedures.
4.2 Corporate Intellectual Property (IP) Theft
The forensic investigation uncovered strong evidence that confidential research data from M57.biz was stolen and shared with outside parties. This activity primarily points to Charlie, a patent researcher at the company.

Suspicious USB Activity
Two USB devices were connected to the workstation before the investigation began.
· One USB (Imation Corp.) was actively used by Jo, while another (Alcor Micro Corp.) was only connected briefly.
USB device logs recovered during the forensic analysis revealed important timestamps related to external storage usage. Jo's USB device, identified as an Imation Corp. drive, was accessed on November 23, 2009. On December 10, 2009, files linked to Charlie were also accessed on the same system. This sequence of activity suggests that external devices may have been used to transfer or remove sensitive data just before the investigation began, raising suspicion of deliberate data exfiltration.
Access to Confidential Patent Files
During the investigation, a shortcut file named Patents.lnk was discovered in Charlie’s Recent folder. This shortcut pointed to a “Patents” directory located within his My Documents, indicating prior access to sensitive company research. The file’s last accessed date was recorded as November 19, 2009, confirming that Charlie opened the confidential patent files shortly before crucial evidence was deleted from the system. This supports the suspicion of his involvement in the unauthorized handling of company intellectual property.
Emails Confirming Theft and Blackmail
Several emails from Charlie show attempts to sell confidential research in exchange for money and to threaten recipients with releasing sensitive information unless they paid. In one email to Andy, Charlie demanded $100,000, threatening to expose research that could destroy Andy’s patent. Another email to Jamie offered to leak competitor information for a price. One attachment, 01.zip, was found on Charlie’s system. It was encrypted and originally contained a file titled "Immortality", which was later deleted.
Evidence of Criminal Intent and Planning
Further emails suggest Charlie was expecting large financial gain. He mentioned buying a luxury car and going on a cruise with Alix Pery after receiving money. Messages between Charlie and a contact named Jamael show that Charlie was negotiating payments in return for stolen patent information. Jamael offered $50,000, with $10,000 paid upfront, in exchange for a secret file indicating this was a deliberate, pre-planned scheme.
Cover-Up Attempts 
During the forensic analysis of Jo’s workstation, several deleted and hidden files were uncovered. These included cat videos, images related to patent research, and encrypted documents, many of which were in the $OrphanFiles directory and slack space areas often overlooked by users attempting to delete files manually. Notably, the system had been shut down on December 11, 2009, just days before the official investigation began. This shutdown coincides with the last recorded system activity in the logs, suggesting a possible attempt to avoid detection. Additionally, there was no evidence of secure file deletion tools, such as Eraser or DBAN, being used. As a result, the files remained recoverable using standard forensic techniques. The absence of such tools, combined with the timing of the system shutdown, indicates either a lack of knowledge about proper data wiping methods or a failed attempt to permanently erase incriminating evidence before the forensic team could intervene.
The digital evidence clearly shows that Charlie was involved in stealing confidential information and used email to sell and threaten with sensitive patents. Jo may have unknowingly helped by using unsecured USB devices and not properly cleaning her workstation. Both employees tried to delete or hide files, but forensic tools were able to recover the evidence. This investigation confirms serious crimes related to intellectual property theft, blackmail, and attempted fraud.
4.3 Evidence of Coordinated Cover-Up Attempts
Our investigation uncovered a clear pattern of suspicious and possibly criminal activity, suggesting that someone within M57.biz was attempting to hide their actions and cover up illegal activities. This is supported by suspicious search activity on the user’s computer, which included queries such as “Dell computer for sale,” “Sony PlayStation 3,” as well as terms related to hacking and malware like “keylogger,” “Trojans,” and “how to install malware.” Additionally, searches for technical equipment such as “backup hard drives,” “server,” and “wireless router” further raise concerns. Taken together, these searches indicate possible attempts to sell stolen equipment and acquire tools for spying or data theft, underscoring the seriousness of the situation.
Key Findings  
The terry’s user activity suggests possible involvement in selling stolen equipment, as indicated by search queries related to malware, keyloggers, and hacking tools. These searches point to a potential malicious intent, such as spying on others or stealing sensitive information. This suspicious behaviour is particularly concerning when considered alongside reports of company devices going missing, highlighting the seriousness of the situation.
Two email addresses, t93940@gmail.com and russell.adam.m@gmail.com, were found in various website forms and autofill data, indicating terry manually typed them while likely registering accounts or attempting to sell items. The autofill logs also revealed numerous typed entries, including search terms, item listings, and email addresses. These activities took place on platforms such as Craigslist, online forums, and search engines, suggesting efforts to sell goods or communicate through unofficial channels.
Access to Hacking-Related Websites
Terry visited known hacking-related websites like:
· packetstormsecurity.org
This site hosts hacking tools, malware, and security exploits. Combined with the previous search terms, this suggests terry may have been researching how to carry out attacks or cover their digital tracks.
The combination of dangerous search activity, use of suspicious email accounts, attempts to sell items online, and access to hacking websites strongly suggests that Terry was involved in illegal activities and tried to cover their tracks. These actions indicate a deliberate effort to hide wrongdoing, possibly connected to the missing equipment and theft of sensitive information.
Conclusion
The investigation revealed that Jo did not securely erase personal and inappropriate files from her workstation before selling it, showing poor data handling but no clear involvement in theft. In contrast, Charlie was clearly involved in stealing and attempting to sell confidential patent research, as supported by USB logs, file access records, and incriminating emails. Both employees tried to delete files and hide their actions, but forensic tools were able to recover the evidence. The final case investigation reveals strong evidence implicating Terry in potentially criminal activities, including attempts to sell stolen equipment and use of malware-related tools. Suspicious search history, access to hacking websites, and the use of shady email accounts support this conclusion. The combination of these findings, along with the presence of missing company devices, points to deliberate efforts by Terry to hide illegal actions.
Suspicious online activity further suggests possible malicious intent. Overall, these findings highlight serious security weaknesses and justify legal action, as well as the need for stronger data protection measures at M57.biz.
Recommendations 
Securely wipe all company devices before disposal to prevent data leaks.
· Restrict and monitor access to sensitive files and USB usage.
· Train employees on data security and insider threat awareness.
· Implement endpoint security and USB control measures.
· Develop clear incident response plans including volatile data preservation.
· Enhance email security and use tools to prevent data leaks.
· Regularly update security policies based on new threats.
· Conduct background checks and monitor employees handling sensitive data.
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