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Task 1: Individual Activity — Analysis of Data from the acquired Image

When opening the link, we are redirected on a one drive with few documents such as:

- ransom-letter.docx a word document
- ransom-letter.pdf a pdf document

- the tutorial document

- letter-image.jpg an image

This is all about a ransom demand for Gato a cute little cat.
1) Analyse of the documents:

When analysing a ransom demand in a pdf we need first to analyse the content and ask what
the threats and the demand are; in this case we need to give a certain amount. They are asking for
XMR 3.14159 in Monero in cryptocurrency, it is a mix between XMR, the symbol for Monero, a
privacy-focused cryptocurrency and the first few digits of the mathematical constant pi. It is either
that or Bitcoins, BTC 0.0165, as of today, here are a possibility of conversation: 0.0165 BTC is
approximately £560.04.

Another important thing to do is get the metadata of the picture below. | did download
Exiftool for that. When downloading it you must extract to unzip the file. Then you download the
picture in the file called letter-image.jpg and put it in Exiftool. Then a console opens with all the
information, the metadata of the image. We obtain this:
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Relevant information of the metadata of the letter-image.jpg for this case:

1. Camera Settings:

Model used: Canon EOS R6

2. Date and Time:

2022:02:25 13:37:33

3. Geolocation:

GPS Latitude: 51 deg 30' 51.90" N

GPS Longitude : 0deg 5'38.73" W

GPS position : 51 deg 30' 51.90" N, 0deg 5' 38.73" W

The coordinates lead to this place in London:
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