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Abstract - The purpose of this paper is to explore the current state of affairs regarding cloud computing, the advantages and disadvantages of the different systems. Also, to investigate data loss, the effect of natural disasters on data, backups and network security. 

INTRODUCTION
Traditionally, running an application required hardware and software to be purchased, installed, maintained, repaired, updated etc on site. One good aspect of this is that the business has complete control over the infrastructure and the data.  
Nowadays cloud computing has shown that businesses don’t need to own a resource to use it productively or securely, a plus point of this is cloud computing removes some of the burden of I.T. infrastructure, management and support from the enterprise.  It reduces the time and man power usually required by I.T. staff to buy, configure, support and manage the hardware as well as removing the upfront capital expense needed to setup a large network backbone.
INFRASTRUCTURE AS A SERVICE (IaaS) is an option in which providers offer bare computing resources such as servers, storage, networking and virtualisation as a service. The provider is then responsible for maintaining these as well as the hypervisor layer and security features such as access management.
The users can access these resources through the internet and can use them to install and run applications, but the users have to do a lot of work in terms of installing, maintaining and managing the software layers, (even though they have a lot of flexibility)[1]. Typically, customers pay for what they use on a ‘pay as you go’ scheme, but this can work out quite hard to budget for. 




PLATFORM AS A SERVICE (PaaS) takes the IaaS model a step further by hosting operating systems, middleware and other frameworks on their physical infrastructure. This means that platform providers have more responsibility - not only do they manage the underlying hardware (like an infrastructure provider does) but also offers software such as applications and operating systems[2]. This means that users need to spend less time installing, configuring and updating software and operating systems (because this is done by the provider). Instead they can spend more time on using, deploying and managing their own applications, without having to worry about the underlying stack[3]. More expensive than IaaS, but no need to buy software licenses or pay I.T. staff to install and support the software. 
SOFTWARE AS A SERVICE (SaaS). In this model the entire hardware and software stack is hosted by the cloud service provider. This means that nearly all management responsibility is with the provider – they need to purchase, install, configure, upgrade, secure and manage every element of the stack. So users only have to log on and use the application, but they do have to ensure the integrity and security of the data used by the application, and also that only authorised users can access the data[4]. The responsibility of the user is diminished because the hardware and software is maintained by the provider, but this also means that the user has less control (for example over software versions). 
A quick comparison of the different systems discussed so far can be seen in Figure 1:
[image: ]
[bookmark: _Ref514605161]Figure 1 – A comparison of who manages which services, image courtesy of [4].
BRING YOUR OWN DEVICE (BYOD). With the advent of high speed broadband, the idea of ‘working from home’ or accessing applications from anywhere in the world really became popular. This resulted in a trend known as BYOD, or Bring Your Own Device, meaning that the same software and data could be accessed from the user’s own device either in the office or remotely[5]. While great in theory, a lot of people complained of the complicated Virtual Private Network (VPN) requirement, and the reduction in speed the VPN caused. Another concern with BYOD is company data being stored on someone’s home computer; the questionable age and reliability of the device; whether it has adequate security software; what would happen to the data if it was lost/stolen/broken. Also, how all of these devices could be supported by the I.T. Department.  
DESKTOP AS A SERVICE (DaaS) addresses a lot of the BYOD concerns by allowing users to use any computer / tablet / mobile etc to access a full desktop experience. This is due to developments in ‘Client Side Virtualization’ which is a new way to host and deliver multiple applications.  The benefits of this are that data isn’t stored on the user’s machine, it is only used to access the hardware and software running on the remote computer[6]. Amazon have relatively recently entered the cloud computing sector and have rapidly taken a large market share from Microsoft and Google with their AWS offering– see Figure 2:
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[bookmark: _Ref514611454]Figure 2 – Amazon’s market share of Cloud Services, image courtesy of [7].
There are advantages and disadvantages to all of the approaches listed above: One downside is that a reliable internet connection is essential – if that was to slow-down or disconnect, the entire workforce would be unable to access any of the hardware or software which they are renting. In recent years, broadband connections have become faster and more stable so this is less of an issue than it was a few years ago. This risk is counteracted by the fact that on-site hardware could also go down – in which case all of the workers would be sat waiting for the onsite I.T. staff to fix the fault. Data is stored offsite so any fire/flood/virus attack etc that could cause the local hardware to lose data is now the worry of the service provider. This should be a consideration when choosing whether to use SaaS or DaaS and also when choosing which company to use: do they have data backups remotely in case of a natural disaster for example. If their computers were to fall victim to an earthquake, volcano, bombing in a war or act of terrorism – all scenarios should be considered. Customers who are paying every month expect continuous, uninterrupted service and trust them to not lose their data even in extreme circumstances. This requires the company to setup their systems in a configuration such as a failover cluster, so that if a disaster was to strike, all services would continue to run, without any noticeable change from the user’s perspective[8].

Whoever has the responsibility of the hardware and software, (either a provider or the local / onsite setup); also has the responsibility of the security – not just against natural disasters and failures, but also against attacks. A brief overview of some common network attacks are listed below: 

DISTRIBUTED DENIAL OF SERVICE (DDoS) attacks occurs when hackers flood a network or website so that legitimate users are denied access because it is overwhelmed[9]. The attacks are co-ordinated so that they come from multiple sources, this is achieved by previously taking control of many devices (known as zombies), these can flood the network all at once, or pulse to slow a service down which is less likely to be detected [10]. 
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Figure 3 – DdoS attack, image courtesy of [11].
Hackers often use dedicated servers which they connect to using a Virtual Private Network (VPN), providing anonymity[12]. These hacking services have been sold on the black market, sometimes for as little as $150 for a week-long DDoS attack[12]. It is estimated that over a million ‘Internet of Things’ (IoT) devices could have been controlled for use in coordinated DDoS attacks using malware such as ‘bashlite’, and ‘torlus’[13].

Preventing DDoS attacks is very difficult because as many as 10,000 zombie machines could be requesting information at the same time; firewalls and antivirus are essential – as they can be set to recognise unusual inbound traffic.  There are companies now offering a ‘DDoS mitigation service’ for a monthly fee[14]. Other techniques to avoid attacks include ‘Intrusion Prevention Systems’ (IPS) which respond automatically, and ‘Intrusion Detection Systems’ (IDS) which require human intervention[15]. It has even been suggested that ‘game theory’ could be used to combat these attacks[9].

[bookmark: _GoBack]ROGUE DHCP SERVERS. In a large network, there will usually be a dedicated Dynamic Host Configuration Protocol (DHCP) server which has the responsibility of providing host computers with their IP address, subnet mask and other information. If this is compromised (often by a rogue DHCP server giving out incorrect information to the hosts) – this can lead to a loss of connection to network services, slow speed and compromised information if linked with a ‘man in the middle attack’ (see below). To avoid this, Microsoft have required DHCP servers to need authenticating by active directory before they are accepted by hosts[16].  Microsoft created command-line software to combat rogues, called Dhcploc, but is now no longer updated[17]; graphical software has been created based on Microsoft’s version called RogueDetect[18] which can be used to test for any rogue DHCP servers present on the network.  
Often with Rogue DHCP server attacks (and DDoS attacks) the hackers aim is to block network access to the DNS server. As this is required for email, internet Voip etc, if the DNS server goes down, the network can quickly be affected[19]. 
An important step to avoiding rogue DHCP server attacks is to ensure the server room is physically locked, all unused switch ports are disabled, and some form of MAC address security is enabled so that only the intended device can connect (such as ‘MAC sticky’).

ADDRESS RESOLUTION PROTOCOL (ARP) is a network protocol that builds a table of IP addresses and their associated MAC addresses (called an ARP cache). Whenever a device with an unknown MAC address is to be contacted, a message is sent to every host in the network, requesting the owner to reply. Everyone else who receives the message in error drops the packet, only the owner replies. This allows the missing information to be added to the table[20]. 

ARP SPOOFING (also called ARP Cache Poisoning), is when hackers take advantage of the ARP procedure because it is unauthenticated and hackers can ‘sniff’, or listen to the traffic between two hosts, (without them ever being aware)[11], then generate non-genuine ARP replies to either manipulate data, create a DDoS attack or a ‘Man In the Middle’ attack[11] (see below). Not all hacks are carried out by highly skilled people with years of experience, there are tools available which make packet sniffing, password capturing etc relatively easy, such as Ettercap[21]. This has somewhat been superseded by newer programs such as Bettercap[22] which is more suited to https sites. Several penetration testing programs can be found together in Kali Linux[23]. 

EVIL TWIN
In this type of attack, a hacker listens to a host which maybe requesting to connect to an Access Point (AP) for example. The information that is passed back and forth between the host and the AP is recorded and used by the hacker to setup a rogue AP, then to de-authenticate the host from the original AP and reconnect to the rogue AP instead. The hacker can now intercept all of the traffic that was intended for the legitimate AP by impersonating it.

MAN IN THE MIDDLE - Here the idea of an evil twin is taken a step further, once the host has been disconnected, it reconnects to the rogue AP (unknowingly) and this then authenticates the host with the original AP, so all information first goes to the hacker before being passed on to the router. This means that the hacker gets to see all of the information (passwords, credit card details etc) that has been typed by the host before it gets to the router. 
[image: ]
Figure 4 – man in the middle attack image courtesy of [24] 
Man in the Middle (MIM) attacks can be used to steal valuable data or security details such as IDs and passwords.
One feature designed to deal with these problems is an ‘SSL certificate’. If the certificate has been signed by a 3rd party such as ‘Certificate Authority’ (CA), this adds a layer of security which is designed to eliminate attacks such as ‘man in the middle’[24] by encrypting the sent data and only the holder of the public and private key can decipher the information. 
PACKET SNIFFING - When sending a message to a computer on a network, (particularly ARP requests because they are sent to all nodes), if the computer’s address does not match the destination address in the message, the packet is dropped. But if a hacker set his network interface card to ‘Promiscuous mode’[16], all packets can be accepted (regardless of the destination address)[12]. This can be used on a wireless network or a wired one to capture packets and intercept all information transmitted by the host.
A packet sniffer is a computer program that can intercept the traffic in a network, two of the most common programs are – ‘tcpdump’ and ‘wireshark’ which analyse data as it is sent to its destination [16]. They are freely available online for network owners to be able to test their systems, but can also be very powerful tools in the wrong hands.

CONCLUSION
If a company is deciding whether to rent computing services or to invest in purchasing computers to use locally, there are many factors to consider. If the network is onsite – disaster recovery, hacker attacks and backup scenarios must be thoroughly covered, whereas by renting the system services these considerations are the responsibility of the provider. But it needs to be checked that the company has these concerns covered, and if a disaster was to happen – whether the services would seamlessly transfer to the backup system without any disruption to the user. Part of the rental cost would be the maintenance and updating of the system behind the scenes, but this would also be an ongoing expense if hardware was installed locally. The rental expense is compared to the upfront cost of purchasing hardware, how long that hardware will likely last before it breaks down or becomes obsolete. It is highly likely that even for stand-alone home users that as internet speeds become faster, online software will take more and more of the demand away from the local machine – meaning that the storage and processing can be done in the cloud. One reason that companies would favour this setup (for homes and large enterprises) is the prevention of piracy because every online subscriber would have a genuine software license. A monthly fee is preferable for software companies - rather than sell once and wait for another purchase years later. One downside to this if it was to become more mainstream, would be the demand and extra bandwidth needed by the broadband providers.   
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