[bookmark: _GoBack]Application Development (Web)
Lecture 9a Lab Tutorial Exercise
Authentication and Authorisation
Objectives
The aim of this lab exercise is to add authentication and authorisation functionality to the application. 
We will be using the ASP.NET Core Identity API to add this functionality.
This exercise focuses on creating the registration views and adding new users.
Customising Identity Views
Examining the Default Views
1. Run your application.
2. You should have a Login and a Register link in your main menu (top right corner).
3. Click on both links (do not register just yet ). You will notice that the views are quite basic.
4. Stop your application.
Scaffolding the Views
To customise the default views, you need to add the views and models to your application (I am not going to make you write any code just yet ).
5. Go the GoMovies2020.Web project.
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6. Right-click on the project node. Select Add  New Scaffolded Item…
[image: ]
7. Select Identity in the window that displays (see screenshot) and click the Add button.
[image: ]
8. In the next window:
a. Specify the shared layout page (click the button with the three dots to select the page – see below).
[image: ]
b. Select the Identity files that you wish to customise (for the purpose of this exercise the ones shown are okay, but you can choose more if you wish).
c. Specify the Database context class as shown.
d. Click the Add button.
[image: ]

9. You should now have the following pages in your project. The ones of interest have been highlighted.
[image: ]

Updating AppSettings
You will add some new settings to app settings.
10. Go the GoMovies2020.Web project.
11. Open up appsettings.json.
12. Add the following code to specify the admin and customer roles, don’t forget the comma to separate the value from the previous setting. (you can change the values if you wish).
"ApplicationUsers": {
  "Roles": {
    "AdminRole": "Admin",
    "CustomerRole": "Customer"
  }
}

[image: ]
13. Save your changes.
Customising the Register Pages
14. The pages are split into:
a. The client-side HTML view (.cshtml file)
b. The back-end code-behind (cshtml.cs file).
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML16281b05.PNG]
Adding Variable to Read Config File
15. Open up the Register.cshtml.cs (back-end code) file.
16. Import the following two libraries:
using System.Security.Claims;
using Microsoft.Extensions.Configuration;
17. Next add the following highlighted variable declaration that will store the access to the configuration settings:
[image: ]
18. Next, inject the configuration settings into the constructor and save in the variable created in the last step as shown below (don’t forget the comma to separate the parameter).
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML16347659.PNG]
Extending the Default Model
19. The model class for the Register view is defined in a class called InputModel. Scroll down and locate the InputModel class.
20. As you can see it currently has only three properties: Email, Password and ConfirmPassword.
Adding First Name
21. Copy and paste the following code to add a new property for the view to include the First Name (see screenshot below). You can modify the data annotations as you wish.
[Required]
[StringLength(30, ErrorMessage = "The {0} must be at least {2} and at max {1} characters long.", MinimumLength = 1)]
[DataType(DataType.Text)]
[Display(Name = "First Name")]
public string FirstName { get; set; }


[image: ]
Adding Surname: Challenge Exercise
22. Now try adding a new property for the view to include the Surname.
23. Add appropriate data annotations (Hint: see what you did for first name).
a. Required
b. String length as you wish.
c. Data type: text
d. Display name
Adding Phone Number: Challenge Exercise
24. Now try adding a new property for the view to include the Phone number.
25. Add appropriate data annotations (Hint: see what you did for first name).
a. String length as you wish.
b. Data type: phone number
c. Display name
d. Regular Expression – copy code below
[RegularExpression(@"^[+]*[(]{0,1}[0-9]{1,4}[)]{0,1}[-\s\./0-9]*$", ErrorMessage = "The {0} must be a valid phone number.")]

Adding Date of Birth (DOB): Challenge Exercise
26. Now try adding a new property for the view to include the Date of Birth (DOB).
27. Add appropriate data annotations (Hint: see what you did for first name).
a. Required
b. Data type: date
c. Display name

Updating the Logic
28. The logic to add the new user registering to the database is in the OnPostAsync method. Locate the OnPostAsync method.
Adding the Phone Number
The phone number is part of the information stored in the AspNetUsers table, but you only want to add it one has been specified.
29. Add the following highlighted code to save the phone number.
[image: ]
Adding the Other Property Values
The other values (first name, surname, and DOB) are extra information that are stored as user claims.
30. Add the code to add these values as claims as shown below (remember to complete the code for surname). The first bit of the code has been provided for you to copy and paste.
// Add user claims for additional properties firstname, surname, and dob
var claims = new List<Claim>();
// ... Complete the code

[image: ]
31. Add the following code after the DOB claim to indicate that the user is a customer (the customer role is read from appsettings – you specified this earlier).
claims.Add(new Claim(ClaimTypes.Role, _configuration["ApplicationUsers:Roles:CustomerRole"]));

32. Add the following code after the last line to save all the added claims in the database.
// Save the claims in the database
[image: ]
Commenting out the Email Confirmation Code
As we do not have email setup, you have to comment out the code below. If you do want to set up your application to send emails, you will need to sign up for an email provider account (SendGrid) and follow the instructions here: Account confirmation and password recovery.
33. Comment out the following block of code. If you do set up an email provider, you can uncomment it.
[image: ]
34. Save your changes.
Extending the View
Finally, you need to extend the view to include input fields for the additional properties, first name, surname, and DOB. 
35. Open up the Register.cshtml (front-end HTML) file.
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML166a9341.PNG]
Adding Input field for First Name
36. Add the following code (before the input field for Email see screenshot below) to add an input field for the first name. The model properties need to be set to specify what property this field is for - see highlighted values.
<div class="form-group">
    <label asp-for="Input.FirstName"></label>
    <input asp-for="Input.FirstName" class="form-control" />
    <span asp-validation-for="Input.FirstName" class="text-danger"></span>
</div>

[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML16703eac.PNG]
Adding Input field for Surname: Challenge Exercise
37. Now try adding the input field in the view for the Surname.
a. Don’t forget to set the model properties.
Adding Input field for Date of Birth (DOB): Challenge Exercise
38. First add the following code (just after the block for Surname) to add some basic client-side validation for the DOB. Ideally, you also want to add server-side validation, but we do not have enough time.
a. Customers must be at least 18 to register
b. Complete the code for the minimum DOB.
@{
    // Must be 18 years old to register
    string maxDOB = DateTime.Now.AddYears(-18).ToString("yyyy-MM-dd");

    // Registered users must not be older than 100 when registering
    string minDOB = ...;
}

39. Now try adding the input field in the view for the Date of Birth.
a. Set the input type attribute to date i.e. add a type attribute to the <input /> field.
b. Set the input max attribute as shown below and do the same for min attribute.
[image: ]
c. Don’t forget to set the model properties.

Adding Input field for Phone Number: Challenge Exercise
40. Now try adding the input field in the view for the Phone Number.
a. Don’t forget to set the model properties.
41. Save your changes.
Testing
42. Run your application.
43. Click on the register link and try registering a new user account.
a. You could first try specifying invalid values to see if you get the error messages.
44. Once the registration is successful, you will notice that you are signed in to the application.
[image: ]
45. You can check the values in the database by running the following SQL commands:
SELECT * FROM AspNetUsers

SELECT * FROM AspNetUserClaims

Adding an Admin User
Adding Code to Seed Users
No, I am not going to make you write a lot of code. It is a copy and paste job 
46. Go the GoMovies2020.Shared project.
47. Right-click and add a new folder called DataSeeder.
[image: ]
48. Add a new class called SeedUsers.
49. Import the following libraries (you can copy and paste).
using System.Threading.Tasks;
using GoMovies2020.Shared.Models;
using Microsoft.AspNetCore.Identity;
using System.Security.Claims;
using Microsoft.Extensions.Configuration;

50. Make the class public and static as shown below.
[image: ]
51. Go to Moodle, locate the SeedUsers.txt file - copy and paste the code in the file into the class.
[image: ]
52. Locate the SeedAdminUser method. 
53. Make the following changes (see screenshot).
a. Change the Admin password to your preferred password – something you will remember. The password must:
i. Have an UPPERCASE LETTER
ii. Have a NUMBER
iii. Have a SPECIAL CHARACTER
b. You can also change the email address if you wish.
[image: C:\Users\sc-ka\AppData\Local\Temp\SNAGHTML16bcd685.PNG]
54. If you wish to add other users, locate the SeeOtherUsers method and make sure you specify the following for each user:
a. Username
b. Email
c. Phone Number
d. Password
e. DOB
55. Save your changes.
Updating StartUp
56. Go the GoMovies2020.Web project.
57. Open up the Startup.cs file.
58. Locate the Configure method.
59. Add the following as shown in the screenshot below.
, UserManager<IdentityUser> userManager, GoMovies2020DbContext context
[image: ]
60. [bookmark: _Ref34494034]Now, add the following line of code (see screenshot) – this will call the method in the SeedUsers class to create the users.
GoMovies2020.Shared.DataSeeder.SeedUsers.SeedData(userManager, Configuration, context);
[image: ]
61. Save your changes.
62. Important:
a. Run your application.
b. Once the web page displays, close your application. If it blows up, you have made a mistake somewhere – call for help.
c. Delete the last line of code added in step 60.
Testing
63. You can check the values in the database by running the following SQL commands:
SELECT * FROM AspNetUsers

SELECT * FROM AspNetUserClaims

64. Run your application again and try logging in as the admin user.
65. Important: Ideally, you should remove the SeedUsers class from your application once done as it contains sensitive information.
a. At the least, go to the file and delete the password.
b. Alternatively, you can either delete the file or cut and paste it somewhere else.
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public class RegisterModel : PageModel

{
private readonly SignInManager<IdentityUser> _signInManager;
private readonly UserManager<IdentityUser> _userManager;
private readonly IlLogger<RegisterModel> _logger;
private readonly IEmailSender _emailSender;




image10.png
public RegisterModel(
UserManager<IdentityUser> userManager,
SignInManager<IdentityUser> signInManager,
ILogger<RegisterModel> logger,

IEmailSender emailSender Pass the configuration settings as a parameter
/to the constructor method.
(don't forget the comma on the previous line)

_userManager = userManager;
_signInManager = signInManager;
_logger = logger;

_emailSender = emailSender;
Save the passed in parameter in the variable
} created in the last step so it can be used in the
class.

{





image11.png
public class InputModel

{
[Required]
[EmailAddress]
[Display(Name = "Email")]
3 references | 0 exceptions

public string Email { get; set; }

[Required]

[Stringlength(100, ErrorMessage = "The {0} must be at least {2} and at max {1} characters long.", MinimumLength = 6)]
[DataType(DataType.Password)]

[Display(Name = "Password")]

1 reference | 0 exceptions

public string Password { get; set; }

[DataType(DataType.Password)]

[Display(Name = "Confirm password")]

[Compare("Password", ErrorMessage = "The password and confirmation password do not match.")]
0 references | 0 exceptions

public string ConfirmPassword { get; set; }

[Required]

[Stringlength(30, ErrorMessage = "The {0} must be at least {2} and at max {1} characters long.", MinimumLength = 1)]
[DataType(DataType.Text)]

[Display(Name = "First Name")]

0 references | 0 exceptions

public string FirstName { get; set; }
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public async Task<IActionResult> OnPostAsync(string returnUrl = null)
{

returnUrl = returnUrl ?? Url.Content("~/");
if (ModelState.IsValid)

{

var user = new IdentityUser { UserName = Input.Email, Email = Input.Email };

var result = await _userManager.CreateAsync(user, Input.Password);
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var user = new IdentityUser { UserName = Input.Email, Email = Input.Email };

// Add the phone number if it has been specified (not null or blank)
if (!string.IsNullOrEmpty(Input.PhoneNumber)) user.PhoneNumber = Input.PhoneNumber;

var result = await _userManager.CreateAsync(user, Input.Password);
if (result.Succeeded)
{
// Add user claims for additional properties firstname, surname, and dob
var claims = new List<Claim>();
claims.Add(new Claim(ClaimTypes.GivenName, Input.FirstName));
// ... Add the one for surname
claims.Add(new Claim(ClaimTypes.DateOfBirth, Input.DateOfBirth.ToString("u")));
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// Save the claims in the database
await _userManager.AddClaimsAsync(user, claims);
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claims.Add(new Claim(ClaimTypes.Role, _configuration["ApplicationUsers:Roles:CustomerRole"]));

// Save the claims in the database
await _userManager.AddClaimsAsync(user, claims);

_logger.LogInformation("User created a new account with password.");

//var code = await _userManager.GenerateEmailConfirmationTokenAsync(user);
//var callbackUrl = Url.Page(

// "/Account/ConfirmEmail”,
// pageHandler: null,
// values: new { userId = user.Id, code = code },

// protocol: Request.Scheme);

//await _emailSender.SendEmailAsync(Input.Email, "Confirm your email"”,
// $"Please confirm your account by <a href='{HtmlEncoder.Default.Encode(callbackUrl)}'>clicking here</a>.");

await _signInManager.SignInAsync(user, isPersistent: false);
return LocalRedirect(returnurl);
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<div class="row">
<div class="col-md-4">
<form asp-route-returnUrl:"IModel.ReturnUrl" method="post">
<h4>Create a new account.</h4>
<hr />
<div asp-validation-summary="All" class="text-danger"></div>

<div class="form-group”>
<label asp-for="
<input asp-for="
<span asp-validation-for="
</div>

"></label> Input field for First Name

class="form-control™ />
" class="text-danger"></span>

<div class="form-group”>
<label asp-for="Input.Email"></label>
<input asp-for="Input.Email" class="form-control” />
<span asp-validation-for="Input.Email" class="text-danger"></span>
</div>
Other fields not shown
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<input asp-for="Input.DateOfBirth" ... max="lmaxDOB" min="..." />
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—class SeedUsers

}
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public static class SeedUsers

{
== Paste code here
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var user = new IdentityUser

{

You can also change the email

UserName = " / address if you wish.

Email = " Change the password to something
}; you will remember.
Must contain UPPERCASE letter, a
NUMBER and a SPECIAL
var claims = new List<Claim>(); CHARACTER e.g. Password_1

claims.Add(new Claim(ClaimTypes.GivenName, adminRole));
claims.Add(new Claim(ClaimTypes.Role, adminRole));

var result = await userManager.CreateAsync(user,
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// This method gets called by the runtime. Use this method to configure the HTTP request pipeline.

0 references | 0 exceptions

public void Configure(IApplicationBuilder app, IHostingEnvironment en_
R
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app.UseAuthentication();

app.UseMvc(routes =>

{

routes.MapRoute(
name: “"default"”,
template: "{controller=Films}/{action=Index}/{id?}");
b
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