


Task 1: MANAGING AND MAINTAINING NETWORK RESOURCES USING NETWORK POLICY AND SECURITY PRACTICES - 
Admin Account – NWT-EB
Password - No5sP@ssw0rd
User –NWK-TJ
Password - No5sP@ssw0rd

Task 1
1 – NTFS and Share permissions
NTFS
Firstly, two accounts will be created one having read only access and the other having administrator access to a text file to demonstrate how NTFS permissions work.
New text file named Important_Document is created using administrator login named Important Document in a new folder named Share_File_NOSS.
[image: A screenshot of a computer screen

Description automatically generated]
Inherited Permissions are disabled through the advanced security settings in Share_File_NOSS[image: A screenshot of a computer

Description automatically generated]
The admin account will then be given full control access to the folder
[image: A screenshot of a computer

Description automatically generated]






A user account is given only Read permission to the file
[image: A computer screen capture

Description automatically generated with medium confidence]
When trying to edit the text file with a regular user account permission is denied
[image: Graphical user interface, text, application

Description automatically generated]



Network Share Permissions
New share server is created through the server manager named Share_Files_NOSS$
[image: Graphical user interface, text

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]Access-based enumeration will be enabled to only show files and folders to a user that they have permission to access. Caching of share folders is also enabled to allow users to still see files if they have gone offline. 










The administrators will be given full permission over the share file. 2 domain users will be given read and execute permissions.
[image: Graphical user interface, text

Description automatically generated]
Share_Files_NOSS$ created 
[image: Graphical user interface, text

Description automatically generated]


Accessing file share over network
A mapped Network drive will be created using the remote path 
[image: Graphical user interface, text, application

Description automatically generated]
Share_File_NOSS$ is under the network locations.
[image: Graphical user interface, text, application

Description automatically generated]


2 – Group Policy Management
2.1  Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’
GPO 1: Moderating Access To Control Panel
New organizations unit created named ‘Non-Admin Users’ with new user named ‘Will Pope’ under the username ‘NWK-WP’
[image: Graphical user interface

Description automatically generated]
Prohibit Access to control panel and PC settings policy  is enabled through the User configuration in the group policy management editor
[image: Graphical user interface, text, application

Description automatically generated][image: A screenshot of a computer

Description automatically generated]


Active directory is forced to search for the new policy through the command ‘gpudate /force’ in the command prompt.
[image: A screenshot of a computer

Description automatically generated]  
When control panel is run under the new user, command prompt is unable to open. This is due to the group policy set.
GPO 2: Removing Access to Command Prompt
A second GPO is created in the group policy manager for the Non-Admin Users
[image: Graphical user interface, text

Description automatically generated]


The ‘prevent access to the command prompt’ policy is enabled through the user configuration 
[image: Graphical user interface, text, application

Description automatically generated]
New policy is forced to active directory through ’gpupdate / force command’
[image: A screenshot of a computer

Description automatically generated]


Command prompt is disabled for non admin user when trying to access.
[image: Graphical user interface

Description automatically generated]
GPO 3: Restricting Access to Removable Media Drives.
The third GPO is created named ‘NoRemDriveAccess” to restrict access to all removable media drives.
[image: A screenshot of a computer

Description automatically generated with medium confidence]



‘All Removable Storage classes: Deny all Access’ is enabled to the non admin users through the Group Policy Management editor
[image: Graphical user interface, text, application

Description automatically generated]
[image: Text

Description automatically generated]Active directory is forced to update through command prompt



GPO4: Restricting Software Installs
In order to restrict non admin users from downloading software the group policy a new organisational unit is created names ‘NWClient Computers’
[image: Graphical user interface

Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]The Client1 computer has been moved to the ‘NWClient Computers’ organisational unit


A new GPO is added to the ‘NWClient Computer’ organisational directory named ‘NoUnauthSoftInstalls’.
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]Prohibit User Installs is enabled, and user install behaviour is set to ‘Hide User Installs’ prohibiting non admin users from installing software


Update is forced through command prompt

[image: A screenshot of a computer

Description automatically generated]
When trying to download software from a non admin user account access is blocked and a prompt for a admin account to continue appears meaning the GPO has worked.
[image: Graphical user interface, application

Description automatically generated]



GPO5: Enforcing Password Policy in the ‘nosstask.msft’ domain
The default domain controller GPO is selected
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface, text

Description automatically generated]The password Policy settings are set at the following: 



When a new user is created, and the password is set to something outside of the bounds of the password policy setting the password is not accepted.
[image: Graphical user interface

Description automatically generated]


Task 2: ROUTING AND PACKET FILTERING WITHIN CORE TCP/IP SERVICES AND CRITICAL FAILOVER/REDUNDANCY PRACTICES
Deploy Core services
The FTP Server role will be installed to a server on the network 
Web server (ISS) is selected when adding new roles in the server manager. 
[image: Graphical user interface, text

Description automatically generated]
[image: Graphical user interface

Description automatically generated with medium confidence]FTP server is selected as a role service for the Web server ISS


Web Server (ISS) is installed
[image: A screenshot of a computer

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]New user is created named ftpusser22 that will be authorised to FTP the server 


FTP Site is added to root drive through the (IIS) manager. 
[image: A screenshot of a computer

Description automatically generated]
Authentication is set to basic and ‘ftpusser22’ is set as the user with specified access.
[image: A screenshot of a computer

Description automatically generated]
Banner is added to FTP messages to show that the correct server is being connected to
[image: Graphical user interface, text, application

Description automatically generated]
Ftpusser22 user is added to ftproot 
[image: A screenshot of a computer

Description automatically generated]  
New folder named MyFtpUploads is created in the ftproot folder
[image: A computer screen capture

Description automatically generated with medium confidence]
Windows defender is disabled on server2
[image: A screenshot of a computer

Description automatically generated]


New file and folder are created in the C:\ directory of client 2 to upload a file from client2
[image: Graphical user interface, text, application

Description automatically generated]
Client2 connects to Server2 through ftp command 
[image: A screenshot of a computer

Description automatically generated]



The file is then uploaded from Client2 to ftproot in server 1 through the ‘put myftpfile2upload.txt’ command
[image: Graphical user interface, text

Description automatically generated]
File has been uploaded to server 2
[image: A computer screen capture

Description automatically generated with medium confidence]


Installing and configuring the routing and remote access service
New server role is added through Server1 

[image: Graphical user interface, text

Description automatically generated]
Direct Access and VPN is selected for role services.
[image: Graphical user interface, text

Description automatically generated]
Routing and remote access server setup wizard is used to set up VPN creating a custom configuration
[image: Graphical user interface, text, application

Description automatically generated]
LAN routing is selected
[image: Graphical user interface

Description automatically generated]



The services is now running 
[image: Graphical user interface, text, application

Description automatically generated]
A new RIP V2 protocol is created under the IPV4 section

[image: Graphical user interface, application

Description automatically generated]


PublicNet and PrivateNet1 is added to RIP
[image: Graphical user interface, text, application

Description automatically generated]


Same process is repeated on server 2 enabling RIP on both servers
[image: Graphical user interface

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]





Testing wide are connecting
[image: A screenshot of a computer

Description automatically generated]Server 1 ping to server2 PublicNet


IP Packet Filtering
Filter 1: Stop ping from PrivateNet1 to Firewall service 
An inbound filter is set for the IP address 192.168.1.1
[image: Graphical user interface, application

Description automatically generated]
Due to the added filter Client1 is unable to ping the specified IP address
[image: Graphical user interface

Description automatically generated]


Filter 2 Restrict access to FTP Service Running on Server 2 to only hosts in PrivateNet2
An outbound filter has been created in the PublicNet Properties with the destination IP.  This will restrict access for hosts on PrivateNet2 on Server2.
[image: Graphical user interface, application

Description automatically generated]
Now when trying to access the ftp server with Client1 it is timed out due to the filters set.
[image: Graphical user interface, text, application

Description automatically generated]

Filter 3:  Only allow specific hosts in PrivateNet1 to access the FTP Service running on Server2
[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]By setting the two bellow Inbound Filter on PrivateNet1 and setting the filter action to ‘Drop all packets except all that meet the criteria bellow’  it will allow for the specific hosts in privateNet1 to access the FTP server on Server2 and restrict all other hosts.
[image: A screenshot of a computer

Description automatically generated]


When trying to access the FTP service with the specific host set the FTP server can be accessed

[image: Text

Description automatically generated]







Task 3
Sound Password Principles in modern network environments
It is crucial to set strong password policy in networking environments. Many passwords chosen by users are predictable and using tools available to hackers like password recovery passwords can be easily guessed if they are not appropriate [1]. Passwords are the first line of defence against someone trying to gain access to a network [2]. One key factor when setting password policy is the complexity and length, to have a strong password the policy should include that passwords use a variety uppercase letters, lower case letters, numbers, and a special character. Password length is another aspect which can make a password stronger, the longer the length of the password the less likely it will be guessed if a brute force entry is tried. A good practice for password policy is for passwords to be set a limit to how long they can be used for, this means that users will have to change their password after a set period [3]. By doing this it reduces the chance of passwords being cracked or figured out as they are constantly changing. It is suggested for best practice that Passphrases should be used to have a strong password. A passphrase is a string of Numbers letters and symbols which produce an acronym for a complex sentence that the user can remember. 
Failover Clustering for high availability systems/services
A failover cluster is a group of computer that simultaneously work together to ensure that if one server goes down another computer will take up the jobs of the node that has gone down. The failover cluster does this with a small amount or no downtime [4]. This is done through splitting up one physical server into several different virtual servers through hypervisor software. Failover clusters have two purposes CA and HA. Continuous  clusters ensure that if a server is to go down then end users won’t experience any downtime due to other nodes on the failover taking over the task resulting in little to no down time making the service offered more available. High Availability Clusters ensure no data loss throughout a system resulting in the system recovering automatically but may result in a short amount of downtime. Failover clusters are commonly used for any services which are reliant on being constituently available for example retail websites, any downtime on a retail website results in loss of sales. Failover Clusters are often used for disaster recovery, windows server offers the ability to stretch failover clusters across 2 separate locations, this means that if a disaster was to occur and all data was lost at one site the data would be mirrored in the other location and no data would.


How a failover cluster would be added 
To create a failover cluster the failover cluster tools must be installed to any servers that you wish to add to the failover cluster through the role’s wizard in the server manager 
[image: Graphical user interface, application

Description automatically generated][image: ]
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Description automatically generated][image: ]











The servers that have had this role added can then be   configured  and connected through the failover cluster manager .
 Network Policy
This network Policy applies to all computers and devices connected to the network
Purpose
The purpose of this network policy is for a enterprise network operating in multiple locations nationwide.
Network Structure
[image: Chart

Description automatically generated with medium confidence]
· The central Network Domain will be deployed on the server in location A
· Location B,C,D and E will have FTP services enabled for file transfer between locations 
· A failover cluster will be stretched between Location A and every other to ensure that if data is lost in Location B,C,D and E then location A will store the data and vice versa 
· A firewall will be installed throughout the network to track the network activity and mitigate and malicious data attempting to enter
· The Active directory will be deployed to crate groups of users with appropriate access to the software and resources that they need. Ensuring that regular users do not have access to any resources that could affect the running of the network
Password Policy
· Minimum of 8 Characters 
· Minimum of 1 Special character to be used 
· Minimum of 1 upper case letter to be used
· Minimum of 1 lower case letter to be used
· Password must be reset after 14 days 
· 
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C:\Users\NWT-EB>ping 192.168.11.1

Pinging 192.168.11.1 with 32 bytes of data:
Reply from 192.168.11.1: bytes=32 time<ims
Reply from 192.168.11.1: bytes-32 time=ims TTL-127
Reply from 192.168.11.1: bytes-32 tim TTL=127
Reply from 192.168.11.1: bytes-32 tim TTL=127

Ping statistics for 192.168.11.
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\NWT-EB>
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Hicrosoft Windows [Version 16.0.19044.1288]
(c) Microsoft Corporation. All rights reserved.

C: \Users\NKT-EB>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = ©, Lost = 4 (106% loss),

C: \Users\NWT-E8>.,
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C: \Users\NKT-EB>Ftp 192.168.16.261
> ftp: connect :Connection timed out
I o> bye
Mi¢

EC: \Users\NWT-EB>Ftp 192.168.11.
> ftp: connect :Connection timed out
Ftp> o
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ommand Prompt
Microsoft Windows [Version 10.0.19044.1586]
(c) Microsoft Corporation. Al rights resecv

\Users\NWT-EB >ftp 192.168.11.1
onnected to 192.168.11.1
220-Microsoft FTP service
220 FoF
200 0PTS UTFS command successful - UTF8 encoding now ON.
User (192.168.11.1:(none)): o
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