Formal Specification Example:
1 Initial Description of the system.
A Login system to manage users of a computer system has be commissioned by Glenn’s Friendly Car Wash Company.  For obscure reasons the car wash has strict protocols to govern access to the company’s computer system.  The computer system has  distinct domains that users can log onto.  Some employees are allowed to log onto different domains, that is, a user can be  a member of more than one domain.  For yet other obscure reasons Glenn insists that a user can only logon to one domain at a time and that they must logout of one domain before they can logon to another.  He also wants to report any invalid attempts to access a domain. The relationships between computer domains and staff type are detailed in the table below:-
	Departmen\Domain 
	Admin Domain
	Purchase Domain
	Retail Domain
	Booking Domain

	Estates
	x
	x
	
	

	Sales
	
	x
	x
	x

	Management
	x
	x
	X
	x

	Office_Staff
	x
	x
	
	



2 Results of analysis
2.1 Types, State and Initialisation
You’ve identified that the system should be able to manage valid computer users and their login state. This implies a special group of individuals called users which itself implies that a basic type called EMPLOYEE will be necessary. This suggests a set of users will be required and a user can be added or removed.
Also, users may be logged onto the system or logged out.  This suggests a set of logged in users and the size of the set can be changed as users log in and out.  Additionally, there are constraints on when a user can log in given the domain restrictions identified in the table above. 
We assume both sets are empty to begin with.
3.2 Operations and Queries
You take an iterative design approach and identify the need for the following four essential operations.  Your first iteration will assume that all users belong to the same domain.
Add User
Any existing staff member will need to be added as a user.  The system will check that the individual is not already a user and report an error if necessary.  The system state must otherwise remain unchanged.
Remove User
A user can be removed from the set of users. The system will check that the user is already a member of the set and is not logged in.  If the user is logged in or is not a member of the user set then a suitable error will be emitted - a final constraint exists that the state of the system will remain unchanged.
Login
A user is logged in by adding them to the set of logged in users. The system will check that the user is not already logged in and that the individual is an existing user.

Log out
A user is logged out by removing them from the set of logged in users. The system will check that the user is already logged in and that the individual is an existing user.


Recall, a Z specification begins with a written introduction.
1. Then we define variables that give the system its state and any invariant properties relating to those variables.
2. We then define an operation to initialize these variables which has the effect of defining the initial state of the system.
3. We then define operations that change the state of the system whilst keeping the invariant properties of the system unchanged.  Finding invariants is an important part of the formal specification.
4. We might also define enquiries that report back information concerning the system.

We kind of have an introduction so let’s start the specification by defining variables:-
[EMPLOYEE]    //the set of all uniquely identifiable employees
DOMAIN::== Admin | Purchase | Retail | Booking 
DEPARTMENT::== Estates | Sales | Management | Office_Staff
The system will produce a series of messages, these are :-
user_logged_on, use_logged_off, user_added, user_removed, user_logged_in_to_Domain, user_not_logged_in_to_Domain,  access_violation 
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