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Element 1

Research

The term encapsulation is the process of adding headers and trailers around some of the data
of a system. This process is explained by a four-layer TCP/IP model, with each of the step
describing the role of the layer. In each packet, which includes a header and encapsulated
data, is defined by each layer having a certain name.

The first layer is a frame, this can have both a header and a trailer. A frame has encapsulated
data which is defined by the Network Access layer.

The next layer is a packet, this contains a header source and a destination |IP address. A
packet has capsulated which is defined by the Network layer.

The final layer is a segment, the source information and destination ports or sequence and
acknowledgment numbers are included in the header. The segment has encapsulated data
which is defined by the Transport layer. (Study CCNA, N/A) correct citation

When a TCP/IP uses terms like segment, packet, and frame, which refers to a data packet
defined by a particular layer. An OSI| model has 7 layers and the PDUs are numbered 1to 7
with the first layer being the physical layer. (Study CCNA, N/A)

_____|L7Header | Data [L7PDU

_______|L6 Header | _Data L6 PDU_
[L5 Header Data L5 PDU
L4 Header | Data L4 PDU

L3 Header | Data L3 PDU |
Data L2 PDU

{Ez Header
|—[.1 Header

Figure 1 1to 7 layers (Study CCNA, N/A)

The 7 layers can also be seen here showing each layer providing a unique service. The
communication between two stations will begin at the application layer with the sending
station initiating a message to a receiving station with a common medium. (Contemporary
Control Systems Inc, 2011) L

Correct citation

Good supporting
Data L1 PDU | diagram




Sending Station Receiving Station
Application ¢ Gateway ——p  Application
Presentation Presentation
Session Session
Tmnw Tm 0Sl'7 /ayer model is
identified in the diagram.
Network o Router ——p Network
Data Link - Bridge »> Data Link
Physical -4—— Repeater ——p Physical

Correct citation

Figure 2 1 to 7 layers (Contemporary Control Systems Inc, 2011)

Decapsulation is a process of opening up the encapsulation these are usually sent in the form
of a packets over a communication network.

Decapsulation Protocol data units (PDUs|
O\
Dta Application: Data
v (55 Transport: Segments
Pestwork | Traeagon - #+ Do
heats | O Internet: Packets
Good supporting
diagram
Fame | Network | Traesgort Cata fame NE‘!\\'OIkAC:Q‘SS: FI'&T\(‘S
Header | Heads | Feadey Triber

1010010000101010000111101010  Bits

Ecapsulation and decapsulation is explained, but should not be mixed with the 7 and 4 layer models.

Figure 3 Decapsulation (Study CCNA, N/A)
Encapsulation and decapsulation
are explained

The receive side and headers are taken off as the data goes through. The packet is the data
with a header containing the source and a destination IP address. (Study CCNA, N/A)

There should be a heading here

The broadcasting is used to send information to a larger number of devices which are
connected over the same network (LAN) or across multiple networks, however this depends
on their type of broadcast. When a broadcast is performed across the LAN it is like a
handshake function to access all the available IP and MAC addresses using ARP protocol. A
unicast is when one sender and one receiver and a multicast is to send and receive but
multiple devices over the networks. (G., 2009)Correct citation

Good point here 6




A problem with broadcasting is the volume of the broadcast can severely impact on a network
performance. The answer is reduced in size of a broadcast domain, and the broadcast domain

is a set of hosts which see each other’s broadcast on the network. (G., 2009) _ . . )
This is a good point

There should be a heading here

The port number range is from 0 to 65535, however only port numbers 0 to 1023 are reserved
for privileged services and for designated for known ports. The list of the known ports are used
by server process as its contact port. The sending and receiving ports do not have to be the
same for the transmission, the known port numbers will be HTTP port 80, FTP port 20 and
DNS port 53. In computer networking, a port is where the communication point ends. Whereas
for software level a port is for a logical construct which identifies as a specific process or a
type of network service. There is a control port where the fransmission is received on a
particular switch, the source of the MAC address is stored in the database of the switch.
(Contemporary Control Systems Inc, 2011)Correct citation

Port 5000 P()ll B0 web marve
cl
S r P
Port Pnrf
25 25 emal servel

Figure 4 Explaining Ports (Contemporary Control Systems Inc, 2011)

The key points of the broadcasting are the data is sent to the nodes or the stations that are in
the network domain. A special broadcast address will exist for every network that are used to
receive a broadcast message. Not every device in the network will want to receive the
broadcasted message, this generates network traffic because the broadcasted message is
sent to each node in the network.




The advantage of broadcasting is the ease of communication through the network without
establishing a point-to-point communication channel which saves times and process
overhead. Trouble shooting can identify the corrupt resource or a potential security threatin a
large network by any broadcasting message. Another advantage is reducing network traffic,
unicast will send separate messages to each node whereas a multicast will send a message
to every node in the network. The disadvantage of the broadcasting is a broadcast storm, this
would cause a ftraffic if multiple messages were sent at the same time. A disadvantage of
broadcasting is a limited control and security issue, and broadcasting can't support large
number of devices on the network at the same time. (geeksforgeeks, 2023)

There's limited broadcasting, it's a simple broadcasting which means the message will be
transmitted to every node in the same network, the broadcasting doesn’t go beyond the local,
network. Another limitation is directed broadcast this is when a message is sent to a specific
group of network hosts, these hosts can be identified by their subnets. A subnet broadcast is
used to create a smaller network in a large network which shares the common network
address. A subnetting broadcast is when a message needs to be broadcasted to a specific
subnet in the larger network. This sends the message to send the broadcast address of a
specific subnet, the address of the subnet is the highest that the address can be.
(geeksforgeeks, 2023)

Research has good significant points included, however, the content is disjointed and loses
structure. Headings should be used for each separated research topic area.




Design Requirement

These below show the addresses for Class A, B & C.

Class C

Net Address 192.168.4.0

Gateway Address 192.168.4.254

Initial Device 192.168.4.1

Address

Class B

Net Address 170.24.0.0

Gateway Address 170.24.0.254

Initial Device 170.24.0.1

Address

Class A

Net Address 104.0.0.0

Gateway Address 104.0.0.254

Initial Device 104.0.0.1

Address

Router Addresses

Routers

RO 10.0.0.1

R1 10.0.0.2
11.0.0.1

R2 11.0.0.2

Good address schema for the three
different classes of networks




Implementation
The static routing using static addressing is shown below.

261 XM 26w b .)(M
Ro‘ erl Roy Fal/o Fal/0 fterz
Fa0/o
Fali
Fali
1 Falf

Diagram shows port alfocation but not the net

addresses
s
RC1 i
Figure 5 Static Routing

The static routing configuration for the three routers are shown in the screenshots below.

Network Address

104.0.0.0/8 via 10.0.0.2

170.24.0.0/16 via 10.0.0.2

Remove

Figure 6 Router 1 configuration
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Network Address

192.168.4.0/24 via 10.0.0.1

170.24.0.0/16 via 11.0.0.2

Remove
Figure 7 Router 2 conﬁguraﬁon
Network Address
104.0.0.0/8 via 11.0.0.1
192.168.4.0/24 via 11.0.0.1
Static routing tables are
correct
Remove
Figure 8 Router 3 configuration
Fire Last Status Source Destination Type Color Time{sec) Periodic Num Edi Delete
@ Successful PCo PC1 ICMP 0.000 N ] (eait) (deiete]
* Successful PC1 PCO o 1.000 N 1 P prveora Good set Of test
o Successful PC1 PC2 cve 0.000 N 2 (dit) weste|  results
. Successful PC2 PC1 ICMP 0.000 N 3 (edit) (delete
@ Successful PCO PCc2 ICMR . 0.000 N 4 (edit) (delete]
@ Successful Pc2 PCO ICMP . 0.000 N 5 (edit) (delets]
< »

Figure 9 test configuration

The screenshot of the test shows the comms in both directions for all of the devices, it shows
there are no failures. The test shows the ping commands in the packet tracer software that

was used. The packet is transmitted from one of the devices to the other devices.

Good explanation

11




This needs a heading

Routergconf t
Enter configuration commands, one per linme. End with CNTL/Z.
Router (config) $do show ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, ¥ - mobile, B - BGP
D - EIGRP, EX - EIGRP sxternal, © - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - I5-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last rescrt is not set

Cc 10.0.0.0/8 is directly connected, Serialds/2

5 104.0.0.0/8 [1/0] via 10.0.0.2

s 170.24_0.0/1€ [1/0] wia 10.0.0.2

c 192_.1€8.4.0/24 is directly connected, FastEthernet0/0

Router (config) # e

Figure 10 Router 1

Router#conf ©
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#do show ip coute
Codes: C - connected, § - static, I - IGRP, R - RIF, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-15, L1 - IS5-IS level-1l, L2 - IS-IS level-2, ia — IS-IS inter area
+ - candidate default, U — per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

c 10.0.0.0/8 is directly connected, Serial0/2

c 11.0.0.0/8 is directly connected, Seriald/3

c 104.0.0.0/8 ie directly connected, FastEthernet0/0

5 170_24 0.0/1€ [1/0] vwia 11 0.0.2

L 192.1€8.4.0/24 [1/0] wvia 10.0.0.1

loutertconfiq)tl bl

Figure 11 Router 2

Router> en

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)#de show ip route

Codes: C - connected, § - static, I - IGRP, R — RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area
N1 - OSPF NSSA externmal type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-IS, L1 - IS-IS level-l, L2 - IS-IS lewvel-2, ia - IS-IS inter area
* - pandidate defaule, U - per-user statiec route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

c 11.0.0.0/8 is directly connected, Seriald/2

s 104.0.0.0/8 [1/0] via 11.0.0.1

(7] 170.24 .0_0/1€ is directly connected, FastEthernet0/0

-] 192.1€8.4.0/24 [1/0] via 11.0.0.1

Router (config) g =

Figure 12 Router 3 Good evidence but needs a heading

12




Implementation
In the screenshots below, it shows the configuration of dynamic routing using Routing
Information Protocol, also known as the RIP.

Routerrenable

Routers

Router#ccnfiquze tesminal

Enter configuration commands, one per line. End with CNIL/Z.
Router (configh#

Bouter (configl#ne ip route 170.24
Router (config)éno ip route 104.0.0.0 255.0.0.0 10.0.0.2
Router (config)#

outer (config)#route rip
Router (config-router) fver
Router (config-router) fnet
Bouter (ccnfig-zoutes) fnet
Router {config-router) fnet
Router (config-router) §°1
Routers

45%

5-CONFIC I: Configuzed from console by comscle

Routert conf t

Enter configuration commands, cne per line. End with CNTL/Z.
Router (config)#router rip

Bouter (config-router)fver I

Router (config-router)$170.0.0.0

% Invalid impue detacted ar '* marker Good evidence of RIP

Router (config-router) L
Routers
%5¥S5-5-CONF

I: Configured from conscle by console

Routers

Cirl+FE fo exit CLI focus Copy Paste

Figure 13 Router 1

Gaceway of last resort is not set

connected, Seriald/:
r connected, Sarialls3
is direczly connected, FascEzhernet(/0
0/1€ [1/0] wia 2
/24 [1/0

c
c
c
5
5

Router {config)#

Router (configl

Router (config) #ne ip route 170.24.0.0 255.2!
Bouter (config)$ne ip rowte 192 168.4.0 255
Router {config) #

Houter (config) §router rip
Router (config-router) fver
Router (config-rouser) fnet
Router (config-router) $net
Router (config-router) dnst
Router (config-router) dnet
Router (config-router) dnet
Router (config-reuter)$-z
Boutec#

WS¥YS-5-CONFIG_L: Configured from comsole by console

Houter# conf t©
Encer configuration commands, one per line. End with CNTL/Z.
Router {config) g

CirkFE to exit CLI focus. Copy Paste

Figure 14 Router 2




TFE T
2 - IS-IS level-2, ia - IS-IS inter area
user static route, o = ODR

= T
i - IS-IS, L1 - IS-1S level-l
¢ = candidate default, U = per=

- periodic downloaded static route
Gateway of last resort 15 not SeT

11.0.0.0/8 iz dirsctly conmected, Serialos2
104.0.0.0/8 6] wia 11.0.0.1

0 11.0.0.1
55.255.0 11.0.0.1

figgne ip reute 104.0.
figisno ip route 152.1
fig)grouter Eip

8o
»o

#ig-router) fnet 11.0.0.0
fig-router) fnet 104.0.0.0
onfig-router) -2

CONFIG I: Configured from conscle by console

Routesd conf ©
Enter configuration commands, ome per line. Ind with CWTL/Z
onfig) érouter rip

fig-router)# war 2

cuter) $net 170.24.0.0

nfig-router)$-2

ONFIG I: Configured from console by console

Routert

Ctrb+F8 to exit CLI focus

Figure 15 Router 3

The screenshots below show the RIP table for the three routers.

Routing Table for Router)

Type Network Port Hi:xltP Metric
c 10.0.0.0/8 Serial0/2 —_ 0/0

R 11.0.0.0/3 Serial0/2 10.0.0.2 1201
R 104.0.0.0/3 Serial0/2 10.0.0.2 1201
R 170.24.0.0/16 Serial0/2 10.0.0.2 120/2
c 192.168.4.0/24 FastEthernet0/0 — 0/0

Figure 16 Routing Table

Routing Table for Router1

Type  Network Port H':;":, Metric
C 100008  Serald2 — o
C 10008  Serial — oo
C 1040008 FastEthemetdd — 0/
R 170260016 Serial0/3 1.0.02 1201
R 102.168.4.0/24 Seriald2 10.0.0.1 1201

Figure 17 Routing Table

14




Type

R

Network

10.0.0.0/8

11.0.0.0/8

104.0.0.0/8

170.24.0.0116 FastEthernet0/0 —

Routing Table for Router2

Serial0/2

Seriald/2

Port

Seriald/2

192.168.4.0/24 Serial0/2

Next
Hop IP

Figure 18 Routing Table

Metric

11.0.0.1 1201

0/

11.0.0.1 1201

0o

RIP tables are correct

11.0.0.1 12072

The screenshot below shows the testing of the RIP ping command, the tests show all the
communications in both directions.

Fire

Last Status
Successiul
Successful
Successfu
Successful
Successful

Successful

Source

PCO
PC1
PC1
PC2
PCO
PC2

Desfination
PC1
PCO
PC2
PC1
PC2
PCO

Type
ICMP
ICMP
ICMP
ICMP
IcMP
ICMP

Color

Tme(sec)

0.000
0.000
0.000
0.000
0.000
0.000

Figure 19 Testing Table

Periodic Num Edit
N 0 (edit)
N 1 (edit)
N 2 (edit)
N 3 (edit)
N 4 (edit)
N 5 (edit)

Delete
(delete
(delete]
(delete
(delete]
(delete]
(delete;

>

Good test for RIP routing

15




Task 5 — Implementation

Router 1

Headings must be used to identify content

The screenshot below the router 1 configuration as the control router, routers 2 and 3 are
configurated without the helper address for the dynamic addressing using DHCP.

Router (dhcp-config) gexit
Router (config)2

Router (dhcp-config) #énec 104.0.

Router (dhcp-config) gexit
Router (config)$

Router (dhcp-config) fexit
Router (config)$
Roucerlcanfig)ﬂ

Router (config)$ip dhep pool netl

Router (dhcp-config) #net 152.1€8.4.0 255.25
Router (dhcp-config) #default-router 152.16€8.4.
Router (dhcp-config) ¢dns-server 192.1€8.4_254

Router (config) $ip dhcp pool net2

Router (dhcp-config) §defaulc-router 104.0.0.254
Router (dhcp-config) §dns—-server 104.0.0.254

Router (config)#ip dhcp pool net3

Router (dhcp-config)$net 170.24.0.0 255.255.0.0
Router (dhcp-config) §default-router 170.24.0.254
Router (dhcp-config) $§dns—server 170.24.0.254

5.285.0
25

4

Good evidence of DHCP

0.0 255.0.0.0

Ctrl+F6 to exit CLI focus

IP Configuration

Copy Paste

Figure 20 Router Configuration

@® oree O static

IPv4 Address 92 163.4.1

Subnet Mask 255 255 955 0

Default Gateway 192 163.4 254

DNS Server 92.168.4.254
Figure 21 PC 0

The address configuration for PC1 and PC2 has not been set so a default address has been
set. This is because the router has been given a helper address to get across the network,

this helper address is from the

control router serial port (10.10.10.1).
Good explanation

16




IP Configuration
(® DHCP (O static
IPv4 Address 169.254.86.49

Subnet Mask 255.255.0.0

=

Default Gateway

DNS Server 0.0.0.0

Figure 22 PC 1

IP Configuration

@® DHeP O static

IPv4 Address 169.254.181.37 Errors are identfied
Subnet Mask
Default Gateway 0.0.0.0

DNS Server

Figure 23 PC 2

Configure of DHCP helper address for router 2 and router 3 for the cross-network comms

Router>

Router>en

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) $inc £0/0

Router (config-if)#ip helper-address 10.0.0.1

Router (config-if) gexic

Router(config)$

Ctri+F6 to exit CLI focus Copy Paste

Figure 24 Router Configuration

17




Good evidence of helpdr address config

Houterren

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #in £0/0

Router (config-if) #ip helper-address 10.0.0.1

Router (config-if) gexit

Router (config) $

Ctri+F6 to exit CLI focus Copy Paste

Figure 25 Router Configuration

The test dynamic addressing with the helper address configured in router 2 and router 3.

IP Configuration

® DHCP (O static
IPv4 Address 104.0.0.1
Subnet Mask 255.0.0.0
Default Gateway 104.0.0.254

DNS Server 104.0.0.254

Figure 26 Device PC 1

Error has cleared

IP Configuration

@® DHCP O static
IPv4 Address 170.24.0.1
Subnet Mask
Default Gateway 170.24.0.254

DNS Server 170.24.0

Figure 27 Device PC 2

The tests show that the devices PC 1 and PC 2 on both router 2 and router 3 are configured
dynamically.

18




The address exclusion configuration using router 1 as the control device

Router>
Router>en
Routergconf t

Router (config)$
Router (config) il

Enter configuration commands,
Router (config) #ip dhcp excluded-address 104
Router (config) #ip dhcp excluded-address 1952.
Router (config) #ip dhcp excluded-address 170.

one per line.

Good evidence

End with CNIL/Z.
.0.0.1 104.0.0.10
168.4.1 192.168.4.10
24.0.1 170.24.0.10

Ctrl+F6 to exit CLI focus

Test for excluded addresses
P Cnnﬂgumrjon

®) DHCP

IPv4 Address
Subnet Mask
Default Gateway

DNS Server

IP Configuration
@® DHCP

IPv4 Address
Subnet Mask

Default Gateway

DNS Server

IP Configuration

® DHCP

IPv4 Address
Subnet Mask
Default Gateway

DNS Server

Figure 28 Router 1

Q static

Figure 29 Device PC 0

O static

Figure 30 Device PC 1

O static
170.24.0.11

55255.0.0

Figure 31 Device PC 2

Copy

DHCP request successful

DHCP request successful

DHCP request successful.

Paste

Exclusions test is good. First 10
addresses are excluded.

19




The tests that prove the excluded addresses from 1 to 10 in each of the LAN have been
successful and this means the addresses for the specific controllers can be kept static. These

will not be affected by the DHCP dynamic addressing protocol.

Good explanation

The final test which will show the configuration of the routers

iquraticn :

L31€ bytas

lagin

Figure 32 Router 1 running the configurations

20




e passucrd-ancryption

stname Router

ip cef
ipvé cet

ip address 104.
ip helper-address 10.10.10.1
i ddress 10.0.0.1

duplex aute
spesd auto

interface FastEchermesi/l

shutdown

interface Seriall/l
no ip address
clock zate 2000000
shutdown

1

interface Seriall
ip address 10.0.

interface Seriald/3

ip address 11.0.0.1 285
clock rate 20
1

router rip
version 2

network 10.0.0.0
network 11.0.0.0
network L04.0.0.0
network 170.24.0
network 1%2_.1€35.4.0
!

ip classless
)

ip flow-expozt versicm 5
1

line com 0

!

line aux 0

'

line voy 0 4
login

'

Routersen
Boutertshouw run
Building configuration

Current configuratiem : 513 bytes
timestamps log datetime msec

tizestazps debug datetime msec
pazsvczd-snczyprion

hostname Router

no ip c=f
no ipvé cef

intertace FastEthernet0/0
ip address 170.24.0.254 0.0
Tal . 1010

1p classless

1p ficw-sxport wersice 3

Good evidence

Figure 34 Router 3 running the configurations
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Element 2

Introduction - CIDR/28

Element 2 is to further improve the network by using subnetting, this will be achieved by using
Classless Inter-domain Routing or CIDR. There will be three types of CIDR that will be used
in this report and these numbers will be represented by the numbers of bits that have been
made up in the router. The CIDR'’s used in this report will be 27, 28 and 30. Another thing that
will be implemented will be VLANSs, also known as Virtual Local Area Networks, these will
allow the networks in the report to work together as local area network or as a broadcast
domain. However, it will be limiting the access to one router by using an access control list.

Good points included

Design Requirements
The figure below shows the circuit where the changes have been implemented.

=] =

Fal
pc-w\,. a0l
PCO

Fa0r

. / Fali2

S (5 Se01
-, LS o e

Fa

205" 0 \G Se0

st 2921\ \J\ﬁswm - Fa0m
Rome! =

Faliy J26215M
London

/_ 950-24 Diagram shows port allocation, but no net addresses

Figure 35 System with Implementation

The tables below are used to provide the address which are required for the CIDR/28
subnetting.

There should be headings used to identify this content
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London

Subnet Mask 1 (1|11 ({0 01|00 255.255.255.240
0|0 |00 ]|0 00O Not Used
Net Addr 16 0|0 |0 |1 (0|0 |0 |1 Lowest Host Addr 17
Net Addr 16 0|0 |0 |1 |0 |00 O Next Host Addr 18
Default Gateway (0 [0 |0 |1 |1 |1 |1 |0 Fast Ethernet 0/0 addr 30
o(o0 |0 {11 1 (1|1 Broadcast 31
Rome
Subnet Mask 11111 ({0 01|00 255.255.255.240
0|0 |00 |0 00O Not Used
Net Addr 32 0|0 |0 |1 |0 |00 |1 Lowest Host Addr 33
Net Addr 32 0|0 |0 |1 |0 |00 O Next Host Addr 34
Default Gateway (0 [0 |0 |1 |1 |1 |1 |0 Fast Ethernet 0/0 addr 46
o(o0 |0 {11 1 (1|1 Broadcast 47
Paris
Subnet Mask 11111 ({0 01|00 255.255.255.240
0|0 |00 |0 00O Not Used
Net Addr 48 0|0 |0 |1 |0 |00 |1 Lowest Host Addr 49
Net Addr 48 0|0 |0 |1 |0 |00 O Next Host Addr 50
Default Gateway (0 [0 |0 |1 |1 |1 |1 |0 Fast Ethernet 0/0 addr 62
0|0 |0 |1 111 11 |1 Broadcast 63
WAN Networks 4, 5 and 6
London to Rome
London 0 1 0 0 0 1 Serial 0/0 Addr 77
Rome 0 1 0 0 1 0 Serial 0/1 Addr 78
Rome to Paris
Paris 0 1 0 1 0 1 Serial 0/0 Addr 93
Rome 0 1 0 1 1 0 Serial 0/1 Addr 94
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Paris to London

Paris 0 1T 11 1 1 0 1 Serial 0/0 Addr 109
London 0 1 |1 1 1 1 0 Serial 0/1 Addr 110
Address schedule for /28 is correct
CIDR/27

CIDR/27 Networks 1, 2 and 3

Subnetmask [1[1|1|0|0|0 0|0 |255255255224
0/0/0[0O|0|0 |0 |0 ]|Notused
Net addr 32 0/0|1({0|0|0 0|1 | Lowesthostaddr33 Rome 1
Net addr 32 0/0|1[{0|0|0 1|0 | Nexthostaddr 34 Rome 2
Net addr 32 0/0|1f1|1|1|1]0 | Highest Router addr 62 Rome Router
Net addr 64 0/1/0[{0|0|0 |0 |1 |Lowesthostaddr65 London 1
Net addr 64 0[1[{0|0|0|0|1]0 | Nexthostaddr66 London 2
Net addr 64 0101|1110 | Highest Router addr 94 London Router
Net addr 96 0(1{1]0]0|0 |0 |1 |Lowesthostaddr97 Paris 1
Net addr 96 0/111[0|0/|0 1|0 | Nexthostaddr98 Paris 2
Net addr 96 0/1/1f{1|1|1 1|0 |Highest Router addr 126 London Router
Address schedule for CIDR /27 is correct
CIDR/30 Networks 4, 5 and 6
Subnetmask |1 |1 (1|1 |1]|1]|0]|0|255.255.255.252
0{0|0|0|0|0 |0 |0 | Notused
Net addr 4 0/0|0|0|0|1|0/|1|Lowestinterface addr5 Rome serial 0/0
Net addr 4 0[{0|0|0|0|1|1]0 | Highest interface addr 6 Paris serial 0/0
Net addr 8 0{0|0|0|1]0]|0]|1|Lowestinterface addr 9 Rome serial 0/1
Net addr 8 0{0|/0|0|1]0/|1]0 | Highest interface addr 10 London serial 0/0
Net addr 12 0/0(0|0|1]1]|0]1 | Lowestinterface addr 13 London serial 0/1
Net addr 12 0/0[0|0|1|1]|1 |0 | Highest interface addr 14 Paris serial 0/1

Address schedule for CIDR /30 is correct

These tables above show the address required for the subnetting. The subnetting will be run
alongside each other in the circuit, unlike the CIDR/28, CIDR/27, and CIDR/30 as they don't.
From the subnet mask the type of CIDR can be found, for example CIDR/27 is found by the
subnet 255.255.255.224, whereas CIDR/28 is found by 255.255.255.240 and CIDR/30 is
found by 255.255.255.252. These marks are shown below in the table. 7his is not clear here.
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CIDR/28 Subnetting
The CIDR/28 is used for the RIP version 2 configuration, this is entered through the router

CLlI.

London>en

Londongconf t

Enter configuration commands, one per line. End with CNTL/Z.
London {config) #router rip
London ({config-router) $ver 2
London (config-router)§net 192_168_4_1¢€

London ({config-router)$net 192.1€8.4.64

London (config-router) §net 192_1€8_4_9¢

London (config-router) exit

London(config) ¢

London {config) gend

London#

&SYS-5-CONFIG_I: Configured from console by console

Figure 36 CIDR/28 Configuration

Paris>en

Parisgconf t

Enter configuration commands, one per line. End with CNTL/Z.
Paris (config) $router rip

Paris (config-router)$ver 2

Paris (config-router)$net 152.1€8.4.48

Paris (config-router)gnet 152.1€5.4.9¢€

Paris (config-router)gnet 152.1€8.4.80

Paris (config-router) #exit

Paris{canfig)ﬂ

Figure 37 CIDR/28 Configuration

Rome>ren

Romegconf ©

Enter configuration commands, one per line. End with CNTL/Z.
Rome (config) $router rip

Rome (config-router) gver 2
Rome (config-router)$net 152.1€8.4.32
Rome (config-router) #net 152.1&8.4.€4
Rome (config-router)#net 152.1€5.4.80
Rome {config-router) §exit

Rome (config)

Rome(ccnfig?ﬂ

Good evidence for /28 configyration

[¥]

Figure 38 CIDR/28 Configuration
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RIP Routing

Routing Table for London n
Type  Network Port H'i‘;”p Metric
C ------------ ‘ 192.168.4.16/28 FastEthernetd/0 — 0/0
R 192.168.4.32/28 Serial0/0 192.168.4.78 1201
R 192.168.4.48/28 Seriald/1 192.168.4.109 12011
c 192.168.4.64/28 Seriald/0 - 0/0
R 192.168.4.80/28 Seriald/1 192.168.4.108 12011
R 192.168.4.80/28 Serial0/0 192.168.4.78 1201
v

Figure 39 London Routing Table

, Routing Table for Paris

R

| Type

Next

Network Port Hop IP Metric
192.168.4.16/28 Serial0/1 192.168.4.110 120/
192.168.4.32/28 Serial0/0 192168494 1201
192.168.4.48/28 FastEthernet0/0 — 0/0
192.168.4.64/28 Serial0/0 192.168.4.94 1201
192.168.4.64/28 Serial0/1 192.168.4.110 1201
192.168.4.80/28 Serial0/0 — 0/0

Figure 40 Paris Routing Table
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Routing Table for Rome

R 192.168.4.48/28 Serial0/1

Type Network Port

R 192.168.4.16/28 Serial0/0

c 192.168.4.32/28 FastEthernetd/0 — 0/0

Next

Hop IP Metric

192.168.4.77 1201

192.168.4.93 1201

RIP tables for /28 are

C 192.168.4.64/28 Serial0/0 — 0/0 correct

c 192.168.4.80/28 Serial0/1 - 0/0

R 192.168.4.96/28 Serial0/1 192.168.4.93 1201

(¥
Figure 41 Rome Routing Table
Headings must be used
List Windoy
Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit

@ Successful PC1 PCS ICHP . 0.000 N 0 (edit)
@ Successful PCS PC1 ICMP . 0.000 N 1 (edit)
@ Successful PC4 PC3 ICMP . 0.000 N - (edit)
=3 Successful PC3 PC4 ICKp . 0.000 N 3 (edit)
P Faied Pc2 PCO el 0.000 N 4 (edit)
@ Successful PC2 PCO ICMP B 0.000 N S (edit)
) Successful PCO PC2 ICMP - 0.000 N 6 (edit)

Figure 42 Testing Table

tested across all nets

Test for /28 is good with both directions
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This needs a heading

CIDR/27 and CIDR/30

CIDR/27 and 30 are used throughout the CLI commands, these CIDRs are also known as
variable length subnet masks. By using the addresses in the CIDR tables in the beginning of
the report they can be implemented into each of the routers.

Routergconf t

Enter configuration commands, one per line. End with CNTIL/Z.
Router(config) $¢router rip
Router (config-router) fver 2

Router (config-router) #net 152.168.4.4

Router {config-router)$net 152.1€8.4.8
Router (config-router) $net 152_1€8.4 32 Good evidence Of/27 and /30 COnfig

% Invalid input detected at "~' marker.

Router (config-router) $net 152.168.4.32
Router (config-router) §exit
Router (config) $ v

Figure 43 CIDR/27 Configuration

Routergconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §router rip

Router (config-router) $ver 2

Router (config-router)$net 152_1&68._4_5¢

Router (config-router)$net 192.1€8.4.12

Router (config-router)gnet 152 _168.4._4

Router (config-router) fexit

Router (config) g

v
Figure 44 CIDR/27 Configuration
Routerfconf ¢
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip
Router (config-router) $ver 2
Router (config-router)$ner 152 _1€8_4_¢&4
Router (config-router)$net 152.1€8.4.8
Router (config-router)$net 152_.1€8.4.12
Router (config-router) gexitc
Router (config) §
v

Figure 45 CIDR/27 Configuration
This is CIDR /27 and /30
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Routing Table for Rome =
Next ,

Type Network Port Hop IP Metric

c 192.168.4.4/30 Serial0/1 --- 0/0

c 192.168.4.8/30 Serial0/0 — 0/0

R 192.168.4.12/30 Serial0/1 192.168.46 12011

R 182.168.4.12/30 Serial0/0 192.168.4.10 1201

c 192.168.4.32/27 FasiEthernet0/0 — 0/0

R 192.168.4.64/27 Serial0/0 192.168.4.10 12011

Figure 46 Rome Routing Table

Routing Table for London [ x |
Next ; "

Type Network Port Hop IP Metric

R 192.168.4.4/30 Serial0/1 192.168.4.13 12011

R 192.168.4.4/30 Serial0/0 192.168.49 1201

c 192.168.4.8/30 Serial0/0 - 0/0

c 192.168.4.12/30 Serial0/1 - 0/0

R 192.168.4.32/27 Serial0/0 192.168.49 12011

c 192.168.4 64/27 FastEthernetd/0 — 0/0 »

Figure 47 London Routing Table
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Routing Table for Paris

Next ;
Type Network Port Hop IP Metric
c 192.168.4.4/30 Serial0/0 — 0/0
R 192.168.4.8/30 Serial0/0 192.168.45 1201
R 192.168.4.8/30 Serial0/ 192.168.4.14 1201 correct
C 192.168.4.12/30 Serial0/1 — 0/0
R 192.168.4.32/27 Serial0/0 192.168.45 1201
R 192.168.4 64/27 Serial0N 192.168.4.14 120/1
Figure 48 Paris Routing Table
This needs a heading
PDU |
Fire Last Status Source Destination Type Color Time(sec) Perid
@ Successful PC3 PC4 ICHP . 0.000
[+3 Successful PCS PC2 ICMP . 0.000
[+3 Successful PC2 PCO ICMP - 0.000
[+3 Successful PC1 PC3 ICMP - 0.000
[+3 Successful PC1 PCS ICMP . 0.000
[+ Successful PC4 PCO ICMP . 0.000

Good test results for /27 and /30

Figure 49 Testing Table

RIP tables for /27 and /30 are
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VLANSs

Heading needed

VLANSs are used to broadcast any information we needed across domain, any device on the
LAN will receive the information that was broadcasted. This can reduce the board

This needs more

explanation on what a
Vlgn offers

77

FastEthemet 0/0.1 0|1 )]0 |1 |1 |1 |1 |0 |Netaddr64ifaddr94
FastEthernet 0/0.2 1710 |0 |1 |1 |1 |1 |0 |Netaddr128i/faddr158
PC1 0|1 (0|0 |0 |0 |0 |1 |Netaddr64ifaddr65
PC2 1]/0 |0 |0 [0 |0 |0 |1 |Netaddr128i/faddr129

Additional address is
identified

London Router — FastEthernet 0/0.1 ip address 192.168.30.94 255.255.255.224

Inter-Vlan routing is

London Router — FastEthernet 0/0.2 ip address 192.168.30.158 255.256.255.224 jy/y/fied

London Switch — FastEthernet 0/24 — linked to London Router with encapsulation VLAN 2 and

VLAN 3

London Switch — FastEthernet 0/2 — set as VLAN 2 linked to PC1 London

London Switch — FastEthernet 0/3 — set as VLAN 3 linked to PC2 London

Londongconf t©

London (config) #vlan 2
London (config-vlan) ¢name
London (config-vlan) gexit
London {config) #vlan 3
London (config-vlan) #name

% Invalid input detected

London (config-vlan) §name
London (config-vlan) §exit
London (config) ¢
London (config) 8|

Enter configuration commands,

vlan2

one per line. End with CNIL/Z.

Figure 50 London Configuration

VLAN Type SAID

1 enet
2 enet
3 enet
1002 fddi

——Hoze——

1500
1500
1800
1800

Pareat RinglNo BridgeMo Stp BrdgMode Transl Trans2

[ B |

VLAN Name Status Ports

1 default active Fa0/l, FaO/4, Fad/5, FaO/€
Fa0/7, Fa0/8, Fa0/%, Fa0d/l10
Fa0/ll, Fad/l2z, Fa0/l3, FaO/l4
Fa0/1S, FaOd/lé, Fa0/l7, Fa0sl8
Fa0/1%, Fa0/20, Fa0/2l, Fa0/22
Fa0/23

2 vlan2 active Fao0/2

3 vlan3 active Fa0/3

1002 fddi-default active . . .

1003 coken-ring-defauls active Good evidence of configuration

1004 fddinet-default active

1005 trnec-default active

| ik |
oA
[ R |
[ ]

oooo
oooo

Figure 51 London Vian
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Londongconf t

London (config) g

London$

London

Enter configuration commands,
London (config) g#int £0/2
London (config-if) #switchport mode access
London (config-if) #switchport access vlan
London (config-if) gexic

London (config)gint £0/3

London (config-if) $§switchport mode access
London (config=-if) $switchport access vlan 3
London (config-if) §exit

London (config)$-2

one per line.

2

End with CNTL/Z.

$5YS-5-CONFIG_I: Configured from console by console

Figure 52 London Configuration

Londongshow ip int brie

Interface
FastEchernet0/0

FastEthernet0/0.
FastEchernet0/0.

FastEcthernet0/1
Seriall/0
Seriall/1l
Londong

w

IP-Address OK?
unassigned YES
152.168.4.54 YES
152.168.4.158 YES
unassigned YES
152.1€8.7.10 YES
152.168.7.13 YES

Method
manual
manual
manual
unset

manual
manual

Status

up

up

up

administratively down
up

up

Protocol
up

up

up

down

up

up

Figure 53 London Configuration

Missing test for Vlan and missing evaluation.

Good evidence of Vlan config
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Element 3
For this element a new project is created, and a web server is configured.

‘Web Server PLC

Motor Run on/off
Motor Run off

Motor Run Ta
5 Mator Run Tag

"

Motor Run on

Motor Run Tag

Flow chart does not serve any
purpose here.

"

Set output PWM

Motor Speed PWM Tag

"

Gauge Display PWM Value

Motor PWM Tag

End

Figure 54 Flow Chart
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Web Server
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Figure 56 File Extension

Program files for server on PLC

Information

The file extension are .html, .htm and .js. Another file extensioncan be json.

HTML — Hypertext Markup Language

HTM — Allowable short version of HTML, both of the extensions are permitted

.js — JavaScript (jguery, ajax)

.json — Extension of the JavaScript library

The .js extension is usually not accepted on a PLC model lower than 1500, so the .js program
can be program can be embedded into the HTML or the HTM using the .json. The LED'’s are
.png images and graphic extensions such as the .png and .gif can be embedded into the ajax

script.
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Figure 61 Web Server Configuration

When the page is ready, the web data web block can be downloaded.

Figure 62 PLC Subnet

Vlan gateway
address set in PLC
and via router.
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Figure 63 Files

A short, embedded program using a HTML and two images will visually represent the PLC
conditions. This is the way Industry 4.0 is developed especially with the PLC’s. The next
development stage is to implement the JavaScript libraries such as jquery and json which will
enable the real time data monitoring without the need to refresh the page. This will have a
smoother graphic and an increased speed of the data refresh.

The applications such as motor speed control and the variable data values can be
implemented as web pages for remote control and monitoring of the system.

In the ‘UserFiles’ include the motor switch.htm which is the main download file of data to the
PLC server.

Good explanation of the server side program
to run the DC motor.
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Figure 64 Files
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Testing of the PLC Web Server
This is the DC motor running with a 20% PWM duty cycle selected with the motor status off.

Figure 65 20% PWM duty cycle

Good evidence of browser page
control of DC motor
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Figure 66 20% PWM duty cycle
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The motor, shown in screenshot 67 below, has a 20% PWM cycle which has been set from
the software shown in the screenshot 65 and 66 above.

Good evidence of prac setup

Figure 67 20% PWM duty cycle

The screenshots below show the DC motor running with 60% PWM duty cycle with the motor
run status as on.

Figure 68 60% PWM duty cycle

Good evidence of prac test from browser
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PLC programming
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Figure 69 60% PWM duty cycle

This motor, shown in screenshot 70 below, has a 60% PWM cycle which has been set from
the software shown in the screenshot 68 and 69 above.

Good evidence

Figure 70 60% PWM duty cycle
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This is the Motor Switch.htm program listing with the comments.
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There should be more sources

Appendix
This should have a heading to indicate purpose i.e. Vlan testing

sStEchernec0/0 b §
ua

Ethernet0/0.2 YES manual up
FastEchernec0/0.3 192.168.4.158 Y manual up
Jerial0/0 unas=signed YES unset administratively down down

FastEchernec0/1 unassigned unset administcratively down down

Serial0/1 unassigned S unset administratively dow

Router ff'

Figure 77 Vian Configuration
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Figure 78 Subnet Table

O 0%tanan IP acres: automancal
@ Use the following 1P adress: —

(L frm e

——— I_,.

Subret mask:

Default gateway:

| Dbtan OIS servar adcress Sk
@) Lime the fobowng DS server addresses:
Prefermed DS server:

| Alternatree DNS server:

Figure 79 Subnet Table
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Ethernet adapter Local Area C

fic D

192.168.4

FBEl & 5 & 5o 5 +ieoewaE : -224
Gatevay . . . .- 168.4.94 Vlan test using
Documentz and Settingz“Administrator’ping 192_.168.4.138
Pinging 192.168.4.138 with 32 bytes of datacs plng Commands

t timed opc. from host
1 192.Mp8.4.138: hyte time TTL=2%9
92.168.4.138: bute time{ims ITL=2%
192.168.4.138: hyte time{ims TTL=29

[Ping statistics for 192.168.4.1

IJPac]-w.t. Sent = 4, Received = 3, Lost = 1 <25
pproximate round trip times in milli-seconds:
Minimum = Bms. Maximum 3ms,. Average = 1ms

Figure 80 I/P Configuration

Command Prompt

Good test evidence
showing ping
cmmand from host

Figure 81 I/P Configuration
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2118459

GRADEMARK REPORT

FINAL GRADE

GENERAL COMMENTS

/100

PAGE 1
PAGE 2
Text Comment. These need to be defferentiated
Text Comment. Table of contents has structure
PAGE 3
PAGE 4
Text Comment. Good substantial list of figures
PAGE 5
Text Comment. Correct citation
Text Comment. Good supporting diagram
Text Comment. Correct citation
PAGE 6

Text Comment.

Text Comment.

OSI 7 layer model is identified in the diagram.

Correct citation



Text Comment. Good supporting diagram

Text Comment. Ecapsulation and decapsulation is explained, but should not be mixed
with the 7 and 4 layer models.

Text Comment. Encapsulation and decapsulation are explained
Text Comment. There should be a heading here
Text Comment. Correct citation

Text Comment. Good point here

PAGE 7
Text Comment. This is a good point
Text Comment. There should be a heading here
Text Comment. Correct citation
PAGE 8
Text Comment. Research has good significant points included, however, the content is
disjointed and loses structure. Headings should be used for each separated research topic
area.
PAGE 9
Text Comment. Good address schema for the three different classes of networks
PAGE 10
Text Comment. Diagram shows port allocation but not the net addresses
PAGE 11

Text Comment. Static routing tables are correct
Text Comment. Good set of test results

Text Comment. Good explanation



PAGE 12

Text Comment.

Text Comment.

This needs a heading

Good evidence but needs a heading

PAGE 13
Text Comment. Good evidence of RIP
PAGE 14
PAGE 15
Text Comment. RIP tables are correct
Text Comment. Good test for RIP routing
PAGE 16
Text Comment. Headings must be used to identify content
Text Comment. Good evidence of DHCP
Text Comment. Good explanation
PAGE 17
Text Comment. Errors are identfied
PAGE 18
Text Comment. Good evidence of helper address config
Text Comment. Error has cleared
PAGE 19

PAGE 20

Text Comment.

Text Comment.

Good evidence

Exclusions test is good. First 10 addresses are excluded.




Text Comment.

Good explanation

PAGE 21
Text Comment. Good evidence
PAGE 22
Text Comment. Good points included
Text Comment. Diagram shows port allocation, but no net addresses
Text Comment. There should be headings used to identify this content
PAGE 23
PAGE 24
Text Comment. Address schedule for /28 is correct
Text Comment. Address schedule for CIDR /27 is correct
Text Comment. Address schedule for CIDR /30 is correct
Text Comment. This is not clear here.
PAGE 25
Text Comment. Good evidence for /28 configuration
PAGE 26
PAGE 27
Text Comment. RIP tables for /28 are correct
Text Comment. Headings must be used
Text Comment. Test for /28 is good with both directions tested across all nets
PAGE 28

Text Comment.

This needs a heading



Text Comment.

Text Comment.

Good evidence of /27 and /30 config

This is CIDR /27 and /30

PAGE 29
PAGE 30
Text Comment. RIP tables for /27 and /30 are correct
Text Comment. This needs a heading
Text Comment. Good test results for /27 and /30
PAGE 31
Text Comment. Heading needed
Text Comment. This needs more explanation on what a Vlan offers
Text Comment. Additional address is identified
Text Comment. Inter-Vlan routing is identified
Text Comment. Good evidence of configuration
PAGE 32
Text Comment. Good evidence of Vlan config
Text Comment. Missing test for Vlan and missing evaluation.
PAGE 33
Text Comment. Flow chart does not serve any purpose here.
PAGE 34

Text Comment.

Text Comment.

This is the config for PLC on Vlan gateway

Good evidence



Text Comment.

Program files for server on PLC

PAGE 35
Text Comment. Tags to drive DC motor
PAGE 36
Text Comment. Simple function blocks to drive PWM to DC motor
Text Comment. Good evidence. This is the main function block to activate the server
inside the PLC
PAGE 37
Text Comment. Vian gateway address set in PLC and via router.
PAGE 38
Text Comment. Good explanation of the server side program to run the DC motor.
Text Comment. Good example of files
PAGE 39
Text Comment. Good evidence of browser page control of DC motor
PAGE 40
Text Comment. Good evidence of prac setup
Text Comment. Good evidence of prac test from browser
PAGE 41
Text Comment. Good evidence
PAGE 42
PAGE 43
PAGE 44

PAGE 45




Text Comment. There should be more sources

Text Comment. This should have a heading to indicate purpose i.e. Vlan testing

PAGE 46

PAGE 47

Text Comment. Vian test using ping commands from host

Text Comment. Good test evidence showing ping cmmand from host

GRADING FORM: CSG-RUBIC

CERYS JOSEPH 0

RESEARCH-INFORMED LITERATURE

[

y"’ OSI 7 and 4 layer models have not been explained 3/1 0
or compared. The 7 layer model is referred to as
part of encapsulation.
Missing headings in this section.
There are good points with broadcasting, but the
content is disjointe and Icking structure in this
section.

KNOWLEDGE AND UNDERSTANDING

(

4 El1.Headings missing to identify content.
Evaluation missing. 1 5/30

The theree networks diagram with port allocation



is missing net addresses.

Testing methods are good and supported with
good evidence. 5/10

E2. Network diagram is missing the net addresses.
Parts missing for Vlan and evaluation. 5/10

E3. No network diagram of Vlans with addresses
and port allocation. No evidence of prac setup.
The system has been impleemneted and tested,
but documentation is missng and disjointed. 5/10

ANALYSIS

[

y" E1. Good set of test results for the three network
classes.
Missing evaluation. 3/5
E2. Test for Vlan is missing.
Missing evaluation. 5/10
E3. Vlan test is in appendix with no heading to
identify.
No evaluation. 5/10

PRACTICAL APPLICATION AND DEP.

13/25

[

y‘ E1. Net addresses should be included on diagram.
The implementation is not structured very well due
to missing headings.

The system is impelemted and there is evidence to
support this, however, the order is not structured.
Testing methods are good but should be identfied.
2.5/5

E2. CIDR implementation is disjointed and mising
headings to identify content in this section. Some
minir errors with identification fo CIDR networks.
2.5/5

10/20



E3. Vlan diagram with port allocation and net

addresses is misisng.
Disjointed content with missing headings.

No evaluation.
The cnfig has been achieved with evidence. 5/10

SKILLS FOR PROFESSIONAL PRAC.

[

y"’ Rport is missing headings to identify content. 8/1 5
There is content to prove the system operations

with good evidence, however, the presentation is
lacking structure.



