[image: ]



[image: ]



	Student Name:
	Riddhi Damjibhai Mendpara

	Student ID:
	2518862

	Module:
	ACCA7027 Cloud Engineering Principles and Practice

	Lecturer:
	Mark Huntly

	Submission Date:
	10th August 2026









Table of Contents
Abstract	3
1.Introduction	4
2. Virtualisation and Containerisation Technologies	5
    2.1 Introduction of Virtualisation …................................................................................................... 5
    2.2 Containerisation Technology........................................................................................................ 5
    2.3 Docker Architecture .................................................................................................................... 6
3. Docker Technologies and Practical Implementation……………………………………………………………………..7
    3.1  Introduction to Docker ……………………........................................................................................ 7
    3.2 Docker Image Development…….................................................................................................. 7
    3.3 Docker Image Verification ……….................................................................................................. 9
    3.4 Docker Container Deployment ……............................................................................................. 10
    3.5 Container Verification and Monitoring………………….................................................................... 11
    3.6 Chapter Summary…….................................................................................................................. 12
4. Cloud Computing Concepts…………………………………………………………………………………………………………..13
    4.1  Introduction……………………………………..........................................................................................13
    4.2 Load Balancing…………………..…….................................................................................................. 13
    4.3 Scalability ……………………….………..................................................................................................14
    4.4 Application Gateway……………..……............................................................................................. 14
    4.5 Relationship Between Load Balancing, Scalability, and Application Gateway
           Theory….……………………………………………………………………………………………………………………………….15
    4.6 Chapter Summary……..................................................................................................................15
5. Driving Forces of Cloud Computing and Serverless Computing…………………………………………………….16
    5.1  Introduction ……………………………………........................................................................................ 16
    5.2 Driving Forces of Cloud Computing………..................................................................................... 16
    5.3 Serverless Computing………………..................................................................................................16
    5.4 AWS Lambda and Azure Functions............................................................................................. 16
    5.5 Serverless Computing vs Containerisation..………….................................................................... 16
    5.6 Chapter Summary……..................................................................................................................17
6. Conclusion ...................................................................................................................................... 17
References .......................................................................................................................................... 18



Abstract
Cloud computing has revolutionized how organizations create, implement and oversee applications by offering scalable, adaptable and economical computing resources. Containerisation is one of the main technologies propelling this change with Docker emerging as a popular platform for uniformly packing and delivering applications across various computer environments [1], [4]. In addition to Docker, cloud technologies including serverless computing, load balancing, scalability and application gateways are crucial for enhancing application availability, performance and resource utilisation [12], [13]. This study examines the fundamentals of virtualisation and containerisation, emphasising the function of Docker technologies, such as networking, Docker Compose, Docker images, Docker Hub and Docker volumes [6], [8] and [11]. Additionally, it explores cloud computing ideas like load balancing, scalability and application gateways, clarifying how these technologies collaborate to enhance contemporary cloud infrastructures [12], [13]. Additionally, the research studies serverless computing using AWS Lambda and Microsoft Azure Functions contrasting the serverless architecture with container-based deployment and explores the motivations behind cloud computing [15], [16]. The deployment and management of Docker containers are demonstrated through practical implementation which offers proof to back up the theoretical ideas covered in the paper. The study concludes by assessing the benefits, difficulties and prospects of serverless computing and containerisation in creating safe, scalable and effective cloud-native applications [4], [15] and [16].
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One of the most important technological advancements in contemporary information technology is cloud computing which gives businesses more flexibility, scalability, and cost-effective online access to computer resources, storage, networking and software applications [1]. By enabling several virtual computers to share physical hardware resources while preserving isolation, effective resource utilisation and enhanced infrastructure management, virtualisation serves as the foundation of cloud computing [1], [2], [17]. Containerisation has become a lightweight substitute for traditional virtual machines as cloud technologies have developed and allowing for faster application deployment, enhanced portability and consistent execution across many computing environments [4], [17]. Because it makes application packaging, deployment and management easier with features like Docker images, Docker Hub, Docker volumes, Docker networking and Docker Compose. Docker has emerged as the leading containerisation platform and is a crucial platform for developing cloud-native applications [4], [6] and [11].
To maintain high availability, increase resource utilisation and enhance application performance under shifting workloads, contemporary cloud platforms rely on complementary technologies such load balancing, scalability and application gateways in addition to containerisation [12], [13]. Additionally, developers can run applications without managing the underlying server architecture thanks to serverless computing platforms like AWS Lambda and Microsoft Azure Functions, which lower operational complexity while increasing scalability and cost effectiveness [15], [16]. These technologies are now essential parts of contemporary cloud systems and help businesses create dependable, adaptable and scalable cloud services [13], [15].
This report's objective is to investigate the fundamentals of virtualisation and containerisation, with a focus on Docker technologies and their use in contemporary cloud deployments. Before going over the motivations behind cloud computing and examining serverless computing using AWS Lambda and Microsoft Azure Functions. the research assesses key cloud computing principles like load balancing, scalability and application gateways. While current academic research is used to critically assess the advantages, constraints, security considerations and future role of these technologies in cloud computing, a practical Docker implementation is presented to illustrate the deployment and management of containerised applications [4], [6], [12], [15], [16].
2. Virtualisation and Containerisation Technologies 
2.1 Introduction to Virtualisation 
A key component of cloud computing is virtualisation which enables several virtual machines (VMs) to operate on a single physical server by effectively sharing hardware resources. Virtualisation produces several virtual environments that can run various operating systems and applications independently, as opposed to dedicating a single physical machine to a single operating system. This strategy lowers infrastructure costs, increases hardware utilisation and makes it possible for businesses to use computing resources more effectively [1].
The hypervisor, also referred to as the Virtual Machine Monitor (VMM) that is a software layer that controls virtualisation. While maintaining workload isolation, the hypervisor distributes computational resources like CPU, memory, storage and networking to each virtual machine. Hypervisors come in two primary varieties: Type 2 (hosted) hypervisors, which run on top of an existing operating system and Type 1 (bare metal) hypervisors, which run directly on the hardware. While Type 2 hypervisors are frequently utilised for testing and development and Type 1 hypervisors typically offer superior performance and security, making them appropriate for enterprise cloud settings [1], [2].
By facilitating quick resource provisioning, workload mobility, disaster recovery and enhanced system availability, virtualization's widespread use has revolutionised cloud computing. Additionally, it supports the Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS) cloud service models, which enable cloud providers to optimise resource utilisation while offering users flexible and scalable services [1], [3]. Modern cloud-native and serverless architectures can benefit from recent advancements like lightweight virtualisation and micro VM technologies, such as AWS Firecracker, which further enhance startup performance while ensuring good workload isolation [17].
2.2 Containerisation Technology
Strong isolation is offered by virtual machines, however each virtual machine must have a full operating system which raises resource overhead, startup time and storage usage. Containerisation was developed as a lightweight virtualised method to get around these restrictions. In contrast to virtual machines, containers isolate apps and their dependencies into distinct execution environments while sharing the host operating system kernel. Applications may launch in a matter of seconds thanks to this architecture, which drastically lowers resource consumption [4], [17].
Because containerisation enables developers to bundle applications with all necessary libraries, runtime environments and configuration files. it has emerged as one of the key technologies in cloud-native computing. Applications act uniformly in development, testing and production settings as a result, removing compatibility difficulties that are sometimes referred to as "it works on my machine" issues. Containerisation is especially useful for DevOps procedures, continuous integration and continuous deployment (CI/CD) pipelines because of its portability [4].
Containers offer several benefits over conventional virtual machines, such as quicker deployment, increased application density, cheaper infrastructure and better scalability. However, compared to virtual machines, containers offer less isolation because they share the host operating system kernel, necessitating the implementation of suitable security measures such secure image management, vulnerability screening, and runtime protection [5], [17].
2.3 Docker Architecture 
The most popular containerisation platform right now for creating, launching and maintaining containerised apps is Docker. It offers a full ecosystem that makes it easier to package, distribute and run applications in many computer settings. In order to construct and manage containers, Docker uses a client-server architecture made up of a number of interrelated components [4], [6].
Using commands like "docker build", "docker pull”, “docker run" and "docker push" users can interact with Docker via the command-line interface provided by the Docker Client. The Docker Daemon, which is in charge of building images, starting containers, maintaining networks and regulating storage resources, processes these commands. Developers may share, download and reuse application images across many systems thanks to Docker images, which are kept in container registries like Docker Hub [6], [9].
Important items like images, containers, volumes and networks are also included by Docker. Containers are running instances of Docker images, which are read-only templates used to generate containers. Volumes offer application data permanent storage, guaranteeing that data is kept even after containers are deleted. Docker networks preserve network isolation while facilitating communication between containers. When combined, these elements provide a versatile and effective platform for the deployment of contemporary cloud-native applications [6], [8] and [9].
 


3. Docker Technologies and Practical Implementation
3.1 Introduction to Docker
Developers can package apps and their dependencies into portable, lightweight containers using Docker, an open-source containerisation technology. Docker containers are quicker to launch and more resource-efficient than virtual machines since they share the host operating system kernel. By guaranteeing that apps operate uniformly in development, testing and production settings, Docker facilitates the development of cloud-native applications. The Docker Client, Docker Daemon, Docker Images, Containers and Docker Registry comprise its architecture, which collectively streamlines the deployment and maintenance of applications [4], [6], [17].
[image: ]Explanation
To confirm that Docker was installed successfully, the docker --version command was run. The output verifies that Docker Engine is installed on the system and prepared for container creation and management.
[image: ]Explanation
The Hello World image is downloaded from Docker Hub and launched within a container using the docker run hello-world command. The successful output attests to the proper operation of the Docker Client, Docker Daemon, image download and container execution.
3.2 Docker Image Development
Application code, runtime libraries, configuration files and dependencies needed to run an application are all contained in read-only Docker images. Docker files, which use a series of instructions to automate the image-building process are used to construct images. Because Docker images are kept in layers. it is possible to manage storage effectively and rebuild them more quickly when changes are made. This layered architecture facilitates quick application deployment across various cloud environments and enhances portability [6], [10].
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Explanation
The program to be installed within the Docker container was a straightforward HTML webpage. The application content that is copied into the Nginx web server is this webpage.

[image: ]
Explanation
The instructions for creating the Docker image are contained in the Docker file. The custom HTML file is copied into the Nginx web directory using the official Nginx image as the foundation image. The Docker file guarantees consistent deployment and automates the production of images.
[image: ]
Explanation
Docker build -t mywebsite command was used to create the Docker image. Docker produced an image named mywebsite that is prepared for deployment after successfully carrying out the Docker file instructions.
3.3 Docker Image Verification
Docker saves an image in the local image repository when it has been created. Docker image management commands allow developers to confirm the generation of images. Before deployment, image verification verifies that the right repository, tag, image ID and image size were created. In order to create containers or upload to Docker Hub, this step makes sure that the necessary application image is available [6], [7].
[image: ]Explanation
All locally accessible Docker images are shown via the docker desktop. This image shows all the image list with image names, tags, image IDs, creation time and image size. 
3.4 Docker Container Deployment 
An active instance of a Docker image is called a Docker container. Containers share the host operating system kernel but offer separate execution contexts. Docker maps application ports, distributes resources and starts the program inside the container during deployment. When compared to conventional virtual machines, this lightweight deployment architecture allows for quicker application startup and effective resource usage [4], [6].
[image: ]Explanation
Port 8080 was already assigned to another running container, an error occurred. This illustrates Docker's port management system, which limits the number of containers that can bind to a given host port unless several ports are set up.
 [image: ]
Explanation
The Docker container was successfully started after the port conflict was resolved. The custom HTML webpage running inside the Nginx container was visible when http://localhost:8080 was opened, indicating successful deployment.
 [image: ]
Explanation
The successful operation of the mywebsite container is verified by Docker Desktop. Administrators may keep an eye on container activities by seeing the container status, image name, mapped ports, CPU utilisation and memory consumption.
[image: ]
Explanation
All of the active Docker containers are listed via the docker ps command. The output displays the container ID, running status, image name, mapped ports and verifies that the mywebsite container is operational.
3.5 Container Verification and Monitoring
Upon deploying a Docker container, it is essential to check that the application is working properly and that the container is performing as intended. Docker offers various integrated tools that enable developers and system administrators to check container status, examine active processes, confirm network connectivity and assess resource usage. Routine container checks aid in confirming that the implemented application stays stable, reachable and accessible to users. Monitoring helps in detecting configuration problems and unsuccessful deployments, runtime behaviour before they impact application performance [4], [6].
Monitoring Docker can be done with command-line tools like docker ps, docker logs and docker inspect, in addition to the Docker Desktop graphical interface. These tools offer important details such as the container status, image name, port mappings, execution logs, CPU and memory utilization and network setup. Through constant observation of these factors, developers can swiftly resolve issues, enhance resource usage and sustain dependable containerized applications in cloud settings [4], [6].
Efficient container validation and oversight are vital procedures in cloud-native application deployment, as they enhance system reliability, ease maintenance and guarantee that applications function effectively following deployment. These monitoring features enable proactive management of systems and enhance the security, availability and performance of cloud applications based on Docker [4], [6].
3.6 Chapter Summary
Docker technologies were covered in this chapter along with examples of how to use them in real-world scenarios. Before utilising a Docker file to create a custom Docker image, Docker was successfully installed and verified. Docker Desktop and Docker commands were used to evaluate the image, deploy it as a running container, and monitor it. Docker's capacity to deliver portable, effective and reliable application deployment in contemporary cloud environments was shown by the web application's successful execution [4], [6].

Demonstration Video link Here:
https://youtu.be/ekaJ2sDuTZE





4. Cloud Computing Concepts
4.1 Introduction
Organisations may access flexible, scalable and affordable computing resources via the internet thanks to cloud computing. Technologies like load balancing, scalability and application gateways have become crucial for preserving high availability, enhancing system performance and guaranteeing dependable service delivery as cloud applications continue to grow in complexity and user demand. Together, these technologies handle growing traffic, distribute workloads effectively and shield apps from service disruptions. These fundamental ideas of cloud computing are covered in this chapter, along with their significance in contemporary cloud-native settings [12], [13] and [14].
4.2 Load Balancing
A method for dividing up incoming network traffic or application requests among several servers or computer resources is called load balancing. Its main goal is to ensure effective resource utilisation, enhanced application performance and high system availability without allowing any one server to become overwhelmed. Load balancing minimises response times and lowers the possibility of service outages during times of high demand by allocating workloads dynamically [12].
Depending on the needs of the application, cloud service providers use various load balancing methods. Round Robin, Least Connections, Weighted Round Robin and Dynamic Load Balancing are popular strategies. Better workload distribution and increased cloud efficiency are made possible by dynamic algorithms that continuously evaluate server performance and reroute requests to the most appropriate resources [12].
Improved fault tolerance, decreased downtime, increased scalability and an improved user experience are just a few advantages of effective load balancing. Requests can be automatically rerouted to healthy servers in the event that one server goes down, guaranteeing continuous service delivery. As a result, load balancing is becoming a crucial part of cloud computing architecture to support dependable and highly available applications [12].


4.3 Scalability
The capacity of a cloud system to adjust its computing resources in response to shifts in workload or user demand is known as scalability. It makes it possible for cloud apps to continue operating consistently even if the number of users, transactions or data processing jobs increases. One of the main features of cloud computing is scalability, which enables businesses to maximise resource utilisation while minimising operating expenses [13].
Both vertical scaling (scale-up) and horizontal scaling (scale-out) are commonly supported in cloud systems. While horizontal scaling adds new servers or application instances to better spread workloads, vertical scaling boosts the resources of an existing server by adding more CPU, memory or storage. Because it offers superior fault tolerance and facilitates high availability. Horizontal scaling is typically favoured in cloud-native designs [13].
Automatic scaling techniques are used by modern cloud platforms to track system performance and distribute more resources when predetermined thresholds are met. During times of low demand, this strategy guarantees effective resource utilisation while cutting needless infrastructure costs [13].
4.4 Application Gateway
A network element called an application gateway controls and protects, user and cloud-hosted application interactions. Application gateways function at the application layer (Layer 7 of the OSI model), which allows them to examine HTTP and HTTPS traffic before sending requests to backend services, in contrast to conventional network load balancers [14].
SSL termination, URL-based routing, session persistence, web application firewall (WAF) integration and intelligent request routing are just a few of the advanced features offered by application gateways. By routing requests to the most suitable backend resources, these features optimise traffic management, strengthen application security and improve user experience [14].
Application gateways simplify application management, increase overall system stability and shield backend services from direct exposure to external networks by serving as a safe entry point for cloud apps [14].

4.5 Relationship between Load Balancing, Scalability and Application Gateway
While load balancing, scalability and application gateways serve distinct purposes. They collaborate to provide dependable and effective cloud applications. Application gateways intelligently handle incoming requests while offering extra security and traffic management features, load balancing divides incoming traffic among several servers and scalability modifies available computing resources based on workload [12], [13] and [14].
For instance, the application gateway receives incoming requests and sends them to the load balancer when a cloud application encounters an unexpected spike in user traffic. The cloud platform then automatically grows resources to meet the increasing demand while the load balancer divides requests across several application instances. This integrated strategy lowers service interruptions, guarantees continuous availability and enhances performance [12], [13]. By combining these technologies, businesses can create robust cloud-native apps that can manage shifting workloads while preserving security, performance and effective resource use.
4.6 Chapter Summary
Three key cloud computing technologies—load balancing, scalability and application gateways were covered in this chapter. While scalability allows cloud platforms to dynamically distribute computer resources in response to workload demands, load balancing increases system availability by dividing incoming requests among several servers. Through application-layer request management, application gateways improve security and offer intelligent traffic routing. When combined, these technologies produce secure, scalable and highly available cloud infrastructures that can host contemporary cloud-native applications. Organisations can enhance application performance, maximise infrastructure utilisation and provide dependable services to users in dynamic cloud environments by combining their utilisation [12], [13] and [14].

5. Driving Forces of cloud Computing and Serverless Computing
5.1 Introduction
Cloud computing has transformed the way businesses develop and deploy applications due to its flexible, scalable and cost-effective computing resources. Serverless computing allowing developers to build applications without overseeing the foundational server infrastructure has become increasingly popular because of the rising demand for digital services [15], [16].
5.2 Driving Forces of Cloud Computing
The requirement for scalability, cost effectiveness, flexibility and high availability is what is driving the expansion of cloud computing. Cloud services allow businesses to lower hardware expenses, increase business continuity and access computer resources on demand. Because of these benefits cloud computing is become a necessary technology for contemporary companies [15].
5.3 Serverless Computing
In serverless computing, servers and infrastructure are automatically managed by the cloud provider. Only application code is deployed by developers. Resource allocation and automated scaling are handled by the platform. Organisations can only pay for the resources they utilise thanks to this strategy, which also lowers operational complexity [15], [16].
5.4 AWS Lambda and Azure Functions
Popular serverless platforms that run application code in response to events like file uploads or API requests are AWS Lambda and Microsoft Azure Functions. Both services reduce infrastructure maintenance and are appropriate for contemporary cloud applications since they automatically grow in response to workload demand [15].
5.5 Serverless Computing vs Containerisation
While both serverless computing and containerisation make it easier to deploy applications. they take different approaches to management. While serverless computing eliminates infrastructure management and automatically scales resources. Containerisation offers more control over the application environment. Serverless computing is best suited for event-driven workloads, while containerisation is appropriate for long-running applications [15], [16].
5.6 Chapter Summary
The primary motivators for cloud computing were covered in this chapter, along with an explanation of serverless computing. Additionally, it compared serverless computing with containerisation and introduced AWS Lambda and Azure Functions. By enhancing scalability, flexibility, and effective resource utilisation, these technologies serve contemporary cloud applications [15], [16].

6. Conclusion
This study looked at the core ideas of cloud computing, focusing on serverless computing, virtualisation, containerisation, and Docker technologies. It described how containerisation offers a lightweight and effective method for creating and implementing contemporary cloud-native apps, while virtualisation provides the framework for cloud infrastructure. To illustrate their significance in streamlining application development and administration, Docker technologies—including Docker images, Docker files, Docker Hub, storage, networking, and container deployment—were covered along with real-world applications [1], [4], and [6].
Important cloud computing ideas like load balancing, scalability, and application gateways were also covered in the research, emphasising how these technologies cooperate to enhance application performance, dependability, and resource utilisation. Additionally, using AWS Lambda and Microsoft Azure Functions, the motivations for cloud computing and the function of serverless computing were examined. A comparison of serverless computing and containerisation revealed that, depending on the needs of the application. Both technologies offer significant advantages, serverless computing is appropriate for workloads that are event-driven, while containerisation offers more flexibility for long-running applications [12], [13], [15] and [16].
All things considered, the combination of theoretical debate and real-world Docker implementation shows that contemporary cloud technologies allow businesses to create scalable, secure and effective apps while lowering infrastructure complexity. Technologies like Docker and serverless computing will continue to be crucial for facilitating digital transformation and the creation of dependable cloud-based services as cloud computing develops.
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PS C:\Users\MyPC\OneDrive - University of Wales Trinity Saint David\Desktop\Docker-assigment> docker —-version
Docker version 29.2.1, build a5c7197
PS C:\Users\MyPC\OneDrive - University of Wales Trinity Saint David\Desktop\Docker-assigment>
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PS C:\Users\MyPC\OneDfive - University of Wales Trinity Saint David\Desktop\Docker-assigment> docker run hello-world

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon

2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd6u)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

PS C:\Users\MyPC\OneDrive - University of Wales Trinity Saint David\Desktop\Docker-assigment>
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<html>
<head>
<title>Cloud Assignment</title>
</head>
<body>
<h1>Hello from Docker Container</h1>
<p>This website is running inside Docker.</p>
</body>
</html>|
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FROM nginx:
CoPY index.html /usr/share/nginx/html/index.html|
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Showing 18 items

& Engine running Il RAM 1.27 GB CPU 0.00% Disk: 20.40 GB used (limit 1006.85 GB) > @ Update available
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PS C:\Users\MyPC\OneDrive - University of Wales Trinity Saint David\Desktop\Docker-assigment> docker run -d -p 8080:80 mywebsite
85995bd9cccdfb29606b3a81d430a84e6596bf2339fec213852229362b59b01a

docker: Error response from daemon: failed to set up container networking: driver failed programming external connectivity on endpoint nostalgic_morse (9350
560a79d49ef2da@lOe2dele725caae8978ecOa255ce3c8bala90be5bdfd8): Bind for 0.0.0.0:8080 failed: port is already allocated

Run 'docker run --help' for more information
PS C:\Users\MyPC\OneDrive - University of Wales Trinity Saint David\Desktop\Docker-assigment>
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Hello from Docker Container

This website is running inside Docker.




image10.png
s

Ask Gordon @EED

Containers

=

Images
Volumes
Kubernetes
Builds
Models

MCP Toolkit EEED

® % @ Y00

Docker Hub

Docker Scout

g

Extensions.

& Engine running I

Containers Give feedback &

Container CPU usage

0.00% / 800% (8 CPUs available)

Q Search

(m]

JIO| O
°

Walkthroughs

Container memory usage

7.55MB / 7.48GB

([l @= Only show running containers

Name Container ID
gracious_chaply d9762d0f7b60

dazzling_chand ae6393575b5b

Multi-container applications

8 mins

View more in the Learning center

RAM 0.84GB CPU3.89% Disk: 1.71 GB used (limit 1006.85 GB)

Image
hello-world

mywebsite

Port(s)

CPU(%)  Lasts Actions

0% 16hot $3 [

0% 4omi ¥2 W

Containerize your application

3 mins

Show charts
H v
g L0)
X

>. v v463.0




image11.png
PS C:\Users\MyPC\OneDrive - University of Wales Trinity Saint David\Desktop\Docker-assigment> docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

ae6393575b5b  edcea8U81608 "/docker-entrypoint..." 41 minutes ago Up 41 minutes 0.0.0.0:8080->80/tcp, [::1:8080->80/tcp dazzling_chandrasekhar
PS C:\Users\MyPC\OneDrive - University of Wales Trinity Saint David\Desktop\Docker-assigment> |





