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[bookmark: _Toc99534307]Introduction
This Research Proposal idea will investigate the different methods used to identify and protect users from ransomware threats. Ransomware is a method that hackers use to attack computer systems and hold important files within systems “hostage” in order to make users pay large amounts to the hackers for them to gain access to the files and systems. The research will look at how users such as home users and businesses can protect themselves from ransomware malware, protecting from this malware can stop the users paying thousands to the hackers. There are many types of ransomwares that are used by hackers the most common types of ransomwares are as follows crypto ransomware this type of ransomware involves encrypting data within the system then selling the decryption key to the user to have access to the system. The next type of ransomware is lockers this type of ransomware completely shuts out users from accessing the system and displays a ransom demand on screen. The following ransomware is called scareware this type fakes detecting a virus on the user system then requesting money to remove this virus from the user system. Then finally doxware or leakware this type of ransomware gains access to the users’ files and threatens to leak the sensitive information online and the user must pay to stop this from occurring. The research document will focus on the five ransomware types that were discussed above and how users will protect their systems against these.
This type of malware method is responsible for businesses losing millions to recover the systems. It is estimated by cybercrime magazine that the total cost among all ransomware attacks in 2021 $20 billion and it can cost a medium sized business up to $2 million to completely recover all files and data. As the revenue that can be gained from carrying out these types of attacks on businesses is so large, new ransomware technologies are continuously being created to target businesses and users. [1]
Numerous studies have been made which highlight the damaging effects and the prevention methods of ransomware as it is such a drastic issue that can damage or even destroy businesses that do not have the means to pay these hackers to gain their systems back. These previous studies will be used as references in this research project. This research will hope to benefit users as it will provide an understanding of the types of malwares used in ransomware and then provide methods of protection to these types of malwares to prevent users’ systems being attacked, which will benefit the users as no ransom fees will be paid out to hackers. Some of the prevention methods identified in the research will also prevent other malware attacks such as trojans, viruses and worms. [1]
The main problems that users will face when trying to protect their systems from ransomware is many tools that are used to protect users from ransomware only can detect certain ransomware and then it will allow other types of ransomwares to gain access to the system. This problem is further enhanced because there are millions to be made by hackers attacking users with ransomware, new developed ransomware is continuously being created making the protection of user systems against ransomware a seemingly endless losing battle. Other issues that can be addressed is whether it is right to pay these hackers in order to regain access to the system, both situations will be addressed seeing the benefits and drawbacks for paying or not paying the ransom.  [2]
The first independent variable of this research is what ransomware blocking software the user has installed on the system. The second independent variable is what policies and procedures the user has in place to protect the system from ransomware. The dependent variable of this is then how easy it is for would be hackers to install ransomware on the user’s system. The next set of independent variables are what procedures are in place to regain the user system if ransomware is installed on the user system. The dependent variable of this is how quickly the user can regain access to the hacked system.
The hypothesis of this investigation is If the user has software to stop ransomware from gaining access to the system, how well does certain software repel these ransomware attacks and how long will this software be useful before new ransomware is created to bypass the software. 
The timeframe that the research will look at is from 2016 to 2022 as these years show the most growth in ransomware attacks, the research will look at how business users are affected and what damaging effects come from the systems being attacked by ransomware. Then the research will investigate how these same businesses can use certain policies and procedures along with the use of software to help and either stop or mitigate the damaging effects ransomware can have on users’ systems. 
The Key concepts that this research will investigate regarding ransomware is the timeframe it can take for users to regain access to the infiltrated systems, the cost to repair or pay the ransom for the systems and what software can be used to help prevent and lower the damages caused by ransomware attacks. 
[bookmark: _Toc99534308]Literature Review
The section of the research proposal will identify sources that are relevant and beneficial to the creation of the report. The sources that have been identified will then be analysed to use the relevant information within the source to help and develop the research document on ransomware. The analysis of the literature will include a summary of the relevant information and include all the findings from each document that can be further used.
[bookmark: _Toc99534309]First Source
The first source that will be analysed is called Ransomware which is an entry in a book called The SAGE Encyclopaedia of the Internet written by Amin Kharraz and edited by Barney Warf.
 This entry first discusses the background of ransomware which includes where the idea of ransomware was first introduced and provides a description of different types of ransomwares, the entry splits ransomware into two different categories which are desktop lockers that stop users from accessing the computer then the second category as file lockers which target files within a computer system to encrypt.
The entry then further discusses the techniques that are used for these two different types of ransomwares going into the actual process of how these two types of ransomwares go about being installed onto the system then stopping the system being used by the user, finally how the user will go about regaining access to the infected system. This is called a ransomware attack process.
After the ransomware attack process has been explained the financial incentives of carrying out these ransomware attacks are then explained, this section goes into why carrying out ransomware attacks can be financially beneficial for hackers. This section of the report further explains how these hackers deceptively trick then obtain money from the victims, and what charging methods the hackers use to be able to keep the transactions anonymous from authorities. The main charging methods the entry explains are cryptocurrencies such as bitcoin and the use of prepaid online payment systems such as Paysafecard. 
Finally, the entry discusses defence mechanisms that can be used to detect and prevent ransomware attacks, also if the system is infected how the user can regain access to the system or files. The entry goes into policies and procedures that can be laid out to minimise the damaging effects that a ransomware attack can have on a users’ system. 
This entry will help the research problem that has been created as it can give the reader a basic understanding of how ransomware software operates, how the hackers obtain the ransomware from the victims, the reason why these hackers would risk jail time and carry out these methods of hacking and finally a small idea on how users can protect from these types of attacks. This information is critical to the research proposal as this source will help to provide a base understanding of the literature that will be researched which then can be further developed with more in-depth sources to develop the readers understanding further.
[bookmark: _Toc99534310]Second Source
The second source that will be analysed is a paper called WannaCry Ransomware: Analysis of Infection, Persistence, Recovery Prevention and Propagation Mechanisms by Maxat Akbanov, Vassilios G. and Michael D Logothetis.  [1]
The second source will look at how a specific ransomware functions this will help the reader to gain a better understanding of how different types of ransomwares operate. The ransomware that the paper looks at is called WannaCry Ransomware this type of ransomware was used in attacks across multiple countries in 2017 and estimated to have damaged up to 300,000 computer systems, including government systems and healthcare operations which can be dramatically damaging for a country. 
The source goes into detail discussing the features that this ransomware has, the paper discusses in detail the worm components that are featured in the ransomware. The paper then further discusses all the libraries the ransomware uses to infect the user’s computer system then stay on the user’s system undetected by users trying to repair the system. 
After this section the paper discusses the encryption techniques used by this ransomware that is used to hide the files and services of the computer that all execute on the victim’s device once the start-up configuration has begun on the device, this helps to stop the opportunity for the recovery process to begin which in turn forces the victims to pay the ransom to the hackers.
This paper will help to answer the research question. This paper goes more into detail of a particular ransomwares’ functions and features. Many other ransomwares will use the same operation that WannaCry uses this paper can then provide the reader with more in-depth analysis of ransomwares operation such as the features such as using worms to infiltrate the victim’s computer and the method of encryption WannaCry uses. With ransomwares that do not use the same operation techniques WannaCry uses comparisons can be made also it can be understood the variety of ransomwares and why it is so difficult for one ransomware protection software cannot be used for all ransomwares.
[bookmark: _Toc99534311]Third Source
The third source that will be analysed for the research is SDN-Based Detection of Self-Propagating Ransomware: The Case of BadRabbit written by Fahad M.Alotaibi and Vassilios G.Vassilakis in 2021. [5]
This Journal report looks at another type of famous ransomware called BadRabbit and how this type of ransomware operates. BadRabbit ransomware was also used in attacks in 2017 similar to WannaCry and has a very similar method of operation according to this journal report. This ransomware was used to attack media organisations across Russia and Ukraine and caused major disruption for media outlets in these areas.
The journal first discusses SDN-Based Malware detection which can help prevent the ransomware being used to attack a victims computer. This section will be further analysed after the BadRabbit operation and features section of the journal has been analysed as it is more relevant to the prevention of ransomware whereas the operations of ransomware will be analysed and outlined first in the report. This will help the reader to understand how the prevention techniques will stop the operations of ransomware. 
The Journal then provides an analysis of the BadRabbit ransomware firstly discussing the components inside the ransomware package such as the worm component that is used to infect the victim’s computer, then the encryption component is identified, and the method of encryption is explained within the journal. 
The journal then explains how the worm component acts like a virus by spreading across the network that has the affected device. Finally, the Journal discusses the defence methods that BadRabbit uses in order to hide or stop technicians being able to analyse the code to fix the affected system.
This source is helpful to the research project as it can show the reader an in-depth analysis of the components which provide the operation of the ransomware. Like the source provided above, the explanation of how the ransomware operates will help the reader to understand the specifics which in turn will make it easy for the reader to then understand how ransomware blocking software can stop these ransomware attacks. The differences between WannaCry and BadRabbit can also be used to show how certain ransomware blocking software can stop one family of ransomware but not another.
[bookmark: _Toc99534312]Fourth Source
The fourth source that will be analysed is called A Three-Level Ransomware Detection and Prevention Mechanism written by Amos Loh Yee Ren, Chong Tze Liang, Im Jun Hyug, Sarfraz Nawaz Brohi, and NZ Jhanjhi. [6]
This article looks at a proposed method that can be used by users in order to defend against malware online, which includes ransomware using virtual machines in order to detect the ransomware and stop it affecting a user’s computer.
Firstly, the article discusses a type of Ransomware called Petya which is a trojan horse-based ransomware. Then the article leads on to explaining another ransomware called NotPeyta which is a ransomware that operates like the WannaCry ransomware. This section will not be further analysed as the main aspects that will be extracted from this article is the protection methods against ransomware.
The Article then beings to explain a prevention method that can be used to stop ransomware attacks on users. The method the article explains is called Three Level Security (3LS) which utilises browser extensions and virtual machines in order to detect the malware then block the malware being able to infiltrate the user’s machine. 
The article provides an explanation of how the 3LS operates going into detail about the three steps of security that are used to ensure no malware gets onto the user’s machine. A brief explanation of 3LS is the first level of security uses a browser extensions to use signature based detection mechanisms in order to identify if there is a threat once a user access a website or tries to download files, then the second security level uses a virtual machine in order to create a contained environment that can be used as a security tool then finally using anti malware tools within the virtual machine in order to eliminate the potential threats that have been found in this contained environment. 
This article is helpful to the research project and is provides the user with a method of prevention that can be used against the ransomware threats that have been analysed by the above sources. However, this is only one method prevention that can be used to help mitigate the threat of ransomware for users and other sources that identify other prevention methods will be analysed to help show a larger range of ransomware prevention.
[bookmark: _Toc99534313]Fifth Source
The fifth source that will be analysed is called Ransomware detection using machine learning algorithms written by Seong Il Bae,Gyu Bin Lee and Eul Gyu Im. 
This article looks at a method that is used in order to be able to detect ransomware from ordinary files using a method called machine learning. The user can then avoid interacting with the files that contain the ransomware or other malware. 
Firstly, the paper discusses other work that has been done on machine learning algorithms to detect ransomware which includes a variety of methods to detect the ransomware in files. This section brings up the incapability of some algorithms not being able to identify the differences between ransomware and ordinary malware in the algorithm a step in which this proposed method wants to accomplish. 
The paper then discusses the proposed algorithm, A brief explanation of the way the algorithm functions is it first will extract all the files from an executable file that has been downloaded from the internet, the algorithm then looks at all the files to generate a N-gram set which is a subsequence of items in this case executable code the algorithm then uses CF-NCF (class frequency – non-class frequency) to judge the executable files. The next step then determines if the file is ransomware, malware or benign files. If the n-gram set detects class frequency it can be determined as ransomware and if the n-gram set is detected as non-class frequency it can be determined as malware or benign files or software. 
The paper then produces an experiment which shows the accuracy of the proposed algorithm against other algorithms that have been created. From this experiment graphs have been created to help to show the user that the proposed method frequently is more accurate at detecting ransomware from benign files and separating ransomware from malware.
This paper is helpful to the research project as it shows another method that can be used in order to detect ransomware within files that have been downloaded from the internet. The paper also shows the user in mathematical terms how ransomware is different from malware files and ordinary files which can give the reader a deeper understanding of ransomware. The different detection methods can then be compared within the research to help and show the reader the different benefits and drawbacks of using each method and giving recommendations on when one should be used over the other. 
[bookmark: _Toc99534314]Sixth Source
The sixth source that will be analysed is called Ransomware prevention technique using key backup written by Kyungroul Lee,Kangbin Yim, and Jung Taek Seo.
This article looks at a method that is to be used once the user becomes affected with the ransomware. The method is called Key backup which is a method to regain access to files that have been corrupted by encryption ransomware. 
The first section of the article gives a brief overview of what ransomware is by explaining the process of ransomware from method of infection to payment to regain control from the ransomware. In this section it also looks at different ransomware methods of payment that are used by the hackers in order to hide their identity. This section also provides figures and graphs to show how damaging ransomware can be once a user is infected.
The next section then explains the method of key backup to the reader. The article explains that many hackers use encryption libraries to encrypt files using the ransomware so in theory as hackers target hundreds of users using the same ransomware once one user gets the decryption key from the hacker, they could share the decryption key for others to regain access to the files that have been infected. The method discusses using a prevention program that is on the user device that if ransomware is installed on the device, then during the encryption phase of the ransomware the prevention program copies the generated encryption key to a safe place to then decrypt the files using the encryption key that was used to encrypt the files in the first place.
The article then produces an experiment to show how effective this method of obtaining the encryption key during the encryption method is and it shows 100 percent key acquisitions which means that the keys are successfully captured by the program to then be used to decrypt the infected files.
This article helps the research as it shows a method that can be used to help and regain access to files once ransomware has already been installed on the system. This can help the reader to understand that even if devices have been infected with ransomware there are still other methods that can be used in order to regain access to the device and not all is lost. This method can be compared with other data recovery methods such as paying the ransom to look at how effective each method is and how costly each method is. 
[bookmark: _Toc99534315]Methods
In this section of the research proposal the writer will look at the research methodology that will be used to complete the research question, other methodologies will be mentioned, and benefits and drawbacks made about each methodology and why the chosen methodology is the most suitable for the research question. This section will look at what methods the writer will use to answer the research question such as how the information that is used in the project will be gathered and stored by the user. This will include making a list of the hardware and software that is used in the research process. 
The question that will be researched is What methods are used to protect users from ransomware attacks. To answer this question the writer will first research and give detail on what ransomware is, this is to provide the reader with an understanding and background of ransomware before discussing the methods of stopping it. This will then lead onto discussing ransomware in further detail looking at specific libraries of ransomwares features and functions, this helps the reader to comprehend how the ransomware stops the ransomware affecting a device as it can see the functions that are being blocked by the prevention method. The next stage of the research then is to study different methods of ransomware prevention in detail looking at the way the prevention methods function, how secure these prevention methods are and how effective the methods are at preventing the device being infected and the cost of integrating these methods into end user devices. The prevention methods found will then be analysed by the writer to outline the benefits and drawbacks of using each prevention method detailing when each prevention method is best used or whether it should not be used by an end user. 
The hardware that will be used in the research is a standard PC with windows 10 installed. The software that will be used to help and gather and store the research found from the internet is Microsoft Excel this will be used to store the links to the papers also brief detail into what each paper discusses and all the details such as date accessed and date the paper was published. The other software that will be used is the UWTSD library resource website, the library resource will provide the reader with access to these papers that will be used to answer the research question which otherwise would have to be paid for. Other software that will be used to gather papers is google scholar which will provide an alternative search engine to the library research that may yield different results for the writer to use. Microsoft Word will be used to create the bibliography to be used in the report to reference the papers used to help answer the proposed question. 
The software that will be used to help plan out the research timeframe is also Microsoft Excel; this will be used to split the research project into sections then give timeframes of each section marking as completed when the section has been finished. By using this planning method, it will keep the reader on target to finish the research project. Below is an example of the planning Gantt chart that will be created in excel.
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More prevention methods will be researched to help answer the proposed research question. The colour coding and timeframes for the project steps are not accurate and are there to show the reader the plan idea as the research documentation has not begun.
The research that has been planned to be used to help and answer the research question is valid as it will answer the question that has been set, it will do this by providing the reader with an understanding of ransomware technologies. Then it will provide research and evaluation of 5 different methods of prevention that can be used by users to prevent ransomware attacks the research will include in detail how the prevention methods block the ransomware and how well they achieve this. This will give the reader an in depth understanding of prevention methods used in industry in order to stop ransomware, how well these prevention methods block the ransomware and how costly adding these prevention methods to user devices can be. 
The research methodology that will be used is using derived data from experiments using the prevention methods that has already been carried out. This method is acceptable to use to answer the research question as it will allow the writer to provide a wider overview of many prevention methods that are used to stop ransomware attacks. The writer can then compare the results form each prevention method investigation to help and determine the best prevention methods for specific types of ransomwares and offer users recommendations on what prevention methods to use for certain scenarios. The method will allow the writer to validate the experiments that have been carried out to increase the validity of the report, by using other experiments using the same prevention method to look for matching or contradicting results. 
The advantage of using this research methodology is that further research can easily be carried out and documented simply by researching more types of ransomwares or more ransomware prevention methods to then provide the reader with more understanding of what ransomware is and other methods that can be used to prevent ransomware. Another advantage of using this research method is the writer could easily create an experiment using the outline of the experiments that have been researched to either validated the experiments further or choose another type of prevention method to further create comparisons and recommendations for other scenarios.
The disadvantage of using this research method is the writer does not have full control of the parameters that are used in the experiments, this will inhibit the writer from comparing direct statistics. To combat this the writer will avoid making comparisons between experiments that are not similar and focus on parameters that are similar that can be further analysed and compared. Another disadvantage to this method is the use of secondary sources to create the research to answer the proposed question which can raise concerns of the validity of the source used as the figures generated from the experiment could be exaggerated or false.
Other research methodologies that could also be used is experimental this is where the writer will create the experiment using the prevention method themselves to have full control over the parameters used to make easier comparisons and recommendations later in the report. This other methodology would however only have a small sample of prevention methods as the time taken to perform an experiment using numerous prevention methods using the derived methodology the writer can provide a wider range of prevention methods to compare and analyse in the same timeframe.
[bookmark: _Toc99534316]Results
This section will look at the results that will be used in order to answer the research question. Firstly, to understand the results that need to be collected in order to answer the research question the objectives of the report must be established.
The first objective is to provide the reader with an understanding of what ransomware is and the process of what it does to infected machines. The results to answer this objective will be collected by researching ransomware history and explanations using the UWTSD library resources which will yield results from articles that provide information on the subject.
The second objective is to provide the reader with an understanding of the features and functions of different types of ransomwares that are used by hackers to infect machines. The results to answer this objective will be collected by researching using the UWTSD library resource to look at two types of ransomwares called WannaCry and BadRabbit, the features will be researched along with the operation of each ransomware to provide the reader understanding of the details of how ransomware operates.
The third objective is to provide the reader with an understanding of prevention methods. The results to answer this question will be collected by researching studies done on different methods of prevention such as using backups and detection software to prevent ransomware attacks. 5 prevention methods will be researched either using case studies or research papers to look at the way the prevention methods function. Each prevention method will have an experiment so the data collected by the experiments will be analysed to analyse the effectiveness of the prevention methods on the two ransomwares researched. 
The fourth objective is to provide the reader with a comparison of the prevention methods effectiveness using the data collected from the research objectives. The effectiveness percentage will be looked at to help to analyse whether the prevention method is worth using for an end user then compared with the other effectiveness percentages of other prevention methods. This will help the writer to generate recommendations on when each prevention method should be used in industry to help prevent ransomware attacks. Graphs will be generated in this section to provide the reader with easy to understand visual on the effectiveness of the prevention method. 
After the comparison has been made the writer will then create recommendations based on the comparisons made in the fourth objective section based on a cost benefit analysis that will be created that looks at both the effectiveness of the proposed prevention method and the cost of implementing the prevention method on user devices. Cost benefit charts will be made with direct comparisons for each prevention method then recommendations on which prevention method to use in a certain scenario will analysed.
Risks and Legal Issues
There will be several risks and legal issues that the writer may come across during the completion of this research project, this section will discuss them and how the writer will avoid being affected by them.
The first issue is copyright infringement this is due to the writer using secondary sources to complete the research into the question. To avoid committing copyright infringement when using the secondary sources to answer the research question the writer must ensure that all quotes or information used in the research analysing is cited correctly.
The next issue is when the writer creates recommendations on what prevention methods to use. The writer must state that it is only a recommendation and if a reader was to use the recommended method and still becomes affected with ransomware on their device, then the writer cannot be held accountable for this as the recommendation was only made based on the information found in the research.
The following issue is when the prevention methods are analysed in the research the writer must avoid making false claims about the prevention method either by saying what I can do or what it cannot do. This may cause companies that create the prevention method to intervene on the basis of slander of their product.
[bookmark: _Toc99534317]Evaluation
In this section of the report the limitations and weaknesses of the proposed research question will be analysed as well as ways the writer can combat the weaknesses in order to generate a higher quality report as well as the positives that come with answering the proposed question. 
The first positive to researching and analysing the proposed research question is that with the generated report users will be able to develop an understanding of what ransomware is and how it can affect them using their devices either in a work environment or everyday use. The user then can use the knowledge gained to help and add the prevention methods to stop ransomware attacks occurring on their devices.
The next positive to researching and analysing the proposed research question is that the method of researching the question enables the writer to include a wider variety of prevention methods to analyse. This will show the reader a broader spectrum of prevention methods and enable the writer to include recommendations of which prevention method is best suited for certain circumstances. This will also enable the writer to judge the prevention methods in terms of cost and be able to create a cost to benefit analysis of each prevention method researched. 
Another benefit of carrying out this research is the reader will develop an understanding of how damaging ransomware can be to businesses and individuals, in turn this will encourage the readers to carry out steps to help and stop them becoming affected by this damaging type of malware. 
The first limitation to researching the proposed research question is many prevention methods are only proposed methods and work in theory but have not yet been tested in live environments on devices, this will then disrupt the data found in the experiments as the prevention methods work in a controlled environment however the internet is not a well-controlled environment so the prevention methods may not be as effective as the data shows.
Another limitation to this research is the cost of some pf the prevention methods, some of the prevention methods that will be researched are included as packages in anti-virus software or malware protection software that can be costly, to help and relieve the cost of this software the writer will look at secondary sources that analyse the prevention methods to avoid paying these costs.
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Research Analysis  0 0% 4/1/22 4/1/22

Documentation 0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22

Prevention Method 3 Research

Online Research 0 0% 4/1/22 4/1/22

Research Analysis  0 0% 4/1/22 4/1/22

Documentation 0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22

Prevention Method 4 Research

Online Research 0 0% 4/1/22 4/1/22

Research Analysis  0 0% 4/1/22 4/1/22

Documentation 0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22

Prevention Method 5 Research

Online Research 0 0% 4/1/22 4/1/22

Research Analysis  0 0% 4/1/22 4/1/22

Documentation 0 0% 4/1/22 4/1/22

Proof Read 0 0% 4/1/22 4/1/22
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