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[bookmark: _Toc196483251]1. Introduction 
[bookmark: _Toc196483252]1.1 Background
Cybercrime poses a serious reputational and financial danger to organisations globally. The rising popularity in remote work and mobile technology is further complicating how organisations implement effective cybersecurity strategies [1, p. 22]. In a 2011 study by Detica, Cybercrime was estimated to be costing UK businesses £21 billion GBP per annum, with financial institutions noted to be key targets of industrial espionage due to their nature of handling and processing sensitive data [2]. It is claimed that individual data breach incidents’ have cost organisations globally an average of $4.33 million USD in 2022, further increasing to an all-time high average of $4.88 million USD by 2024 [3] [4]. Dan Weis claims, in reference to a 2023 report by Cybersecurity Magazine, the total global impact of cybercrime was estimated to reach $9.5 trillion USD in 2024, Weis further states the World Economic Forum expects this cost to climb to $23.84 trillion USD by 2027 [5, p. 17].
Figure 1, Visual: Cost per annum of espionage by industry sector in the United Kingdom [2]
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[bookmark: _Toc196483253]1.2 FinSecure Ltd. Security Concerns
The author of this report has been briefed that FinSecure Ltd (FSL), a medium-sized financial services company, has recently experienced a series of security breaches including phishing and unauthorised access to its’ network. These incidents have exposed flaws in their existing approach to cybersecurity, highlighting the prospect of the organisation being at risk of further attacks which could result in serious data breaches. The company’s board has requested a review to identify both internal and external risks, and for the author of this report to develop and propose new security policies and practical mitigation measures aimed at strengthening FSL’s security posture.

[bookmark: _Toc196483254]1.3 Aim and Objectives
[image: ]The aim of this report is to propose an informed security strategy that addresses the cyber threats which FSL are likely to be vulnerable to, whilst balancing the three crucial elements of information security: Confidentiality, Integrity, and Availability (CIA) [6] [7, p. 2].Figure 2, CIA Triad [13]


This aim will be pursued through the following objectives:
· Identify key cybersecurity threats facing FSL.
· Develop and propose a set of new cybersecurity policies aligned with industry standards (such as: ISO 27001, NIST, GDPR, CIA Triad).
· Propose practical mitigation measures, detailing how each measure should be implemented.
· Outline an implementable monitoring and incident response plan.
· Establish a security training and awareness program for staff, designed to ensure compliance to the new security policies, minimising the risk human error.
[bookmark: _Toc196483255]2. Identification of Threats
[bookmark: _Toc196483256]2.1 Internal Threats
It is widely claimed by cybersecurity experts that the majority of threats are posed by Insiders; employees, or partners who have authorised access to an organisations’ systems and data. These threats could involve malicious actions such as data theft, sabotage or negligence (accidental data exposure, unintentional execution of malware) [1, p. 109] [5, p. 13].

Identified internal threats to FSL include the following:
· Poor Password management
Lack of Multi Factor Authentication (MFA), and the use of weak, reused, or easily guessable passwords increases vulnerability to brute-force attacks.
· Misconfigured Systems and Misuse of Privileges
Improper system configurations and excessive access permissions which can lead to unauthorised access, data leakage, or exploitation of system vulnerabilities.
· Lack of Cybersecurity Awareness
Insufficient training and knowledge among employees regarding security protocols. Lack of proper reporting and investigation of incidents. There is a high likelihood of falling victim to phishing, social engineering, or mishandling of sensitive data.

[bookmark: _Toc196483257]2.2 External Threats
Joseph Steinberg claims the weakest link in cybersecurity is usually people, and it is vital to understand that people are the primary target of external attacks [1, p. 111]. Dan Weis claims external attackers will typically infiltrate an organisation through methods such as social engineering, phishing, or exploiting weak user passwords. Once the organisation’s systems have been breached, the attackers can use stealth techniques to remain undetected, enabling them to gather sensitive data, potentially leading to further malicious actions such as deploying ransomware [5, pp. 20-21].

Identified external threats to FSL include the following:
· Social Engineering
Deceptive tactics used to manipulate employees into revealing confidential information or granting access. Social engineering can lead to breaches resulting in compromised sensitive data and systems, and lead to ransomware and malware being deployed [5, p. 13].
· Phishing 
A tactic of social engineering; Deceptive communications designed to coerce employees into revealing information, or executing malicious programs, compromising systems. These attacks can result in data breaches, and unauthorised access to systems. [7, p. 36] [5, p. 13].




· Unauthorised Access Attempts (Brute-Force Attacks)
Attackers attempt to gain access by utilising tools which systematically guess passwords or by cracking encryption. This could lead to data breaches, and potential for malware and ransomware to be deployed [7, p. 77] .
· Ransomware and Malware
Ransomware - Malicious software that encrypts data for ransom.
Malware - Performs system damaging actions. 
These attacks can have a great impact on operations – often leading to data loss, system downtime, as well as reputational and financial impacts [7, pp. 56-60].
[bookmark: _Toc196483258]2.3 Emerging Threats
Cyber threats are ever evolving, the use of Artificial Intelligence (AI) has enhanced the sophistication of some of the previously identified external threats. For example, AI can be used to create realistic communications (audio, video) used for phishing and social engineering – commonly referred to as ‘Deepfakes’ [5, pp. 14-16]. This level of sophistication is becoming increasingly difficult to detect, requiring heightened diligence for the target to recognise whether the communication is genuine or not.
[bookmark: _Toc196483259]3. Security Policies 
[bookmark: _Toc196483260]3.1 Frameworks and Compliance
To ensure adherence to legal and industry standards the proposed policies are designed to conform to the NIST Cybersecurity Framework standards to ‘govern, identify, protect, detect, respond, and recover’ from threats [5, pp. 44-45] [8, p. 1]. Additionally, the proposed policies will ensure adherence to the General Data Protection Regulation (GDPR) which will foster trust with clients, and reduce financial and legal risks which can occur through non-compliance. Finally, the policies maintain alignment with the CIA Triad (confidentiality, integrity, availability).
















[bookmark: _Toc196483261]3.2 Policy Proposal
· Access Control Policy: 
1. Role-based access control (RBAC), limiting user access to role essential resources. 
[image: What is role-based access control (RBAC)?]The principle of ‘least privilege’ minimises the accessibility of sensitive information to only those who require it to perform their role [7, pp. 82-83].Figure 3, RBAC flowchart [14]


2. Multi-factor authentication (MFA) will be required for all logins. 
[image: example of an mfa authentication]Figure 4, MFA visual [15]


· Acceptable Use Policy: 
Employees must use company systems for work related tasks only. Avoiding unauthorised software or sharing sensitive data insecurely.

· Remote Work & Personal device Policy: 
Remote access requires the use of a VPN. Personal devices must use a mobile device management (MDM) system for secure configuration and endpoint protection [9].



· Data Protection & Privacy Policy: 
In line with GDPR: Personal data must be processed fairly, lawfully, and transparently, used only for the specific purpose of business, kept relevant and accurate, stored no longer than necessary [9]. Additionally, FSL will protect personal data using encryption.

· Incident Reporting & Response Policy: 
Employees must report incidents like phishing or unauthorised access immediately. Use escalation procedure to involve the IT security team and leadership for rapid resolution.
[bookmark: _Toc196483262]4. Mitigation Measures 
To further increase security, it would be beneficial to adopt a set of easily implementable mitigation measures, these actions are generally low cost, low complexity, and are aimed at building strong cybersecurity awareness, and good habits across the organisation. The author of this report recommends the following mitigation measures:

· Enforce strong passwords & password renewals
	All employees should be required to use strong, unique passwords that are at least 	12 characters long, include a combination of letters, numbers and symbols [10]. 	Password renewal should be enforced at least every 12 months.

· Keep systems and software up to date
	Automatic updates should be enabled on all company devices to ensure known 	system security vulnerabilities are patched quickly and efficiently.

· Perform regular data backups
	Critical business data should be backed up daily to a secure cloud platform or 	offline local server. Routine restore tests should be performed to confirm backup 	reliability.

· Lock devices when not in use
	All company devices must be locked when unattended. Auto-lock settings should be 	applied to lock the device after a period of inactivity.

· Disable unused accounts promptly
	User accounts that are no longer needed, due to staff departures or role changes,	should be disabled as soon as reasonably possible. Routine Audits should also be	performed to further ensure inactive accounts have been removed.





[bookmark: _Toc196483263]5. Monitoring and Response Plan 
[bookmark: _Toc196483264]5.1 Monitoring strategy
In order to identify suspicious activities in real time, continuous monitoring of systems and network is required. Potential threats can be identified automatically using centralised tools such as Security Information and Event Management (SIEM), and Intrusion Detection/Prevention Systems (IDS/IPS). These tools offer insightful information and promote proactive security efforts by detecting anomalies, alerting security teams, allowing prompt action to prevent breaches [11].

[bookmark: _Toc196483265]5.2 Incident Response Plan (IRP)
[bookmark: _Toc196483266]5.2.1 IRP Overview
A structured incident response plan (IRP) will ensure that when a security incident occurs, FSL can act quickly and effectively to recover from the incident. Given the sensitive nature of financial data handled by FSL, it is essential to maintain operational stability, fulfill regulatory requirements, and retain client confidence. The plan is structured around the NIST Cybersecurity Framework, mainly focusing on the final three core functions: ‘Detect, Respond, and Recover’ [8].
[image: ]NIST depicts an effective incident response strategy with the following flowchart:Figure 5, Incident Response Flowchart [8]





[bookmark: _Toc196483267]5.2.2 IRP Proposal
1. Detection and Analysis
Detection: Automated notifications from Security Information and Event Management systems, Intrusion Detection or Prevention Systems, or manual submissions by staff members. Prompt investigation of these alerts or reports are necessary.
Analysis: The incident must be logged in a centralised system with a unique identifier. Analysts can assess the incident’s record, including timestamps, affected systems, and indicators of compromise.
2. Containment
Immediate actions to be taken to limit damage, such as isolating affected systems, blocking malicious IPs, or disabling compromised user accounts. Enhanced monitoring or restricted access, are implemented to the systems. System backups should be checked to ensure they remain uncompromised.
3. Eradication
Threat Removal: Any vulnerabilities exploited are identified. Patches, configuration changes, or system hardening are applied to address underlying issues. Malware is removed from systems.
4. Recovery
Restoration: Systems and services are restored in a controlled manner, prioritising critical functions. Clean backups used to ensure integrity.
Monitoring: Post recovery monitoring is intensified for a defined period to detect any further malicious activities.
5. Post-Incident Activity
Debriefing: A formal review should be conducted after the incident has been resolved, involving relevant staff. The incident timeline, response actions, and outcomes are documented and reviewed.
Lessons Learned: Gaps in processes, tools, or training are identified.
Continuous Improvement: Relevant updates should be made to the IRP, security policies, and employee training programs. [8] [12]
[bookmark: _Toc196483268]6. Training and Awareness Program 
[bookmark: _Toc196483269]6.1 Program objectives
The training and awareness program aligns with the policies and mitigation measures outlined in sections 3 and 4 of this report. Its’ purpose is to create a security conscious workforce, further mitigating risks, and to support regulatory compliance. 

[bookmark: _Toc196483270]6.2 Program proposal

· Onboarding Training
	New hires must complete e-learning modules within their first week, covering the 	policies, mitigation measures and reporting procedures outlined within this report.

· Quarterly Workshops
	Interactive sessions every three months focus on evolving threats such as AI, 	deepfakes, ransomware. Workshops include scenario-based learning and quizzes to 	evaluate understanding.

· Monthly Phishing Simulations
	Employees receive simulated phishing emails, those who interact with them are 	immediately directed to an e-learning refresher.

· Weekly Tips
	Content delivered via intranet posts, emails, posters, or digital signage. Topics 	include MFA, GDPR best practices, and device security.

6.3 [bookmark: _Toc196483271]Evaluation
To ensure effectiveness and continuous improvement, the program will be evaluated through the following quantitative and qualitive measures:

· Completion rate of the required onboarding modules, target: 100%

· In workshop quizzes staff are expected to score at least 80% to demonstrate understanding of the covered content.

· Phishing test failure rate target: <5% per year

· Annual staff survey on cybersecurity confidence and program engagement





[bookmark: _Toc196483272]7. Conclusion 
This report provides a detailed cybersecurity strategy aimed at significantly improving FSL’s security posture. It emphasises the serious impact of insider threats and external attacks like social engineering, phishing, malware and ransomware, and proposes implementing new policies designed to conform to standards such as NIST, and GDPR. Simple but effective mitigation measures have been suggested such as enforcing strong passwords, making regular secure data backups, and disabling unused accounts. A proactive monitoring system, combined with an incident response strategy, will help to ensure that threats are detected and addressed swiftly. Continuous staff training will foster a security-first culture, achieved through onboarding e-learning, quarterly workshops, monthly phishing simulations, and weekly tips. Continuous evaluation and learning will ensure FSL are proactive in their security approach; capable of adapting to ever evolving cyber threats, and ensuring long term resilience.
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