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Introduction

The hazards and vulnerabilities
associated with loT devices.
illustrated through experiments
how hackers can break into loT
networks by looking for open ports,
breaking passwords, scanning
networks, and executing
deauthentication attacks. The goal
of my effort was to increase public
awareness of the need to protect
personal loT devices from
potential harm,

Demonstrating loT Device Vulnerabilities and Risks

Author; Rhys Davies

BSc (Hons) Computing (Computer Networks and Cybersecurity)

Project Goals

Examine and identify potential risks that
an Internet of Things device can
encounter; illustrate how an attacker
might approach and target a network.
This was done with the intention of
demonstrating how hackers work and
how to create defences against specific
attacks before data is lost or stolen.
Goals

Explain the significance of loT security
and the ease with which devices may
be secured with hardware-based
security and malware scanners. |dentify
and assess the most prevalent loT
security issues, including weak
authentication, insecure networks,
obsolete firmware, and vulnerabilities.
To successfully communicate the
hazards associated with loT devices,
present real-world attack scenarios that
involve testing in a controlled setting
and simulating assaults such as DDoS
and data breaches.

Method

The sludy appliied a thorough mized-mathoss aporoac 0
damanstrate practical dangars and vulnerahilties related
los Inderned of Things [loT) devices. Qualitalive maihods
ware used, such as firsthand cheervations of loT davice
usage and sacurily measures n dversa siluations, as well
8= a Mercugh lilerature analysis fo acquire current
information ard irsight= fram prior shudies.

Quaritalive lechnigues comprising practical expammenls
ware camied out an a vanety of |oT devices in a conirolied
labaratory satting o supplement the quaitative study. The
pumpesa of (hese sludiss wes 1o axemine the sacurily
rasil@nca of tha devices and repicate real-word attack
scenarios. Specifically, password cracking eSarls b oblsin
unauthonsed access. por discowary 1o find passile antry
paints, deauthentication attacks b interfere with wiraless
connaglions, and netwark scanning Lo nd eciive devices
and apan ports wane emplayed. Through the integration of
Lath qualiative snd quanitalive melhodalogies, the study
cfared & comprehensia comprahansion of loT sacurity
isgues, supparted by aciual data from reakworkd tesks.
The results mada clear how urgent it is fo fe loT device
vulrratsities and how batter secunity measures am
reguired b fend off such allscks,

Conclusion

To raise awareness about the
potential vulnerabilities and risks
associated with 1oT devices, and
provide recommendations for
improving personal loT security.
Through practical experiments, it
demonstrated how attackers can
compromise loT networks and
devices, emphasizing the
importance of proper security
measures and staying informed
about emerging threats.
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