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As the technology industry grows, more and more people use computers to store data. This will naturally lead to criminals trying to acquire this data 
The aim of this report is to outline the dangers of Ransomware, using the CryptoWall Trojan as an example, and some suggestions as to how to avoid losing valuable data to it.
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As stated by Israel Barak [1], Ransomware is a software designed to deny access to systems or files until the ransom has been paid. Most of these work by encrypting the files on the infected device and offering the decryption key upon payment.
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According to SentinelOne’s website [2], Ransomware is distributed in the same manner as other forms of malware such as Viruses and Trojans; using social engineering to design websites so victims unintentionally download the virus, or using “phishing emails” with the software as an attachment.
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A virus is defined by K. Judge [3] as: “a malicious program which self-replicates by copying itself to another program”. This means it spreads itself much like a biological virus to infect systems on a computer. Their main purpose is to gain sensitive information and steal data.
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Named after the famous Trojan Horse from Greek legend and the siege of Troy, Dale Walker [4] explains that a Trojan horse virus works in a similar manner to that after which it was named. The malware disguises it’s self as a legitimate piece of software to fool any antivirus software or users and reveals itself when it’s too late to stop it from spreading and causing damage. They can stay dormant to spy on the user before choosing which files to infect based on the usage. This can take the form of altering data or sending copies of the data to the creator.
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https://threats.kaspersky.com/en/threat/Trojan-Ransom.Win32.Cryptodef/
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[bookmark: _Toc24674180]How to avoid
https://www.gizmodo.com.au/2017/05/todays-massive-ransomware-attack-was-mostly-preventable-heres-how-to-avoid-it/
https://uk.norton.com/internetsecurity-malware-ransomware-5-dos-and-donts.html
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