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Report objective
London Bikes Ltd is identified as a Small & Medium Enterprise (SME) who develops their activities in the capital city of London.
They are selling multiple types of bicycles, a set of tailored models for urban traffic and also customised as requested by clients. 
Business domain and technology owned by organisation contain a website, stored internally, a database management system used to host and administrate customer’s data, transaction orders and billing activities. 
Due to good IT resources organisational activities are assisted in order to manage their 150 staff members with assigned payroll accounts. 
As a growing company they are looking to learn how to implement Cloud Computing solutions, in order to:
· Enhance business process applied in the same time for their clients and for staff management (Ex: Software as a Service, known as SaaS). 
· Backup storage solutions for better security, integrity and confidentiality of their most vulnerable data. 


Introduction
Managing a small, medium or any fast growing business must be very rewarding but in the same time while business developing processes accelerate it can be hard working and absorbs a huge amount of resources.
London Bikes is one of these successful companies who have to apply the best strategy for a modern, fast, economic and secure transformation.
Nowadays more and more similar organisations are turning to Cloud Computing and implement Cloud Technologies, looking to facilitate remote working, to reduce hardware requirements, to save expenses by not purchasing IT equipments or maintenance services, to upgrade data management on a secure environment, to reduce time consuming generated by verifications and regulations that apply for any assets within the organisation, to increase efficiency of the business by focusing employees on their main activity and not in administrative tasks, to maximise uptime in order to avoid possible commercial losses, to build up a working environment where data and applications are accessible from and incorporate on the same working platform, to pay only for energy and services directly related with organisation activities, to maintain access control and privacy of the business projects.
Adopting Cloud Computing, London Bikes is going to become member of the most successful business community that implemented Cloud Technologies, where will be able to gain even more visibility and to establish new business connections and to enjoy their prestige.












Cloud Computing Solution
In order to understand how Cloud solution apply for London Bikes we need first to take in consideration the impact of business transformation over the staff members and for that will better start presenting the background and terminology of Cloud Computing model. 
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Figure 1-Cloud Computing






















Defined at National Institute of Standards and Technology (NIST), USA: “ Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction” (Mell P. and Grance T., 2011)

Having this model defined clearly we can focus at the most important characteristics, in terms of the ‘know-how’ that it needs to implement and use Cloud facilities, such as:
· On-Demand Self-Service 
Based on this facility the organisation can benefit substantially from “...unilaterally provision computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service provider” (NIST, 2011).
· Broad Network Access
This characteristic can confer to London Bikes organisation a great advantage comparing with direct competitors.
Mell et al. (2011) have a complete explanation: “Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous thin or thick platforms (e.g., mobile phones, tablets, laptops, and workstations)” (Mell et al., 2011).
· Resource Pooling 
As a growing organisation, with a considerable number of employees, London Bikes have to contract computing resources such as storage capacity, processing units, memory and network bandwidth.
Cloud solution will deliver these resources in a pooling service mode, using a “...multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to demand” (NIST, 2011). 
To visualize the benefit of pooling resources model, Mell et al. (2011) introduced the idea of “location independence” explaining how in general Cloud customer does not need any knowledge or to control specific location of this provided resouces:  
“...customer generally has no control or knowledge over the exact location of the provided resources but may be able to specify location at a higher level of abstraction (e.g., country, state, or data center) (Mell et al., 2011).
· Rapid Elasticity 
The organisation is expanding fast and so their need of resources.
Cloud solution come to support the organisation with a great facility to immediately, or automatically by request modify the scale and number of capabilities, provided on demand.
NIST come again to support these ideas and explain rapid elasticity as following:”... the capabilities available for provisioning often appear to be unlimited and can be appropriated in any quantity at any time” (NIST, 2011).
· Measured Service
Cloud solution is self controlling solution where automatically provided services are reallocated with a greater capacity when metered indicators (storage level, processing capacity, bandwidth allocation, number of users) show the increasing demand.
“Resource usage can be monitored, controlled, and reported, providing transparency for both the provider and consumer of the utilized service” (Mell et al., 2011).




Service Models 
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London Bikes clients and staff are going to be carefully managed under a set of Cloud Service Models, listed below. 
· Software as a Service (S a a S)
This capability delivered to London organisation will include existing applications who sustain at the moment the business into the new service-pooling cloud infrastructure.
Old and new applications will be then available to any user device, by accessing client based friendly interface, like web browser (e.g., web-based email), or by running a software application.
Delivered cloud infrastructure will be unilateral managed by Cloud service provider and not by organisational members at any level. This infrastructure may include but not limited elements like: physical network, hardware devices such as servers, data management systems, operating systems, storage devices, security hardware and software.
· Platform as a Service (P a a S)
This capability is delivered to the organisation, on demand, with the purpose of building in new services using programming development, setting up configuration of a specific application with tools delivered by Cloud service.
This facility reduce dramatically the budget impact by using internal resources and not acquisitions of necessarily services in order to maintain, develop and control internal operations, transactions, reporting activities.       
The costs for such a service are reduced as minimal as possible and are defined in the technical literature like “pay-per-use or charge-per-use basis” (NIST, 2011).  
· Infrastructure as a Service (I a a S) 
This capability offers a list of services to organise specifically infrastructure elements. IaaS services include customised billing, operational monitoring facilities, monitoring login access, security acknowledgments, timely balancing reports, work division planning, as well ensuring work integrity with continuously backup process, replication models and data recovery.
IaaS facilities are getting at a higher level policy-driven by conferring London Bikes IT department to establish different procedures for automatic processes and better planning of essential infrastructure operations. 
Having the network and cloud service organisational users can get extended access to internal database, for assigned roles and competency even more over the internet, by using cloud applications or new deployed applications as they desire. 
IaaS platform bring the possibility of creating virtual machines (VMs)
By installing operating systems in each machine will be than possible applications deployment, creating smart cloud control desk, build up databases, create storage locations with automatic workloads and data backup.
IaaS capability increase accountability level into the business with a set of tools such as: cost control monitor, tracking work performance, network resource distribution, ticketing applications errors, recovery management.
Acquia, Amazon Web Services, Box, Collibra, Datrium, DigitalOcean, Dropbox, IBM,   Salesforce, Slack are cloud service providers describet as third-party companies, with worldwide business presence, advance network and high class technology, with a vast market influence, building technology potential and specialised in selling IaaS. 
Amazon Web Services (AWS) and Google Cloud Platform (GCP) are two most dominant IaaS model providers. 
Market trending show today a fast evolution of mid-small businesses to achieving cloud services provided efficiently by one of this dominant service providers but as business grow most of top market companies are investing massively in building their own infrastructure in a private cloud.






Deployment Models

Private Cloud
Private model is created for exclusive benefits of an organisation who owns the infrastructure, structured as a single business organisation or as a group of cloud services consumers.
As single owner of private cloud, the organisation can manage, use and develop their own services, build infrastructure and can be hosted on their premises or external locations. This model conferee a real guarantee of the business quality of being unique-the most appreciated characteristic of successful organisation and essential to make the difference on the market.
Private cloud is dedicated cloud infrastructure with great benefits for organisation, such as:
· Security
Customer database and operational applications are running encrypted under firewall protection and are available only within the organisation. Private cloud capabilities are the best options for managing sensitive data.
· Reduce cost of operations 
Over long period of time the costs for operations, deployment and actualisation will be significantly reduce.
· Total control and customization  
Cloud facilities are created in order to address to enterprise needs in terms of size, capacity, budget, location, software solution, work ethics, business regulations.
· Flexibility 
As a public cloud customer you have a great opportunity to save the part of non sensitive data on public cloud when development measures are on demand but the budget is not containing such an effort or pure and simple to benefit from using other services while saving the work results in your private storage centre.
Advanced research gives us even better perspective of cloud services: “... the reliability and scalability of an organization’s systems can be enhanced since organizations such as local governments are able to concentrate on their main business strategies” (Low, C., 2011)



Community Cloud
Community of consumers have exclusive capacity to use cloud infrastructure from selected organizations who agreed the same set of principle: security requirements, legal policy, compliance considerations, business ethics and human values). 
According with NIST, in regard of community model, cloud capabilities are “... owned, managed, and operated by one or more of the organizations in the community, a third party, or some combination of them, and it may exist on or off premises” (NIST, 2011). 
Public Cloud
One of the most popular models is public cloud where the infrastructure is open use mode and accessible to general public.
GCP or AWS as service providers of public cloud model concentrate their activities to efficiently rent their huge infrastructure and capacity of distributed data centre services.
The key of success for service providers is the lower price of service, offering great saving opportunity for potential customers, scale elasticity, operating completely automatic.
Public clouds offer capabilities of infrastructure as a service (IaaS) and conferee to the users advantages like: limitless resources on-demand, minimal investment on IT resources hardware and software, reliability.
Regarding the ownership applied for public clouds, is important to know that capabilities are in control of big business or public institution or even a combination of this in a governmental organisation.
Despite the large popularity here is a very open discussion about how organisations or private members of community are saving their very personal data or business information on databases hosted and managed by service provider.
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At a simple observation over of this service providers, while using public cloud facilities, is easy to discover the lack of transparency and applications with spy technology that collect unconditional private data.
Legislation is trending to school or guide consumers from potential abuses but not yet ready to regulate how public cloud services are delivered to their targeted market.
Regularly public cloud providers are reporting, cyber attacks, abuses and loss of data ant this is an important indicator for London Bikes that despite low costs of implementation this model brings a huge potential risk.

Hybrid Cloud
Hybrid cloud is formed when two or more cloud models (private, community, public) are combined to build on demand infrastructure, based on customer existing data center or any other customer owned capability.
For any combination each cloud model is uniquely represented and works all together under standardized rules and technology.
Under hybrid cloud architecture the organisation benefit from owning and managing on premises data storage hardware, local database, possibility to securely separate internal operations and in the same time to access public cloud resources.
London Bikes can take in consideration hybrid model when thinking to integrate existing operational system, which runs on actual architecture and where they execute most essential applications with business critical data that definitely are not available for the public cloud visibility.

Virtualisation and Cloud Computing 
For a better understanding of cloud computing capabilities is necessary to discuss about Virtualization.
Virtualisation concept it referee to the software technology that bust cloud models functionality by separating applications environment from hardware infrastructure, with intention to facilitate running multi system programs on the same machine at the same time.
For example by creating virtual machines on the same computer can be accessed Windows applications for specific tasks, Linux interface for hardware control or IOS applications for favourite activities.
Reading Sosinsky’s Bible we are able to identify one of the most efficient virtualisation solutions, The VMware vSphere: “...a management infrastructure framework that virtualizes system, storage, and networking hardware to create cloud computing infrastructures. vSphere is the branding for a set of management tools and a set of products previously labeled VMware Infrastructure.”(Sosinsky, B. 2011)
Virtualization facilitates software deployment by offering the best environment for software testing with a minimal hardware support and a secure method to reload the crashing applications without affecting computers integrity.
Maybe the great benefit of virtualization is that servers with different facilities and functions may be integrated under the same machine. Organisations adopt virtualization that conferee a great solution for maximising usage of server resources and to reduce operational expenses.
In regards of London organisation choice for their service solution will be then necessary a deeper analyse and closer understanding of their needs because they have to decide how far the improvement will go, considering all the costs, risks and the size of expected features will be contracted.
One thing is sure and that stand in limited power consume that will revolutionary transform the company from a classic heavy energy consumer into a modern, environmental protective business, most appreciated by community where they develop the activity..

Cloud Computing Migration Process
Knowing London Bikes capacity, business complexity and willing of transformation we are going to right guide them during process migration to the best route, highlighting the next steps to take and mapping their deployment project.
· Get ready the plan.
A business survey helps us to understand the needs and get ready to apply the right strategy.
Actual working environment at London Bikes is limited to data centre capacity, installed applications and contracted services and we are evaluating carefully this capability in order to avoid contracting unnecessary services.
At this stage is recommended to introduce a performance management application and based on data collected in real time to make visible existing processes, limitations and necessary demand of infrastructure.
Management performance evaluation determines the strategy for implementing the right cloud model.
· Cloud model selection  
Once we gain process visibility is time to adopt the cloud model who accomplished the most of our expectations: public, hybrid, private, and multi-cloud.
Performance management application will be integrated in the new adopted model.
London Bikes recommendation will be a successful combination between virtualisation at existing data centre and new acquisition of public cloud services.
Adopting cloud computing model is essential for London Bike to move a part of activity online and starting e-commerce in order to secure their market position in a fast growing and competitive business environment:“...adoption of e-commerce by SMEs, especially in developing countries, is still very far behind the adoption by large companies. Yet to be able to survive in the new economic era, which is the information era; businesses, including SMEs, are forced to adopt e-commerce.”(Rahayu, R. and Day, J., 2015)
· Migration action 
Adopted plan needs to be easy to execute, fast operating and timely synchronised with organisational working hours. For security reasons will be always executed data backup and ready to use recovery plans.
Hardware and software resources need to be pre-configured and installed prior starting migration activities.
Performance management application will be the informational support to prioritize the migration process and to revaluate service performance once the migration is getting done.
· Validating solution
Migration process ends after validating the solution. This moment start with physical test of new adopted infrastructure and get completed after running evaluation applications (App Dynamics, Business IQ).
  











Security concerns
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Figure 4- Service management











Security vulnerabilities experienced with SaaS services are systematically focused to data type and access mode only and that because this model deliver to the customer entire responsibility in regards of this two key entities.
There are necessarily additional measures and efforts to evaluate and select data classification before getting delivered to the cloud infrastructure and also control user roles by levelling or grading access accordingly.
As auto protection measure is there imperative to learn very well delivered security programs and security facilities and when necessary to demand external audit, shared reports, prevention solutions and integrity reports from the service provider.
SaaS service disadvantages includes but not limited to: lack of transparency over applications  programs, unauthorised collection of data by obscure organisation or malicious program, insufficient access control with predisposition for sensitive data, missing control over data transfer, invisible updates occurred at application level, increasing cost with personal training and security solution acquisitions, internal data damage predisposition, insufficient solutions to keep updated with regulatory compliance.
Unfortunately one of the most efficient form of attack within the SaaS services are Ransomware programs that target important cloud providers and are looking to damage a high amount of data.
There are several vulnerabilities for IaaS services also, such as: introducing Shadow IT (application process invisible to IT), sensitive data exposure, potential malicious programs insertion, demanding staff training, lack of transparency, internal damage risk, limited security control over data centre access, network infrastructure targeted attacks, missing vulnerability monitor, transfer possibility of malicious programs from one structure to another. Organisation adopting this model face responsibility extended over software integrity at application level, layer two network security, operating system limits and needs to face unnecessarily additional risks.
Most commune attacks of malicious programs are going to insulate targeted data and essential executable of applications requesting in exchange payments or benefits that may compromise seriously business situation. Affected units became source for extended malicious operations over detected business partners compromising even more the position of the organisation.
For London Bikes we need to take in considerations all aspects in regards of security risks and at every level to establish a set of rules for data management, database access, user accounts and user roles, smart applications for reporting process with vulnerability indicators, acknowledgment service to indicate breach attendance or network traffic control, backup and recovery procedure.
Private cloud security concerns are related with access and resources that became again organisational responsibility.
Data centres owned by organisation need skilled IT for multi level implementation, control and maintenance, considerable expense for software and hardware acquisitions.
From experts point of view virtualization is a major security concern because: “... allows multiple users... are different types of virtualization technologies, and each type may approach security mechanisms in different ways...virtual networks are also target for some attacks especially when communicating with remote virtual machines.”( Hashizume, K, et al. 2013)
Virtualisation process is also based on staff ability to work with new technology, to control, analyze, and customise cloud environment.



Mitigating security risks
Organisations are guided to adopt certain methods in order to mitigate possible damage that may occur from security aspects and there are strong recommendations for London Bikes.
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· Deployment method
Organisation can improve security level starting from development process where code quality has a huge impact in reducing vulnerability at attacks or unauthorised code insertion. DevSecOps, DevOps processes are known are successful solution for deployment method. Also efficient deployment method increase operational speed of applications. The aim of this method is to request inclusion of process management application, software development and data analysis.
· Automatic process and process management applications
Security concerns are increasing while security risk gets inflated by new developed attack methods and smart cybercrime engineering.
The speed and frequency of the attacks can be efficiently counterworked by introducing automatic control process, automatic reporting process, process management application and IT analysis process.

· Centralised security management 
Service providers and owned data centres has to be unified under a singular security management. Demonstrated vulnerabilities where detected over multiple management tools and so was introduced an integrated security management concept. Every updates, access requests, user permit, application runs, must be first certified and approved by unique security management.
After all, for business consideration it is important that London Bikes focus on visibility aspects and not only to prioritise services control. For organisation, is much efficient to have real time information about cloud services, instead of controlling inefficient infrastructure.
Armbrust, M. (2010) highlighted this risk, when organisation: “...need not be concerned about overprovisioning for a service whose popularity does not meet their predictions, thus wasting costly resources, or underprovisioning for one that becomes wildly popular, thus missing potential customers and revenue.”(Armbrust, M, et al., 2010)

SaaS implementation at London Bikes 
London Bikes implement Software as a Service, known as SaaS to bust up business performance in regards of availability to subscribe their future customers over internet infrastructure.
In the same time actual used services will be replaced with new software solutions: mailing services, purchasing management, marketing service, customer relationship, supplying chain, distribution services, PR, HR services.
As we mentioned before there are considerable benefits of SaaS adoption such as but not limited to: 
· Expenses reduction- services acquisition at a lower price when sharing usage of licensed products. 
· Provisional payment method-service use payment can be structured in small, affordable and customised monthly rates while even more facilities can be contracted within similar budget.
· Scalability-project management application wills help London Bikes to collect essential information about subscribers and to analyze for future marketing strategy implementation. Also is a tool to control services usage and to intervene with modifications when some cloud capabilities are no longer necessary.
· Backup solution-NetApp  is one of the most affordable SaaS backup solution who offer unlimited storage and data retention, data recovery, data restore, not-stop technical support, pay-as-use method and annual subscription starting at 45 US dollars. 
NetApp SaaS backup solution is dedicated to Microsoft Office 365 platform and Salesforce, Protect Exchange Online, SharePoint Online, OneDrive for Business, Microsoft 365 Groups, Microsoft Teams and OneNote
NetApp is a regulated solution (Personal Data Privacy Protection, SOC 2 Security, Availability and Confidentiality Report, Cloud Security Alliance Controls) following international standards: ISO27001/2013 for Information Security Management Control and ISO27017/2015 for Cloud Security Control.
Cloud service provider will include in their price eventually costs for necessarily upgrades and future optimisation.
At the beginning will be contracted a pilot program, containing free trial services when London Bike will be able to test functionality and security of cloud capabilities. 
At this point is necessary to be negotiated and agreed migration terms, accessibility levels, contractual eligibility, backup solutions for better security, integrity and confidentiality of their most vulnerable data and any other business concerns:”... specifically, they could negotiate contractual uptime  guarantees and IT helpdesk/application  response  time  including  penalties  and  escalation  clauses  if  the  performance  standards  are  not achieved. On the security side, companies should place particular importance on defining careful and granular SLAs on  security/privacy  aspects  including  clear  data  protection  and  backup  policies  and  regular  audits  of SLA compliance.(Benlian A., et al. 2010).
Contracting SaaS model is having a great benefit in regards of costumer support services and customisation flexibility. Service provider will be most interested to deliver the best solution for successful collaboration.
London bike have unique opportunity to start acquisition of cloud services while using separate their actual owned infrastructure, to introduce step by step cloud services with possibility to skill a part of IT staff and to train later selected users for new applications and facilities. 
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