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Task1
1.1 Overview of network security system
Network Security System: This is the highest-level conceptual abstraction of a network security assurance system, which consists of various network security units according to certain rules to achieve the goal of network security.
Network security system composition: including laws and regulations, policy documents, security strategy, organizational management, technical measures, standards and specifications, security construction and operation, personnel team, education and training, industrial ecology, security investment and other elements.
The construction of network security system has become an effective method to solve the problem of network security, and it is an advanced solution to improve the overall ability of network security.

1.2 Characteristics of network security system
Integrity: To achieve security from an overall, long-term perspective, network security units are subject to certain rules, depend on each other, are subject to mutual constraints, interact with each other and form a human-machine physical integration for network security protection.
Cooperation: The network security system relies on multiple security mechanisms and through the mutual cooperation of the various security mechanisms, a systematic network security protection scheme can be built.
Procedural: For the protected object, the network security architecture provides a procedural network security protection mechanism that covers the entire lifetime of the protected object.
Comprehensiveness: Network security systems control security threats based on multiple dimensions and levels, and construct network security functions such as protection, detection, response and recovery.
Adaptability: Network security architectures have a dynamic evolution mechanism that can adapt to changes and requirements of network security threats.

1.3 Purpose of network security system
Systematically address network security risks to ensure business continuity and minimize losses. Strengthen the network security awareness of the staff, standardize the organization, individual network security behavior. Comprehensive and systematic protection of the organization's network assets to maintain a competitive advantage. This benefits the organization's business collaboration and the organization's network security management system certification, proving that the organization is capable of protecting important information and can improve the organization's visibility and trust.

1.4 Related security models of network security system
(1) Information assurance model
P2DR model
Components: Policy, Protection, Detection and Response. Among them, the security policy describes the security requirements of the system and how to organize the various security mechanisms to achieve the security requirements of the system.
Under the control and guidance of the overall security policy, in the comprehensive use of Protection tools (Protection, such as firewalls, operating system identity authentication, encryption and other means), at the same time, using Detection tools (Detection, such as vulnerability assessment, intrusion detection system, etc.) to solve and evaluate the security state of the system. Adjust the system to the "safest" and "least risky" state with appropriate responses.
WPDRRC model
Composition: early warning, protection, detection, response, recovery and counter-attack.
The network security capabilities implied by the model are mainly early warning, protection, detection, response, recovery and counter-attack capabilities.
(2) Capability Maturity Model (CMM)
There are SSE-CMM, Data Security Capability Maturity Model, Software Security Capability Maturity Model, etc.
1. SSE-CMM 
System Security Engineering Capability Maturity Model, including engineering process class, Organization process class, Project process class.
2. Data Security Capability Maturity Model
From the four dimensions of organization construction, system process, technical tools, and human capacity assessment.
Organization construction: Data security organization structure establishment, responsibility allocation, communication, and collaboration.
Institutional processes: the implementation of institutional norms and processes in the area of critical data security for organizations.
Technical tools: Secure requirements are cemented or security work is automated through technical means and product tools.
Personnel competency: the awareness and professional competence of the personnel performing data security work.
3. Software Security Capability Maturity Model
which is divided into five levels:
Level 1: Patching up.
Level 2: Penetration testing, secure code review.
Level 3: vulnerability assessment, code analysis, security coding standards.
Level 4: Software security risk identification, SDLC implementation of different security checkpoints.
Level 5: Improvement of software security risk coverage and assessment of security gaps.
(3) Defense in depth model
The basic idea: Information network security protection measures are organically combined, and for the protection of objects, appropriate security measures are deployed to form a multi-line protection, where the security measures can support and remedy each other to block the attacker's threat as far as possible.
Four lines of defence
Security: Protects against intrusion and damage to the network.
Security monitoring: Intrusion and damage can be detected in a timely manner.
Real-time response: Keep the network "invulnerable" when an attack occurs.
Recovery: make the network in the attack can be the fastest speed "back to life", minimize the loss caused by security incidents.
(4) Layered protection model
For a single protected node, the protected object is protected hierarchically based on the OSI 7-layer model.
Typical protection layers: physical layer, network layer, system layer, application layer, user layer, management layer
Depending on the security threat of each layer, appropriate security measures are deployed to enforce hierarchical protection.
(5) Network survival model
Network survivability refers to the ability of a network information system to continue to provide essential services in the event of an intrusion.
At present, the network information survival model on the country follows the establishment method of "3R".
First, the system is split into an unbreakable security core and a recoverable part. Then, for a certain attack pattern, the corresponding 3R strategy is given, which is resistance, recognition and recovery. Finally, the normal service mode and the intrusion mode that can be used by hackers are defined, giving the essential functional services and the critical information that needs to be protected.

1.5 ITIL
Information Technology Infrastructure Library (ITIL) is a collection of best practices for Information Technology Service Management (ITSM). [1] ITIL is a set of IT service management best practice guidelines issued by the Central Centre for Computer and Telecommunications Management (CCTA) of the British government in the early 1990s, which aims to solve the poor quality of IT service.
Benefits of implementing ITIL
ITIL can help address these potential losses by providing a leading framework that facilitates communication and coordination between various IT functions, adding the necessary technologies while maintaining a healthy portion of the organization's existing IT management approach. Moreover, the subsequent treatment of holes and is intended to be rectified. However, it is not a set of theoretical models, but a sustainable improvement plan based on high quality, precise definitions, reproducible processes and additional work based on the world's most practical experience. ITIL enables technology departments to demonstrate strong IT service management via systematic execution of operations with stringent controls. [2] Through direct interaction with different business units, ITIL process management allows you to redesign business functions and processes to reduce costs, reduce operating time, improve quality and increase customer satisfaction. Implementing ITIL will enable information systems departments to respond in a timely manner to process changes in finance, sales, marketing, manufacturing and other operations. In some cases, organizations such as shift committees, emergency change committees and in-house business managers are formed to unify operations and IT.

1.6 ISO 27000
Information Security Management System (ISMS) in accordance with the PDCA continuous cycle of improvement, the main steps:
Plan: Establish an ISMS to identify information assets and their associated security requirements; Assess information security risks, select appropriate security controls, and manage unacceptable risks
Do: Implement and run ISMS, implement control and operational management
Check: monitor and evaluate ISMS.
Process (Act): Maintain and improve ISMS

Task 2
A
​The scenario refers to a company using cloud services to provide network services to its employees and customers. Access to wireless networks, large user systems, not only employees but also international customers, and social media accounts to promote related activities, data security of employees and customers should be protected, and the company's intellectual property should also be protected from leakage.
In view of the above scenario, a scheme to meet the needs of the company is formulated to ensure the security of the company's information system.
Principles of Network Security
1. The principle of systematism and dynamics: emphasizing the overall safety of the system, that is, the "barrel principle". Network security policies change depending on the security environment of the network system and the attack.
2. The principle of in-depth protection and cooperation: cyber security technologies should complement and collaborate with each other to demonstrate their advantages under a unified security policy and deployment.
3. Principles of Standardization and Consistency: Networked systems are huge systems engineering, and the design of their safety systems must follow a series of standards that ensure the consistency of each subsystem so that the entire system is securely interconnected, interoperable, and interoperable.

Network Security Architecture
1. Security assessment mechanism: This includes identifying network system risks, analyzing network risks, and developing risk control measures.
2. Security protection mechanism: Based on the various security threats that exist in a particular system, appropriate protection measures should be taken to avoid illegal attacks.
3. Security monitoring mechanism: This is to obtain the operating status of the system and to detect and stop various attacks on the system in a timely manner.
4. Security emergency response mechanism: In case of failure of the security protection mechanism, emergency treatment and timely recovery of information can reduce the level of damage from the attack.

Network Security Services
Service Objectives: Protect business operations and data security through network security services.
The network security assurance capabilities of the service output are: early warning, assessment, protection, monitoring, emergency response, recovery, testing, traceability, etc.
Service types include: network security monitoring and early warning, network security risk assessment, network security digital certification, network security protection, network security inspection, network security design, network security emergency response, network security disaster recovery and backup, network security assessment and certification, and network security electronic forensics.

Network security risk and classification protection
The network security system should properly handle the relationship between requirements, risks and costs, make security and availability compatible, and make the organization executable. Hierarchical protection refers to the use of appropriate network precautions to protect network assets according to their security level and thus achieve moderate protection.

​Network Security Management System Construction Content:
1. Network Security Management Policy: It provides specific security measures and protection methods for the protection objectives of the network information system
Third-party security management: The goal is to maintain the security of an organization's information processing facilities and network assets that are accessed by third parties.
The main work is as follows: According to the business requirements for third-party access, a risk assessment must be carried out to clarify the security issues and security controls involved. Sign a security agreement or contract with a third party that specifies security controls and specifies the parties' responsibilities. The identity of the third party access person is identified and authorized.
3. Classification and control of network system assets: Listing and classification of network system assets is the most fundamental work of management. It helps to clarify the objects of security management, and the organization can provide a corresponding level of protection according to the importance and value of the assets.
In a corporate network, there are four levels of assets: public, internal, confidential, restricted.
Examples of assets are:
A. Hardware assets: including computers, network equipment, transmission media and converters, input and output equipment, surveillance equipment and security AIDS.
B.Software assets: including operating systems, network communications software, database software, general application software, application systems commissioned and independently developed, and network management software.
C．Storage media including optical discs, hard drives, floppy disks, magnetic tapes, removable storage.
D.Information assets: including text information, digital information, voice information, image information, system documents, user manuals, training materials, operational or support steps, continuity plans, retreat plans, and archived information.
E. Network services and business systems: including e-mail, Web services, file services, etc.
After the list of assets is given, the above assets are divided into security levels.
4. Personnel security: The goal is to reduce network security risks caused by migration, theft, fraud or abuse. In terms of personnel security work arrangements, three principles are followed: the principle of multiple responsibilities, the principle of limited tenure and the principle of separation of duties.
5. Cyber physical and environmental security: The goal is to prevent unlawful physical proximity access, damage and interference to an organization's workplace and cyber assets.
6. Network Communications and Operations: The objective is to ensure the safe operation of network information processing facilities and meet the security needs of the organization's business development.
7. Network Access Control: The goal is to protect networked services. Access to internal and external network services should be controlled to ensure that users accessing the network and network services do not breach the security of these network services.
Requirements:
A.Correct connectivity between the organizational network and other organizational networks or public networks.
B.There are appropriate authentication mechanisms for both the user and the device.
C.Control when the user accesses the information service.
8. Network application systems development and maintenance: The management objective is to prevent the loss, modification or misuse of user data in the application system. The design of the network application system must include appropriate security controls, audit trails, or activity logging.
9. Sustainable operation of the network system: The management objective is to prevent the disruption of network business activities and ensure that vital business processes are not affected by major failures and disasters.
10. Network Security Compliance Management: The management objective is that the design, operation, use and management of network systems should be based on statutory law and regulations or contractual security requirements and not violate criminal law, civil law, statutory law, regulations or contractual obligations and any security requirements.

Network Security Policy
Network security policy is the network security rules and requirements about the protection object, which is mainly based on network security laws and regulations and network security risks.

Security management mode
1. ​Principles of combining technology and management: Cyber security systems are complex systems projects involving personnel, technology, operations and other elements. We must combine various safety technologies and operational management mechanisms, personnel training and technical training, and the construction of a safety supervision system.
2. Safety first, prevention first principle: Network security should be based on prevention, or it is too late to mend. Especially in large networks, it is difficult to control the network security situation once an attacker enters the system.
Security and development are synchronized, and business and security are equivalent. The construction of network security should realise and information technology unified planning, unified deployment, unified promotion, unified implementation. Ensure three synchronisation: synchronous planning, synchronous construction and synchronous operation, so that security and development are coordinated and go hand in hand, with security to ensure development, with development to promote security, security and development are synchronised, business and security are equivalent.

Establish protection mechanisms
Technical goals: To meet the business security, data security protection needs of network information systems through the use of multiple network security technologies to enable network user authentication, network access authorization, network security audit, network security disaster recovery and additional network security mechanisms.
Technology type: This can be divided into protection, surveillance, recovery and response technologies.

Staffing
Establish network security institutions to ensure the construction of network security talent team, regular network security post training, network security resources integration. The group configuration is as follows:
Leadership: made up of the heads of each department.
Management: comprised of the head of security and middle management of the organization
Executive layers: made up of business personnel, technical personnel, systems administrators, project engineering personnel, etc.
External collaboration layer: composed of security experts or partners from outside the organization.

B
Standards are like recipes; They list the steps that have to be performed. A well-managed IT organisation must adhere to the requirements specified in the standards.  Standardize behavior, increase work efficiency and reduce corporate costs.  Standardisation means normalising all work, reducing unnecessary parts, stabilising optimised workflow, and working according to uniform requirements to eliminate errors, reduce costs, and improve the competitiveness of enterprises. The law, on the other hand, is legally binding. The manner in which things are explained how they should be done shows the support of the government and the public for the rules and procedures laid down in the regulations. Failure to comply with IT-related regulations can result in financial penalties and lawsuits. 
By referring to legislative standards, regulators draw on key practices developed by expert committees. Standards are adopted by various organisations to enhance their products and services, improve safety and quality, conform to industry best practises, and support trade in new and existing markets.

Advantages:
If the system is not revised in a timely manner and the system is not committed to system building, the system will lose its applicability, which will severely affect the authority of the system and even bring some negative effects to the work. Therefore, the effectiveness, suitability and adequacy of the system should be continuously reviewed and updated. A timely revision could make the standards more refined, deter those seeking loopholes for illicit gains, and better regulation could act as an incentive in the industry environment.

Disadvantages:
Frequent changes or refinements can cause an existing product or framework to go through multiple iterations for different specifications, leading to a slowdown in progress or, more extreme, a regression in progress. And repeated and frequent updates can lead to a loss of credibility with regulations and standards as to whether they are sound, credible and sustainable.

Conclusion: 
Any standards and regulations cannot be perfect, problems will be found in their implementation and need to be continually improved. There is no such thing as the best, only the better. This is the purpose of continual improvement; However, frequent update iterations can lead to execution confusion, since multiple updates can cause the referenced versions to differ within a relatively short period of time. As a result, numerous regulations and codes are revised regularly, rather than being updated directly when problems are identified. It is common for relatively mature systems to have an update cycle of three to five years, and for relatively modern standards and regulations to have an update cycle of half a year or one year.
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